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BBB O3IPJEIEH/IEP/ OTI PA3SPABOTAHA / EP DESIGNED

«KommbioTepnik rhutbiMaapy KadieApachiHbii Merrepywici/3aseayioumit kapeapoit "Komnbiotephsie Hayku"/Head
of the department "Computer sciences"

i% é& oLAV5, L2
KounipGaes Hyp6ex bepkinbaiiynnl/ Konsipbaes Hypbek BepkunbGaesny/ Konyrbayev Nurbek o gty iyl (naraiipaiidate)
«KomnbioTepiik FLIBIMAAPY Kadeapachinbii ara oKbITyibick/Crapiunii npenojasarens kageaps! L/
Komneiorepubie Haykn"/Senior Lecturer of the Department of Computer Science //ZZ CoR ﬂgﬁ : LO._057KL
Anpanosa Ocenxan barnarkeiss/ Anpanosa Acenbxan Ba Apoanucs/xonsilgignature) (saraiymi/date)
rnatosna/ Adranova Aselkhan
«KomneloTepAik FeutbiMAap» Kadieapackinbli ara OKbITYwbick/CTapiumii npernogasarenb Kageapsi " Aip if /
KomnsiotepHsie Hayku"/Senior Lecturer of the Department of Computer Science DG Lf £, o8 KE
Maip3amyparosa Anjia Ockepbekkbizbl/ Mbipaamypatosa Auzia Ackepbekosna/ Myrzamuratova Aida (nonnwcu/ionesignsine) (RaTa/ap/dmie)
Kpi3biiopaa o6abich! aKkimi annapatbinbii «Lludpasik TexHonorusnapy Geniminin 6acwsicsl/PykooanTens oTaeAa L"
“Llndpposbix TexHonoruii" annapara akuma Keissiiopaunckoi o6nacty /Head of the Department "Digital Jdooees Ko, 0528
technologies” of the Office of the Akim of Kyzylorda region (rasncalysiignatg) Comraloniician
W6anyana Cabur Mbaynaynst/ M6aayina Cabur Mbanyanaesuy/ Ibadulla Sabit < 5h
"“Tpancrenekom” AK Kpisbutopaa kanansik "Kpisbiiopaarpancrenekom” guananst aupextopsl/ Jlupextop 5
KbI3bUIOpHHCKOr0 roposickoro ¢unana "Keissiiopaarpancrenekom” AO "Tpanctenekom"/ Director of Kyzylorda Lo, 0582
branch of "Kyzylordatranstelecom" JSC "Transtelecom" fAaraime)
Kywnspos barnan bonarynsi/ Kyanspos barnan Bosarosu/ Kudiyarov Baglan
3 kype cryaenti, CUB-20-1 n/a Tobut/ Cryent 3-ro Kypea, rpynna CUB-20-1 n/s/ 3rd year student of the group
1SS-20-1 ; o L2, 05 KL
Passansies Braaumup/ Passanses Bnamup/ Razvalyacv Vladimir (nonnuca/ianuisigpature) (aara/kyniidate)
4 kype cryaenti, CUB-19-1/ Cryaent 4-ro Kypea, rpynna CHB-19-1/ 4th year student of the group 1SS-19-1 %%/
Opinkoxkacs Hypaayner/ Apunxozxaes Hypnaynet/ Aripkhodzhaev Nurdaulet . ey Sl M

(noAnuca/kanp/signature) (aara/cyvi/date)
Kapacruipsuiasy/Cornacosano/Considered

Binim Gepy Garnapramanapsl MHAKCHEPAI-TCXHOIOMHABIK XKIHE ayblilapya

technology and agricultural direction of educational programs
Kyni/nara/data 2022 xarrama/nporokon/record Ne

WLBIFE! 6arsThl GoibiHILA AKAZEMHANBIK KCHECIHIH OThipbichiHAY Ha 3acenaling
aKaJIEMHYECKOro COBCTA N0 HHKEHEPHO-TEXHOIOMHYCCKOMY H cenbekoxo3aiicTBeHHOMy Hanpasnennio O/ At the meeting of the Academic Council on engineering

Binim Gepy Garvirrapsl Gofibima AKaJiIeMHAIBIK KEHEC toparachi/IIpejice/aTent aKaAeMI4ECKOro CoBETa 1o

oBpasosatenbibim nporpammam/ Chairman of the Academic Council for Educational Programs M"Q
AGkanenor Bakeitoex Baitnocyn/ AGkanenos Baxurroex Baiigocosnt/ Abzhalelov Bakhytbek ey
Wncturyt anpekropsy/Jlupexrop uneruryra/ Director of the Institute: Ackaposa I'ynizat 1okip6ekKbiab/ a 2

Ackaposa 'ynbaar 1llakupOekopna/ Askarova Gulzat

(noanucn/Konvi/signature)

(nara/xynildate)




6B06152 —AxmapaTThlK Kayilci3mik skydemepi — Outim Oepy OarmapiaMachlyITThIK OutikTimik 1meHOepinin (Kaszakcran
Pecniyonmukacel binmim skoHe FpUIBIM MuUHHUCTpIIriHiH 2016 xpurbl 16 Haype3garsl Oipiecken Oyiipeirbl), Kazakcran PecmyOmmkace
JXorapsl sxoHE KOFaphl OKY OpHBIHAH KeiiHTi O011iM MamaHabIKkTapbeiHbIH KikTeyimri (KP MK 08-2009), Kazakcran Pecriyonukacer bimim
xoHe FpuTbiM MUHHCTPIHIH 2018 sxpumrsl 31 Kazangarer Ne 604 OyiipeirsiMen Oekitinren JKorapel Ou1iM Oepy/iH MEMJIEKETTIK JKaJIbIFa
MmiuaerTi crangaptel (KP BFM 2021 sxputest 23 mrinaeneri Ne 362 OyipbIFRIMEH CHII3UITCH 63TepicTep MEH TOJIBIKTHIPYIAPBIMEH) HET131HC
azipirenzi. "3epae" YITTHIK MHPOKOMMYHHKaIHs xoaauHri"AK o3ipieren «AkmapatTsiK Kayincizmikn(17.07.2017x. Ne 1710yipsirsl),
«Kayinciziik MaMaHgapbl aknaparThlK MHQpakypbulbiM ckoHe AT»(1 KockiMia), «AKMapaTTHIK TEXHOJOTHSUIAP KOHE aKMapaTThIK
MH(PPaKYPBUIBIMHBIH KayIlCci3AiriH Kamtamachiz ety»(24.12.2019x. Ne 259 Oyiipeirsl) cranmapttapbl, Kazakcran PecmyOnukachiHBIH
«Artameken» ¥nrTeIK Kocinkepnep IlanaTtacsl.

Oo6pazoBarenpHas mporpamma 6B06152-CucreMbl MHPOPMAITMOHHOW 0€301acHOCTH pa3pabOTaHbl Ha OCHOBE HAIIMOHAIBHOMN
pamku kBanugukauuid (coBMeCTHBIM Mpuka3 MuHuctepcTBa oOpasoBanusi U Hayku Pecnyonuku Kaszaxcran ot 16 mapra 2016 rona),
KiIaccu(ukaTopa CIEMUAIbHOCTEH BBICIIETO M TOCIEBY30BCKOro obOpasoBanust Pecnyonmukm Kazaxcran ('K PK  08-2009),
rOCyJapCTBEHHOTO 00IIe00s3aTeIbHOTO CTaHIapTa BBICIIETO 00pa30BaHMUs, YTBEP)KICHHOTO NMPHUKAa30M MHHUCTpPA 00pa30BaHUs M HAYKH
PecniyOnuku Kazaxcran ot 31 oxts16ps 2018 roga Ne 604 (c u3MeHEeHUSIMU U IOTIOJTHEHUSIMH, BHeceHHbIMU ITprkazoM MOH PK ot 23 urons
2021 roma Ne 362). Cranmaptei"Undopmanmonnas oOe3omacHocTs"(mpmiokenue Ne 171 ot 17.07.2017 1.), «MudopmannonHas
uHdpactpykrypa u UWUT» (nmpunoxenue 1), «MHPopManmoHHbIE TeXHOJOTHUH H obecrieueHne O€30MacHOCTH HMH(POPMAIMOHHOMN
nHppactpykTypsl"(ripuka3 Ne 259 ot 24.12.2019 1.), pazpaboranusie AO «HammoHanbHBIN HHOOKOMMYHUKAIIMOHHBIA XOJIIUHT «3epie»,
Hanmonansnas manata npennpuauMareneid Pecriyonuku Kazaxcran « ATamekeny.

Educational program 6B06152-Information security systems are developed on the basis of the national qualifications framework
(joint order of the Ministry of Education and Science of the Republic of Kazakhstan dated March 16, 2016), the classifier of specialties of
higher and postgraduate education of the Republic of Kazakhstan (GC RK 08-2009), the state mandatory standard of higher education
approved by Order of the Minister of Education and Science of the Republic of Kazakhstan dated October 31, 2018 No. 604 (with
amendments and additions made by order of the Ministry of Education and Science of the Republic of Kazakhstan dated July 23, 2021 No.
362). Standards "Information Security" (Appendix No. 171 dated 17.07.2017), "Information Infrastructure and IT" (Appendix 1),
"Information Technologies and information infrastructure security” (Order No. 259 dated 24.12.2019), developed by JSC"National
Infocommunication holding "Zerde", National Chamber of Entrepreneurs of the Republic of Kazakhstan "Atameken".



bbb TOJIKY/ KATBI/ITACIIOPT OII/PASPORTEP

Mautimer ataysl

Eckeptne

Binim Gepy canachIHBIH KOJBI
JKOHeaTaybl, JKOFapbl  OUIIMHIH
OarmapiaMachIHbIH Oeiii/
KomuknaccngukanusodmactnodpasoBaHus,
niponTb00pa30BaTENLHONITPOrpaMMBIBBICIIET000pa
3oBanus /The code and classification of the field of
education, the profile of the educational program of
higher education

outiMm  Oepy

6B06-AKnapaTThIK KOMMYHHKANUSUTBIK TexHomorusap/6 BO6udopmanmoHHO-KOMMYHHKaIIMOHHBIE
TEXHOJIOT UK/

6B06-Information and communication technologies

Hasipiay GaFbITBIHBIH KOJIbI %oHe ataybl/ Kom u
Kiaccuukanus HanpasieHus noarorosku/Code and
classification of the direction of training

6B063 AxnapatThIK Kayinci3aik/ 6B063 Mudopmarmonnas 6e3omacHocts/6B063 Information security

birim  Oepy  Oarmapiamacel/ — HammeHnoBanue
obpasoBarenpHOi  mporpammbl/Name — of  the
educational program

6B06152 —AkmapatThIK Kayinci3aik xyienepi/ 6B06152 — Cucrembl HHGOPMALIMOHHON 0€30MacHOCTH /
6B06152 - Information security systems
binim any Tpaekropusicel Nel: KoMmbroTep:tik sxyienep MeH XKeTiepAiH Kayinci3air
binim anmy Tpaekropusicel Ne2: AKmaparTbl KpUNTOrpadusuIblK KOpFay
Minor 6arnapnamacst: Kayincizzik canacbiia HEHPOHIIBIK XKEUIIK TEXHOIOTHSIapAbl KOJIaHY
Obpa3zoBarenbHas TpaekTopus Nel: be3omacHOCTh KOMIIBIOTEPHBIX CHCTEM H ceTei
OopazoBarenbHas Tpaekropust Ne2: Kpunrorpaduueckas 3ammnra nuaGopmanuu
Minor nporpamma: [IpuMeHeHne HEHpPOCETEBBIX TEXHOIOTHU B cepe 0e30MacHOCTH
Educational trajectory #1: Security of computer systems and networks
Educational trajectory #2: Cryptographic protection of information
Minor program: Application of neural network technologies in the field of security

bbb

TYpi (KO IaHBICTAFHI, xaHa, | KonpmaneicTarsl/ neiicTByromas/ current
nHHOBauWsUIbIK)/Buy  OIl  (nelicTByromias, HOBasi,
nnHoBanuoHHas )/ Type of OP  (current, new,
innovative)

BBb maxkcatel/LensOI1/Objective of the EP

AKmapatTaHaslpy OObEKTIIepiHAe aKnapaTThl KOprayFra KaOineTTi, OiumiMIi jKoHe aKMapaTTHIK Kayilci3miKTi
KaMTaMachl3 eTy[e JKeKe MmeOepiiri MeH KacHeTTepiH KoJiJaHyFa KaOlleTTi aKmapaTThIK Kayilcizmaik
caJlachIH/a KOFaphl OUTIKTI Kaapiapasl Jaspiay.bimim amymsuiapasl op TYpii OipiKTipiireH KOMIBIOTEPIIiK
JKYHenep MeH JKeliJIepleri aKkmapaTtThl KOpFay JKOHE OHBIH KayiNCI3AiriH KaMTamachl3 €Ty MaKcaThIHAa
aKnapaTThl KpUITOrpadUsUTBIK, TEXHUKAJIBIK KOPFay cajachiHa OaFbITTAIIFAH XAkl OiiM OepeTiH, 6a3albiK
oHe Oeifinmi  moHmepre  OKBITY./ITOATOTOBKA  BBICOKOKBAJH()HUIIMPOBAHHBIX  KaApOB B  OOJIACTH
WHPOPMAIIMOHHONW OE€30MTaCHOCTH, CIIOCOOHBIX 3aIHIATh MHPOpPMAaNUio Ha O0beKTaX HH(POPMATHU3AILNH,
NPUMEHATh 3HAHUS W JIMYHbIE HABBIKM M KadecTBa B OOecIeYeHHHM HH(OPMALMOHHOH Oe30MacHOCTH.
OOyuenne oOywaromuxcsi  oOmieoOpa3oBaTenbHBIM, 0a30BEIM W TPOQHWIBHBIM  JHUCIUIDINHAM,
OPUEHTHPOBAHHBIM B 00JAaCTH KPUNTOrpadHISCKOM, TEXHUIECKOH 3aIUTHl HH()OPMAIIMH C IENBI0 3aIUTHI 1
obecrieueHnsi 06€30MacHOCTH MH(POPMAIMK B PA3IMYHBIX WHTETPHPOBAHHBIX KOMIBIOTEPHBIX CHUCTEMax H
cersix/Training of highly qualified personnel in the field of Information Security who are able to protect




information at informatization facilities, apply knowledge and personal skills and qualities in ensuring
information security. Training of students in general education, basic and specialized disciplines aimed at the
field of cryptographic and technical information protection in order to protect and ensure information security
in various integrated computer systems and networks

BBb umeriznemeci / O6ocuoBanue OIT/Rationale for the
EP

Binmim Gepy Oarmapmamachl skyienep MeH XEJIK TEeXHOJOTHSUIApbIH KAyYINCI3[iriH KaMTaMachl3 eTyMeH
aliHaNbICATHIH MaMaHAap/bl Jasprayasl Ke3/ieimi. Artan alTKaH[a, aknaparThl KpUNTOrpaHsUIbIK KOpFray
omicTepi MeEH Kypangapbl, akKlapaTrThl KOPFayIblH KOMIIBIOTEPIIK TEXHOJOTHSUIAphl, aKHapaTThl
KpUNTOrpadusuIbIK KOpFay KypaliapblH a3ipiey jaHe xobajay, aknapaTrThl TEXHUKAJIBIK KOPFayIbIH SpTypi
azicTepi MeH Kypajiapsbl, akIapaTThIK Kayilci3/IiK KbI3METiH YHBIMIIACTBIPY KoHE OacKapy, ecentey xyienepi
MEH XKeJJIepiH YHBIMIACTBIPY, SKIMIIIICHAIPY, OYJITTHI TEXHOJIOTUSIIAPBIH KAYINCI3IriH KaMTamachl3 eTy
canmacelHAa OuriM  anmansl/OOpazoBarenbHas IporpaMma MpeaycMaTpUBAaeT IOArOTOBKY CIELHalHCTOB,
3aHUMAIOIINXCSl 00ecreyBaHUEeM Oe30MacHOCTH CHCTEM M CETEBBIX TEXHOJIOIMH. B wacTHocTH, momydaror
3HaHMA B 00JIACTH METOJIOB U CpeCTB Kpuntorpaduueckoit 3, komnprotepHbIX TexHoioruit 31, pazpaborku
U MPOEKTUPOBaHMs CpelnCcTB Kpunrtorpaduueckoi 3U, 3HaHUS pa3IMuHBIX METOIOB U CPEICTB TEXHUUYECKON
3U, opranu3anuu u ynpasieHus ciayx0oit Vb, opranuzanmu, aIMUHUCTPUPOBAHUS BEIYHCIUTENBHBIX CUCTEM
H cerell, obecrneueHus 6e3onacHoCTH obnaublx TexHonoruit./The educational program provides training for
specialists involved in ensuring the security of systems and network technologies. In particular, they gain
knowledge in the field of methods and means of cryptographic protection of information, computer
technologies of information protection, development and design of cryptographic protection of information,
knowledge of various methods and means of technical protection of information, organization and management
of information security service, organization, administration of computing systems and networks, security of
cloud technologies

XaublKapajblK CTaHJIapPTTHIK OLTIM Oepy
xikreyinrnzgeri ko (XCBXXK)/ Kon B
MexnyHapoaHON CTaHIaPTHOM
Kiraccudukanuu obpazosanus (MCKO)/Code
inInternationalstandard
classificationeducation (ISCED)

0612

YITTBIK OUTIKTUTIK 1IeHOepl OoiibiHIIa/ YpOBEHb 110
HanmonanpHo#t  pamke  kBanmudukarmun/National
Qualifications Framework Level

Cananpik OUTIKTUTIK 1IeHOepi OoiibIHIIA/YPOBEHD 10
Ortpacnesoii pamke kBanupukanuu/ Level by Industry
Qualification Framework

BimikrimikTep MeH KbI3MeTTep Ti3beci, Oepimerin
Iopexke (OakamaBp, MarmcTp) Typaisl akmapaTrTap,
COHIai-aK bbb Oitipymi  alfHambica  aNaTBIH
KpI3MeTTepaiH atayel/ [lepedeHp KBammpuKanmid u
JNOIDKHOCTEHW, wWHpoOpMamusi O IPUCBAMBACMOM
crerieHn  (OakamaBp, Marucrp), HaWMEHOBaHHS
nomwkHocTe st okomumBmmx  OIl/  List of

Bakanasp/6akanasp/bachelor




qualifications and positions, information on the degree
awarded (bachelor's, master's), job titles for graduates
of EP

Kocibu kp3mert canackl/O0nacTb mpogecCHOHATBHOM
nestensHOocTH / Theareaofprofessionalactivity

6B06152—«AKmapatTThlK Kayimncizmik —okyienepi»OimiMm  Oepy Oarmapnamackl  OOMBIHINA — aKMapaTThIK
TEXHOJIOTHSIAP CaJlachl OaKaJNaBPBIHBIH KOCIOM KhI3METI KYITHS, KOH(QUICHIMAIILI aKIApaTICH KYMBIC
ICTEHTIH ajaM KbI3METIiHIH 0apJIbIK caanapblHAa aKIapaTThIK KYHenepai YHbIMAACTBIPYIIBUIBIK, alllapaTThIK
JKOHE OaFaapiaMalibIK oJICTep MEH KOpFay KYpaJJapblH O3ipJICHTIH, CHTI3ETIH JKOHE NaigaaHaThIH
MEMJIEKETTIK YKOHeE JKeKe KoCIIopbIHaap MeH yiibimaap 6ombin tadsitansl./ [Ipodeccnonanbhas nesTenbHOCTD
OakasaBpa B 001acTH MH(OPMAIMOHHBIX TEXHOIOTHi1 10 0Opa3oBaTenbHON nporpamme 6B06152-«Cucremsbl
MH(OOPMALMOHHOW 0€30MacHOCTHY  SIBJISIOTCSl TOCYAAPCTBEHHBIMM M YaCTHBIMU TPEINPHATHSIMHA U
OpraHu3alusIMy, pa3padaThIBAIOIIUMHU, BHEIPSIOMIMMHE H UCTIONB3YIOIIMMHU OPraHU3allMOHHbIE, alllapaTHhIE 1
NporpaMMHBIE METO/IBI M CpPEACTBA 3alUThl MH()OPMALMOHHBIX CHUCTEM BO BCeX cdepax IesaTelIbHOCTH
YyenoBeka, paboTaroImuX ¢ KOHGHUIACHIMATBHOM, KOHpHIeHIInATpHOW nHpopManueii./Professional activity of
the Bachelor in the field of information technology under the educational program 6B06152-"Information
security systems" are public and private enterprises and organizations that develop, implement and use
organizational, hardware and software methods and means of protecting information systems in all spheres of
human activity working with confidential, confidential information

Kocibu kp13mer typiiepi/ Buasl npodeccroHansHoM
nestenbHocT / Types of professional activity

6B06152—«AkmapatThIK Kayilci3aik Kyienepi»0iziM Oepy Oarmapnamacel OOWBIHIIA aKMapaTThIK-
KOMM YHUKALIMSUTBIK TEXHOJIOTHSJIAP Ccalachl OaKalaBpbIHBIH KOCIOM KbI3MET TYpiiepi:

- AKnapaTThIK Kayilci3liK ayIuTopbl

- AKnapaTThl KOpFay JKeHIHJIeT1 HHXeHep

- AKNapaTThIK Kayinci3ik oKimIici

- XKyvienik okimmi

- AKnapaTThIK Kayilci3IiK KbI3METiHIH MaMaHbI

- MonimerTep 6a3achiH TAAAYIIIbI

- FeuibiMu KpI3MeETKED

-AKNapaTTHIK-KOMMYHHUKAIHSIIBIK TEXHONOTHSIIAP JKOHE aKIapaTThIK KAYIICi3/iK calachlHAAFbI
KbI3METTEp MeH OeiMIIIeNepiH 0acIIbUIaphL..
/Buppl poh)eCCHOHANIBHOM NeATEeIbHOCTH OakanaBpa B 00jacTH HH(OPMAIMOHHO—KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHiA 10 00pa3oBaTensHOM nporpamme 6B06152-«Cuctemsl nHPOPMAITHOHHON 0€30ITacCHOCTI:

- AynuTop nHpOpPMAMOHHON 6€30MacHOCTH

- UmxeHep no 3amuTte nHGOpMauu

- AnMuHHCTpaTOp WHPOPMAIIMOHHONW 0€30MaCHOCTH

- CHCTeMHBII aIMHHHCTPATOP

- Cnenpanuct cryx05l HHPOpMAaHOHHONW 6€30MacCHOCTH

- AHanuTuk 0a3 JaHHBIX

- HayuHblil cOTpyaHUK

- PykoBoguTenu ciryx6 u moapasaeneHuid B chepe nHOPMAITMOHHO-KOMMYHUKAITMOHHBIX
TEXHOJIOTHI 1 MH(POPMAIOHHOH 0€30ITacHOCTH.
/Types of professional activity of a bachelor in the field of information and communication technologies
under the educational program 6B06152-"Information security systems":
- Information security auditor




- Information Security Engineer

- Information Security Administrator

- System administrator

- Specialist of the Information security Service

- Database Analyst

- Research associate

- Heads of services and departments in the field of information and communication technologies and
information security.

Koci6u kpi3mer dyHKImsnapsl/ OyHKIHIH
npodeccronansHoi aesrensHoctu / Functions of
professional activity

6B06152 - AxmapaTThIK KayillCi3Iik >Kyienepi MaMaHIbBIFbl OOHMBIHINA OakajaBpbl KOCINTIK KBI3MET
00BEKTUIEpiHAC Keneci (QYHKIUITAPAbl aTKapa aajpbl:

YUBIMHBIH aKNapaTThIK KayINCI3IIKTIH 0ackapy YAEpiCiH Kocmapiiay.

YUWBIMHBIH aKMapaTThIK KAYITICI3IriH KaMTaMachl3 €Ty YAEpPiCiH kKocmapiay.

YUBIMHBIH aKIapaTThIK KayilCi3iriH KaMTaMachl3 eTy OOMbIHIIA ic-TIapanap/pl Kocnapiay.

¥YiieiMpl Oackapy jxoHe Oackapy yAepicTepiH Oakpuiay.

YHBIMHBIH aKIapaTThIK KayilCI3AiriH KaMTaMachl3 eTy.

/bakanmaBp mo crenuansHocT 6B06152-cucrembl  MHGpOpMAIMOHHONW 0E30MacHOCTH Ha O0BEKTax
npodecCUOHATILHON IEATEIbHOCTH MOKET BBIIOJIHATH CIIEAYIOIHUe (YHKIMH:

- [InanupoBaHue npoiiecca ynpasieHus: HH)OPMAIMOHHOH O€30IaCHOCTHIO OpTaHU3aIINH.

- [InanupoBanue nporecca odecreyeHus: nHPopMaloHHoH Oe3onacHocTr OpraHu3anuH.

-[InanupoBaHye MepONpHATHIL 0 00ecIeYeHNI0 HHPOPMAMOHHOMN Oe3omacHocTH OpraHu3alyy.

- KouTpomns nporieccoB ynpapieHus U YIpaBIeHUs] OpraHu3amueil.

- O6ecnieuenre nHGOPMALIMOHHO OE30MACHOCTH OpraHU3alHH.

/Bachelor in the specialty 6B06152-information security systems at the objects of professional activity can
perform the following functions:

- Planning of the information security management process of the organization.

- Planning the process of ensuring the information security of the Organization.

-Planning of measures to ensure the information security of the Organization.

- Control of the management and management processes of the organization.

- Ensuring the information security of the organization.

BBb  aiipeikina  epekmienikrepi/  OTnuunTeNBHBIE
ocobennoctr OIl/Distinctive features of the EP

Opinrec KOO (BbBBb (bipmecken Oimim Oepy
Oarnmapiama)) /BY3-maptaep (COIIl (coBmectHast
oOpa3oBaTenpHas nporpamma))/Partneruniversity
(SOP (jointeducationalprogram))

XATY (XampIKapalblK aKMapaTTHIK TEXHOIOTHSIIAP YHIUBEPCHUTETI);
MVYUT (MexmyHaponHBIA YHUBEPCUTET HHPOPMAIIMOHHBIX TEXHOJIOTHH);
IITU (International University of Information Technology);

Opinrec KOO (KABb (xoc mumuiomuaer Oimim Oepy
6armapnama))/BY3-maptaep (JIOIT (aByauImioMHast
obpasoBarenbHass mporpamma))/  Partneruniversity
(DDOP (double-degreeeducationalprogram))

Kyseiperrimikrep Ti3imi/ [epeuenn
komnereHmi/List of competencies

AKMapaTTHIK KAyilCi3IiK ayIuTi.
AKXnapatTsl KOpFay JKyHeciH YHBIMIACTBIPY.




AKXnapatTTsl KOpFay JKoHe Kayilci3/IiK XyHenepiH xobanay.

CepBepitik epektep 0a3achbiH YHBIMAACTRIPY, kKo0alay jKoHe KOpFay.

Tannay »oHe TecTiIey eHy SKIMIIUICHIIPY KYHeIep MeH Keliiep.

AKHapaTKa PYKCATChI3 KOJI )KeTKi3y)leH Kopray. AKHapaTTI)I KpI/IHTOFpa(i)I/ISUILIK Koprayabl CTaHAApTTay KOHE
cepTU(UKATTaY KOHIHJIET] )KYMBICTapbl )KYPrizy.

AKHapaTTI:I TCXHUKAJIBIK KOpFray/ibl ¥I71HMI[aCTLIpy.

AXnapatTsl KpUnTorpadusuIbIK KOpFayabl KaMTaMachl3 ety. JKyiienep MeH XKeliiep/iH Kayilci3 )oHe Y3IiKCi3
JKYMBIC ICT€YIH KaMTaMachl3 €Ty

/AynuT uabOpPMAIMOHHON 6E30MaCHOCTH.

OpFaHI/ISaHI/IH CHUCTEMBI 3allIUThI I/IH(l)OpMaLII/II/I.

HpoeKTPIpOBaHI/Ie CHUCTEM 3allUTHI U 0e30macHoCTH I/IH(I)OpMaHI/II/I.

OpFaHI/ISaHI/IH, MPOCKTUPOBAHUE U 3alllUTa CCPBEPHBIX 0a3 JaHHBIX.

AHanu3 1 TeCTUpOBAaHUE HA IPOHUKHOBEHNE AIMUHUCTPUPOBAHUE CUCTEM U CETEH.

3ammra OT HECaHKIMOHMPOBAHHOTO NOCTyNa K uH(popMaimu. [IpoBeneHne paboT Mo CraHIapTH3ALUH H
cepTUUKaIUK KpUNTorpaduueckoi 3amuTel HHGOPMAaIIUH.

Opranuzaiys TeXHHYECKOH 3alUThl HHPOPMAIHH.

ObecnieueHre kpunrorpaduueckoi 3ammrtel uHbopMmanuu. ObecriedeHne Oe3omacHOW W OecrepeOorHOM
paboThI CUCTEM U ceTel

/Information security audit.

Organization of the information security system.

Design of information protection and security systems.

Organization, design and protection of server databases.

Analysis and penetration testing Administration of systems and networks.

Protection against unauthorized access to information. Carrying out work on standardization and certification
of cryptographic protection of information.

Organization of technical protection of information.

Providing cryptographic protection of information. Ensuring safe and uninterrupted operation of systems and
networks

OKBITYABIH HoTmKenepi/Pe3ynbraTe
o6yuenus/Learning outcomes

ON1/RO1/LO1. JKapaTbuibICTaHy-FBUTBIMHY, TYMaHHUTAPIIBIK, QJIEyMETIK-9KOHOMHKAJIBIK,
KOCIMTKEPITiK,PKOJOTFSUIBIK, OUTIMAEP i, TIPHIUIIK KayilCi3Airi MOJEHHETI MEH KeIIOacIIbUIBIK KacHeTTep.l
TYpJIl cananapja KoJlJaHy KaOlIeTTiliri MeH JalbIHIbIFbIH KepceTy/IIpoaeMoHCTpUpoBaTh COCOOHOCTh U
TOTOBHOCTh MIPUMEHSTh €CTECTBEHHOHAYYHEIE, TYMaHHTapHBIE, COLMAJIbHO-?KOHOMHUYECKHE,
NpeINPHHIMATENBCKUE, SKOJOTHYECKHe 3HAaHUS, KYJIbTYpY 0€30MacHOCTH KU3HEAEATEIILHOCTH H JINISPCKUE
KavecTBa B pasnuuHbix chepax/Demonstrate the ability and willingness to apply natural science, humanities,
socio-economic, entrepreneurial, environmental knowledge, life safety culture and leadership qualities in
various fields

ON2/RO2/LO2. KoMMBIOTEpITiK KYHEIepIiH SIEMEHTTIK 0a3ackl, apXUTEKTYPachl, ONIEPAIHSITBIK JKyHeepi,
JKEIiiepi xKoHe ONapAblH KayilcCi3miriH YHRIMAACTHIPY KOHE KaMTaMachl3 €Ty, ONEPAIMsUIBIK JKYHeTepdiH,
JKBX xayinci3mik casicaTelH Oamray, aKImapaTThl XOHE aKMapaTTHIK IIPOIECTepli KOpFayFa apHaJFaH
Oarmapiamalay TEXHOJIOTHACKH]/ [leMOHCTpHUPOBATEH 3HAHUS 00 JIIEMEHTHOH 0a3e, apXUTEKTYpe, OIepaiOHHBIX
CHCTEMaxX KOMIIBIOTEPHBIX CHCTEM, CeTell M OpraHW3aliM M OOCCIIeUYeHWH HMX 0e30MacHOCTH, HAaCTpPOHKe
TIONIUTUKHA 0€301acHOCTH onepanoHHBIX cucteM, CYB/I, TeXHOMOIHIX W METO/IaX MPOrpaMMHPOBAHUS VIS




3anmThl MHGopManmu 1 HH(opMalMOHHEIX mpoieccos/Demonstrate knowledge about the element base,
architecture, operating systems of computer systems, networks and organizations and ensuring their security,
setting up the security policy of operating systems, DBMS, programming technologies and methods to protect
information and information processes

ON3/RO3/LO3. KyKBIKTBIK HETi3[iriH, OKIMIIiTiK-0aCKapyIIbUIbIK JKOHE TEXHHKANIBIK iCKE aCBIPhLTYBIH
JKOHE YKOHOMHMKAIIBIK OPBIHABUIBIFBIH €CKEPE OTHIPHIT, aKMapaTThIK KAayiICi3/AiK XXOHIH/Er] apaiap KeleHiH
KaJBIITacThIpy KaOijeTiHe ue; akmapaTThIK KayilCi3[iK JKeHIHIEri Iapanap KemeHiH OpbIHAAYIbI
YHBIMIIaCTBIpYFa JKOHE KOJayFa, LICHIJIeTiH MIHJIETTep MEH KOpFay OOBEKTICIHIH YHBIMBIK KYPBUIBIMBIH,
CBIPTKBI dCepJiepi, BIKTMMaJl KaTepiepi »KoHEe aKHmapaTThl KOpFay TEXHOJIOTHSUIAPBIHBIH JaMy IeHIreliH
€CcKepe OTBIPHIII, OJap/Ibl iCKE achIpy Npolecin backapyra Kabinerti./ Biageer crnocoOHOCTRIO (hOPMHUPOBATH
KOMIUIEKC Mep 1o uWH(OpManyMoHHON Oe30HMacHOCTH C YYeTOM €ro IpaBOBOM OOOCHOBaHHOCTH,
aJIMUHHCTPATUBHO-YIIPABJICHYECKOW M TEXHHMYECKOH peajn3yeMOCTH M SKOHOMHYECKOH Leecoo0pa3HoCTH;
CHOCO6CH OpraHu30BLIBATL U MOAJACPKHMBATH BBIIIOJIHCHHUE KOMIUIEKCAa MEp II0 HHd)OpMaLIHOHHOﬁ
0€30MacHOCTH, YIPaBJIATh MPOLECCOM HX peaH3alii C y4eTOM pellacMbIX 3aJady U OpraHH3alMOHHOM
CTPYKTYpbl OOBEKTa 3allMThl, BHEIIHMUX BO3JICHCTBHUIA, BEPOSTHBIX YIPO3 M YPOBHS Pa3BUTHUS TEXHOJOTH
3ammthl nHGopmanun./Has the ability to form a complex of measures for information security with regard to
its legal sufficiency, administrative and technical feasibility and economic feasibility; able to organize and
support the implementation of complex of measures for information security, to manage the process of their
implementation taking into account tasks and organizational structure of object of protection, external
influences, possible threats and the level of development of information protection technology.
ON4/RO4/LO4. Kpumrorpadusuiblk KinTrepai, mmdpnayasl Oackapy, BHPYCKa Kapchl Oarmapiamalblk,
KaMTaMachI3 eyl SKIMIIUICHIIPY, )KYHEeHIH cepBepiik OeJIiriH OpHATY JKoHE Oamray, KeiapajblK dKpaHIIbl
KOH(Urypanusiiay *oHe 0anTay »xoHe KnOepKayirnci3aikTi KamMTamachl3 ety OoiibIHIIa Oacka Aa ic-1apaiap/sl
yibIMIIacThIpY. AKINApaTThIK Kayilci3qiK OKUFaIapbelH 0ackapy xyieciH, Oachln Kipy/l aHbIKTay/0onapipMay
KyHeciH Oackapy, OKMFalap MEeH WMHIUISHTTepIi Oakpuiay / YpaBlieHHEe KPUNTOrpapHUecCKUMH KIIOYaMHu,
i poBaHUeM, aJIMUHUCTPUPOBaHUWE aHTUBUpYcHOro I[10, ycTaHOBKa M HACTpOMKa CEPBEPHOW 4YacTH
CHCTEMbI, KOHPUT'YPUPOBaHUE U HACTPOWKA MEXKCETEBOr0 dKpaHa M OpraHHU3alisl APYTUX MEPONPHSTHHA 110
obecnieuennto  KubOepOe3omacHOCTH.  AJIMUHHCTPHUPOBAaHHE  CHCTEMbI  YIIPABICHUS  COOBITHAMHU
“H(OPMAIIMOHHOM 0e30MacHOCTH, CUCTEMBbl OOHAPYKEHHS/TIPEAOTBPAILCHUST BTOPXKECHUIH, MOHHUTOPUHT
coObrtuit u uanupentos/ Cryptographic key management, encryption, administration of antivirus software,
installation and configuration of the server part of the system, configuration and configuration of the firewall
and organization of other measures to ensure cybersecurity. Administration of the information security event
management system, intrusion detection/prevention systems, monitoring of events and incidents
ON5/RO5/LO5. XKyitenik, KoamaHOANbl jKoOHE apHAWBl MAKCATTarsl OarmapiaMalblK Kypaiaapasl KOJIIaHy
KaOineriHe; KociOM ecenTepi MIENTy VINiH acHaNTHIK Kypajlgap MeH Oaraapiiamanay >KyienepiH maimanaHy
KaOileTiHe, aKmapaTTHIK KayiNCi3MiKTI KaMTaMachl3 eTYIiH THNTIK MiHACTTEpiH IIeNly ajlrOpUTMICpiH
OarmapramMalblK iCKe acelpy KaOileTiHe;, aKmapaTThIK KayillCi3MiKTi KaMTamachl3 €Ty Killli XyHelepi MeH
KypaJiapsiH »kobaay YImiH GacTamksl JepeKTep/li jKHHAY JKOHE Taljay >Kyprisy KaOinmerine we./Bmameer
CMOCOOHOCTBIO IPUMEHSITH TIPOrPAMMHbIE CPE/ICTBA CUCTEMHOI'0, MIPUKIIAIHOTO U CIICIIHATBHOI0 HA3HAUCHUS;
CMOCOOHOCTBIO HCIONB30BaTh WHCTPYMEHTAIBHBIE CPECTBA M CHCTEMBI MPOrPAMMUPOBAHUS /ISl PEIICHUS
npoeCCHOHANBHBIX 3a/1a4; CHOCOOHOCTBIO K MPOrPAMMHON peain3allii aJIrOPUTMOB PEIICHUS THITOBBIX
3a/1a4 obecriedeHnst HHPOPMAIMOHHON 0€30MacCHOCTH; CIIOCOOHOCTRIO COOpaTh M MPOBECTH aHAIM3 MCXOIHBIX




JAHHBIX JUIS TIPOCKTHPOBAHHUS ITOJICHCTEM U CPEICTB obecriedeHns: HHPOpMaHoHHoi 6e3omacHocTu./Has the
ability to use software tools for system, application and special purposes; the ability to use tools and
programming systems for solving professional tasks; the ability to program implementation of algorithms for
solving typical problems of information security; the ability to collect and analyze source data for the design
of subsystems and tools for information security.

ONG6/RO6/LO6. O3 kpi3MeTiHiH OeifiHi OOMBIHIIA aKIAPATTHIK KAYIMCi3MiKTI KaMTaMachl3 €Ty Macesenepi
OolibIHIIIA IO JKacayra KabijeTTi; 3ep/eIeHeTiH KYObUIBICTap IbI, TPOLIECTEP/l KIHE XKOOAIBIK MenriMaepIi
Tanmay oAiCTepiH KOJAaHa alajibl; OTAHIBIK KOHE IICTEIIIK CTaHIapTTap bl MaiiianaHa OTHIPHIM, 0OBEKTLIEp
MEH KYHeepaiH aKmapaTThIK Kayilnci3airine tajaay )yprise anaabl./CrocobeH cocTaBUuTh 0630p 0 BOIPOcam
obecnieueHnst MHGOPMAIMOHHOW 0€30MaCHOCTH IO MPOQHIIIO CBOCH JIEITENILHOCTH; YMEET IPUMEHSATh METO/IBI
aHaJIn3a n3ydacMbIX HBJIeHPIﬁ, IPOIECCCOB U MPOCKTHLIX peI_HeHI/Iﬁ , BJIaJecT CIIOCOOHOCTBIO MpOBOJAUTH aHAJIN3
MH(OPMALMOHHOW 0E30IMacHOCTH OOBEKTOB M CHUCTEM C HMCIOJIb30BAaHMEM OTEYECTBEHHBIX M 3apyOekKHBIX
crangapros./Able to make an overview of information security issues in the profile of its activities; able to
apply methods of analysis of the studied phenomena, processes and design solutions ; able to analyze the
information security of objects and systems using domestic and foreign standards.

ON7/RO7/LO7. AxmapaTThIK Kayimci3mikti Oackapy skydeciH »XeTimmipy OOMbIHIIA YCHIHBICTAp d3ipiey
KaOlJIeTiH; aKknapaTThIK Kayilci3aikTi Oackapy YIIIH IIapanap KelleHiH (epexenep, paciMaep, NPaKTHKaIbIK
ToCUI/Iep JKoHe T.0.) KaJIBINTAacThIpy KaOlleTiH; - aKmapaTTbl KOpFayJblH KOJIAaHBUIATHIH OaraapiiamMaibIK-
annapaTThlK, KPUOTOrpaQUsIIbIK KOHE TEXHHKAJIBIK KYpaIapPbIHBIH JKYMbIC KaOlIETTUIIr MEH THUIMIUIIrH
OakpUTay —TEKcepylepiH VHBIMAACTBIpYFa KaThiCy KabinmeTiH weHrepeni./Bmageer  crnocoGHOCTBIO
pa3pabaThiBaTh MPEJIOKEHHsT TI0 COBEPIICHCTBOBAHMIO CHUCTEMbl  YIPaBICHUs WH(OpMAIMOHHON
0€30MacHOCTBI0; CTOCOOHOCTHIO (POPMHUPOBATH KOMILIEKC Mep (IIpaBuiia, MPOLEypPbl, MPAKTHYECKUAE PUEMbI
U Tp.) Ui ynpaBiieHuss WH(OPMALMOHHOM O€30IacHOCTBIO; - CIOCOOHOCTBIO TNPHHUMATh Y4acTHE B
OpraHM3aly KOHTPOJIBHBIX MPOBEPOK paboTOCHOCOOHOCTH U 3((HEKTUBHOCTH MPUMEHSEMbIX MPOrPAMMHO-
anmaparHbIX, KpUOTOrpadhUUEeCKUX M TEXHUUECKUX cpeacTB 3ammThl nHopmarmu./Has the ability to develop
proposals for improving the information security management system; the ability to form a set of measures
(rules, procedures, practices, etc.) for information security management; - the ability to participate in the
organization of control checks of the operability and effectiveness of the applied hardware and software,
cryptographic and technical means of information protection.

ONB8/RO8/LO8. Kacibu KbI3METTe aKMapaTTHIK-KOMMYHHKAIMSUIBIK TEXHONOTHSIIAPABIH OPTYPIi TypJiepiH
maiiajgady: WHTEpHET-pecypcTap, OYITTHI JKoHe MOOWIIBII KbI3METTEp, aKIapTaTTHl i37ey, cakray eHIey,
KOpray >KoHe TapaTy OoWbIHINIA KongaHOambl Oarmapiamanap makerrepi. KoChIMIIanapablH CHIPTKEI
CaHKIMsUIaHOAFaH KOJDKETIMIUTIKKE TYPAKTBUIBIFBIH TEKCEPY; KayilCi3MiKKe OaKpUIayIbl Hri3y (Ko ayauTi,
ocallJIbIKKa ckaHepiiey xoHe T.0.)/ Vcrnonb3oBaHue pa3muyHbIX BUAOB HHGOPMAIOHHO-KOMMYHHKAIIMOHHBIX
TEXHOJIOTHA B MPO(ECCHOHATHHON NEITEIPHOCTH: WHTEPHET-PECYpPCHl, OOJAYHbIE W MOOWJIBHBIE CEPBHCHI,
MAKeThl TPUKIATHBIX IPOrpaMM IO TIOHCKY, XpaHCHHWI0, O00pabOoTKe, 3aIluTe W PacCHpOCTPAHCHHIO
nHpopmanuu. IlpoBepka YCTOWYMBOCTH TPHIOKEHHHA K BHEITHEMY HECAHKIIMOHHUPOBAHHOMY IOCTYILY;
BHEJIpEHHe KOHTPOIIS Ge30macHoCcTr( ayauT Ko/la, CKAaHUPOBAHKE Ha YI3BUMOCTH U T. 1.)/ The use of various
types of information and communication technologies in professional activities: Internet resources, cloud and
mobile services, application packages for the search, storage, processing, protection and dissemination of
information. Checking the resilience of applications to external unauthorized access; checking the resilience




of the company’s web applications to attaks; implementing security controls (code audit, vulnerability
scanning, etc.)

OxpiTy Hblcanbl/Dopma o0yuenus/Form of study

kysaisri/maesHas/ Full-time

OxpITy Tini/S13p1k 00yuenns/Language of instruction

Ka3aK,0pbIC,aFbUTIIBIH/ Ka3aXCKUH, pycckuil, anrmuiickuii/ Kazakh, Russian, English

Kpenut canp/O6bem kpeauros/total credits

240

Bepinerin akagemusiiblK  gopexe/ [Ipucyxnaemas
akagemmudeckas crerneHs/Awarded academic degree

6B06152—«AKmaparThlK Kayincizmik okyienepi» OuriMm Oepy Oarmapiamackl OOWMBIHIIA —aKMapaTThIK-
KOMM yHUKAIIMSUTBIK TEXHOJIOTHSIIAP canachiHbiH OakataBpbl/ 6B06152-6akanaBp B 00macT HHGOPMAIMOHHO-
KOMMYHHKAIHOHHBIX ~ TEXHONOTMH 10 oOpa3oBaTensHOW mporpamme«CHCTeMbl  HH()OPMAIMOHHOM
6e3onacHoct"/6B06152-Bachelor in the field of information and communication technologies in the
educational program "Information security systems"

Kanpnapapr naspiay OarbIT OOHBIHINA JTHIICH3USIHBIH
KOCBHIMIIIACKIHBIH ~ Oonybl/Hanmnune NpUIIOKEHHS K
JIMIICH3 U Ha HarpaBJICHHUC IIOATOTOBKH
kaapos/Availability of an appendix to the license for
the direction of training

NeKZ67LAA00018492 AB 3738

bbb akkpeautreynen etyi/Hanuume akkpenuranuu
OI1/Availability of EP accreditation

+

AxkpenuTTey OpraHbiHbIH —araybl/HauMeHoBaHue | « AKKpenuTTey jkoHe pedTuHr Toyenci3 arentririy KEM/ HY «He3aBucumoe areHTCTBO aKKpenuTalld U
akkpemurannonHoro  oprana/Accreditation  body | peitrinray/ Independent agency for accreditation and rating

name

AXKpenuTTey iy Mep3imi/Cpok nevictust | 23.12.2021-22.12.2024

akkpeautauun/Period of validity of accreditation

[onnep Typasnsl ManimMer/CBelleHUs] O AUCHUILTHHAX/
Information about disciplines

XKBIT/MK, XBIVTK, BII/XKK, BIT/TK, bell/XKK, ber/TK nonaep typanst manimer (Kocbimia 3)/CBenenus
0 JUCHUTUTHHAX oo/ OK, OO/I/KB, BJ/BK, BJI/KB,
I1JI/BK, TIJI/KB, (npunoxenune 3)/ Information about the disciplines GED/OC, GED/EC, BD/UC, BD/EC,
PD/UC, PD/EC (Appendix 3)




Kocbimmra 3/ IMpunosxenne 3/ Appendix 3

IMongep Typaasl MmasiMmer / CBegeHns 0 JMCUMILVIMHAX

IlonHin ITon Typasas! Kbickama majaiMeT (30-50 ce3)/KpaTkoe onucanue Kpenu | Kacion ky3wipertinik(KK)/
= 7| araysi/HaumenoBan THCIUATIINHBI/ T IIpodeccuonaibHble KOMNIETEHITUN
2 E
2 2 S| me JUCUMILTHHBL/ (30-50 csioB)/ cansl/ | (IIK)/ _
E £ 2 Koa-Bo | Professional Competences (PC)s
- KpeauT | cooTBeTCTBHH ¢ Jly0JMHCKHMH
g2 oB/ AeCKPUIITOPAMHU
Kannei oistim Gepy monmepi. Mingerti komnoneHTi / O0meodpa3oBaTebHble TUCHUUINHBL. O6s13aTenbHblI KoMnoHeHT/ General education disciplines.
Obligatory component
ON1/R | ShT1103 KypcTblH MakcaThI-IIIET TUTIH MEHIepY, TYPMBICTHIK, MOJICHH, KOCiOM XKoHe 10 JXXBK1/OK1/GC1
o1/ Hleren Timi FBUIBIMHU KBI3METTIH SPTYPJIi cajajapblHIaFbl JIeyMETTiK-KOMMYHUKATUBTIK binim aJTyIIBI opdorpadusutbik
LO1 IYal103 MIHJETTep/l [Ny YIIiH, COHIai-ak onaH opi e3iH-e31 TopOueney yIuiH JICKCUKANIBIK ~ JKOHE  IpaMMAaTHKaJbIK
VHOCTpaHHBIH S3BIK KQKETTI JKOHE OIKETKUIIKTI KOMMYHUKATHUBTIK KY3BIPETTUTIK JIeHreHai TYPFBIIAFHI Ky3iperTinikrepre ue
FL1103 Kanbinracteipy/Llenbio Kypca sIBIsieTcsl OBJaJIeHUE MHOCTPaHHBIM SI3BIKOM, oomanpt / CrymeHt Oynmer o0nanath
Foreign language HEOOXOMUMBIM U JIOCTATOYHBIM YPOBHEM KOMMYHHMKATHBHOW KOMIIETEHIIMU opdorpaduueckoi, JIEKCHUECKOH U
JUISL PELICHHs] COLIMAIbHO-KOMMYHUKATUBHBIX 33/1a4 B Pa3JIMYHBIX 00IACTIX rpaMMaTH4ecKoii  KommereHuuei/The
OBITOBOH, KYIbTYPHOH, MPO(YECCHOHANBHON W HAYIHOW MCATEIBHOCTH, a student will have spelling, lexical and
TaKKe Ui JanpHeniero camoooOpaszoBanus. /The aim of the course is to grammatical competence
master a foreign language, a necessary and sufficient level of communicative
competence for solving social and communicative tasks in various fields of
everyday, cultural, professional and scientific activities, as well as for further
self-education
ON1/R | K(O)T 1104 Bomamrak MamaHmapAblH KOMMYHHUKATHBTI KY3BIPETTLIIrIH, ceiiney 10 JKKB2/OK2/GC2
01/ Kaszak (Opsbic) Tini/ JKarmaijapblHaa JIMHCBUCTHKANBIK —KypalgapAasl IaijanaHa  OTBIPHII, Bonamak MaMaH/1ap/IbIH
LO1 K(R)Ya 1104 KOMMYHHMKATUBTIK TamchlpMajiapAbl IIEHIy KaOlLJeTIH KalbIITACTHIPY. KOMMYHHUKATHUBTIK KY3BIPETTiNIITiH
Kazaxckwuii (Pycckuit) | CtynenTrep ceiiiey margpuiapsl MeH KaOUIeTTepiH >KaKcapTaubl, FHUIBIMH KaJIBITaCTHIPY, HaKTBl  CeHiey
SI3BIK calafiaFbl KaHa KOMMYHUKANMSUIApJbl KAIBIITACTBIPA/Ibl, aHa TiJiHE JKaFIalIapblHAaFbl  KOMMYHHUKATHBTIK

K(R)I 1104
Kazakh (Russian)
language

KaTBICTBl KOCHIMINIA OaiIaHbBIC KypanmapblH MeHrepeni./@opMupoBaHme
KOMMYHHMKATUBHOM KOMIICTCHTHOCTH OYIYIIHUX CICHHAINUCTOB, yMEHUS
pematb KOMMYHUKATHUBHBIC 3aJa4d C HMCIIOJB30BAHHUEM JTHMHIBUCTHYCCKUX
CPEICTB B peveBhIX cuUTyarmsax. CTyaeHTHl YIyYIIaloT pedeBble HABBIKK H
yMeHus, GOPMHUPYIOT HOBbIE KOMMYHHKAITMKM B HAYIHOU chepe, 0CBAMBAIOT
JOIIOJIHUTCIBHBIE CPEACTBA KOMMYHHUKAIWKW I10 OTHOHICHUIO K POJHOMY
s3eiky/Formation of communicative competence of future specialists, the
ability to solve communicative tasks using linguistic means in speech
situations. Students improve their speech skills and abilities, form new

MIHAETTEPAl JTHHTBIUCTHKAIBIK KaOl1eTTi
MAMBITAAbl, MOTIHIEPAiH MAa3MYHBIH
TYCiHEI KOHE TOJBIK TaJIJai IbL.

DopmupyeT y OyAylIMX CIEHHATUCTOB

KOMMYHHKATHBHOM KOMIIETEHIINH,
COBEpPIIIEHCTBYET 51 pa3BUBaeT
JIEKCUYECKHHA oH, IMOHAMAET

CONCPKaHUE TIMMCBbMCHHBIX W YCTHBIX
TCKCTOB, MOJHOCTHIO AHAJIU3UPYCT.




communications in the scientific field, and Master additional means of
communication related to their native language

Formation of future specialists
communicative competence In the field
of education, the Russian language
improves and develops the lexical Fund.
Understands the content of written and
oral texts. Lexical and grammatical
categories owns and fully analyzes.

ON1/R
o1/
LO1

Ale 1107

Soc 1107

Saya 1108
Pol 1108
OJIeyMETTIK-
casgcaTTany Ourim
MOy
(Oneymerrany,
cascaTTaHy,
MOJICHUETTAHY,
TICUX OJIOTHis)
Kul 1109

Cul 1109
Monyib colManbHO-
TTOJIUTHUYCCKUX
3HAHUHN
(Coumomnorus,
TIOJIUTOJIOI U,
KYJIBTYpOJIOT U,
TICUXOJIOTHIST )
Psi 1110
Psy 1110
Social and political
knowledge module
(Social Studies,
Political Studies,
Cultural Studies,
Psychology)

Kpr MaKCaTbl KOFaMJbIK CaHaHbl JKaHFBIPTY MiHJIeTTepiH menry
KOHTEKCIHIE Oimim aJTyIIbUIAPIbIH QJIEYMETTIK-TyMaHUTaPIIBIK
JMYHUCTAHBIMBIH KaJIBIITACTHIPY OOJNBIN TaObUIambl. KypcTBIH MiHIETTEpI:
KOFaM MEH OHBIH 1ITKi XKYHENIEPiH 3epTTEY/IiH HETIi3Ti QJICYyMETTIK, CasiCH KOHE
TYMaHHUTAPJIBIK TYCIHIKTEPIH, TCOPUIAPBl MEH TOCUIICPIH UTepy; Kasipri
KOFaM MEH OHBIH OJICYMETTIK HHCTHTYTTaphl JKYMBICBIHBIH HETi3Ti
NPUHIMITEP] TYPajIbl TYCIHIKTEP I KAIBIITACTHIPY; Ka3ipri KOFAMHBIH ©3€KTi
MaceNenepit, dJIEYMETTIK MPOIECTEP MEH KAThIHACTAPABIH MOHIH CHIIATTAy
JKOHE Talfay [JardbUIapblH KAIbINTACTBIPY; CTYACHTTEPIIH OJIEYMETTIK,
CasiCH, MOJICHU JKOHE MCHXOJIOTMSJIBIK aKapaT alyablH HETi3ri Ke3aepi MeH
omicrepi wrepyi/llensio Kypca sBisercss (OPMHUPOBAHUE  COLMAILHO-
T'YMaHUTApHOI'O MUPOBO33PEHUS 00YUaAFOIIMXCs B KOHTEKCTE PELICHMS 3aa4
MOZICpHU3AlMKM  OOIISCTBEHHOIO CO3HAaHMSA. 3ajJayd Kypca. OBJIaJICHHUC
OCHOBHBIMH COLTMAJIBHBIMH, IMOJIUTUYCCKUMU U TYMAaHHUTAPHBIMHU IIOHATUAMH,
TEOPUSMHU U TMOAXOAAMH K M3YUYCHHUIO OOIIECTBA M €ro IOJCHCTEM;
(dbopMupoBaHME  TIPEACTABICHHH  OOOCHOBHBIX  IMPHUHIHUIAX  PabOTHI
COBPEMEHHOr0 OOIIECTBA M €r0 COLMAIbHBIX MHCTUTYTOB; (hOPMUPOBAHUE
HABBIKOB OIIMCaHUA HW aHaJIu3a aKTyaJIbHBIX HpO6HCM COBPEMECHHOI'O
00IIecTBa, CYIIHOCTH COLMAJIBHBIX IIPOIECCOB M OTHOIICHMM, OBJIAJICHUC
CTYACHTAMH OCHOBHBIMH UCTOYHUKAMHU u METOJaMU MOJIYy4YCHUA
COIIMAIBbHOH, TMOJUTUYECKOH, KYJbTYPHOU u IICUXOJIOrMYECKOI
napopmauuu/The purpose of the course is to form the socio-humanitarian
worldview of students in the context of solving the problems of modernization
of public consciousness.7 The objectives of the course are: mastering the basic
social, political and humanitarian concepts, theories and approaches to the
study of society and its subsystems; forming ideas about the basic principles
of functioning of modern society and its social institutions; developing skills
to describe and analyze current problems of modern society, the essence of
social processes and relationships; mastering by students of the main sources
and methods of obtaining sociological, political, cultural and psychological
information

JKKB3/0OK3/GC3
OJeyMeTTaHy OObEKTIICPIH aHBIKTAN/IbI,
HETI3T  QJIEYMETTIK HICsIappl JKOHE
TeopUsUIappl  TYCIHIIpeai; KOFaMHBIH

QJIeyMETTIK KYPBLIBIMBIH KOHE
CTpaTH(PHUKANACHIH CUTATTal/Ibl,
Ka3aKCTaHIbIK KOFaMbl KaHFBIPTY/Ia
QJIeyMETTIK UHCTUTYTTaP]IbIH
cUIaTTamMalapbiH TaJaubl ./

Omnpenensier 00BEKTHI U3y4YCHUS
COIIMOJIOTHH, OOBACHSET  KIIFOYEBLIE

COLIMOJIOTHYECKUE HJIEH U TEOpHH;
OIMCHIBAET COLMAIBHYIO CTPYKTYpy U

CTpaTU(UKALHIO oOmiecTBa,
aHaIU3UPYET OCOOCHHOCTH COIHATBHBIX
HHCTHUTYTOB B MOJIEpHU3AINH

Ka3axCTaHCKOro ooecrna/

Identifies the objects of study of
sociology; explains key sociological
ideas and theories; describes the social
structure and stratification of society,
analyzes the characteristics of social
institutions in the modernization of
Kazakhstan society.

Cascar KBI3METIHIH MOH1 MEH
3aHIBUIBIKTAPBIH, OHBIH  KOFaMJarbl
pediH; OWITIKTIH, CasiCH HHCTUTYTTapIbIH
JKYMBIC ICT€y MPHUHIUNTEPIH TYCiHenl,
casicH XKyHenep MeH peKUMAEPIiH o3apa
OalilmaHBICHIH HET13AeH ./

[lonnMmaer cyniHOCTh M 3aKOHOMEPHOCTH
() YHKIIMOHUPOBAHUS TOJIUTHKH, €€ PO

B 00I1IECTBE; TIPUHIIHATIBI
(hyHKIIMOHUPOBAHUS BIIACTH,
MMOJTUTHIECKHAX WHCTHUTYTOB,




00OCHOBEIBaCT B3aMMOCBS3b
TTOJIUTUYECCKUX CHUCTEM u
pexumoB../Understands the essence and
regularities of the functioning of politics,
its role in society; the principles of the
functioning  of  power, political
institutions, justifies the relationship of
political systems and regimes.
Manenuerrany  Oipryrac  KyHerik
KyOBUIBIC, OHBIH Takaa Oomybl MeH
JaMybl, KYMBIC iCTey MeXElHI/ISM}lepi,
KYPBUIBIMBIL, MOHI MEH Ma3MyHbI peTiH/e
OpTaK  TYCIHIKTI  KaJBIITACTHIPAIBL./
Kyneryponorus  ¢opmupyer obume
MPEICTABICHUS O KYyIbType Kak o
TEJIIOCTHOM CUCTEMHOM (beHOMeHe,
Tpomneccax ce BO3HHKHOBCHUS u
pa3BUTHA, MEXaHUu3Max
(hyHKIIMOHUPOBAHUS, CTPYKTYDE,
cymHocTH u  conepxkanus./Cultural
studies forms a common understanding
of culture as a holistic system
phenomenon, the processes of its
emergence and development, the
mechanisms of functioning, structure,
essence and content.

biniM anyiibiia MCUXOJOTUSIIBIK JKOHE
(usno-norusuiblK  OLMIMAI  MeEHrepy
apKbUIBl  ar3aHbIH JAMYBIH 3€pPTTEYAE
TaHBIM  QNICTepi MeEH KypalIapbiH
KONJIaHy OUTIKTINr  Kajbioracaasl /
@opMUpOBaHUE Yy CTYAEHTa YMEHHI
HCIIOJIB30BaTh METOABI U CpeacTBa
TMO3HaHUA B HCCICAOBAHUHN Pa3BUTUA
opra-HM3Ma IIOCPEACTBOM  YCBOEHHS
TIICUXOJIOTHYCCKHUX N (1)I/ISI/IOJIOI‘I/I‘ICCKI/IX
3Hanwmii/ Formation of a student's skills to
use methods and means of knowledge in
the study of the development of the body
through the assimilation of psychological
and physiological knowledge.




ON1/R
o1/
LO1

DSh 1106

JleHe MIBIHBIKTBIPY
F 1106
Ou3KyIbTYpa

PhC 1106
Physical culture

"JleHe MIBIHBIKTHIPY" KYPCHIH OKBITYABIH MakcaTbl OUTIM alymisiiapia e3
JICHCAYJIBIFBIHA YKBINITH KapayFa, JIeHe )KoHe ICUXUKAJIBIK KACHETTEPiH TYTac
JaMbITyFa, cajayaTTbl eMip CalTbIH YWBIMIACTBIPYJA JI€HE INBIHBIKTBIPY
KypangapslH IIbIFApMAIIBUIGIK —MaiJalaHyFa TYpakTbl YoKIAEp MeEH
KaXETTUTIKTEpli KanbInracTelpy Oonbin Tadbutansy/Llenpio n3ydeHus Kypea
«Du3myeckass KynbTypa» sBisiercss (opMHpoBaHHME Y O0YdYaroOIIUXCs
YCTOWYMBBIX MOTHBOB M HOTpeOHOCTEH B OEPEKHOM OTHOLIEHHH K CBOEMY
3/I0POBBIO, IIEJIOCTHOM pPa3BHTHH (H3MYECKHMX M TICUXHYECKHX KauecTB,
TBOPYECKOM HCIIOIb30BaHUH CPENCTB (PU3UUECKOH KYIbTYphI B OpraHU3alin
3mopoBoro obpasa skusau./The purpose of studying the course "Physical
Culture” is to form students' stable motives and needs for caring for their
health, holistic development of physical and mental qualities, creative use of
physical culture in the organization of a healthy lifestyle

JKBK4/0K4/GC4
JIeHCayIBIKTBI ~ HBIFAWTY, (DU3UKAIBIK
©3iH-631 JKETUIMIPY Kypajaaapsl MeH
9IIiCTEPiH, TAOBICTHI KOCION KBI3MET YIIiH
J)KeKe TYJIFaHBIH JeHe TopOMeCiHIiH
KYHJIBUTBIKTapbIH Tycinyai
Heri3neiini/OCHOBBIBaeT  CpencTBa U
METOJIBI YKPEIUICHUS 310pOBb3,
(hU3MIECKOrO CaMOCOBEPIIICHCTBOBAHHUS,
MOHUMAaHKS IIEHHOCTEH (hHU3UIECKOro
BOCIIUTAHMS JIMYHOCTU JIJIS YCIICIIHOM
MPOoQeCCUOHATBHO IESITETBHOCTH
Nustifies the means and methods of
Health  Promotion, physical self-
improvement, understanding of the
values of physical education of the
individual for successful professional
activity

ON1/R
o1/
LO1

KT 1101
Kasakcran tapuxsl/
IK 1101

Hcropus
Kasaxcrana/

HK 1101

History of
Kazakhstan

Kypc wmakcathi—-KazakcTaH TapuXbIHBIH HETi3rl  Ke3eHAepi  Typajibl
O00BEKTHBTI Tapuxu OiTIM Oepy; CTYIEHTTEep/IH Ha3apblH MEMJICKETTUIIKTIH
JKOHE TapUXU-MOICHU HpoueCTep/:[iH KaJIbIITACYhI MCH aamy
npobiieMaiapbiHa aynapy; jkac Ka3aKCTaHABIKTapJbIH Tapuxu ToxipuOeci
MEH YITTBIK JOCTYpJiepiH KypMmerreyre biknan ery/Llens kypca-nath
00BLEKTUBHEIE HCTOPUYECKUE 3HAHUA 00 OCHOBHBIX JTamax HUCTOpHH
KaSaXCTaHa; TNIpUBJICYb BHUMAaHUE CTYACHTOB K HpO6J’ICMaM CTAHOBJICHHUS U
pasBuTHA  TOCYHAPCTBEHHOCTH  HHUCTOPHUKO-KYJIBTYPHBIX  IPOLIECCOB;
CII0OCOOCTBOBATH YBAXCHUIO HCTOPHUYCCKOI'O OIbITa W HaOUOHAJIbHBIX
TpaauIriAi MOOABIX Kazaxcranues/The purpose of the course is to provide
objective historical knowledge about the main stages of the history of
Kazakhstan; to draw students' attention to the problems of the formation and
development of statehood and historical and cultural processes; to promote
respect for the historical experience and national traditions of young
Kazakhstanis

JKBK5/0K5/ GC5
KasakcraHHbIH ~ Ka3ipri  TapUXbIHBIH
HeTI3ZIepiH, Ka3aKCTaHIBIK KOFAMHBIH
TapUXH JaMy 3aHJbUILIKTAPbIH TYCIHE],
JIAMYJIbIH Kazipri KAa3aKCTaH/IbIK
MOJIEJiHIH epEeKIICTIKTepPiH Toenaeii /

[Tonumaer OCHOBBI COBPEMEHHOI
ucropun Kaszaxcrana, 3aKOHOMEPHOCTH
HCTOPUYECKOTO pa3BHUTHSA
Ka3aXxCTaHCKOI0 o01ecTBa,
apryMeHTHpYyeT 0COOEHHOCTH

COBPEMEHHOM Ka3aXCTaHCKON MOJEIHN
pasButust/ Understands the basics of the
modern history of Kazakhstan, the laws
of the historical development of
Kazakhstan society, argues the features
of the modern Kazakhstan model of
development;

ON1/R
o1/
LO1

Fil 2102
Ounocodus
Fil 2102
Ounocodus
Phil 2102
Philosophy

Omnocors KOFaM OMIpiHiH OJEyMETTIK-MOJICHH JaMyblH, MOJCHHU ©3iHIIK
OOIIMBICTBI aImly >KOHE TaOyAbIH MYMKIH CTpaTermsiapbl MEH TOCUIIEpiH,
QJIEMHIH MPaKTUKAJIBIK )KOHE PyXaHH JAMYBIHBIH HOTHKEIEPiH JKaJIITbLIali 151/
Omunocodus 0600mIaeT pe3yabTaTH MPAKTHUECKOTO U TyXOBHOTO Pa3BHTHS
MHpa, CONMO-KYIBTYPHOTO Pa3BUTHS OOIIECTBEHHOHN XHM3HH, BO3MOXHBIX
CTpaTterMii ¥  crmoco0OB  BBIABICHHS WM HAXOKICHHUS  KYJIbTYPHOH

JKBK7/OK7/ GC7
HepbOec FpuTBIME k00amap YIIiH Ka3ipri
3aMaHFBl (Quiaocous calachlHAa JKaHA
OimiM i3mecTipyne AaFapuiapra ue 0oy,
©3eKTI MIHICTTEp MEH ONapjbl IICHIy
TOCUTZIEpiH KOsl Olmy, omapapl OiNIKTI




camoObiTHOCTH/ Philosophy summarizes the results of the practical and
spiritual development of the world, the socio-cultural development of public
life, possible strategies and ways to identify and find cultural identity .

Typae OastHIay, CalbICTBIPYy KOHE
JTOJIEN]II CHIH PETIHJIE YChIHY./
OO6sagaTh HaBBIKAMH B TIOMCKE HOBBIX

3HaHMH B  00JacCTH  COBPEMEHHOU
dmrocobun  UIT  CaMOCTOATEIBHBIX
HAYYHBIX TPOCKTOB, YMETh CTAaBUTh

AKTYyaJIbHbIC 3aJla4uu U CIIOCOOBI  UX
peuicHus, KBaJ’II/I(i)I/IHI/I};)OBaHHO ux
n3Jjaratb, CpaBHMUBATL U NpE€AJIaratb Kak
apryMeHTHpOBaHHYI0 KpuTuky /Have the
skills to search for new knowledge in the
field of modern philosophy for
independent research projects, be able to
set actual tasks and ways to solve them,
to present them competently, compare

them and offer them as reasoned
criticism.
ON1/R | AKT 2105 AYKbIMJIBI ~ KOMIIBIOTEPIIIK ~ KEJTUJIEPMEH JKYMBIC JKacay JaFIbLIapbl 5 XKXBK6/0K6/ GC6
o1/ AXnapatThbIk- Kanpinracaapl. VHTEpHETTI akmapatThIK pecypc PeTiHle OKbITY ypAiciHze AKINapaTThlK KOMMYHHKAIMIIBIK JKOHE
LO1 KOMM YHUKALUSUIBIK naiijanaHy TEXHOJOTMACHIH Wrepedl. MylnbTHUMEIMaHBl Kypasl >KoHE aKpUIIBl  TEXHOJOTHIApIABl  KOJIAaHA
TEXHOJIOTUsLIap TEXHOJIIOTHsST ~ periHae  OuriM  Oepyle — mnaiiganany JIaFIbIChI OTBIPBINT OUTIM camachlH apTTHIPYFa,
(arputibIH TUTIHAE)/ | KanbinTacaabl/DopMUPYIOTCS — HAaBBIKM ~ paboOThl ¢ JI00aJbHBIMHU KETUIIIpyre, ©3iH-031 OKBITYFa JKOHE
IKT 2105 KOMITBIOTEPHBIMH ceTsMHU. OCBOMI HCIonp30BaHne HTepHeTa B yuyeOHOM KOCBIMIIIA aKMapaTTHIK MaIIBIKTapIsl 63
Wudopmanmonto- npolecce B KauecTBe MH(GOPMALUMOHHOrO pecypca. DopMHUPYIOTCS HaBBIKH KociOM  camachlHIa KOJIZJaHa — ajyFa
KOMMYHUKAIIMOHHBIE | HUCIOJIB30BaHUS MYJIbTUMEINAa KaK MHCTpyMeHTa M TexHomoruu./ Formed kab6inemmi./Vcnionp3ys
TEXHOJIOruH (Ha skills in working with global computer networks. Mastered the use of the HH(OPMAIHOHHO-KOMMYHHKAI[OHHBIC
anrnuiickoM si3pike)/ | Internet in the educational process as an information resource. Formed skills W yYMHBIE TEXHOJOTHMH, CIOCOOEH
ICT 2105 in the use of multimedia as a tool and technology. MOBBICHTh ~ Ka4eCcTBO  0Opa30BaHms,
Information and COBEpIIICHCTBOBATh CaMOOOYUYEHHE W
Communication HACIIONB30BAaTh JIOTIOJTHATEIIBHBIE
Technologies (in WH(OPMAIMOHHEIE HABBIKH B  CBOCH
English) PO eCCHOHATBEHOM cepe./Using
information and communication and
smart technologies, it is able to improve
the quality of education, improve self-
study and use additional information
skills in their professional field.
Bcero: 51

Kannel 6iniM 6epy monnepi. Tangay komnonenti / O6meodpa3oBaTenbHble AMCHUILIMHBL. KoMIoOHEHT Mo BbIOOPY

General education disciplines. Elective component




ON1/R
o1/
LO1

KZhIK 2101
Ke1bacuisuIbIK sKoHE
WHHOBAIUSIIAPIBI
KaObLIIaY

LVI 2101 JIunepcTBO
Y BOCIIPUUMYHUBOCTh
HHHOBAIUH

LRI 2101 Leadership
and receptivity to
innovation
KSZhKMN 2101
KyKpIK jxoHE
crI0aiiac
JKEMKOPJIBIKKA KapChl
MOJICHUET HeTi3epi
OPAK 2101 OcHoBsI
npaBa u
AHTUKOPPYILMOHHON
KYJIBTYPHI

FLACC 2101
Fundamentals of law
and anti-corruption
culture

EOKN 2101
DKOHOMHMKA JKOHE
OMIPTIPIILTIK
Kayirci3iri
Herizaepi

OEBZzh 2101
OCHOBBI PKOHOMHKH
u 0e30IacCHOCTH
JKU3HENEITENLHOCTH
FELS 2101
Fundamentals of
economics and life
safety

ETDK 2101
DKOJIOT Ul JKIHE
TYpPaKTHI JJAMY,
KOCITTKEPIIiK

EURP 2101
DKonorus u

KypcTeiH MakcaTTapbl: YKBIMAAFbl JKOHE YHBIMIAFBl aIaMHBIH THIMII
KOIOACIIBUIBIFBIHBIH TEOPHSUIBIK JKOHE IMPAaKTHKAJIBIK HETI3/IEpiH 3epTTey,
WHHOBAIMSUTBIK KBI3METIICH OailTaHBICTHI KY3ipETTUTIKTEpAl KaIbINTACTHIPY.
Kypctel meHrepy OapeichiHna cryneHTrep KelndacIbuibIK TEOpUsChl MEH
MPaKTHKAChl Typasbl OlmiMepre, ojapjabl Oojamak KociOum KbI3MeTiHIe
TaOBICTHI KOJIIaHy JaF[bUIapblHa Ue 0oJajbl, MHHOBAIMSIBIK YAEPiCTEpIiH
JaMy 3aHIBUIBIKTapbIH KOHE HMHHOBALMSUIBIK KBI3METTIH TEOPHUSUIBIK
Heriznmepin 3epmeneiimi./ Llemu Kypca: U3Yy4UTh TEOPETUYECKUE U
NpaKkTHYeCKUe OCHOBHI 3()(hEKTHBHOIO JINAEPCTBA YEIOBEKA B KOJUIEKTHUBE U
opraHu3anyy, GOopMHpPOBaTh KOMIETEHIIUH, CBSI3aHHBIE C MHHOBAIIMOHHOMN
JeATENILHOCTBIO. B X0/1e 0cBOeHUs Kypca CTYAEHTHI IPHOOPETAOT 3HAHUS
TEOpUH U TIPAKTUKU JIWJIEPCTBA, HABBIKM HMX YCHEUIHOTO MPUMEHEHUs B
Oynyuieli mpogecCHOHATBLHON AEATEIbHOCTH, W3Y4alOT 3aKOHBI Pa3BUTHS
WHHOBAIIMOHHBIX IIPOHECCOB MU TCOPECTUYCCKHE OCHOBbBI PIHHOBaLIHOHHOﬁ
nestenbHocTH./ Course objectives: to study the theoretical and practical
foundations of effective human leadership in a team and organization, to form
competencies related to innovation. During the course, students acquire
knowledge of the theory and practice of leadership, the skills of their
successful application in future professional activities, study the laws of the
development of innovative processes and the theoretical foundations of
innovation.

KypcThlH MakcaTbl: Heri3ri JKOHOMHUKANBIK KaTeropusulapbIMeH Kasipri
SKOHOMUKAHBIH HEri3/iepiH 3epTTey, aJaMHBIH KOpIIaFaH OpTaMeH Kayirci3
e3apa  9peKeTTeCyiH KOHE TOTCHIIE IKAaFJalnaplarbl > KarbIMCBI3
¢dakTopnapian Kopray Heri3zepiMeH TaHbicy. KypcThl oKy Kasipri
SKOHOMUKAJIBIK JKYHEHIH >KYMBIC iCTey 3aHJbUIBIKTAphl MEH TETIKTEpi,
calayaTThl ©OMIp CalThl HOpPMaJlapblH CaKTay KaKEeTTUIIr, TIpIIIiK
KayiICi3iri epexenepi caHalbl Typ/ie OpbIHIAY TYpallbl KEIICH I TYCIHIKTI
KaJIBINTACTRIpyFa OarsiTTasFaH./ Llenp Kypca: H3y4nuTh OCHOBBI COBPEMEHHOM
9KOHOMHUKH ¢ OCHOBHBIMH 3KOHOMHYECKHMH KaTerOpUsAMHU, 03HAKOMHUTBCS €
OCHOBaMH 0€30ITacCHOT'0 B3aWMOJCHCTBHSI YETIOBEKA C OKPY KAOIIEH Cpemoit
1 3aIIUTHI OT HETATUBHBIX (DaKTOPOB B UPE3BBIUAMHBIX CHTYalUsX. M3ydeHne
Kypca HampaBieHO Ha (OPMHUpOBaHHE KOMIUIEKCHOTO ITOHMMAaHHUS
3aKOHOMEPHOCTEHI M MeXaHU3MOB (YHKLUHOHHUPOBAHUS COBPEMEHHOU
9KOHOMHUYECKOW CHUCTEMBI, HEOOXOIUMOCTH COOJIOISHUS HOPM 3JI0pOBOTO
oOpaza JKW3HH, OCO3HAHHOIO BBINIONIHEHHWS TMPaBMI  0O€30MacHOCTH
xku3HenestenbHocTn./ The purpose of the course: to study the basics of
modern economics with the main economic categories, to get acquainted with
the basics of safe human interaction with the environment and protection from
negative factors in emergency situations. The study of the course is aimed at
the formation of a comprehensive understanding of the laws and mechanisms

JKBK8/OK8/GC8
Kemn0acIbUIBIKTEl  CaKTay JKOHE THIMI]
KOIIOACIIBIFA COMKEC KEJIETIH >Karmaiiibl

KaJIBINTACTBIPy ~ JAFAblIapbl;  Oackapy
DKYHECiHIH MYAJeTIepiH ecKepe OTBIPHIIL,
KOIIOACIIIBIHBIH KO3Kapachl MeH

MICCHSICBIH, MaKCATTapbIH KAJBIITACTBIPY
TaFIpUIaphl; ajaMaapra KOHE ONapJibiH
KaXXETTIJIIKTEpiHE MAakKcaTThl dcep Ty
MaFapUIaphl;  Keicce3lep  MPOIECiHIH
CTPaTEerMsIChIH TaHIAy JKOHE iCKe achIpyl
ITaFbUIAphl; CHTYAIMSUIBIK  (aKTOpIap/Ibl

eCKepe  OTBIPHIII, Oackapy  cTuIiH
KaHbIHTaCTpry )IaF}II)IJ'[apI)I; JKEKE JKIOHC
IKOMaHIAJIBIK MaKCcaTTapIbI KeJIiCy|

0OMBIHIIIA )KYMBIC 1CTEeY AaFIbLIAPhI; THIM]]
MiHE3-KYJIBIK ~CTPaTerHsuIapblH  aHBIKTaY|
imarapuTapsl/ HaBsikamu yAEpKAHUS]
iuaepcTBa W (OPMHUPOBAHUSI COCTOSTHMS,
COOTBETCTBYIOIIEMY 3pPEeKTUBHOMY
iuaepy; HaBBIKAMH (hopmupoBanusl
BUICHHS] U MUCCHUH, LIeIIeil Jinjiepa ¢ y4eToM
MHTEPECOB  YIPABJICHYECKOH  CHCTEMBI
HABBIKAMH 1EJICHATIPABICHHOTO  BIIMSHUS
Ha JIIOAEH M MX MOTPEeOHOCTH; HABBIKAMH

BBIOOpa W pealu3alud  CTpaTeruy
[EPErOBOPHOTO  TIpoliecca;  HaBBIKaMHU
(bopMHUpOBaHMA CTWIA YIOPABICHUS C
[y4ETOM CUTYaTHBHBIX (baxTopos;

[HaBBIKAMH pa6OTLI II0 COrJIaCOBAaHUIO
IIAYHBIX ¥ KOMAHIHBIX LIEJEH. /

HABBIKAMH ~ OTpeneeHus 3P PEKTHBHBIX
cTpareruit moBeneHusi/leadership retention
skills and the formation of a state
corresponding to an effective leader; skills
of forming the vision and mission, goals of
the leader, taking into account the interests
of the management system; skills of
purposeful influence on people and their
needs; skills of choosing and implementing
the strategy of the negotiation process; skills

of forming a management style taking intg




YCTOHUUBOE
pasBurue,
npeaAnpruHUMATEIILCT
Bo ESDE 2101
Ecology and
sustainable
development,
entrepreneurship

of functioning of the modern economic system, the need to comply with the
norms of a healthy lifestyle, the conscious implementation of life safety rules.

laccount situational factors; skills to work on
the coordination of personal and team goals;
skills to identify effective behavioral
strategies

Kopiiaran opTaHel Kopray >KeHiHJeT]

BaHHAMAaHbIH, Kayinci3 OHJIpICTIK
mpouecrepi YUBIMAACTHIPY|
KarugaTTapbIHbIH HeTi31H/Ie TaOuFH

OPTaHBIH SKOJIOTHUSUIBIK JKail-KyHiH Oaranai
@manpl, OHMAIPICTIH KOpIIaraH OpTara
TEXHOI'CHJIIK OoCepiH Oarajaymbl KYpPrisze
lamapl, TabuFn pecypcTapisl
nainananyMeH OaiiaHbICThI KOOI USLITBIK-
HKOHOMHKAJIBIK Kyhenepnig Jlamy|
YPAICTEpIH CBIHM TYPFBIZAH TYCiHE ayajpbl
DKOHE ONIap[IblH  AKOJOTHSUIBIK —CallIapblH

cunarrai anmazasl/Ha OCHOBE
BaKOHONATEILCTBA o OXpaHe|
OKpYXarouen  cpensl, IIPUHLIMIIOB
OpraHu3aluu 0e30MacHBbIX|

IMPOM3BOACTBEHHBIX  MPOLIECCOB  YMEET
OLCHUBATh OKOJIOTHYECKOC COCTOAHMUC|
[IPUPOIHON cCpenbl, NPOBOAUTH OLECHKY]
TEXHOICHHOI'O BOSI{GIjICTBI/IH TMPON3BOACTBA|
Ha OKpYKaIIIYI0 Ccpeny, KpUTHYECKH
OCMBICIINBATH TEHACHIINN Ppa3sBUTHSA
PKOJIOr0-D9KOHOMHUYECCKUX CHUCTEM,|
CBA3AHHBIX C UCIIOJIB30BaAHUEM IIPUPOIHBIX|
pECypCcoB M OXapakTepu3oBaTb  HX
brosornyeckue nocienctsus / Based on the
legislation on environmental protection, the
principles of organizing safe production
processes, he is able to assess the ecological
state of the natural environment, assess the
technogenic impact of production on the
environment, critically comprehend the
trends in the development of ecological and
economic systems related to the use of
natural resources and characterize their
environmental consequences.

Bceero:

5

Bazanbik mauaepi. KOO komnonenTi/ BazoBsie qucuuminnbl. By3oBckuii komnoneHT/ Basic disciplines. University component




ON1/R | Mat1201 Maremartuka KypchlH MEHTEpY/IiH MaKCaThI-TEXHUKAJIBIK MaMaH/IbIKTapIbIH AK1/CK1/SCl1
o1/ MateMaTuka CTyIeHTTepiHe Oa3aiblK OuriM Oepy, OHBIH INIHIE aNrOpPUTMIEPII, MaremaTUKaHBIH HETi3liepiH YHpEeHyAiH
LO1 Mat1201 OarapiaMablK OHIMIEpAl, MaTeMaTHKAJIBIK MOJIENbACY, TaJIayAbl KYpy JIGHIeHiH  KOFapbLIaThII, HHKEHEPIIiK
Marematuka HETi3iHJe JKATKAaH MAaTEMaTHKAIBIK 3aHIbUIBIKTApMEH TaHbicy /Ilenbro Mocenenepal Imenryae MaTeMaTHKaHbIH
Mat1201 OCBOCHHUs Kypca MaTemarukal sBISETCs MpPEIOCTaBICHHE O0YJarOIIUMCS OMiCTepiH maiinanaHyablH OaFbITTapbIH
Mathematics TEXHUYECKHX CIIELHAILHOCTEH 0a30BLIX 3HAHMM, B TOM YKCJIE€ 3HAKOMCTBO C Konpanynel  Oimemi.  /3Haer,  Kak
MaTEMaTHYECCKUMH 3aKOHOMEPHOCTSIMH, JEKAIIUMH B OCHOBE MOCTPOCHHUS HCTIONB30BaTh MaTEMATHUECKHE METOJIbI
QJITOPUTMOB, IPOTPAMMHBIX MPOAYKTOB, MATEMATHIECKOTO MOJICTTHPOBAHHS, B PCIICHHUM  WHXEHEPHBIX  3a/ad,
ananusa / The purpose of mastering the course Matematikal is to provide COBEPILIEHCTBOBATh OCHOBBI
students of technical specialties with basic knowledge, including familiarity matemaruku./Knows how to use
with the mathematical laws underlying the construction of algorithms, mathematical methods in  solving
software products, mathematical modeling, analysis engineering problems, improve the
basics of mathematics.
ON1/R | Fiz 1202 KypcrelH Herisri Makcatel (M3MKaHBIH HETi3rl OesliMaepiH MeHrepyai AK2/CK2/SC2
o1/ Ousnka | KaMTaMachI3 ery; JKapaThUIBICTaHy-FBUTBIMU LUKJTIH 0apIbIK binmiM anyiibl  QU3MKANBIK TEOPUSHBI,
LO1 Fiz 1202 FBUIBIMJIAPBIHBIH  HETi31 pETiH/Ae MOH TYXKBIPHIMIAMACHIH KaJbIITACTHIPY; 3aHABUIBIKTAPABI,  VFBIMAAPABI,  €cel
Ousnka | (U3MKaHBIH ipreii 3aHIapbIH XKYiieney »KoHe TepeH TYCIHY OOJIbIN TaObLIa IbI. HIBIFApy OMICTEpPiH MEHrepe OTBIPHII,
Fiz 1202 / OcHOBHO#l LeNmbI0 Kypca SBISETCS OOECHEeUYCHHE YCBOCHHUS OCHOBHBIX TaOUFaTTaFbl KYOBLIBICTAp MeH
Physics I pasznenoB ¢u3uky; (GOPMHUPOBAHUE KOHILIEMIMHM JUCHUILUIMHBI KaK OCHOBBI npouecrepin  (QU3MKAChIH  TyCiHe.l
BCEX HAayK €CTECTBEHHOHAYYHOI'O IMKJIA; CHCTEMATH3al|si M TIIyOOKoe KOHEe aiFaH OUTIMIGpPIH MaMaHABIFbI
NOHUMaHKE (YHIaAMEHTAJIbHBIX 3aK0HOB (pusuku. / The main purpose of the GoiipiamIa Konmanazpl / CTyIeHT BiaaaeeT
course is to ensure the assimilation of the main sections of physics; the (buzmgecKoit TEOpHEH, 3aKOHO-
formation of the concept of the discipline as the basis of all sciences of the MEPHOCTSMH, TIOHSTHSIMH, METOAAMH
natural science cycle; systematization and a deep understanding of the pellieHHsT  3a1a4, TMOHMMAaeT (QU3HKY
fundamental laws of physics. SBJICHAN ¥ TIPOIIECCOB B TPHUPOIE |
UCIIONB3YeT TIONY4YeHHbIC 3HAHUS 10
cnenpanpHocT/ The student creates a
condition to own a physical theory, laws,
concepts, methods of solving problems,
allows him to understand the physics of
phenomena and processes in nature and
use the knowledge gained in the
specialty.
ON5/R | COP 1203 C++ TimiHiH ~ omOebanm  epekIinenikTepi-OyJi  opTypii  CHUIATTaFbl AK3/CK3/SC3
05/ C++ opraceiHna Oarmapmamanapael  HeMmece  KongaHOambl — pykcatrap — Kydeci  Oap OO0BeKTini-0arpITTaIFaH JKOHE
LO5 mporpamMmanay / Oarmapramanapasl Kypyra apHajfaH TiIAiH HycKacel. [IoH cryneHTtTepre JKaJIbUTaHFaH Oarmapramanay
PSC 1203 Oarmapiamanappl  Kypy YIIIH KOJJAHBUIATBIH TEXHHUKANIBIK JKOHE TEXHOJIOTHSICHI HETi31H/Ie mporpamMManay
[IporpammupoBanue OarmapriamMaIblK Kypanaapipl, COHnai-ak Oarmapiaamanayna KonganbuaTeiH TINIEPiH TEpeH MEHrepeni/
B cpene C++/ Kypalaapabl YHpeTyai KaMTuabl./Y HUBepCaIbHBIMI OCOOCHHOCTSIMH SI3BIKA VriyOneHHO W3yYaeT H  OCBaWBaeT
PCE 1203 C++ sBisieTcst Bepcusi si3bIKa, MpEAHA3HAYCHHAS /ISl CO3JaHUs MPOrpamm SI3BIKOB [IPOrpaMMHpPOBaHUST Ha 0ase

Programming in the
C++environment

Pa3JIM4HOro0  Xapakrepa Wi HOporpamMmm C CHCTEMOM MPUKIAJHBIX
pa3pemeHI/H7I. HI/ICHI/IHJ'II/IHa BKJIIOUAaeT B ce0s 06y‘leHI/I€ CTYACHTOB

TEXHOJIOTUH 00BEKTHO-OpHEHTH-
pOBaHHOIO ¥ 00OOIIEHHOro  mporpa-




TCXHUYCCKUM U NPOrpaMMHBIM CPCACTBAM, HUCIIOJIb3YEMbIM JId CO3JaHUA
nporpamMmM, a TakK:)K€ MHCTPpYMCEHTaM, UCIIOJIb3YEMbIM B HpOFpaMMPIpOBaHPIPI./
The universal features of the C++ language is a version of the language
designed to create programs of various kinds or programs with a system of
application permissions. The discipline includes teaching students the
technical and software tools used to create programs, as well as the tools used
in programming.

mmupoBanus/In-depth  studies  and
masters programming languages on the
basis of technology of object-oriented
and generalized programming

ON1/R
o1/
LO1

Fiz1204
®uzuka 11
Fiz 1204
®uzuka 11
P1 1204
Physics 11

XKannel marbiHazma ¢usuka Herisri (ipredi) KarblHacTapipl, TaOHWFaTt
3aHAApbIH  3epTreiinl. @Ou3uKanblK FHUIBIM-OY1 KaFmaijpl, e3repicTi
AHBIKTANTHIH KapaThUILICTAHY FRUIBIMBIHBIH CH JKaJIIIbI )KOHE HEri3ri OeiMmi
JKOHE TIOH/IK  QJIEMHIH  KYpbUIBIMBL ~ MiHIETTEpi: AKCIEPUMEHTTIK
TEeXHUKAIBIK 13[Iey JaF[bUIapbIH JaMbBITYFa MYMKIHIIK OepeTiH Ka3ipri
3aMaHFbl FHUIBIMHU anmnapaTrypaMeH xoHe (pU3MKaNbIK 3epTTey d/licTeMeciMeH
TaHbICy; CTYIEHTTEpPJAIH  HMHXEHEPJiK JKOHE  YHBIMIACTBIPYIIBUIBIK-
SKOHOMUKAJIBIK MIHIETTEPMI OfaH 9pi IIelyre KOMEKTeCeTiH (M3HKaHbIH
OpTYPJIi callanapblHAH HAKTHI MIHJIETTEP/II LIEULY TOCIepl MEeH JaFAblapbiH
TyxkbIpeiMaay. ./ Ilo oOmemy cMmbicy ¢u3MKa W3y4aeT OCHOBHBIC
(pyHnaMeHTaNnbHBIE) OTHOLICHUS, 3aKOHBI NpUpoabl. Dusznyeckas Hayka
sBJsIeTCS HamOoJjee OOLUIMM M OCHOBHBIM pa3felioM €CTECTBO3HAHMS,
ONPEENSAIONINM COCTOSHUE, U3MEHEHHE M CTPYKTYpPY IPEIMETHOr0 MUpa.
3amayn: 03HaKOMJICHHE C COBPEMEHHOW HAYYHOM anmapaTypoi 1 METOIUKON
(u3nueckoro  MCCIeIOBaHMS, MO3BOJISIIOIEE  pa3BUTh  HABBIKU
9KCIIEPUMEHTAILHOTO TEXHHUYECKOro TIOMCKa; BBIpA0OTKa y CTYACHTOB
NPUEMOB U HABBIKOB pEIICHHUs KOHKPETHBIX 3a/la4 M3 pa3HbIX oOuacteit
(GU3MKKM, TOMOTAlONMX B JalbHEHIIEM pellaTh HHXEHEpPHbIE U
OpraHu3alOHHO-3KOHOMHUUeckue 3anadn./ In the general sense, physics
studies the basic (fundamental) relations, the laws of nature. Physical science
is the most general and basic section of natural science that determines the
state, change and structure of the subject world. Tasks: familiarization with
modern scientific equipment and methods of physical research, which allows
to develop skills of experimental technical search; development of techniques
and skills for solving specific problems from different fields of physics, which
help to solve engineering and organizational and economic problems in the
future

AK4/CK4/SC4

Herisri  ¢u3ukanslk  KyOBUIBICTApABI,
KJIaCCHKaJBIK JKOHE Kasipri (¢musnka
3aHAap/bl, MPUHIUNTEP/l, TEXHUKAHbI
MaMaH/IaHIbIPbLUIATHIH caanapbisia
naiinanana Oinei/ yMeeT HCIOJNb30BaTh
(dhusnyeckue 3aKOHBI, TIPUHITUIIBI,
TEXHUKY B CIICIHUaJIM3UPOBAHHBIX
obnactax/ able to use physical laws,
principles, techniques in specialized
fields

ON5/R
05/
LO5

CTBT 2205

C# Timiane
Oarmapnamanay
TEXHOJIOTUACHI

[/ TPC 2205
TexHomorus
TIPOrpaMMHUPOBAHUS
Ha s3pike CH/

ITon C# TiniH KoNgaHa OTHIPHIN OarapiaMaiaylblH epeKIIeNiKTepiH KoHe
3aMaHayn OarapiaMalblK OKYHelepIi KacaylibUlapFa — KOWBUIATHIH
TajamTapael  Ouryre, OaFmapiaManblK —oKydenmepai Kypy ymiiH  Net
m1aTGOpPMaCHHBIH ~TEXHOJIOTHSIIAPEl MEH OHICTepiH KoimaHa Oimyre,
Kypalgap MeH oficTep i TaHIayasl Heri3aeyre yipereni./JJucuummnaa yaut
3HAaTh OCOOCHHOCTH TPOrPaMMHUpPOBAHHS C HCIONb30BaHWEM s3bIka C# u
TpeOOBaHUs,  TpeAbsBIsSeMble K  pa3paboTunkaM  COBPEMEHHBIX
MIPOTPAaMMHBIX CHCTEM, YMETh MPUMEHSTHh TEXHOJOTMH W METOJpI

AK6/CK6/SC6
OOBbexTI-0arpITTaFaH JKOHE
SKaJIIBUIAaHFaH Oarnmapnamanay

TEXHOJIOTHSACHI HETI31H/Ie MporpaMmanay
TINIEPiH TEpeH MEHrepeni/

VYryOneHHO W3y4aeT M OCBaWBaeT
S3BIKOB MIPOrpaMMHpPOBaHMS Ha 0Oase
TEXHOJIOTHUH 00BEKTHO-




TPC 2205
Programming
technology C #

rutatdopmsl Net JuIs co3JaHus IPOrpaMMHBIX CHCTEM, 00OCHOBBIBATH BBIOOP
cpeacts u meromoB./ The discipline teaches you to know the features of
programming using the C# language and the requirements for developers of
modern software systems, to be able to apply the technologies and methods
of the Net platform to create software systems, to justify the choice of tools
and methods.

OPHEHTHPOBAaHHOTO W  00OOIIEHHOTO
pOrpaMMHPOBaHUs/

In-depth studies and masters
programming languages on the basis of
technology of object-oriented and
generalized programming

ON1/R
o1/
LO1

ITMC 2206
blkrumanapikrap
TEOPHSICHI KOHE
MaTEMaTUKAJIBIK
CTaTUCTUKA/

TBMC 2206
Teopus
BEpPOSITHOCTEHN U
MareMaTudeckas
CTaTUCTHKA /

TPMS 2206
Probability theory
and mathematical
statistics

Kypc ke3neiicok xoHEe NETEPMUHHUCTIK OaiIaHBICTApbl aHBIKTAY apKbLIbI
BIKTUMAJIJIBIK TCOPUSICHIH JQJICNACY/IH HETi3T1 9/1icTepi MEH alrOPUTMICPIH
KapacTeIpajibl, op TYpJIl MOIENIBIACPAlI 3CpTTey JKOHE Tajjay YIIiH
BIKTUMAJIJIbIK TCOPHUACHI allllapaThIH KOJIAaHY; TCOpEMaJIapabl JJICIIACY KIHC
OarmapiaMasiblk  €cenTepiAi ey YIIH  BIKTUMaJJBIK  TEOPHUSICHIH
KOJIZIAHYIBIH OPTYPIIi Tociiaepin MeHrepy. / Kypc paccMaTpuBaeT OCHOBHBIS
METOJIbI U AJITOPUTMbI JOKa3aTCJIbLCTBA TECOPUU BCpOﬂTHOCTeﬁ, BBISIBJIAA
CIIy4aiiHble M JETEPMUHUPOBAHHBIE CBS3M; IPUMEHEHUE ammapara TEOPUU
BepOHTHOCTeﬁ JUTA UCCIIEIOBAHUA U aHAJIM3a Pa3IMYHBIX MO}IGHeﬁ; BJIaACHHUEC
pa3MYHBIX ~ CINOCOOOB  NPUMEHEHHWsS  TEOpPUH  BEPOSTHOCTEH  JUIst
JIOKa3aTebCTBA TEOPEM MW pelleHus mporpaMMmHubiX 3axad. / The course
examines the main methods and algorithms for proving probability theory,
identifying random and deterministic relationships; the use of the apparatus
of probability theory for the study and analysis of various models; knowledge
of various ways of applying probability theory to prove theorems and solve
software problems.

AK7/CK7/SC7
blkrumanapikTap TEOPUSCHIHBIH
KOHICTITYAJIAbL HETI3IH KOHE OHBbIH,
MaTeMaTHKa FBIJIBIMBIH/Ia¥ bl OpPHBIH,
TeopeMaiapabl JJICIACY SJ:[iCTepiH,
COHBIMCH KaTap BIKTUMAaJIIblYTap
TCOPUACBIHBIH, ©3T¢C 1€ )KapaTI)IJ'lI)ICTaHy
FBUIBIMIAPBIMCH 68.]2J'[8.HI:.ICI:.IH
6ineoi./3naem KoHuenTyaabHbIE OCHOBBI
TEOPUU BEPOSATHOCTEM U €€ MEeCTO B
o011el CTPYKTYpe MaTeMaTHKH. MeTo/ibl
JI0Ka3aTeNbCTB TEOPEM TEOPHUH
BEPOSITHOCTEH. Ces3u Teopuu
BEPOATHOCTEN C €CTECTBEHHO-HAY4YHBIMU
mucnuminaamu./  Knows  conceptual
basic theory probabilities and her place in
common structure mathematics,proof
methods of theorems probability theory,
connections of theory probabilities with
other natural sciences disciplines.




ON1/R | DM 2207 Juckperti MaTemMaTrKa Gemimaepine Kipicne, aepekrepai tanaay. ChI3BIKTHIK AK11/CK11/SC11
o1/ JuckperTi anreOpa, KOMOWHATOPHKA, MAaTEMATHKAJBIK JIOTHKA, Tpa(UKaIbIK TEOPHsI Kypcra KapacThIPhLIATHIH
LO1 MaTeMaTuka/ JKOHE JHMCKPETTi BIKTUMaNABIK. CaHIBIK eMec Taburar OOBEKTiIepi: TeopeMaap/Ibl, JIIIEICY,
KUBIHIAp,  JIOTHKAJBIK  Mamimumemenep,  AmroputMaep.  Cangap (dopmynanapapl  KOpBITY, anFaH
DM 2207 TEOpUSCHIHBIH, KOMOWHATOPHKaHBIH,  JIOTMKAIBIK  (YHKUMSUIApIbIH, OimimzmepiH  MaTeMaTHKaHBIH  0Oacka
JuckperHas KUBIHIAPJAFBl  EKITIK KATBIHACTAP/BIH HETi3Ti aHBIKTaMalapbl MeH cananapblHa; TEOPHSUTBIK
MaTeMaTHKa/ KacuetTepi./BBeneHue B pa3ienbl JUCKPETHOH MATEMATHKH, aHATH3 JAHHBIX. uH(bOpMATHKA, JKACAHABI aKbLUI — Oif
JluneitHast anrebpa, KOMOWHATOpPHKA, MaTeMaTHYECKas JIOTHKA, TEOPHUs TEOPHSCHIH/IA, JIOTHKAJIBIK
DM 2207 rpadoB M JUCKpeTHas BepOATHOCTb. OOBEKTHl HEYHCIOBOH HPUPOIBI: Oarnapiamanaynia KOJJaHa
Discrete Math MHOXECTBA,  JIOTHYECKHE  BBICKA3bIBaHWs, aNroputMbl.  OCHOBHBIE anapL/TeopeMsl, paccyxIeHusl,
omnpezeNeHns W CBOMCTBa OOBEKTOB TEOPHM 4YHCeNl, KOMOWHATOPHKH, 0000uieHue hopMys, paccMaTpuBaeMbIe
OyneBbIX (pyHKLMI, OMHAPHBIX OTHOLIEHWI Ha MHOXecTBax./Introduction to B Kypce, MOT'yT IPUMEHSTh NOJyYeHHbIE
discrete mathematics, data analysis. Linear algebra, combinatorics, 3HAHUS B APYTHX 00JIACTAX MaTEMATHKH:
mathematical logic, graph theory and discrete probability. Objects of non- TEOPETHYECKON HMH(POPMATHKE, TEOPHH
numeric nature: sets, logical statements, algorithms. Basic definitions and HCKYCCTBEHHOTO HHTEIIEKTa,

properties of objects of number theory, combinatorics, Boolean functions, JIOTHYECKOM TIPOrpaMMHUpPOBaHUH/

binary relations on sets. Theorems, proofs, generalizations of
formulas that will be considered in the
course, will be able to apply the acquired
knowledge in other areas of mathematics:
theoretical computer science, artificial
intelligence theory, logical programming

ON4/R | MK 3208 MaremaTuKaiblK Kpunrorpadus MoHiH UrepyJie aKnapaTThIK Kayilci3aiKTig AK14/CK14/SC14
04/ MaremaTuKabIK MaTeMaTUKAJIBIK  HEri3[epiHe,  KpUNTorpapusuiblk  alrOPUTMACPIIH AxnapaT Kopray callaCblHa KaTbICTBI
LO4, Kkpurrorpadus MaTeMaTUKAJIBIK HETI3epiHe, OJap/blH MAaTeMaTHKAJbIK 3aHJIbUIBIKTapPbIHA ecenTepl Iemyae KpUNTorpagusIibiK
ON6/R | MK 3208 kel KeHiI Oexineni. Kocibu ecenrep/ii menryie MaTeMaTHKAIBIK alllapaTThl oAicTepiiH MaTeMaTHUKANBIK Heri3epiHe
o6/ Maremaruueckas THIMII Taijanany Aarapuiapbl Kajeimracanel. / [Ipu ocBoeHun mpeamera TYCiHIKTep Oepiiesi. AKIapaTTsl KOpFay
LO6 kpurrorpadus Maremaruueckass ~ kpunrorpadust  OONblIOe  BHUMaHHE  yHEJsIeTcs omictepi MeH akmapartel mudpiey
MK 3208 MaTeMaTH4eCKUM OCHOBaM nH(pOpMaLIMOHHOM 0e30macHoCTH, Kydenepi  kaiipl  Marnymar — Oepe
Mathematical MaTeMaTHYeCKUM  OCHOBAM  KPUNTOTpaUYeCKHX  QJTOPUTMOB,  HX OTBIPHIII, KpunrorpadusiHeIH
cryptography MaTeMaTHYECKUM 3aKOHOMEPHOCTIM. DOpMUPYIOTCS HABBIKU 3P PEKTUBHOTO MaTeMaTHKalIBIK  Heri3gepi  OombIn

HCIIOJIb30BaHUA MaTeMaTHYCCKOI' O armapara Ipu pemeHnn
npodeccronansHbIX 3a1ad. / When mastering the subject of Mathematical
cryptography, much attention is paid to the mathematical foundations of
information security, the mathematical foundations of cryptographic
algorithms, and their mathematical regularities. The skills of effective use of
the mathematical apparatus in solving professional problems are formed.

TaOBbLIATHIH CUMMETPHSITBIK HKOHE allIbIK,
KUITTI KPUOTOXYHenep Typaisl OiTiM
Heri3l Kajelrracambl. AINBIK — KLUITTI
KpUNITOXYHene KinT Oackapy Kayai
JKy3ere acaThlHBIH KepceTe  anajbl/
JlaroTcsi pa3bsACHEHUS MAaTEMATHYECKUX
OCHOB  KpUOTOrpa)UuecKux METOI0B
NpU pelICHUH 3aj1a4, OTHOCSIIUXCS K
obmacti 3ammTel mHpopMmarmu. JlaBas
MPE/ICTABICHUE O METOAaX 3allHThl
WHPOPMAIIMN U CHUCTeMax MH(POBaAHUI




uHpopManmy,  dopMmupyercs  0aza
3HAHMI (6] KpUIITOCUCTEMAX C
CUMMCTPUYHBIM U OTKPBITBIM KIIFOUOM,
ABJITFOIIUX CSL MaTEMATUYCCKUMHN
OCHOBaMH  Kpunrorpaduu. Moxet
I10Ka3aTh, KakK OCYHICCTBJIIACTCA
YIipaBJICHUEC KIIFOUOM B KPUIITOCUCTEME C
otkpbITeiM Kimtodom/ The mathematical
foundations of cryptographic methods
are explained in solving problems related
to the field of Information Protection. By
providing information about information
protection methods and information
encryption  systems, the basis of
knowledge about symmetric and public-
key cryptosystems is formed, which are
the  mathematical foundations  of
cryptography. A public key can show
how key management is performed in a
cryptosystem

ONS/R
05/
LOS,
ONB8/R
o8/
LO8

WB 3209
Web 6arnapnamanay/

WP 3209
Web
MporpaMMHpOBaHUe/

WP 3209
Web programming

HTML, CSS, JavaScript Mmymkinzaikrepimen web-napakrapasl Kypy, HTML
KyKaTTtapbl ONTHMHU3AlMsUIAy MYMKiHIiIKTepiH urepy, PHP Tininge
Oarnmapiamanay, WEB  caiitrapna cepBepiik Oainanbic ophary, WEB
GarqapiamManay calachlHIAFb! HET13Ti TeXHOMOrusapapl MmeHrepy/ Cosnanue
web-ctpanmir ¢ BosmoxkuocTsmu HTML, CSS, JavaScript, ocBoehwme
Bo3MOxHOcTeN ontuMmuzanuu HTML-10KyMeHTOB, porpaMMHpOBaHUE Ha
s3pike PHP, ycranoBienue cepBepHoi cBs3u Ha WEB caiirax, ocBoeHue
OCHOBHBIX TexHonoruii B oonmactu WEB mporpammuposanus/Creating web
pages with HTML, CSS, JavaScript capabilities, mastering the capabilities of
optimizing HTML documents, programming in PHP, server communication
on WEB sites, mastering the main technologies in the field of WEB
programming

AK15/CK15/SC15
Be0 caiiTTapsl xobanay NpUHIUITEPiH
MeHrepren. HTML-kyxarrapasl Kypa
ajajel; MHTEPaKTHBTI WEB-
KY>KaTTap/Ibl Kypyza 3aMaHayu
TeXHOJOTUsIIap sl KoaHa anansl; CSS
CTUJIBJICPIHIH KIPICTipe/i; aHUMALUSHBI
KOJITaHAIBL; IUHAMUKaIelK ~ Web-
KochIMIIanapapl  Kypyna PHP  rinin

KonjaHaasl/  Bnameer  mpuHIMOAMu
MIPOEKTUPOBAHUS calToB.YMeeT
cO3/1aBaTh HTML-noKyMeHTHI;

HCIIONB3yeT COBPEMEHHBIE TEXHOJIOTHH B
CO3JaHUN HMHTEPaKTHBHBIX WEB-
JIOKYMEHTOB; BcTaBisieT crtwm CSS;
UCTIONB3yeT AaHWMAIIO, HCIOIb3YeT
s3Ik PHP mipu co3pannu tuHaMmudeckux
Web-mpunoxenunit/Knows the principles
of web site design. Can create HTML
documents; use modern technologies to
create interactive WEB documents; use




CSS styles; use animation; use PHP to
create dynamic Web applications
ON5/R | AKM 3210 MogenpaeyaiH opTypili SJICTEpiH KOJJaHA OTHIPBIN, AaKIApaTThl KOpFray 4 AK20/CK20/SC20
05/ AKMapatTTsl KOpray KyHeciH jxo0anay. JKy#eHIH KypbUIBIMBIH JXOHE >KYHEHIH XXYMBIC icTey AKnapatTsl Kopray KYHeciH
LO5 MIPOIIECTEPiH MPOIIECTEPiH CHMaTTay. AKIApaTThl KOpFay TMPOIECTEPiH MOICIBICY MOJICITBACYIIH HETI3T1 QIICTepiH,
MoJebaey/ JKYHECIHIH CHUTAaTHI, 9AiCTepPl MEH ayKbIMBbl. AKIIapaTThl KOpray JKyHeciHeri 3aMaHayd TEXHUKAIBIK  KypangapJsl
npouecrepai Mmozaenbaey yumiH IDEF omicHamacsl MeH cTaHmapTTapbiH JKOHE MOJIENb/IEY €CeNTepiH IIenryre
MPZI 3210 KoinmaHy. JKyHeHiH KYpbUIBIMBIH KOHE JKYHEHIH KYMBIC icTey MpolecTepin apHayiraH OarIapiiamMaiblK KaMTaMachl3
MogenupoBaHue cUmatTay. AKMapaTThl KOpFay MPOIECTEPiH MOJICIBCY KYHECIHIH CHIATHI, eTymi oiemi. On 3epTTEIICTIH
TIPOLIECCOB 3aIUTHI omicTepi MeH ayKbIMBl. AKNapaTThl KOpray KyHeciHmeri mporecrepi TEXHHUKAJBIK Kypajjap MEH MOJIeNbaey
uHpopManuu/ mozenpaey yinia IDEF omictemeci MeH cTaHmapTTapbiH KOJany./ SJIiCTepiH JIaMBITYIbIH Kazipri
[IpoekTupoBaHue CHCTEMBI 3alIUTHl WH(OPMALMH C HCIIOIb30BAHHEM TEHJCHIMSsIApbl  Typalibl  TYCiHIKKe
MISP3210 pa3HBIX METOJOB MojenupoBaHus. ONHUCAHUE CTPYKTYPbl CHUCTEMBI U ue./3naer OCHOBHBIE METO/bI
Modeling of NPOIECCOB (PYHKLIMOHMPOBAHUSI CHCTEMBL. XapakTep CHUCTEMBI, METONbI U MOJICITUPOBaHHUS cucTeM 3aIUTHI
information Security MacIITaObI MOACIUPOBAHMSI IpOLECCOB 3alIAThI HH(POPMAIIUH. HH(pOPMAINH, COBPEMCHHBIC
processes Hcnone3oBanue Meromosorun U craggapros IDEF s mopenupoBaHus TEXHUYECKHUE CpencTBa u
NPOIIECCOB B cHcTeMe 3ammuTbl nHpopmanumu. / Designing an information UX MPOrpaMMHOE obecrnieyeHue Jyist
security system using various modeling methods. Description of the structure pelienus 3a1a4 MojaenupoBanus. Mmeer
of the system and the processes of functioning of the system. The nature of MpeICTaBICHUE 0 COBPEMEHHBIX
the system, methods and scales of modeling information security processes. TCHACHIMSIX ~ Pa3BUTHS  H3y4acMBIX
Using the IDEF methodology and standards for modeling processes in the TEXHHYECKUX CPEACTB W  METOMIOB
information security system. mopenuposannst./He knows the basic
methods of modeling information
security systems, modern technical
means and their software for solving
modeling problems. Has an idea of the
current trends in the development of the
studied technical means and modeling
methods.
Bcero: 46
ba3aabIk monaepi. Tanaay komnoHenTepi./ bazoBble aucuuniannbl. KomnoneHnt no Boi6opy/ Basic disciplines. Elective component (5 kpeaur)
ON3/R | a) AKN 1201 a) Ilom aKmapaTTBIK KayilCi3mikTi KamMTamachl3 €Ty  HeTi3aepid 3 AK5/CK5/SC5
03/ AKIapaTThIK KaJBIITACTRIPYIBl KO3IEHi, aKmapaTThIK KOpPFAay CalacBIHAAFBI JKYHETiK AKMapatThIK Kayircizaik JKOHE
LO3, Kayinci3mik OWaynpl JaMBITaAbl, aKmapaTThl KOpFay >KYHMelepiH KYpy oIiCTepiH, aKMapaTThl KOpFay HeTi3/IepiH,
ONG6/R | merizzaepi/ KYWENepIiH KOpFalyblH Oaramaymsl, OJNCI3HIKTEPAlI AaHBIKTAayIbl KOHE KpUNTOTpadHsITBIK TYPACHAIPY
o6/ OIB 1201 Kayirci3AiKTi KAMTaMachI3 eTy i 3epTTeiai. / JIuciuuinia npeaycMaTpuBaet NPUHIUITEPIH,  aKMapaTThl  KOpFay
LO6 OCHOBHI (¢opmupoBaHre OCHOB oOecneueHHs WH(POPMAIMOHHON 0€301macHOCTH, camaceiHAarsl KP 3aHHaMa Heri3nepim,
WHPOPMANIMCENOHHO | pa3BHBAaeT CHCTEMHOE MEIIUIEHHE B cdepe WHPOPMAIMOHHOW 3aIUTEHI, KOMIIBIOTEPIIIK ~ OpTara  pPYKCaTChI3
¥ 6e3omacHOCTH/ M3ydaeT METOIBl TOCTPOCHHUS CHCTEM 3aIlUThl MH(POpMAINH, OIICHUBAHHE KipyJIeH aKmapaTThl KOPFayAblH THITIK
BIS 1201 3aIMIIEHHOCTH CHCTEM, BBIABIEHUA CIA0BIX MECT H O0eCIeUeHHs OarmapiraMalbIK-anmapaTThIK
6e3zomacHoctu. / The discipline provides for the formation of the basics of KypaJInapsl MeH XKylenepin Oineni;
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Basics of information
security

b) AQAQ 1201
AKnapatTsl KOpray
JKOHE aKMapaTThIK
Kayinci3mik/

ZI1B 1201

3amumra
nHpopmManmnu
UH(pOPMAIIMOHHAS
0€30MacHOCTh

IPIS 1201
Information
protection and
information security

information security, develops system thinking in the field of information
security, studies methods of building information security systems, evaluating
the security of systems, identifying weaknesses and ensuring security.

0) IloH akmapaTTBIK KAyiNCI3MIKTI KamMTaMachl3 €Ty HETi3JepiH
KaJIbIITAaCTBIPYAbI KGBZ[efIZ[i, AKIapaTThIK KOpray cajlaCbIHAarbl )KYﬁeﬂiK
OWIlaynpl JaMbITaJbl, aKmapaTThl KOpFay >KYHeJepiH Kypy oJIiCTepiH,
KYHENIEpIiH KOpFalybIH Oaranayael, OJCI3MIKTEPAi AaHBIKTayIbl KOHE
Kayilci3MiKTi KaMTaMachl3 €Tyl 3epTTeiini. / JIucCuuIinHa npenycMaTpuBaeT
(dbopMupoBaHHue OCHOB oOecnieucHHus WHGOPMAIIMOHHON 0€30MacHOCTH,
pa3BUBaeT CUCTEMHOE MbIlIUIeHHEe B cdepe HHGOPMAIMOHHOW 3allIWTHI,
N3y4a€T MCTOAbI NOCTPOCHUA CUCTEM 3allUThI I/IH(i)OpMaI_II/II/I, OLICHUBAHUC
3alIUIICHHOCTU CUCTCEM, BbIABJIICHUA cimabbIX MecT U olecledeHus
6esonacuoctu. / The discipline provides for the formation of the basics of
information security, develops system thinking in the field of information
security, studies methods of building information security systems, evaluating
the security of systems, identifying weaknesses and ensuring security.

3HaeT  OCHOBBI  WH(OPMAIOHHON
0e30macHOCTH W 3amuThl MHPOPMAIHH,

TIPUHITHITBL KpUnrorpaguyeckux
npeoOpa3oBaHuii; OCHOBBI
3akoHogarensctBa PK B obmactu
3aIUTEI HHpOpMAINY; THUIIOBEIE

IporpaMMHO-aImapaTHble Cpe€ACTBa U
CHUCTEMBI 3alIUThI I/IH(i)OpMaHI/II/I oT
HECaAaHKIIMOHHUPOBAHHOI'O JA0CTymna B
KoMIbtoTepHyto cpeny; /He knows the
basics of information security and
information protection, the principles of
cryptographic transformations; the basics
of the legislation of the Republic of
Kazakhstan in the field of information
protection; standard hardware and
software and information protection
systems against unauthorized access to
the computer environment

ONL/R
o1/
LO1,
ON2/R
02/
LO2,
ON4/R
04/
LO4

a) AT 2202
Axnapar TeopHschl/
T1 2202

Teopus
nuHpopmanuu/

IT 2202
Informationtheory

b) KT 2202
Konray teopusicel/
TK 2202

Teopus
KOJIUPOBaHHUsI/

CT 2202
Codingtheory

a) "Aknapar TeopHsChl" TOHIH UrEepYIiH MaKcaThl — AKIapaT XoHEe KOITay
TEOPUSICHIHBIH HETI13T1 YFBIMIAPhI Typaibl OLTIM/II KaJbINTACTRIPY, 11y OOJIFaH
JoHe OoNMaraH Ke3J/ie KOATayIbIH BIKTHMA MYMKIHIIKTEpI Typajbl Olmim I
KaJIBINTACTHIPY, aKlapaT Ke3[epiH OHTAWIbl KOATAy OMICTEPiH MKOHE
OaiiaHbIC apHANApbIH IIybUIFa KAapchl KOATAyHbl XKY3ere acblpy OOMBIHINIA
OiiM MeH JarIpUIapAbl KalbINTAacTHIPY./LIeTaMu OCBOSHMS IHMCLUIIIMHBI
«Teopust nHpOpMaLN» SABIAIOTCA — (HOPMHUPOBAHHE 3HAHUI 00 OCHOBHBIX
MOHATHH TeopuH MH(OpMALMU U KOAWPOBaHMsA, (POPMHUPOBAHUE 3HAHHII O
MOTEHIUATIBHBIX BO3MOXHOCTSIX KOJWPOBAHMS IPH HAJMYUU U OTCYTCTBHH
myma, (GOpMHpOBAaHHME 3HAHMH M HABBIKOB II0 pealnu3allddl METOIOB
ONTHUMAJIBHOTO KOJIMPOBAHUS HCTOYHHKOB uHpOpMaLUH "
MOMEXOYCTOMYMBOrO KOJAUpOBaHMs KaHamoB cBsi3u./The objectives of
mastering the discipline "Information Theory" are - the formation of
knowledge about the basic concepts of information theory and coding, the
formation of knowledge about the potential possibilities of coding in the
presence and absence of noise, the formation of knowledge and skills for the
implementation of methods of optimal coding of information sources and
noise-resistant coding of communication channels.

B) IloHmOi urepyniH MakcaThl CTYIEHTTEpre KaTelepai TY3eTy, KPUITOIOTHs
JKOHE IEPEKTepIli CHIFY KOATAPHIHBIH anreOpablK >KOHE KOMOHHATOPIBIK
TEOpHsCH OOWBIHIIA MaTEMAaTHKAIBIK OUTIM HETi3lepiH YHpeTy OobIm
Tabputamel. Kypera akmapaTTel CHIFY Ke3iHAE KEAeprici3 apHamap apKbUIBI
aKmapaTThl JKOFANTIAil Oepyre MYMKIHZIK OepeTiH Koxaray omicTepi

AKB8/CK8/SC8
AKMapaT TeOpHSChIH YCHIHYIBIH dPTYPIIi
omicrepin Olneni. AKmapat TeOpHUsChI
CaJlaCchlHAA  KOJIJAHBUIATBIH  HETI3rl
TEpMHUHOJOTUSIHBL ~ Olneni.  Akmapar
MOJIIIEPiH aHBIKTay YILIH BIKTUMAJIBIK
TCOPHSACHIH JKOHE KaXKETTI aKmapaT
KOIIEMIH KETKi3e allaThlH KOATap.Ibl

KaJIBINTACTBIPY yIIiH JUACKPETTI
MaTeMaTHKaHbl ~ KOJJaHa  OTHIPBII,
aKmapat  Ke3IepiH  3epTIey  JKOHE

cHIaTTay oJICTepiH jkacaiiipl./ 3Haer
pa3NUYHBbIE METOABI M3JI0KEHHS TEOPUU

uHpopmanum. 3Haer OCHOBHYIO
TEPMHUHOJIOTUIO,  HUCIIONB3YEMYIO B
obmactu TEOpHH WHPOPMAIIIHL.

Pa3pabarsiBacT METO/IbI UCCIICAOBAHUS U
OIMUCAaHUs HCTOYHHKOB HH(POPMAIHH,
UCIIONB3Yysl TEOPUIO BEPOSITHOCTEH ISt
OIpe/IeIeHus KOJuecTBa MHPOPMAIMN
W JIMCKPETHYI0  MaTreMaTtuky  Juist
(opMupoBaHHS  KOZOB,  CIIOCOOHBIX
nepefaBaTh  HEOOXOAMMEIM — 00BeM




Kapacn,lpmna/:[m/ﬂen},}o OCBOC€HUsA JUCHUIIIMHBI SABJIACTCA 06yquHe
CTYACHTOB OCHOBaAM MAaTCMAaTUYCCKUX 3HAHHUH IO HCIPaBJICHUIO 0HII/I60K,
KPUIITOJIOTUHU U anre6pa1/1qecxoﬁ u KOM6HHaT0pH017I TCOPHUHN KOJOB CIKATHUA
JaHHBIX. BKypCepaCCManI/IBaIOTCHMeTOI[LIKOI[I/IpOBaHI/IH,
HO3BOJ'IHIOHII/IG6e3HOTepBHepeI[aBaTLI/IHQ)OpMaLII/IIOHOKaHaIIaM6e3HOMeXl‘IpPI
cxatunrHpopmanmn/ The main purpose of mastering the discipline is to teach
students the basics of mathematical knowledge on error correction,
cryptology and algebraic and combinatorial theory of data compression codes.
The course discusses coding methods that allow lossless transmission of
information through channels without interference when compressing
information

nadopmanmm./ Knows various methods
of presenting information theory. Knows
the basic terminology used in the field of
information theory. Develops methods
for studying and describing sources of
information, using probability theory to
determine the amount of information, and
discrete mathematics to generate codes
that can

transmit the necessary amount of
information.

b)Baiinansic apHaIapblH CBIHAY
OarapiiaMaa-pel MEH 9IiCTEpiH
a3ipaelizli, aKmapar Ke3iepiH 3epTTeyai
YHBIMIACTBIPaIbl. XabapiiaMaHbIH IYPhIC
Oepiny BIKTUMaJJBIFBIMEH Oenriii cu-
naTraManapel Oap OaiijlaHbIC apHACHI
apKbpUIBl  OCpiireH akmapar KeJeMiH
KETKI3e aJaThIH EKIJTIK KOATHI TaHJay
omicreMeciH kacaiinpl/ Pa3pabatbiBaer
nporpamMmmbl 1 METOIBI HCIIBITa-HUAMN
KaHAaJIOB CBSI3M, OPraHU3YyeT H3Yy4ECHHE
HC-TOYHHUKOB I/IHd)OpMaI_II/II/I. CO3J1a€T
METOIMKY BLI-60pa IOBOMYHOI'O KOJa,
CIIOCOOHOr O repenaBaTth 00BeEM
uHpopmanuy, nepeaaBaeMoi o KaHamy
CBA3HM C U3BECTHBIMHU XapaKTEPUCTUKAMHU
C BE-POSATHOCTBIO MPABUIILHOW IEepeadun
coobmennst / Develops programs and
methods for testing communication
channels, organizes the study of
information  sources. develops a
methodology for selecting binary code
that can transmit the amount of
information transmitted over a com-
munication  channel  with  certain
characteristics with the probability of
correct transmission of a message.

ON2/R
02/
LO2,

a)DKBK 2203
Hepekrep KOpbIH
YUBIMACTHIPY,

a)MoarimerTep GaszachlH kobamay >koHe yibiMmactsipy. Herisri JIKBXK
alBIPMAIIBUIBIFEL, CHHTAKCHUCTI HWTepy KOHE MOJiMerTep Oa3achIHBIH
epeKIIerNiKTepi. AKIapaTTHIK KayilCi3 ik KaTepaepiHiH Kalbl CHIATTaMachl
XKoHe XKikTenyi. JlepexTep Oa3achlHAArbl KOPFAYbIH €PEKIIEINIri, JepeKTepre

AK9/CK9/SC9
Crynenrrepain b xypy , yiieiMaacTeIpy
JKOHE KOpFay YIIiH KaXKETTi Kypaiaap.Isl
TaHJay MeEH Tnaiijananyna KociOn




ON7/R | Oackapy koHe KOJ JKeTKi3ymi Oackapy../ IIpoekTpoBanue W opraHm3aims 0a3 JaHHBIX. JIaFIbUIAPBIH KaJIBIITACTBIPY,
o7/ Kopray/ Pazmune ocHoBHBIX CYB/], ocBOGHHME CHHTaKCHCa B OCOOEHHOCTH PadOTHI JIepeKTepIiH KOJaiIbl MOJIETIH
LO7 SUBD 2203 6a3 pganHpix. OOmas XapakTepucTHKa U KilaccHuKamus — yrpos aHBIKTAY, JAEPEKTep/Ii CaKTayIblH THIM/I
Opranusanmus, uHpopManmoHHol OezomacHocTh. Crermduka 3ammThl B 0a3ax JaHHBIX, KYPBUIBIMBIH YHBIMIACTBIPY /
yIIpaBJICHUE U yIpaBJieHHe MocTyrnmoM K maaHHbIM. / Design and organization of databases. ®dopmupoBaHUe podeCCHOHATHHBIX
sammra 6a3 qanaeix/ | The difference between the main DBMS, the development of the syntax and HABBIKOB CTYJICHTOB B BBIOOpE W
DMS 2203 the features of the databases. General characteristics and classification of HCTIONB30BAHUH CPENICTB , HEOOXOIMMBIX
Organization, information security threats. Specifics of protection in databases, data access JUTA CO3/IaHMsl, OpPraHW3alMid M 3allUThI
management and control. BJl, onpenenenue npuemsieMoil MoJenu
protection of b) TeopusiblK, omiCHAMAIBIK JKOHE JepeKkTep 0a3acblH  KYpY/IbIH JaHHBIX, opraHmzanus 3(hPeKTHBHOI
databases NPAaKTUKAJIBIK MOcenenepi, persinusiibiK anrebpa sxone ER-muarpammanap CTPYKTYPBI XpaHeHUs! JIaHHBIX/
oici, oicTepi HeriziHae MaliMeTTep 6a3aChIHBIH KYPBLIBIMBIH jk00anay, /15 Formation of students ' professional skills
b) SDBZhQ 2203 KYPBUIBIMIAPBIH KANBINThl (popManapra kentipy, SQL TimiHiH Herismepin in choosing and using the necessary tools
CepBepilik iepekTep | YHpeHY »OHE OpBbIHIAy JepeKTepMEH KYMbIC icTey OOWBIHIIA Heri3ri for creating , organizing and protecting
0asachIH jx00amay oneparsIap/bl MeHrepy. /M3ydeHne TeopeTHUECKUX, METOJOIOTHUECKUX U databases, determining the appropriate
KOHE KOpray NPAKTHYECKUX TPOOTIEM TOCTPOSHUS CHCTEM DENSIHOHHBIX 0a3 JaHHBIX, data model, organizing an effective data
PZSBD 2203 NPUHIMNAX TPOEKTUPOBaHUSA CTPYKTyp bBJl Ha oOCHOBe penAIUOHHON storage structure
IIpoextupoBanue u anreOpsl 1 Meroga ER-amarpamm, meronmax mpuBenenusi ctpyktyp B/l k
3aIIUTa CePBEPHBIX HOpMaJbHBIM (opMam, H3ydeHHEe OCHOB s3blka SQL u BhINOIHEHHE
0a3 JaHHbBIX OCHOBHBIX omepauuii no pabore ¢ nmanHeiMu./ The study of theoretical,
DPSD 2203 methodological and practical problems of building relational database
Designing and systems, the principles of designing database structures based on relational
protecting server algebra and the ER diagram method, methods of bringing database structures
databases to normal forms, learning the basics of the SQL language and performing
basic data operations.
TpaexTopus 1
ON2/R | a) LOZh 2204 a)l[Tornin Makcatbl Linux omepammsuiblk skyiieci OXK-MeH KYMBICTBI AK10/CK10/SC10
02/ Linux onepausuiblk | YHBIMIACTBIPY MPUHIOMNOTEPIH  KAJIBINTACTBIPY, Linux — oOmepanusibK Kazipri  omepanusuiblk  KyHelepaiH
LO2, KyHeci KYHECIHIH OKy Kypasiapbl MEH MYMKIHIIKTEpiH urepy, (Gainabik xyiieHi TEOPUSUTBIK OLTiMi, OJapJAbIH MaKCaThl,
ON6/R | OSL 2204 veneHy, makerrepai Oackapy. backa OX-men OX epekmenikrepin KBI3METi, KYPBUIBIMBI JKOHE IKYMBIC
o6/ OmnepanyoHHbIE 3eprrey./Llens QUCIUIUITHHEI onepanoHHas cucrema Linux dhopmupoBanne MPUHIMNTEPI Typadbl TYCiHIKKE W€,
LO6 cucTtemMbl Linux MPUHIUIOB opranm3anuu padoter ¢ OC, oBiameHHe OOYYAIOIIMMUCS Linux OX,Windows OX, Microsoft
OSL 2204 CPEIICTBAMU U BO3MOXKHOCTSIMH OIEPAIMOHHOM cHcTeMbl Linux, BianeHue Windows Server, Unix 2 xeminik OXX-

Operating systems
Linux *

b) ZOZh 2204
3amaHayn
onepanusIbIK
xKytemnep/
SOS 2204

(haiioBoii cucreMoit, yrpaBineHueM makeramu. M3ygenne ocobernnocteit OC
ot apyrux OC./The purpose of the discipline Linux operating system is to
form the principles of organizing work with the OS, mastering the means and
capabilities of the Linux operating system by students, owning the file system,
package management. Study of OS features from other OS.

b) Kasipri 3amManfbl onepamusUIbIK KYHEIepaiH >KYMBIC KaruAaTTapblH,
epeKIIeIliKTepl MeH JKETIiCTIKTepiH Tammay Kyprizinmi. DyHKImoHaImbI
Kypambl, (ainaplk OKyHeHi Oackapy —epeKIIeNiKTepi, armapaTThIK
KYPBUIFBUIAPBI TEHIICY MPUHIMOTEPI, €CENTiK ka30amapapl Oackapy, kel

HBI 3epTTeyre GacTsr Hazap
aynapsuiazpl/Mimeer mnpeacTaBiIeHHE O
TEOPETUUECKUX 3HAHUA COBPEMEHHBIX
OﬂepaHI/IOHHBIX CHUCTEM, UX HAa3HAYCHMUA,
(QYHKIHAX, CTPYKTYype ¥ TPUHIIUAIIOB
paboThI, OCHOBHOE BHHMAaHHUC VSIS
m3yuennio  OCcemetictea  Windows,
Linux OC, Microsoft Windows Server,
Unix 2 /Has, an idea of the theoretical




CoBpemeHHbIE
oIepaIMOHHbIE
CUCTEMBI/

MOS 2204
Modern operating
system

¢) ZhOZh 2204
Keninmik
OTepaIysIIbIK
Kywenep/

SOS 2204
CereBble
OlepaluOHHbIE
CUCTEMBI/

NOS 2204
Network Operating
Systems

rapamMeTpiIepiH perTey KapacTelpburrad. ./ IIpoBeneH aHamu3 MpPUHIWIIOB
pabotsl, oco0eHHOCTe M JOCTH)KEHHH COBPEMEHHBIX OIEepadOHHBIX
cucreM. PaccMOTpeH (hyHKIIMOHAIBHBIA COCTaB, OCOOCHHOCTH YIIPABJICHHS
(halioBoi CHUCTEMOHM, NPHUHIMIBI HACTPOMKH amNllapaTHBIX YCTPOWCTB,
YIIpaBJICHUs YYETHBIMH 3aIHCSIMH, HACTPOMKH CeTeBBIX mapaMeTpoB. ./ The
analysis of the principles of operation, features and achievements of modern
operating systems is carried out. The functional composition, features of file
system management, principles of hardware device configuration, account
management, and network parameter settings are considered.

c) [lonni urepy >xeninik onepanusIbIK XKyHenepae )KYMBICTbl YHBIMIACTHIPY
npuHOUnTepid, skenigik OXK opracelHza XYMBIC iCTEy epeKIIeNiKTepiH,
xeninik OXK xypy npuHnunrepin, conpaii-ak UNIX Topizmi xyHenepneri
KOMaHJIJIBIK ayJapMalibuiap Tl Herizige Oariapiiamanay AaFIblIapbiH
urepyai Kamtuabl./OCBOCHUE TUCHUILIMHBI MPEAYCMAaTPUBAET OBJIalIeHHUE
MpUHOXAIIAMU OpTaHU3alluu pa6OTbI B CE€TCBBLIX OIICPAIMOHHBIX CHUCTEMAX,
0COOEHHOCTAMHU paboTel B cpene cereBoil OC, MPUHIMIIAMH TTOCTPOCHHS
cereBoii OC, a Taxke HaBBIKAMHU INPOrPaMMMPOBAaHHUS Ha OCHOBE S3bIKa
KOMaHIHbIX HHTeprperaropoB B UNIX-nono6HbIX cuctemax./Mastering the
discipline involves mastering the principles of organizing work in network
operating systems, the features of working in a network OS environment, the
principles of building a network OS, as well as programming skills based on
the command interpreter language in UNIX-like systems.

knowledge of modern operating systems,
their purpose, functions, structure and
principles of work; the main attention
was paid to the study of the Windows OS,
Linux, Microsoft Windows Server, Unix
2.

TpaexTopus 2

ON2/R
02/
LO2,
ONT7/R
o7/
LO7,
ONG6/R
o6/
LO6

A) WOzhK 2204
Windows
OonepanursaIbIK
KyHerepiHiy
Kayircizairi *
BOSSW 2204
besonacHocTs
ONE€palMOHHBIX
CHCTEM CeMeiCcTBa
Windows

SWOS 2204
Security of the
Windows operating
system

B) LOKZh 2204
Linux opTacbHBIH
Kayinci3mik xyieci
SBSL 2204

A)OnepauusuiblK Kyienepaid Kayirci3airi Jepekrep KonMalapbiH, XKeiik
cepBepliep/i, aKMapaTThIK JKOHE ecenTey IKYHelepiH Kypy YIIiH
KOJIIAHBUIATHIH Ka3ipri 3aMaHFbI ONePALMSUIBIK )KYHellep apXUTEKTyPaChIHbIH
HETI3JIepiH AaMBITYbl KaMTHIbl. Kypcra Ka3ipri 3aMaHFbl KOIl KOJJaHYIIbI
OXK-Hpl OpHaTy >XoHe KOH(Urypalusaiay, IepeKTep MEH pecypcTapiablH
KayilCi3[iK JopexeciH Tajmay, KON IKeTKi3yal Oackapy KyienepiHig
Kayilci3mik — casicaThl MEH KOH(UIYpalusChIH aHBIKTay —Macelnenepi
KapacThIpbLIabl./be30macHOCTh  ONepalMOHHBIX ~ CHCTEM  HpEIIoiaraet
OCBOGHHE OCHOB apXWTEKTyphl COBPEMEHHBIX OIEPAIlMOHHBIX CHCTEM,
WCTIONB3YEMBIX IS CO3JAaHUs XPAHWINIL [AaHHBIX, CETEBBIX CEPBEPOB,
nH(pOPMANMOHHBIX U BEIYHCINTENBHBIX CHCTEM. B Kypce paccMaTpuBaroTcst
BOIIPOCBHl YCTAHOBKH U HACTPOHKU COBPEMEHHOW MHOIOMOJIb30BAaTENbCKON
OC, aHanm3a CTENEHM 3AINUIICHHOCTH JAHHBIX U PECYpPCOB, ONpPEICICHUS
MONMUTUKA ~ OE301MacHOCTH W KOH(QUIypanmuk  CHCTEM  YIPaBICHUS
nmocrymoM./Operating system security involves mastering the basics of the
architecture of modern operating systems used to create data warehouses,
network servers, information and computing systems. The course covers the
issues of installing and configuring a modern multi-user OS, analyzing the

AK10/CK10/SC10
AKnapaTThIK KayilCi3liKTI KaMTamachl3
eTyliH  Heri3sri  Kypaujgapel  MeH
TOCUIIEPIH; KOpFaFaH OMePaLUsUIbIK
JKylenepre KOHBbLIATBIH — TaJdalTapibl;
OX kopray KypangapbIHbIH THIMJUTITI
MEH CeHIMIumriH Oarajmay  eJjmmeM
maptrapeiH; UNIX  xoHe Windows
ToOBIHBIH OJXK Kopray Kimr KyHenepin
YHBIMAACTBIPY ~ KaruaaTTapsl  MeH
KYPBUIBIMBIH, KOPFay TETIKTepi MeH
JKENITIK KayINCi3AiKTi KaMTaMachl3 €Ty
KypaJiapslH; KOpray TeTiKTepiH Oaraay
OIIIEMIITAPTTAPHI MeH dmicTepiH
MeHrepei./M3ydaeT oCHOBHEIE CpelICTBa

u CHOCO0BI obecriedeHUS
HHPOPMAITMOHHON 0e30MacHOCTH;
TpeboBaHus K 3aIIMIIEHHBIM

ONCpalMOHHBIM  CUCTCMAM; KPUTCPUUN




Cucrema
0€30MacHOCTH CpeIbl
Linux

LESS 2204

Linux environment
security system

B) OZhKKEA 2204
OnepanusiibiK
KYHEIep Iy
Kayinci3airin
KaMTaMachI3 €Ty
oxicrepi

MOBOS 2204
Meromsl obecriedeHu
s1 0€30IaCHOCTH OIlep
AllMOHHBIX CUCTEM
MESQS 2204
Methods for ensuring
the security of
operating systems

degree of data and resource security, determining security policies and
configuring access control systems.

B) Linux OX kayinci3miriHig >Korapbl JEHTeii KYIITi SApo Kayirnci3airine
OaiimanbicTel. Byn Typreiga Linux OXX MoOwimbai  KypbUIFBLIApAa,
cepBepiepe, KhI3METTEep/IC kKOHE KAYINCi3MiKKe KaTBICTHI KOCHIMINAIap/aa
KUl KoimmaHeiaabl. [lowmi wrepy kesinme on Linux sky#enepiH BIKTHMAI
KayinTep/ieH KOpFayFa »KoHe KeMIIUTIKTepai Ty3eryre apHamraH Linux OX
Kayinci3lik KypajlapblH, MaHJATTBHIK JKOHE POJIIK KON JKETIMAUIK
MOZENbJEpPIHEe HETi3NeNreH KON JKETKi3y epekenepi MEH TeTiKTepiH
3eptreiiai./Beicokuii ypoens 6e3omacHoctr OC Linux 00yCI0BICH MOITHON
6e3omacHocThIO sAapa. B aTom konTekcTe OC Linux Bce yalie HCIONb3yeTcs
Ha MOOWIBHBIX YCTPOWCTBaxX, CepBepax, CIy)k0ax H TPHIOKEHHIX,
CBSI3aHHBIX C Oe30macHOCThI0. [IpM OCBOGHMHM IUCIUILIMHBI HW3y4aeT
cpeactsa Oe3onacHocTr OC Linux fy1s 3anuThl cucTeM Linux OT BO3MOXKHBIX
yrpo3 W HCIIPpaBJICHHUSA HEAOCTATKOB, IIpaBUjla W MEXaHU3MBI J0CTYIIa,
OCHOBaHHBIE Ha MOJIENAX MAaHIaTHOTO U posieBoro pocryna./The high level of
security of the Linux OS is due to the powerful security of the kernel. In this
context, Linux OS is increasingly used on mobile devices, servers, services
and security-related applications. While mastering the discipline, he studies
Linux OS security tools for protecting Linux systems from possible threats
and correcting deficiencies, rules and access mechanisms based on mandatory
and role-based access models.

B)OX kayincizairin kamtamacsi3 eryne UNIX sxone Windows OXK orbacht
YILIIH eH Kell TapajraH Oarmapiamainay Tinnepinne 3amanayn OXK Oackapy
JKOHE KOH(UTrypalus ClieHapHuiiiepiH xacay oaicTepin urepy. Kazipri OX
YCBIHATBIH KYpaliapJblH OapiblK CHEKTpiH maigamana oteipbin, OX
JIEpEeKTepi MEH PECYpCTAPbIHBIH BIKTHMAJ CBHIPTKBI JKOHE IIIKI Kayirci3zik
CcasiCaThIHBIH OY3bUIybIHAaH KOPFallyblH OaKpLIay koHe Tannay./OBiajeHue
MeTOofaMH  pa3pabOTKM  COBPEMEHHBIX  CLEHAPUEB  YIpaBICHHA U
koHpurypammun OC  Ha  Hambomee  PACIpPOCTPAHEHHBIX  S3BIKAX
mporpammupoBanus st cemeiictBa OC UNIX n Windows B obecrieueHnn
6e3onacaoct OC. KoHTpons 1 aHaMH3 3aIlIUMIIEHHOCTH JaHHBIX H PECYPCOB
OC oT BO3MOXHBIX BHENIHMX ¥ BHYTPCHHHX HApYIICHUH IOJUTHKA
0e30IaCHOCTH C  HCIOJNB30BAaHMEM BCErO  CIIEKTpa HHCTPYMEHTOB,
npempiaraeMbix coBpemenHorr OC./Mastering the methods of developing
modern OS management and configuration scenarios in the most common
programming languages for the UNIX and Windows OS family in ensuring
OS security. Control and analysis of the security of OS data and resources
from possible external and internal security policy violations using the full
range of tools offered by modern OS.

OLICHKH 3(1)(1)€KTI/IBHOCTI/I 1 HaJCKHOCTHU
cpeacts  3amuTtel  OC;  NIPUHIMIBL
OpraHu3alMi U CTPYKTYpPY ITOACHUCTEM
3amutel  OC  cemelictBa UNIX u
Windows; 3allUTHBEIE MEXaHHU3MEI U
cpencTna obecreucHUs CeTeBoit
6630HaCHOCTI/I; KpUTCpu MU MCTOIbI
OLICHUBAaHUs MEXAaHU3MOB 3aH11/ITLI./He
knows the main means and methods of
ensuring information security;
requirements for protected operating
systems; criteria for evaluating the
effectiveness and reliability of OS
protection; principles of organization and
structure of the OS protection subsystems
of the UNIX and Windows family;
protective mechanisms and means of
ensuring network security; criteria and
methods for evaluating protection
mechanisms.

KoprayablH THimMatiria Oaranail anausi;
OC KOpFaHBICBIHBIH JICi3 IKAaKTapblH
aHBIKTall  anajbl  JKOHE  OJapJibl
KOPFaHBICTHI allly YIIiH KOJJIaHa aajibl;
OlepalMsUIbIK ~ JKYWenep  YChIHATBIH
KOpFaHbBIC KypalJapblH KOJNJaHa aliaJibl
/Ymeer onenuBath  A(GGHEKTUBHOCTD
3AIUTHI; BBIBIATH CIa0OCTH 3alUThI
OC u ucnonp30BaTh MX IS BCKPBITHS
3alUThI; TONB30BAThCS  CPEICTBAMU
3aIIHTHI, MPEIOCTABISIEMBIMU
oreparoHHbIMU crcteMamu./Is able to
evaluate the effectiveness of protection;
identify weaknesses of OS protection and
use them to open the protection; use the
means of protection provided by
operating systems

Kopray MexaHn3MEpiHe TajiIay KoHEe
Oaramay xyprizyre; OC xayincizmix
casiCaThIH XKOCTIapiiayFa KaOiNeTTi.
UNIX, Windows OXX-ne xoprayist




KYpY, TYPJTi ONEepanysuIbIK opTajiapaa
JKYMBIC ICTEY aFIbUTaphIH
MeHrepreH./Crnoco0eH MpoBOANTb
aHaJIM3 1 OlICHMBaHIE MEXaHU3MOB
3aIIMTHI; TJIAHUPOBATH MOJIUTHKY
6e3onmacuoctr OC. Biajgeer HaBbIKaMu
noctpoenus 3amutel B OC
UNIX,Windows, pab0ThI B pa3IMIHbBIX
orepanuoHHbIx cpenax./Capable of
analyzing and evaluating protection
mechanisms; planning OS security
policy. Has the skills to build protection
in UNIX, Windows, work in various
operating environments.

ON2/R
02/
LO2

a)KZhT 2205
Kommbrotepatik
JKEIiJIep JKOHE
TEIEKOMM yHUKAITHs1/

KST 2205
KommnbrotepHsie cetu
u

TEJIEKOMM yHUKAL[ UK/

CNT 2205
Computer networks
and
telecommunications

b) AEZhT2205
AKIapaTTHIK-ECenTey
KeTiIepi skoHe
TEJIECKOMM YHUKAITAAIT
ap

IVST 2205
HNudopmanmonHo —
BBIYUCIINTCIIBHBIC
CETU N

TEJIECKOMM YHUKAITNNA
ICNT 2205
Information and
computing networks

a)KommeloTepiik Jkemiiep MEH TelleKOMMYHUKAIMSIAP/Abl YHBIMIACTBIPY
MEH JKYMBIC ICTeY/IeT] TEOPHUSITBIK )KOHE MPAKTHKAJIBIK HEri3/ep KOJIAaHOaIbl
Oarnmapiamanap MeH Kejijiep pecypcrapbl. KommbroTepiik skenmiigepliy
apxurekrypacbl.  JKepriumkTi IKeJJIepAiH Heri3ri  TEeXHOJIOTHSIapHI.
AXnapaTTelK KOMMYHHUKALMSIIBIK JKYHEIep MeH JKeNiJiepAiH MPUHLIUITEPI,
TCP / IP mnporokonmap CTE€K MPOTOKONIAPBI, IKEIUIK KaOIbIKThI
KOH(Urypauysuiay npuHiunrepi/TeopeTnueckue u NpaKTHIECKUe OCHOBBI B
OpraHm3aliii ¥ (QYHKIMOHUPOBAaHMHM  KOMIIBIOTEPHBIX  CeTed U
TEIEKOMMYHUKALUH  NPUKIAAHBIE IPOrPaMMbl M PECYPChl  CETEM.
ApxuTeKTypa KOMIBIOTEPHBIX ceTell. ba3oBble TEXHOJIOIMH JIOKAIbHBIX
cereil. [IpuHIMIBI MH)OKOMMYHUKAIIMOHHBIX CUCTEM M CETEH, MPOTOKOJIbBI
creka nporokonoB TCP/IP, mnpuHIMIBI KOHQHUIYPUPOBAHUS CETEBOTO
obopynosanwus./Theoretical and practical foundations in the organization and
functioning of computer networks and telecommunications application
programs and network resources. Architecture of computer networks. Basic
technologies of local networks. Principles of infocommunication systems and
networks, TCP/IP protocol stack protocols, principles of network equipment
configuration

b) OKemimik TexHOJOTWSIAp HETi3AEpi Typambl HETI3rl  aKmapart,
Komneroteprik sxeminepi yiteimaacteipyra, OSI monenine, aepekrepai 6epy
NPUHOMITEpiHe  KATBICTBI ~ JKalIllbl ~ Macelelep  KapacThIpbUIaisl./
PaccmaTpuBaroTCsl OCHOBHBIE CBEACHHS 00 OCHOBaX CETEBBIX TEXHOJIOTHH,
o01re BOMPOCHI, Kacatoyecs OpraHu3alii KOMITBIOTEPHBIX CETeH, MOZIENTH
OSI, mpuHIMNOB mepenadn AaHHBIX./ Basic information on the basics of
network technologies, general issues related to the organization of computer
networks, the OSI model, the principles of data transmission are considered.

AK12/CK12/SC12
Keninix TEXHOJOTHSITAPIbIH
CPEeKIIEITIKTEPiH, KX KIKTEIyiH,
Kerinepai annaparThIK JKOHE
NporpaMMaiblK KaMTaManapblH Oiie.
JKeninik-anmnaparTbiK a0 IBIKTAP b
OpHATYZbl JKOHE OJNapJblH KYWIepiH
e3repTy dicTepin Kongana oOineni; KK
YHBIMIACTBIPY KOHE
koHurypauusuiaine; KX  mopenin
Kypajbl KOHE Taliaiiibl op Typii
ecenTepi IIemry Ke3inne KX

amnmaparThlK ~ JKOHE  OaFaapiamabik
KOMIIOHEHTTEPiH naianayIbH
TUIMIUTITIH AHBIKTANU/IBL./ 3Haer
OCOOEHHOCTH  CETEBLIX  TEXHOJIOTUA,

knaccupukammio KC, ammapatHoe u
IporpaMMHOE  oOecriedueHne  ceTel.
Ywmeer YCTaHABJIMBAaTh JIMHEWHO-
anmaparHble CpPEeINCTBA M IPUMEHSTh
METOIOBl M3MEHEHMs UX COCTOSHHM;
opranmnsyer u HacTpamBaeT KC; coznmaer
n aHammupyet moaens KC, ompexnensier
3 HeKTHBHOCTH HCTIONTE30BAHUS
anmapaTHhIX " MPOrpaMMHBIX
komronenToB  KC  mpm  pemrennn
pasmmuHbIX 3a1a4./ Knows the features of
network technologies, classification of




and
telecommunications

IP, hardware and software support of
networks. Is able to apply methods for
installing network and  hardware
equipment and changing their state;
organizes and configures the CS; builds
and analyzes the CS model determines
the effectiveness of using the hardware
and software components of the CS when
solving various problems.

TpaexTopus 1

ON7/R
o7/
LO7,
ON8/R
o8/
LO8

a)KAKT 2206
Komrmbrotepaik
aKmaparTsl KOpray
TEXHOJIOTUsITIApbl/
TZKI 2206
TexHomoruu 3amuThl
KOMIIbIOTEPHOU
unhopmarn/
CIST 2206
Computer
information security
technologies

b) KAKAK 2206
Komrmbrotepaik
aKmaparThl KOpray
ozicTepi MeH
Kypanjaapby/
MCZzhKI 2206
MeTtonsl U cpencTaa
3aIUTHI
KOMIIBIOTEPHOU
nHpOpMaIUH/
MMCIP2206
Methods and means
of computer
information
protection

a)AKMapaTThIK KayillCi3[iK cajachlHAAFbl HET3ri yYFeIMAAp. AKHapaTThl
KOpFay TETIKTepi, KOMIBIOTEPJIIK JKENUICPAIH KayilCi3iriH KaMTamachI3
eTeTiH OarlapiaMalblK-alnapaTThlK Kypanaap. AKNapaTThIK KayillCi3Jik
KYHeciH Kypy TpHUHIUNTEpi, OpaHaMayspiepAiH Heri3ri Oackapy
aneMeHTTepi. ChIMCHI3 JKENUICPAIH KayilCi3miK TeXHONOruschl /OCHOBHBIC
MOHATHS B 001aCTH UH(POPMAITMOHHON 0€30MaCHOCTH. MeXaHH3MBbI 3aIlUThI
uHbopmanuu, NpOrpaMMHO-arnmapaTHbIe cpencrea obecnieueHus
0€30MacHOCTH KOMIIBIOTEPHBIX ceTeil. [IpUHIMIBI TOCTPOSHUSI CHUCTEMBI
UH(OPMALIMOHHOKM 0e30MacHOCTEel, OCHOBHBIE 3JEMEHTHI YIPABICHUS
MEKCETEeBbIX IKpaHOB. TexHomorus 0e30MacHOCTH OECHpPOBOAHBIX CeTei./
Basic concepts in the field of information security. Information protection
mechanisms, software and hardware tools for ensuring the security of
computer networks. The principles of building an information security
system, the main controls of firewalls. Wireless network security technology
b)  [epekrepai  kpunTorpadusuiblk  TYPIACHAIPY ~ alTOPUTMEPI,
naianaHylmbeuiapapl  ayTeHTUQUKAIMSIAY — alroOpuUTMIEpl, aKmapaTThl
KOpFay OKyierepiHe KOWBUIATHIH TalanTap, COHIAH-aK TEeOPHsUIBIK
MaTepHalbl COTTI HWrepyre bIKIAI eTeTiH MNPAKTHKAJBIK MbIcajiap
KapacThIpbliaasl./  PaccMaTpuBaroTCs alrOPUTMBI  KPHITOTPa(UUECKOro
npeoOpa3oBaHus JaHHBIX, AJITOPUTMBI ayTEHTH()UKAIMK IOJIbh30BaTENeH,
TpeOOBaHUS K CHUCTEMaM 3alluThl MH(GOPMAIMH, & TAKKE MPAKTHYECKHE
MPUMEPHI, CHOCOOCTBYIOIIME YCIIEITHOMY YCBOCHHIO TEOPETUIECKOTO
matepuana/ Algorithms of cryptographic transformations of data, user
authentication algorithms, requirements for information security systems, as
well as practical examples that contribute to the successful development of
theoretical material.

AK13/CK13/SC13
AKnapatTsl KOpFayablH
OaraapiaMaibIK-anapaTThIK
KYpaJIIapbIMEH; ecenTey KeliJepiHyeri
Kopray KypaJllapbIMEH; JIEpeKTeEP
0azacelH  Oackapy  Kykenepinzeri
aKnapaTtTbl KOpraydbl KaMTaMacbI3 €Ty
KYpajaJapbIMeH JKYMBIC ICTCH aajpl;
KOMITBIOTEPIIIK  JKYHeNnepaiH Kopraiy
KpHUTEpHUIIEpiH; aKnapaTTaHabIpy
00BeKTINIepiHIH HOPMATHBTIK
KY>KaTTap/IblH TaJlanTapblHa COUKECTITiH
TeKcepy ojicremecin  Oinmeni./Ywmeer
paboTath ¢ MporpaMMHO-aINapaTHBIEMH
CpeiCTBaMU  3aIUTHl  MH(pOPMAIHH;
CpE€ACTBAMU 3aIIUTHI B BBIYHUCIUTEIIBHBIX
CeTAX, Cpe€acTBamMu o0ecIieyeHus
3am|Tel  MHQOpMAIMU B CHCTEMax
yropaBieHus: 0a3aMH IaHHBIX;  3HaeT
KpUTEPUHU 3aIMUIICHHOCTH
KOMIIBIOTEPHBIX CHCTEM, METOOUKH
MPOBEPKH  3AIIUIICHHOCTH OOBEKTOB
uHpopMaTH3alMM Ha  COOTBETCTBHE
TpeOOBaHUSIM HOPMAaTHUBHBIX
nmokymeHnToB./Knows how to work with
software and hardware means of
information  protection; means of
protection in computer networks; means
of ensuring the protection of information
in database management systems; Knows
the criteria for the security of computer




systems; methods of checking the
security of informatization objects for
compliance with the requirements of
regulatory documents.

TpaexTopus 2

ON2/R | a)AKKA 2206 Kpunrorpadustaeia Herisri TyciHikrepi. JlepekTepaiH KYIHsIIBUIBIFEI MEH AK13/CK13/SC13
02/ AKmapaTTsl TYTACTBIFBIH KPHIITOTPAQUSIIBIK OICTEPMEH KaMTaMachl3 €TY TETiKTepi: AKIapaTThl KOPFayIbIH
LO2, KOpFayAbIH CUMMETPHSUIBI aFBIHIBIK JKoHE ONOKTHIK mudpiap. AKNapaTTbl KOprayablH KPHUITOrpausUIbIK  9MIICTEPiHIH Heri3ri
ON3/R | xpunTorpadusibK ©3€eKTi MOoceJeJepiH INemIyAiH Heri3ri KpUnTorpausuiblK — 9icTepi. MiHJIETTepiH, ojicTepiH, mudprapra
03/ omicrepi/ Kpunrorpadusiiblk oficTep apKbLIbl HHTEPHET KOCHUIBICTAPBIH KOpray. / KOMBLIATHIH TananTap KOHE
LO3, KMZ| 2206 OcHoBHBIE  TOHATHS  Kpunrtorpaguu.  MexaHu3Mbl  oOecriedeHus muGpIaapAbIH HEri3ri cunatTaMaliapbiH
ON5/R | Kpunrtorpadguueckne | KOHOUICHIMAIBHOCTH M IEIOCTHOCTH JAHHBIX KPHOTOTpapHUIECKUMHE Oineni. Tanceipmara coiikec mmgp TYpiH
O5/ METO/IBI 3alUTHl | METOIAMH: CHMMETPUYHBIE TOTOYHBIE W OJouHble IU(pPEL. OCHOBHBIE Iypbic Tawmail  Oineni. AKmapaTTsl
LO5 uHpopMaruu/ Kpunrorpaduueckiue METOAbl PEUICHUS aKTyaJlbHBIX 3aJad  3allUThl KOpray YKOHIHJIET KYMBICTap/IBI
CMIP 2206 uHpOpMALIUH. 3amuTa UHTEPHET-COeTUHEHUI c TIOMOIIBIO YUBIMAACTBIPY Ke3iHze
Cryptographic kpunrorpadpuueckux MeromoB. / Basic concepts of cryptography. KpHUITOrpausUIbIK 9icTep Il aiianany
methods of | Mechanisms for ensuring the confidentiality and integrity of data by Ka0ijeTine ne./3HaeT OCHOBHBIE 3aauH,
information cryptographic methods: symmetric stream and block ciphers. The main METO/IbI KPUITOrpaduuecknx METOI0B
protection cryptographic methods for solving actual problems of information protection. 3ammThl MHGOpMANKK, TpeOOBaHUS K
Protection of Internet connections using cryptographic methods. mudpaM U OCHOBHBIC XapaKTEPUCTHKH
b)ATK 2206 b) AKnaparTbiK TEOPUSHBIH, aKNAPATTHIK KaYIICI3AIKTIH HEri3ri TyCiHiKTepi, mrppoB. YMeeT MpaBUIIBHO BHIOHpATh
AKmapaTThl COHBIMEH KaTap aKIapaTThIK TEXHOJOTMAIAp CaJachblHAA KOJIIAaHBUIATHIH THI H(pa B COOTBETCTBHU € 3aJaHUEM.
TEXHHUKAJIBIK KOpFay mmdpnay siicrepi, Kypaiaapbl MeH Kypanaapsl Kapacteipsuiazsl . Hludpnay O0nagaer crocoOHOCTHIO MCIOJIB30BAThH
TZI 2206 JKOHE KPHITOAHAIN3 OJICTEPIMEH JKYMBIC ICTEY NaFAblaapbl OKBITBLUIAJIBL. Kpunrorpaduyeckie  MeToAbl  pU
TexHudeckas 3ammra | AKDapaTThlK —KayilCI3MIKTIH MaTeMaTHKaNbIK Herizzepi 3epTreneni./ opraHmzaii  paboT Mo  3aIuTe
nHpopmanuu PaccmaTpuBaroTCsi  OCHOBHBIE  MOHSTHS ~ MH(POPMAIMOHHOW  TEOpHH, nndopmanmn/Knows the main tasks,
TPI 2206 HHOPMAIIMOHHON GE30ITACHOCTH, @ TAKKE METOMBI, CPEICTBa M CPEICTBA methods of cryptographic methods of
Technical protection | mmdpoBanus, npuMeHsieMble B 007aCTH HHPOPMAIHOHHBIX TEXHOJIOTHI . information protection, requirements for
of information OGy4aroTcst HaBBIKaM pabOThI ¢ METOAMH MIM(POBAHUS U KPHUIITOAHAITH3A. ciphers and the main characteristics of
W3ydgarorcst MaTeMaTHIECKHEe OCHOBBI MH(OPMAITMOHHOM 6e30macHocTr./The ciphers. It is able to correctly choose the
basic concepts of information theory, information security, as well as type of cipher according to the task. Has
methods, means and tools of encryption used in the field of information the ability to use cryptographic methods
technology. Skills in working with methods of encryption and cryptanalysis. in the organization of work on
Mathematical foundations of information security. Information Protection
ON1/R | CS 3207 A)Cannpixk CxemorexHuka Herizzaepi. CaH/IbIK TYp/e YChIHBUIFAH aKIapaTThl AK16/CK16/SC16
o1/ Hudpmnst ABTOMATTHl TYpAE OHJCYre apHAJIFaH KYPBUIFBUIAPIBI KYPY SIicTepi MeH Hudpaslk KypeUFBUIAPIABIH 3aMaHAyH
LO1 CXEMOTEXHHKa/ KYpalgapelH 3epTTey. TeXHONOTHSIBIK ICKe achlpyFa WHBApHUAHTTHI 9JIEMEHTTIK 0a3achlH, OHBIH JaMYBIHBIH
CS 3207 »00aTayIbIH HETI3r1 NPUHIUIITEP] MEH d/1icTepi KapacThipbuiaibl. LIudpibik Heri3ri OarbITTaphbIH, 1 QpIIBIK
Hudposas ANEKTPOHABIK KYPBUIFBUIAPABL, MUQPPIBIK-aHAJIOTTHIK JKOHE aHAJIOTTHI- Ti30eKTepai CXeMOTEXHHUKAIBIK jkobanay
CXEMOTEXHHKa/ OUQPIBIK TYPIECHAIPY KYPBUIFBIIAPHIH, COHIA-aK CUTHAII TeHepaTOpIaphiH HETI3/IepiH JKOHE KOJIIAHBICTaFbI
DC 3206 xobanay narapiapsiH urepy/OcHOBBI TM(POBOI CXeMOTEXHHUKH. M3ydeHne CTaHAAPTTapFa COMKeC D3JIEeMEHTTepAiH




Digital circuitry

b) MS 3207
MHuKpo3J€eKTpOHUKA
JKOHE CXEMOTEXHUKA/

MS 3207
MHuKpo37eKTpOHUKA
u CxeMoTexHuKa/
MCD 3207
Microelectronics and
circuit design
c) ES 3207
DNIEeKTPOHUKA KOHE
CXEMOTEXHHUKa/

ES 3207
DNeKTPOHUKA U
CXEMOTEXHHUKa/

EC 3207
Electronics and
circuitry

MCTOAOB U CPEACTB ITOCTPOCHUA YCTpOﬁCTB JJIA aBTOMATHYECKOM O6pa6OTKI/I
vHpOpPMAIIUU TIPEICTaBIeHHOW B 1mdpoBoii (opme. PaccmarpuBarorcs
OCHOBHBIC TIIPUHIOUIIBI W HOPHUEMbI HNPOCKTUPOBAHHSA HWHBAPUAHTHBIC K
TEXHOJIOTMYECKOH peanmn3anuu. [IprnoOpeTeHre HAaBBIKOB MPOESKTUPOBAHUS
IUQPOBBIX 3JIEKTPOHHBIX YCTPOMCTB, YCTPOMCTB IH(pO-aHAIOTOBOTO M
aHaJ'IOFO-IIPI(I)pOBOFO HpeO6pa3OBaHI/IH, a TaKXC rEHepaToOpOB
curHanoB./Fundamentals of digital circuitry. The study of methods and means
of constructing devices for automatic processing of information presented in
digital form. The basic principles and techniques of design invariant to
technological implementation are considered. Acquisition of skills in
designing digital electronic devices, digital-to-analog and analog-to-digital
conversion devices, as well as signal generators

B)MuKpoaekTpoHrKa KoHE CXEMOTEeXHUKa Heriznepi. XKapreuiait eTki3rim
KYPBUIFBUIAD MEH [MOATAp. BUIONSAPIBIK >KOHE epic TpaH3UCTOpJaphl.
AHaNOITHIK MHKpPOCXEMajap, HETI3Tl JIOTHKAJbIK YFbIMIAp, WHTETPaIIbl
cxemanapaa kinanangapnael enrizy. Crangaprtel IC-nme icke achIpbuIFaH
KOMOWHANMSUIBIK ~ (DYHKIMOHAIIABI cXeMajap, JoHekTi Jjoruka/OCHOBBI
MUKPOJJIEKTPOHUKH M CXEMOTEXHUKH. [lomynpoBOIHUKOBBIE TPUOOPHI U
Iuoabl. bumossipHbIe U MOJIEBBIE TPAH3UCTOPHL. AHAJIOTOBBIE MUKPOCXEMBI,
OCHOBHBI€ JIOTUYECKHUE IOHATUS, pCaln3alnsd BEHTHJICH Ha HHTETrpaJIbHbIX
MHKpOCXEMaXx. KomOuHatoHHble (bYHKIMOHAIBHBIE CXEMBI,
peanmzoBaHHble Ha  cTaHmaptHeix MMC,  mocnemoBaTeIbHOCTHAS
noruka./Fundamentals of microelectronics and circuit engineering.
Semiconductor devices and diodes. Bipolar and field-effect transistors.
Analog microcircuits, basic logical concepts, implementation of gates on
integrated circuits. Combinational functional schemes implemented on
standard ICS, sequential logic

B)MukpoaIekTpoHHKa jKoHEe CXeMOTeXHHKa Heri3aepi. XKaprbuiail eTki3ril
KYPBUIFBUIAP MEH JHONTAP. BUIOJSIPIBIK JKOHE 6pic TPaH3UCTOPJAPHL
AHAJOTTBIK MHUKPOCXEMallap, HEri3Ti JIOTMKANBIK YFBIMIAP, HWHTETPaJIIbI
cxemanapaa kimamaHmapael enrizy. Crasmapttel IC-me icke achIppUIFaH
KOMOHMHAIMSUIBIK ~ (DYHKIMOHANBI CXeMamap, [IoueKTi Jioruka/OCHOBBI
MHUKPORJIEKTPOHUKH H CXEMOTEXHHKH. llOMympoBOAHHUKOBBIE MPHOOPH U
muoapl. bumossipHbIe U MoJeBble TPaH3UCTOPEL. AHAJIOTOBBIE MHUKPOCXEMBL,
OCHOBHBI€ JIOTUYECKUE ITOHATHUA, pCaTU3alnsd BEHTHJICH Ha HHTETPaJIbHBIX
MHUKpPOCXEMaX. KomOnnanmoHnHb1e (YHKIMOHATHHBIE CXEMBI,
peann3oBaHHbIE Ha CTaHAAPTHBIX UMC, MOCIEI0BAaTEAbHOCTHAS
noruka./Fundamentals of microelectronics and circuit engineering.
Semiconductor devices and diodes. Bipolar and field-effect transistors.
Analog microcircuits, basic logical concepts, implementation of gates on
integrated circuits. Combinational functional schemes implemented on
standard ICS, sequential logic

mapTThl rpaduKanbK Oenrineyin Oineni,
JKOHE ze MUKPOITPOLIECCOPIIBIK
KYHenepiHiH ApPXUTEKTYpachl,
cHUIaTTamasnapsl )koHe KOJlJlaHy sficrepi
OoifpiHIa  TYCiHiri Oomazpl./ 3Haer
COBPEMEHHYIO  JJIEMEHTHyI0  0azy
IUQPOBBIX ~ YCTPOWCTB,  OCHOBHBIC
TEHJCHIIUM €€  Pa3BUTUS, OCHOBBI
CXEMOTEXHUYECKOr0  MPOEKTHPOBAHHUS
1 POBBIX cXeM u YCIIOBHO
rpadudeckue 0003HAYCHUS SJICMCHTOB B

COOTBETCTBUHU c JIEWCTBYIOILIMMU
CTaHapTaMH, a  TaKke  olmiee
IIOHNUMAaHHEC APXUTCKTYPHI,

XapaKTCPUCTUK U METOAOB MMPUMCHCHUA
MHKPOMPOIECCOpPHBIX cucteM./ Knows
the modern elemental base of digital
devices, the main trends of its
development, the basics of circuit design
of digital circuits and the conditional
graphic designations of elements in
accordance with current standards, as
well as a general understanding of the
architecture, characteristics and methods
of application of microprocessor
systems.




ON5/R
05/
LO5

ON7/R
o7/
LO7

a) PTB3210

Python Tininne
Oarmapiamanay/
PYaP
3210IIporpammupoBa
HUe Ha s3bike Python/
PP 3210

Python programming
*

b) JBT 3210

Java Garnapiamanay
TEXHOJIOTHUACHI/

TPJ 3210
TexHomorus
MIPOrpaMMHUPOBAHUS
Java/

JPT 3210

Java programming
technology

¢) MO 3210
MamuHanbIK OKbITY
MO 3210
MarmHHOe00yueHune
ML 3210

Machine learning (
MHHOp, Minor)

A)Python Garnapnamanay Herizzuepi. backapy KypbsiisIMaapsl, GyHKIHsIIapHI
JKOHE KOJUTeKIUsuIapsl. Jlepexkrepi Tanay xoHe OaraapiaMaiblK eHIMIep/ai
azipney. Monynbaik OarmapiaaManapisl KYpy, KOITBITEKCEPY, MAJlIMETTEp
0a3acbIMEH JKYMBIC. AJNTOpUTMAEp Typaibl TyciHiKk. TypakTeuiap,
alfHBIMAJTBLIAp JKOHE OpHeKTep. TaralbIHIa yoriepaTtopsl. JlepekTep Typiepi.
Jepekrepai eHrizy »oHe IbiFapy/OCHOBBI MPOrpaMMHUPOBAHUSI Ha SI3bIKE
Python. Ympasnstomue KOHCTpYKUMH, (YHKIMH W KOJUICKIMH. AHaIN3
JaHHBIX M pa3padoTKa MpPOrpaMMHBIX NMpoaykToB. Co3[aHHe MOIYITBHBIX
nporpamMM, TECTHpPOBaHWE Koja, pabora ¢ 0a3amu naHHbIX. [loHsATHE TTpO
anroputMbl.  KOHCTaHTBI, TiepeMeHHble U BbIpaxeHus. Oneparop
npucBauBaHus.  Tumbl  JaHHBIX.  BBoauBbIBomnaHHBIX./Basics — of
programming in Python. Control structures, functions, and collections. Data
analysis and software development. Creating modular programs, testing code,
working with databases. The concept of algorithms. Constants, variables, and
expressions. Assignment operator. Data types. Data input and output

b)Java Tininge Oarmapnamanay, oObekTire OaFbITTanFaH Oargapramarnay
Typaibl Herisri OiniM. OObexTire OarbITTaNFaH Oarapiiamanaybly
NPUHLUNTEPI MEH HEri3ri TYXKbIphIMAaMaiapblH YCBbIHY, OaraapiiamajibIK
)KacakTaMa MeEH KOChIMIIAnapipl Kypy. TiNOiH Herisri TycCiHiKTepi MeH
KYPBUIBICHI, JIEKCUKAHBIH EpPEKILIENKTePl, MAIIMETTep THIITEPiHIH XKy#ienepi,
MacCHUBTEPMEH IKYMBIC JKoHE Karenepii ewHzaey/ba3oBbie 3HaHMS TIO
NPOrpaMMHpPOBAHHIO Ha  s3bIke Java, OOBEKTHO-OPHUEHTHPOBAHHOE
nporpaMMupoBaHue. M3/0ojkeHue MNPUHIMIOB U OCHOBHBIE KOHLIEHLIUU
00BEKTHO-OPHEHTUPOBAHHOT'O MIPOrpaMMHUPOBaHMS, CO3J]aHuE
NpOrpaMMHOro obecriedeHuss W mnpwiokeHud.  KioueBble NOHATHA H
KOHCTPYKLUS SI3bIKa, OCOOCHHOCTH JIEKCHKH, CHUCTEMBI THIIOB IaHHBIX,
pabora ¢ MaccuBamu u oOpaborka omubok./Basic knowledge of
programming in Java, object-oriented programming. Presentation of the
principles and basic concepts of object-oriented programming, creation of
software and applications. Key concepts and language design, vocabulary
features, data type systems, working with arrays and error handling

C)MamuHanbslK ~OKBITYyFa Kipicme: OHBl YHBIMIACTHIPY, MAIIHHAIBIK
OKBITYABIH Killli camamapsl, OCBI TOCUINEP apachIHOAFbl TyOereii
afbIpMaIIBUIBIKTAp KOHE ONIapbl MIENTYTe apHaIFaH MOCEIeNepIiH TypJiepi.
ManmHanbIK OKBITY MoceleliepiH KO, MakcaTTsl (QYHKIUSIIAP, MOIEIbII
IYpBIC TecTiiey./BBemeHuss B MamMHHOE OOYYEHHE: €ro OpraHM3alus,
MOAOTPACIH MAaIIMHHOIO OOYyYEeHUs, (YHIAMEHTAIbHBIC Pa3IHMUNI MEXIY
9THMH TOAXOJaMH M THIBI IpOOJIEM, JUIS pEHICHHS KOTOPBIX OHH
TIpeHa3HAYCHBI. [TocraHOBKa3aqauYMaITHHOTO00yIEHUS,
neneBbleYHKIMH, TpaBHiIbHOeTecTUpoBaHueMoenu. /Introductions  to
machine learning: its organization, sub-branches of machine learning,
fundamental differences between these approaches and the types of problems

AK17/CK17/SC17
OBII NPUHLUNTEPIH Gineni,
nporpaMmaiay OpTalapbIMEH >KYMBIC
NPUHIUITEPUH UT€PreH; MporpaMMaay
Tim KYPBUIBIMBIH, YFBIMJIapbIH,
MyMKiHaiktepin Oimeni. I1T omicremeci
MEH KYpaJIapblH KOJaHa aJiajbl; TUTTIH
CTaH/APTTHl KiTalXaHAChlH MEHIepreH;

OarmapimaMaHbl  koOanaiinel, Oamrait
amanel  /3naer  npuHmunel  OOII,
OPUHIMOBL  paboThl €O CpeAamu
NPOrpaMMHpPOBaHHs; 3HAET CTPYKTYPY,
TIIOHATHA, BO3MOXXHOCTHU sI3bIKa
IPOrpaMMUPOBAHMSL. Ymeer

IIOJIB30BAThHCA MGTO}II/IKOﬁ " CpeaACTBaAaMU
[1T; BnameeT crangapTHONW OMOTUOTEKOM
A3bIKa;  NPOEKTHPYET,  HACTpanBaeT
nporpammy/Knows the principles of
OOP, knows the principles of working
with programming environments; knows
the structure, concepts, and capabilities
of the programming language. Uses PT
methods and tools; owns the standard
library of the language; develops and
configures the program




they are designed to solve. Setting machine learning tasks, objective
functions, correct testing of the model.

ON3/R | A)AKKR 3211 A)AKMapaTThlK ~ KayillCi3[iK  cajachlHAaFbkl  3aHHaMa.  AKNapaTThIK AK18/ CK18/ SC18
o3/ AKNapaTThIK KayYINCI3MIKTiH KYKBIKTBIK HETi3/iepi, OJEyMETTIK MaHBI3MBI MpoodiieMaiap AKMapatThIK KayilCi3iK CallaChIHIAFbI
LO3, KayiIci3aikTi MEH aKmaparTblKk npouecrepai Tanmay. CyObeKTiiepAiH 3aHHaMaHbBI Heri3ri epexenepai; aKMapaTThIK
ON7/R | KYKBIKTBIK peTTey/ CaKTayblH KaMTaMachl3 eTy. AKMapaTThIK-KYKBIKTBIK HOpManap MeH canajarbl KbUIMBICTICH Kypec
o7/ PRIB 3211 KateiHacTap. AT Kypy MeH KOlJaHy bl KYKBIKTBHIK peTTey/3aKOHOAATEILCTBO IapajapbIH Outesi. 3aHIbl YFEIMAAp MeH
LO7, IIpaBoBoe B cepe Ub. ITpaBoBeie ocHoBHI Ub, anann3 conpaibHO 3HAYMMBIX MTPOOIIEM KaTeropusulapMeH KYMBIC iCTeH ayiajipl.
ON8/R | peryaupoBaHue u UH(POPMAITUOHHBIX TIPOIIECCOB. ObecnieucHue COOJTIOZICHUT KYKBIKTBIK aKTiJIepMEH >KYMBIC ICTEY
o8/ uH(OPMAIMOHHON 3aKOHOMATENhCTBA CyObekTaMu. HH(MOPMAIMOHHO-TIPABOBbIE HOPMBI U JaFmpUIapblH,  aKmapaTThlK  caiajia
LO8 6e3onacHocTH/ OTHOIICHUA. [IpaBOBOE pErylUpOBAaHHE CO3JaHUS W NPUMCHCHHS KBUIMBICTBIH aJIJIbIH ajly KOHE JKOJIBIH
LRIS 3211 UT./Legislation in the field of information security. Legal foundations of KeCy JMJaFapUIapblH MeEHrepren/ 3HaeT
Legal regulation of information security, analysis of socially significant problems and OCHOBHBIEC  TIONIOKEHHSI B  00JacTH
information security information processes. Ensuring compliance with the legislation by the HH(OPMALIMOHHOK 0E€30IMaCHOCTH; MEPBI
b) AKKKE 3211 subjects. Information and legal norms and relations. Legal regulation of 60pbObI c MPECTYIMHOCTHIO B
AKIapaTThIK creation and application of IT HH(POPMALIMOHHOM chepe. Ymeer
Kayilci3maiKTi b) AxnapatThIK Kayilci3/[iKTi KAMTaMachl3 €Ty )KOHE KYKBIKTBIK KAMTaMachl3 orepupoBaTh FOPUINY €CKUMHU
KYKBIKTBIK €Ty TEOpUSCHIHBIH Heri3aepi. AKHapaTTbl KOpFay[bl KamTamachl3 eTYIiH HNOHATHAMM M KareropusMu. Bnaneer
KaMTaMachbI3 eTy HOpPMAaTHBTIK 0a3achl. AKIapaTThl KOpray Macesesepi OOMbIHIIA JayIibl )KOHE HaBbIKaMH  pabOTBl €  NPaBOBBIMU
POIB 3211 Jaylipl OKaFgainapipl LIenry TOPTIOiH aHbIKTay. AKNAapaTThlK —caja aKTaMH; HaBBIKAMU o
[IpaBoBoe CYOBEKTIJIEpIHIH KYKBIKTapbl MEH 3aHIbl MYIJENepiH Kopray. AKNapaTThl NPEAYNPEXKICHAID M [PECCYCHHUIO
obecrieueHne KOpFayJIblH YHBIMAACTHIPYIIBUIBIK HETI3IHIH Heri3ri MpUHLUITEpI MeH NPECTYITHOCTH B MH(GOPMAIMOHHOW
HH(HOPMAIHOHHON mapTTapel. AKNApaTThK KayilCi3MiKTI KaMTaMachl3 eTYNiH oKIMIIUIIK cdepe./ Knows the main provisions in the
0Ee30I1aCHOCTH neHreiii/ OcHOBBI ObecricYCHHs W TEOpUH MpaBoBoro obecmeucHus UB. field of information security; measures to
LSIS 3211 Hopmarusrast 6a3a obecriedenust 3M. OmnpeneneHne mopsiaKa pa3perieHus combat crime in the information sphere.
Legalsupportofinform | cropubix U KOHQIMKTHBIX cuTyauuii mo Bompocam 3. 3amura mpaB u Knows how to operate with legal
ationsecurity 3aKOHHBIX HMHTEPECOB CyOBEKTOB WH(popMaImoHHo# cdepbl. OCHOBHBIC concepts and categories. Has the skills to
MPUHIMITB U YCIIOBUSI OPTaHU3alHOHHON 0CHOBBI 3. AMHUHHCTPATHBHbIH work with legal acts; the skills to prevent
ypoBenb obecrieuenust Mb./Fundamentals of ensuring and theory of legal and suppress crime in the information
provision of IS. Regulatory framework for ensuring the protection of sphere.
information. Determination of the procedure for resolving disputes and
conflict situations on IS issues. Protection of the rights and legitimate
interests of subjects of the information sphere. The basic principles and
conditions of the organizational basis of information protection.
Administrative level of IS.
a) ZhK 3212 A)Xemimik kayincizmikke Kipicre. bBarmapraManslk KoHE  arapaTThIK AK19/ CK19/ SC19
ON2/R | XKemi xayincizmiri JeHreimeri skenimk Kayincizgik. Kayincizmik xatepiepi, kayimnciz Cisco AKMapatTeIK JKYHenepueri akmaparThl
02/ (Cisco)/ MapIIpyTH3aTOpIIapel, KOJ JKETKi3ymi Oackapy TiziMmepi apkeutsl Cisco KOpFay OJiCHAMACBHIHBIH  HETI3JepiH;
LO2, / SB 3212 MapIIpyTU3aTOpiapbl MEH KeJiepi yIiH Kayinrepai »xoro. Kambikran ayTeHTH(DUKAIMSIIBIK aKMapaTThl CAKTay
ON7/R | CereBas katerHay VPN GaiinaHbpICHH icke acklpy/BBenernune B ceTeByto 6€30macHOCTb. JKoHE Oepy Kypangapbl MEH OiCTEepiH;
o7/ 6€301MacHOCTh CereBas 0€30IaCHOCTh Ha NMPOTPAMMHOM M ANNAPAaTHOM YPOBHE. YTPO3BI JKeJli aDOHEHTTEpPiH COUKECTEHIIPY JKoHE
LO7 (Cisco)/ 6e3omacHocTH, Oe3onacHble MapmpyTr3zaTopsl Cisco, yCTpaHEHHE Yrpo3 st ayTeHTH(UKAIHIAYIBIH HeTi3ri




NS 3212

Network Security
(Cisco)

b) ZzhKzZhB 3212
Keminik Kayincizmik
Kylenepin backapy/
ASSB 3212
AJIMUHHUCTPUPOBAHHE
CHCTEM CETEBOI
6e3onacHocTH/
ANSS 3212
Administration of
network security
systems

c) AKZhKE 3212
AKNapaTThIK
Kayilci3iKTi )KeTTiK
KaMTaMachbI3 eTy/
SOIB 3212

CeteBoe
obecrieueHue
nH(popMaLMOHHOM
6e3onacHocTH/

NIS 3212

Network information
security

MapuIpyTu3aTopoB u cereil Cisco ¢ IOMOIIBIO CIMCKOB KOHTPOJIS AOCTYIIA.
Peammzamuss  VPN-coenuneHumynanennorogocryma./  Introduction  to
Network security. Network security at the software and hardware level.
Security threats, secure Cisco routers, eliminating threats to Cisco routers and
networks using access control lists. Implementation of a VPN connection for
remote access.

B) XKyi#ienik *xoHe eIk oKiMIIiIeHaipyre Kipicne. JKemiapanbIk e3apa ic-
KUMBUT KYpaJigapbl, KaIlbIKTaH KOJI )KeTKi3y, ayauT JKOHE aepeKTepai
pe3epBrey. WWW CepBepiH, 3JCKTPOHMABIK IOIITAHBI, JIOMEHICPIl KOHE
YKYMBIC TONTapbiH Oackapy. Qaiiiap MeH KaTanorrapra Kipyre pykcaTrap/ist
TaFafIHH}lay./BBe,Z[eHPIe B CHUCTEMHOC U CCETCBOC aAJIMHUHHUCTPUPOBAHUEC.
CpencrBa MeXCETEBOIO B3aUMOAEHCTBMSA, YAAJEHHBIM JOCTYH, ayauT M
pe3epBUpOBaHUE JTaHHBIX. AIMUHUCTPUPOBAHUE WWW-CcepBepa,
AJIEKTPOHHOM MOYTHI, JOMEHBI M pabouue rpynmnsl. HazHaueHue pa3penieHuit
Ha jgoctyn K ¢aiimam u karanoram./Introduction to system and Network
administration. Means of inter-network interaction, remote access, auditing
and data backup. Administration of the www server, email, domains and
workgroups. Assigning permissions to access files and directories.
C)AKnapaTThlK  KayilCI3[OIKTI JKEIUNK KaMTaMachl3 eTyIiH  Herisri
TYCIHIKTEpi. AKNapaTTbl KOpPFaylblH HETI3rl TYXKbIpbIMIaMaiapbl MeH
TexHonorusiapsl. XKemniHi Kopray kyieciH Kypy OOibIHIIA YHBIMAACTHIPY ic-
HIapajapbiH )KOCIapIiay JKoHe JKy3ere acblpy. Kayinci3mikti kKaMmTamachi3 eTy
JKOHIHJET] YHWBIMIACTBIPYIIBIIBIK TallalTap, ChIMCBI3 JKENUIEepIl KOopray
Kypanaapbl./OCHOBHbIE TIOHSTHUSI CETEBOro obecrieueHus: HHPOPMaIIMOHHON
6e3omacuoctu. KimroueBnie KOHICIIIMHU U TCXHOJIOT'MH 3allIMThI HH(bOpMaHHPI.
[InanupoBaHue M OCYLLIECTBIEHUE OpPraHU3ALMOHHBIX MEPONPUATHN IIO
MIOCTPOCHHUIO CHUCTEMBI 3alUTHl ceTH. OpraHu3alMoOHHBIE TPEOOBAHUS IO
obecnieueHnIo 6E30MaCHOCTH, CPE/ICTBA 3aIIUTHI OECIIPOBOAHBIX ceTeil./Basic
concepts of network information security. Key concepts and technologies of
information security. Planning and implementation of organizational
measures to build a network protection system. Organizational requirements
for ensuring security, means of protecting wireless networks.

xarramanapbi; TCP/IP  sxeninepinme
malybUIIapbl iCKe achlpy TETIKTEpiH;
JKENIUTIK ~ KayINCi3miKTi  KaMTaMmachi3
eTyniy KOpray  TeTikTepi M€eH
KypaJIapbiH; Oachll Kipyai Oonasipmay
JKOHE aHBIKTAY Kypajapbl MEH d/iCTepiH
oieni, AJK akmapaTThIK KayincCi3miriHig
KaTepliepiHe Tanjuay xyprise anazipr; AXK
KOpFally >KaFjaibplHA Tajjay Kyprise
amanpl. KociOM KpI3MET callachIHIarbl
MPaKTHKAJIBIK MIHICTTEp.l ILIemy YIIiH
OarapiaMaltbIK-aKIapaTThIK
KypaJiaap/ibl MeHrepreH./3HaeT OCHOBBI
METOMOJIOTHH 3allUThl HH(OPMAIMKA B
MH(OPMALIMOHHBIX CHCTEMaXx; CpeJCTBa
nu METObI XpaHEHHUA u nepeaaymn
ayTeHTH(UKaIMOHHOW  HMH(OpMaINy;
OCHOBHBIC TPOTOKOJIBI HACHTU()UKAIHH
U ayreHTHQUKaLMH aOOHEHTOB CeTH;
MEXaHM3Mbl pealn3allii aTak B CETsIX
TCP/IP; 3amMrHble MEXaHU3MBI U
cpencTBa obecrieyeHust CeTeBOH
0e30IacHOCTH; CpeAcTBa M METOBI
NpPENOTBpALllCHNs U OOHapyXEHUs
BTOp)KEHUI YMeeT INpPOBOIUTH aHAIN3
yrpo3 nH(OpPMalMOHHOK Oe30macHOCTH
NC; mnpoBomuTh aHaIU3 COCTOSIHUS
3aIUIIEHHOCTH HcC. Bnaneer
HPOrpaMMHO-HH()OPMALIOHHEIMU
CpeICTBaMH JJIs PEILICHUS TPAKTUIECKUX
3ama4y B 00NMacTh TpodecCHOHATBHOMN
nesrensHocTh./Knows the basics of
information security methodology in
information systems; means and methods
of storing and transmitting authentication
information;  basic  protocols  for
identifying and authenticating network
subscribers; mechanisms for
implementing  attacks in  TCP/IP
networks; protective mechanisms and
means of ensuring network security;
means and methods for preventing and




detecting intrusions; Is able to analyze
threats to information security of IP;
analyze the state of IP security. Owns
software and information tools for
solving practical problems in the field of
professional activity.

TpaekTopus 1

ON4/R
04/
LOA4,
ON8/R
o8/
LOS,
ON7/R
o7/
LO7

a) BT 3213
buomeTrpusibik
TEXHOJIOTUsIap/
BT 3213
Bbuomerpuueckue
TEXHOJIOTHUH/

BT 3213
Biometric technology
b) BST 3213
BbuomeTtpusnbik
ColiKeCTeHIipy
TEXHOJIOTUsIaphbI /
TBI 3213
Texnonoruu
OMOMETPUYECKOH Ml
eHTrdukam/
TBI 3213

The technology of
biometric
identification

¢) BKzh 3213
Buomerpusnbix
Kayincizmix
Kyitenepi/

BSB 3213
buomerpuueckue
CHCTEMBI
Oe3omacHOCTH/
BSS 3213
Biometric security
systems

A)  DbuOMETpWSIIBIK ~ TEXHOJOTHWsulap  Herizziepi.  buomerpusuibix
COWKeCTEHJipy  TEXHOJOTWsUIapbl,  KpPHUTEpHWiiepi  MeH  aficrepi.
BroMeTpusiIbIK ColiKecTeHIIPYAiH HEri3Tri 9iCTepiH CaJILICTRIPMAIIBI TAJI/IAY.
CraTuKalblK XKoHE JUHAMUKAIBIK OMOMETPHSIIBIK IapaMeTpiepli KolJaHy:
caycak i31iepi, KOJ T'€OMETPHSACHI, K63 TOphL. Ko keTki3ymi OackapymbiH

OMOMETpUSIBIK ~ JKy#enepi./OCHOBBI ~ OMOMETPUYECKHX  TEXHOJIOTHH.
TexHOMOruM, KpPUTEPUH W METOIbl OMOMETPHYECKOH HIESHTU(HUKALIUH.
CpaBHUTENBHBI ~ aHAlM3  OCHOBHBIX  METOJIOB  OHMOMETPHYECKOMH
uneHtupukanyu.  lcnonp3oBaHWE  CTATUUECKMX U JAWHAMUYECKHX

OMOMETPUYECKUX TapaMeTpoB: OTIEYATKH MaJbleB, TE€OMETPUS PYKH,
cerdaTka ria3. buomerpuueckue cuctemsl KoHTpous noctyna./Fundamentals
of biometric technologies. Technologies, criteria and methods of biometric
identification. Comparative analysis of the main methods of biometric
identification. The use of static and dynamic biometric parameters:
fingerprints, hand geometry, retina. Biometric access control systems.

b) BruoMeTpusiibIK COMKeCTeHIPY TEXHOIOTHSIAPHI TYPaJibl )KaJIlbl aKIapaT.
MareMaTuKanblK ~ CTATUCTHKAHBI ~ KOJJAHA  OTBIPHIN, OHOMETPHUSUIBIK
ayTeHTH(UKAIMs OMICTEPIH CANBICTBIPY, TYPAKTBUIBIK KOHE JepeKTep/i
OypMmaiay CUSIKTBI apTypii (akTopiap OOHbBIHIIIA OMOMETPHSUTBIK d/iCTepIi
CaJIBICTBIPY. BHOMETPUSIIIBIK COMKECTEHAIPY KpUTepuitiepi. BUOMeTpusITBIK
colikecTeHAIpy TexHomorusape/O0mmas uHpoOpMAIM O TEXHOIOTHIX
Ouomerpuyeckoil naeHTudukanun. CpaBHEHHE METONOB OMOMETPHUYECKON
ayTeHTH(UKAIMU C HCIOIb30BAHMEM MAaTEMAaTHYECKOH CTaTHCTHKH,
CpaBHEHHEe OHOMETPHUYECKHX METOOB 10 pasHbIM (akTopam Kak
ycroiunBocTh U (anbcudukaims AaHHbIX. Kpurepun OHOMETpUYECKOM
uaeHTUGUKamud.  TexHonormn  OMOMETPHUIECKOM uneHTudukamm/
Fundamentals, classification and characteristics of biometric means of the
security system and identity identification. Implementation of static and
dynamic methods of biometric control. Biometric security systems as a way
to control access and protect information. The principle of operation and
methods of biometric security systems.

C) Kayimnci3mik xoHE XKEKe COHKECTEHAIPY KYHECiHiH OHMOMETPISIIBIK
KYpalIapbIHBIH HETi3epi, JKIKTEeNyi KoHe CHIIaTTaMalapbl. bHOMEeTpHsITBIK
0aKpUTAYIBIH  CTAaTHKANBIK JKOHE AWHAMHUKAIBIK OIICTEpiH  EHTi3y.
AKIapaTTeIH KOJI JKETIMIUTNE MEH KOPFAIYBIH OaKpUIay ofici peTiHzae

AK21/ CK21/ SC21
Buomerpusnbik  TexHomorusmap  (BT)
CaJIaCBIHAAFBl  HETI3r  3aHHAMAJBIK
aKTUIepl KOHEe apHaibl CTaHIAPTTaP.IbI
Oiemi. AKapaTThl KOpFay/IbIH
6I/IOMeTpI/I${J'lI)IK TEXHOJIOIrvsJIapbIH
KonyjaHyra KaOimerri. [IpakTukaibiK
ecenTepai  wemy  ymiH  Oipkarap
aNrOpUTMJEP/i ICKe achIpy/bl KOJJaHa
anazabl. bBuoMeTpusIIbIK Kyuenep
CHUMaTTamMaaapblH OHJIIPICTIK
MiH/IETTEpMEH OaillaHbICThIpa alajibl;
ke3-kenred BT »xoHe  TaHbIMan
Kylenep/IiH Heri3ri KOMIOHEHTTEPI MEH
MPUHLIUITEPIH MeHrepei./3Haer
OCHOBHBIC 3aKOHOJATEIbHbIE AaKTbl MU
CrelMaNbHble CTaHIAPTHL B 0O0JIACTH
OMOMETPUYECKUX  CHUCTEeM  3aIlUTHI
undopmanmnn (BC3U); knaccudpukanuio
cpeacts BC3U. CnocobeH mpUMeHSTH
OHoMeTpuYecKue TEXHOJIOTMH 3aIlUThI
uHpOpMaIUH. YMEeT HCIOIb30BaTh PAA
peanu3aniy aIropuTMOB ISl PEIICHHS
MPAKTUIECKUX 3a7a4. Oo6magaer
3HAHWEM: - OCHOBHBIX KOMIIOHEHTOB MU
npuHIMIoB pabotel robor BC3U u
HOITYJISIPHBIX CHCTEM B YaCTHOCTH. /
Knows the main legislative acts and
special standards in the field of biometric
information  security  systems(BISS);
classification of biometric
systems.Capable of applying biometric
information security technologies. Can
use a number of algorithm
implementations to solve practical




OMOMETPUSIIBIK  KayilCi3miK  JKydenmepi. BHOMETpMSsUIBIK — Kayimci3mik
JKYHEJIEPiHiH KYMBIC TIPUHIUII jkoHE dticTepi./OCHOBBI, KIacCU(PHKAINAS U
XapaKTePUCTUKN OMOMETPUUYECKHX CPENCTB CHCTEMBI O€30MIaCHOCTH |
uAeHTU(GUKAIUN JTMYHOCTH. Peanmm3anmsi CTaTW4ecKHX W JAMHAMHYECKHX
METO/IOB  OMOMETPHYECKOTO  KOHTpOJs. buomerpuyeckue  CHCTEMBI
0€30MacHOCTH Kak CIoco0 KOHTPOJS JOCTyNa M 3alluThl WH(OpMAamum.
[IpuHOMT AeWcTBHS M METOABl OMOMETPUYECKHX CHUCTEM O€30IacHOCTH./

problems. He is able to correlate the
characteristics of the BISS  with
production tasks. Has knowledge of: - the
main components and principles of
operation of any BISS and popular
systems in particular.

CriocobeH MpHUMEHSTh OHOMETpUUYECKHe

Kayincizmik  oHE IKEKe COMKECTEHIIPY IKYHECIHIH OHOMETPHSUIIBIK TEXHOJIOTUM  3aIlUThl  MHGOPMAIIHH.
KYPaJIIapbIHbIH HETi3/epi, KIKTeIyl ®KOHe CHIaTTaMaiapbl. BHOMETPHUSIIBIK YMeeT HCHONB30BaTh Psill pean3aliu
OakpUIaylIblH CTAaTHKAIBIK O KOHE JMHAMMKAIBIK OJICTEpiH  EHri3y. aJTOPUTMOB TSt perieHust
AXnaparTelH KOJM JKETIMAUIIT MEH KOpFalyblH OakpLIay oJici periHze MPAaKTUYECKUX 3a/1a4.
OMOMETPUSIIBIK  KayilCi3mik  JkyHenepi. bBHOMeTpHSsIIBIK — Kayinci3mik
JKYHeJIepiHiH )KYMbIC IPUHIIHIT )KOHE 9/IiCTepi.
TpaekTopus 2
ON2/R | A) TZhAKKA 3213 | A) IloH TeIeKOMMYHUKANMSIIBIK KyHenepae KOJIAHBUIATBHIH aKMapaTThl AK21/ CK21/ SC21
02/ TenekOMMYHUKAIMST | KOPFAyblH KPUNTOrpadusUIBIK 9MICTEpiH KapacTeipaipl. Kypcra OJIOKTHIK, BiniM anymisl  TeIEeKOMMYHHUKAIUSUIBIK
LO2, BIK JKYHeneperi aFbIHABI IUQpIIAy aNrOPUTMICPIH KOJIaHa OTBIPBII, JKEJiHIH Kayilci3airin KyWenepae KONJaHBUIATHIH aKIapaTThl
ONG6/R | akmapatTsl KaMTaMachI3 €Ty 9/IiCTepiHe TajJay jKacajaibl )KOHE XaTTaMallapFa, JKEeNiiK KOpFay/IbIH KPHITOTrpausUIbIK
o6/ KOpFayIbIH Kayinci3lik — CTaHjapTTapblHa  WIONy  Jkacanansl./B  muciuruimze apicTepin MEHIepe/i. udpney
LO6 KpHIITOrpadusuIIbIK paccMaTpuBaroTCs Kpunrorpaduyueckue METOZAbl 3aiuThl MH(OpMaLuH, dAicTepiHiH kel Kaylnci3irin
ON5/R | amicrepi/ UCIIOJIb3yeMble B TEIIEKOMMYHHUKAIMOHHBIX cucTeMax. B kypce mpoBoauTcst KaMTaMachl3  eTylIeri  KOJNJaHbLIYbIH
O5/ KMZITS 3213 aHaJIM3 METOAOB obOecreueHus: OE30IaCHOCTH CETH C HCIOJIb30BaHUEM urepeni.OpTypai mmdpey
LO5, QITOPUTMOB  OJIOYHOTO, IIOTOKOBOrO IIM(GPOBaHUS M Jaercss 0030p ANTOPUTMIEPIH  KOJNJAaHa  OTBIPBIIL,
ON4/R | Kpunrorpaduueckue | MpOTOKOJIOB, CTAHAAPTOB obecmeueHust Ge3omacHoct cetu./The discipline JKEJTIHIH KayilCI3IiriH KamTamachl3 €Ty
04/ METOJIBI 3aIIMUTHI considers cryptographic methods of information protection used in omicrepin wurepeni. Kpnrorpadusuisik
LO4 uH(bOpMAIUK B telecommunication systems. The course analyzes network security methods XaTTaMajJapMeH >XYMBIC TPHHIUNTEPIiH

T eHeKOMMYHI/IKaHI/IOH
HBIX cHcTeMax/
CMIPTS 3213
Cryptographic
methods of
information
protection in
telecommunications
systems

B) ZhK 3213

Keni
KPUOTOTpaQusicey/
KS 3213
Kpunrorpadus cetn
NC 3213

using block and stream encryption algorithms and provides an overview of
protocols and network security standards.

b) Kypc ecentey kyifenepinjeri  aKkmapatThIK  KayilCi3IiKTiH
KpUNTOrpadusuiblK  TYXKBIPbIMAAMallapblH 3epTTeyre apHairaH. I[loHHIH
MiHJETi-)KeIIepie KPUITO-KOPFAHBIC alTOPUTMIEPIH KOJNJAHYIbl YCHIHY.
Kpunrorpadusuiplk  anropuTMAEpIiH cXeMajapbl, JKeNiJeri aKmapaTThl
Kopray YIIiH KOJITaHBUTATBIH CTaHIAPTTHI KpHUIITOXYHenep
cunarranran/Kypc MmocBsiieH 3ydeHnto KpunTorpauueckux KOHIIEHIUI
WHPOPMAIIMOHHOMOE30MTACHOCTH B BBIYMCIUTENBHBIX CHCTEMaX. 3amadeid
JUCIIUITTIMHBI SABIIACTCA H3JI0KCHHUEC TIPUMEHCHUA AJITOPUTMOB
KPUNTO3AIIUTEl B CeTAX. VI3mararoTcst CXEMBl KPHUITOTPaIuecKiX
AJITOPUTMOB, CTAaHAAPTHBIX KPUITOCUCTEM, HCHOJIB3YEMBIX [JId 3allruThbl
napopmanmu B cetw/The course is devoted to the study of cryptographic
concepts of information security in computing systems. The task of the
discipline is to present the application of cryptographic protection algorithms

MeHrepeni. /O0yJaronuiicsi oBlaieBaeT
KpunTorpaduieckuMu METOaMU
3alUThl MHPOPMAIIMH, TPUMEHSIEMBIMH
B TCICKOMMYHHUKAIMOHHBIX CHCTEMax.
Bmageer NIPAUMEHEHUEM METOI OB
g poBaHus B obecrieueHnn
0€30I1aCHOCTH CeTH. Biageer meromamMu
obecriedeHHss 0€30MACHOCTH CETH C
HCIIOJIB30BAHUEM Pa3sIIMIHBIX
aJITOPUTMOB mmdpoBanus. Bnageer
TIPUHIATIAMHA paboTsI c
KprurorpagudecKiuMu MIPOTOKOIaMH
JThe student learns cryptographic
methods of Information Protection used
in telecommunications systems. Master
the use of encryption methods in ensuring




Network
cryptography

c) KH 3213
Kpurrrorpadusiisik
xarramanap/

KP 3213
Kpurrrorpaguueckue
MIPOTOKOJIBI/

CP 3213
Cryptographic
protocol

in networks. The schemes of cryptographic algorithms, standard
cryptosystems used to protect information on the network are described
O)"Kpunrorpadusislk XaTramainap" MoHIH OKy Kpunrorpadus Herizzaepi,
Kpunrorpadusuiblk - Kapabaiblpnap, KpUNTOrpaUsUIbIK —XaTTaMajapAblH
OEpIKTITiH CHHTE3/ley JKoHE Tajjay OOHMBIHIIA TEOpHSUIBIK OuTIM MeH
MPAKTHKAJBIK JaFIpUIApAbl  KaJBINTACTRIPYALI Ke3xaeini. [lommi wurepy
OapeICBIHAA  KpUNTOrpadUsUIBIK — TYPAKTBUIBIK TIEH  aHOHUMJLTIKTIH
KJIACCHKAJIBIK YKOHE apHalibl aHbIKTaManapbl, KUITTepl Oackapy epexenepi,
KJIaCCHUKAJIBIK »KOHE ITIOCTKBAHTTHIK KpI/IHTOI’pa(l)I/IHHI)IH HETI3r1 XaTTaMajiapbl
KapacTelpputapl. Kpunrorpadusuiblk xarramanapiIsl Kypy KoOHE Tajnuay,
KiITTepai 0ackapy Jarmpuiapbl  YChIHBUIAAb/M3ydeHue — AHMCIMITIMHBI
"Kpunrorpadgudeckue mnpoTOKOIB" MpemycMaTpuBaeT — (hOpPMHPOBAHHE
TCOPECTUICCKUX 3HAHUH n MPaKTUYCCKUX HaBBIKOB 1o OCHOBaM
kpunrorpaduy, KpunrorpauueckuM NPUMHTHBAM, CHHTE3Y W aHaJIU3y
NPOYHOCTH  KpUNTOrpauyeckux MPOTOKONOB. B Xome  ocBocHHS
JAUCLIUITJINHBI paccMaTpruBarOTCA KJIaCCHUYCCKUEC n CIienuaJIbHbIC
oIpeieNieHUs] KpunTorpaduuecKoi cTaOMIbHOCTH U aHOHMMHOCTH, TIpaBuiIa
ynpaBneHml KJIIIO4aMH, OCHOBHBIC IMPOTOKOJIbI KJIaCCHYECKOM u
NIOCTKBaHTOBOM Kpumrorpaduu. [IpemocTaBisioTcss HABbIKKA MMOCTPOCHHS U
aHaJM3a KpunrorpaguyecKux MpoToKOoJIOB, yrpasieHus kitouamu/The study
of the discipline "Cryptographic protocols" provides for the formation of
theoretical knowledge and practical skills on the basics of cryptography,
cryptographic primitives, synthesis and analysis of the strength of
cryptographic protocols. In the course of mastering the discipline, classical
and special definitions of cryptographic stability and anonymity, key
management rules, basic protocols of classical and post-quantum
cryptography are considered. Skills of construction and analysis of
cryptographic protocols, key management are provided

network security. Master methods for
ensuring network security using various
encryption  algorithms.Master  the
principles of working with crptographic
protocols

ON2/R
02/
LO2,
ONT7/R
o7/
LO7,
ONB8/R
o8/
LO8

A) SZhK4214
ChIMchI3 KeJirep
Kayirci3miri/

BBS 4214
besonacHocTb
0ecrpoBOTHBIX
cereit/
WNS 4214
Wireless
security

b) SzhEK 4214
CeMCBI3  Kemmitep:
eHY JKoHe Kopray/
BSPZ 4214

network

A) CbIMCBI3 KeJIepAiH Kayilci3giriH KaMTamachl3 €Ty YIIIH OHBIH OCal
TYCTapbIH 01Ty KayKeT. AJl ocaj TYCTapAbl alKeIHAAY, MA0YBUIIAP IBIH aJIIbIH
aJTy YIIiH CBIMCBI3 JKENUIEPAiH KYPBUIBIMBIH, OJIapabl OanTay MpUHIUITEPiH
TepeH MeHrepy Kaxer. Kypcra CBIMCBI3 IKeNiIepAiH KayilcCi3iria
KaMTaMachbl3 €Ty  OJiCTepi  KapacTelpbuiafsl/YToObl  0OecnevuTh
0e30macHOCTh OECIPOBOJHBIX CeTel, HEOOXOMUMO 3HATH €€ YSI3BUMOCTH. A
JUTS BBISIBJIEHUS YSI3BUMOCTEH, TPEOTBPAILCHNUS aTaK HEOOX0JMM O TITyOOKOe
BIIQJICHUE CTPYKTYPOIl OECIIPOBOIHBIX CETEH, MPUHIMIIAMHU MX HacTpoukw. B
Kypce  pacCMaTpHBAIOTCS  METOABl  OOecmedeHust  0e30MacHOCTH
oecnpoBomHbix cerei/To ensure the security of wireless networks, it is
necessary to know its vulnerabilities. And in order to identify vulnerabilities
and prevent attacks, it is necessary to have a deep knowledge of the structure
of wireless networks and the principles of their configuration. The course
covers methods for ensuring the security of wireless networks

AK22/ CK22/ SC22
BimiMm  amymputap  CBIMCBI3  KeNiHI
KYPBUIBIMBIH, ONapIbl YUBIMAACTBIPY
npuHImnTepiH  MeHrepeni.  CeIMCEI3
JKemiyepal Kayinci3Airin Kajgaranay MeH
Oaranay >KOJJIApbIH, TEXHOJOTHSIAPHIH
urepeni. Ocanablk JeHrelin OaramaibL.
[MaOysin kikTEmiMiHE oOpail KOpFaHBIC
IrapanapeiH KYprizeni. Kemi
KOPFaHBICHIH KaJIBIITACTBIPAIbL, JKEIire
okimreprmimik eremi / OOywarommecs
OCBaMBAIOT CTPYKTYpy OECHpOBOIHOMN
CeTH, TNPHUHIMUIBI KX OPraHU3alWu.
Brmameer MeromamMu, TEXHOJOTHSIMH




BecnipoBonHbie ceTH:
MIPOHUKHOBEHUE u

3amura/

WNPP 4214

Wireless  networks:
penetration and
protection

C) SZhKKE 4214
ChIMCBI3 KeIirep
Kayinci3airin
KaMTaMachI3 eTy/
OBBS 4214
Ob6ecneuenne Oe3oma
CHOCTH OecIpoOBOJIH
BIX ceTeii/

ESWN 4214
Ensuring the security
of wireless networks

B) CeMcBI3 kenmiHiH Kayinci3irii KaMTaMachl3 €Ty KaOemnbIiK KeiepaiH
KayiTCIi3iriHeH aWTapibIKTail epekmienceHeai. Kypcra CBIMCBI3 Kellire
PYKCATCBI3 KipyIeH KOpFay >KOHE KYIHs aKHapaTThIH aHOHUMJIUIITT YIIiH
KOJIJaHBUTATBIH axictep M€H KYpajaapablH MYMKIHIKTEpi
KapacTeIpeuiaabl./O0ecricueHie  0€30MacHOCTH  OCCIPOBOIAHOM  CEeTH
CYIIIECTBEHHO OTJIMYAETCS OT oOecmeueHns 6e30MacHOCTH KaOeNbHbIX CeTeH.
B kypce paccMaTpuBarOTCS BO3MOXHOCTH METOJOB M CPEJCTB,
UCIONB3YeMBIX JUISl 3alIUThl MHGOPMALMKA OT HECAHKI[HOHHPOBAHHOTO
JocTyna K OECHpOBOMHOM CETH, OCOOCHHO B MEMsIX aHOHUMHOCTH
koHpuaeHnMaIpHON uHpopManuu./Ensuring the security of a wireless
network is significantly different from ensuring the security of cable
networks. The course examines the possibilities of methods and tools used to
protect information from unauthorized access to a wireless network,
especially for the purpose of anonymizing confidential information.

C) IoHni oKbITY OaphICBIHIA CHIMCHI3 JKEJIep Kayilci3JiriH KaMTaMachi3
eryle, OHbl Oy3yIblH auIblH aly LiapajapblH  YHBIMIAacThIpyaa
KOJIJIAaHBUIATBIH TEXHOJIOTHSJIApD MEH MpOorpaMMajblK OHIMIEpAi 3epTrey,
OJIap/ibl TIPAKTHUKA TYPFBICBIH/A KOJIaHY MYMKIHIIKTEpi KapacThIpbuIabl. /
B xone m3ydeHusi QUCHMIUIMHBI PACCMATPUBAIOTCS BO3ZMOXXHOCTH U3y4CHUS
TEXHOJIOTHA ¥ TPOrPaMMHBIX TPOAYKTOB, NPHUMEHSEMBIX B O0CCIECYCHUHU
OezormacHoCTH  OECIIPOBOAHBIX  CETEH,  OpraHM3au  Mep 10
NPENYNPEXICHUIO €€ HAPYLICHUH, UX IPUMEHEHHsI B KOHTEKCTE MPAKTHKH /
In the course of studying the discipline, the possibilities of studying
technologies and software products used in ensuring the security of wireless
networks, organizing measures to prevent its violations, and their application
in the context of practice are considered

MOHHMTOpPHUHIa W OLCHKHU 0e30macHOCTH
OCCIIPOBOMHBIX ~ CETEH. OuenuBaer
YpOBEHb YS3BUMOCTH. IIpoBoaut
3alIUTHBIC MCpONpHUATHA B
COOTBETCTBMHM €  KJIacCU(HKaIen
HallaJCHHUs. dopmupyet CETEBYIO
3alIMTy, AaJAMHUHUCTpUpYEeT ceTb [/
Students master the structure of the
wireless network, the principles of its
organization. Master methods and
technologies for  monitoring and
evaluating the security of wireless
networks. Evaluates the vulnerability
level. Carries out defensive measures
depending on the classification of
attacks. Creates network protection,
administers the network

ONS5/R
05/
LOS,
ONB8/R
o8/
LO8

a) UDK 4215
YnkeH npepexrep
Kayirci3miri/

BBD 4215
Bbezomacuocth
OOJIBIINX TaHHBIX/
BDS 4215

Big data security
b) BDKKE 4215
Big data xayinciziria
KaMTaMachI3 eTy/
OBBD 4215
Obecnieuenne
0e30macHoOCTH

Big data/

SBD 4215

A) YnkeH JepekTepAiH KayilcCi3[iriH KamTamachl3 eTyIiH KypAemiiiri
TapaTBUIFaH JepeKKopJiapra aKnapaTThiH "Kipy" yoHe "IIbIFY" HYKTENepiHiH,
COHJAl-aK YJIKeH JepeKTepre KON JKeTKi3y HYKTeNepiHiH KemNTiriHe
OaiimanpicTel. OCBIFaH OAaTaHBICTHI YIKEH JepeKTep OOMBIHINA ecenTeyiep
MEH TpaH3aKUUSUIAPABIH KAaYINCi3AiriH, AepeKTep i cakray JKoHe Maiganany
Kayinci3airin KaMTaMachI3 eTy Macerneci ©3eKTi OO0IBIIT
Ta0buIaAel./CIIOKHOCTE  OOeciieyeHuss Oe30MacHOCTA OOJNBIINX JaHHBIX
o0ycioBIeHa OONBIIMM KOMHYECTBOM ToueKk "Bxoma" © "BeIxoma"
uHpopManuu B pacrnpenenennsie B/l, a Takke Toyek goctymna K OOJIBLIIMM
JaHHBIM. B CBS3M C 3THM aKTyalbHBIM SIBIISIETCS BOINPOC OOECIICUSHHUs
0e30IacHOCTH BBIYHMCIICHWA M TpaH3akIMii Ha OONBIIMX JaHHBIX,
0e30IacHOCTH XpaHEHHWS W UCIoNb30BaHUA AaHHBIX./The complexity of
ensuring the security of big data is due to the large number of points of "entry"
and "exit" of information to distributed databases, as well as access points to
big data. In this regard, the issue of ensuring the security of calculations and
transactions on big data, the security of data storage and use is relevant.

AK23/ CK23/ SC23
OmnpipicTin  >kahaHJpIK — Mocenenepin
menre anathid loT xyienepin Tycinyre
kaOimerti. BigData TyKeIppIMIaMaceiHa
colikec KayircCi3aiKTi apTThIPy dIicTepiH
Oimemi. /[lepexrepmi Tammay HeriziHzge
ToyeKenaepai aHBIKTa anasmsl.
Kayimci3miktiH BIKTEMan — KaTepiepiH
Oomkay YIIIH MOIETBAEPIl KYpy >KoHE
Oaramay aNropUTMACPIH
6ieni/Crocoben pazbupatscst B
cucremMax [oT, cmocoOHBIX pemaTh
ro0atbHBIE TPOOJIEMBI TIPOWU3BOICTBA.
3Haer METOBI TOBBIILICHHS
0e30macHOCTH B COOTBETCTBHH  C
koHennuer Big Data. YMeer Ha ocHOBe




Securing Big data

B) Kypcra Big Data opramappiH OaiiaHeic apHalapblH KOpFay KoHE
OYITTarbl JepeKTepAl KOChIMIIA KOpray, Iudpnay , IHHAMHKAJIBIK
OypkeMerey apKbUIbI KOpFay, YHEMi OakplIay sKoHE Tajjiay skacay, AKmapaT
KO37IepiHiH 3aHJBUIBIFBIH CEPTU(HKATTAP HETi3IHJE TYpaKThl OakpLIay,
KIIaCTCp TOpanTapbiH CaHKHI/IHJ'IaH6aFaH eHI‘iSy}ICH JKOHE TopanTapblH
e3iHIe caHKUMsIaHOaFraH e3TepiCTepieH KOpray, TajanTapra COWKEeCTIKTi
0aKpLTay Maceenepi KapacTeIpbuIasl. / B Kypce paccMaTpuBaroTCs BOPOCH
3alllUThl KaHaJIOB CBsA3U U I[OHOJ'IHI/IT@J'H;HOﬁ 3alIUThl NaHHBIX B 06_]’[8.1(6,
HII/I(l)pOBaHI/IH , Z[PIHaMPI‘IECKOﬁ MACKHUpPOBKH, IMOCTOSAHHOI'O KOHTPOJIA U
aHaJin3a, MOoCTOAHHOI'0 KOHTPOJIA 3aKOHHOCTU NCTOYHHUKOB I/IH(I)OpMaHI/II/I Ha
OCHOBC CepTI/I(l)I/IKaTOB, 3allIUTHI Y3JIOB KJIIACTECpPa OT HECAHKIITMOHHUPOBAHHOI' O
BBOJa W HCECAHKIMOHHUPOBAHHBLIX W3MEHEHNH B CaMHUX Yy3J1aX, KOHTPOJIsA
cootBercTBus TpeboBaHusM. / The course covers the issues of protection of
communication channels and additional data protection in the cloud,
encryption , dynamic masking, constant monitoring and analysis, constant
monitoring of the legality of information sources based on certificates,
protection of cluster nodes from unauthorized entry and unauthorized changes
in the nodes themselves, compliance control.

aQHaJIN3a JaHHBIX BBIABJIATH PUCKU.
3HaeT anropuTMbI IOCTPOEHHS U OLICHKHU
Mojenen UL MIPOTHO3UPOBAHUS

BO3MOXKHBIX Yrpo3 Oe3omacHocTH./Able
to understand loT systems capable of
solving global production problems.
Knows the methods of increasing
security in accordance with the concept
of Big Data. He is able to identify risks
based on data analysis. Knows
algorithms ~ for  constructing  and
evaluating models to predict possible
security threats

Bceero: | 56
Beiiingeymi manaepi. KOO xommnonentrepi / Ipoduaupyomme aucunminnsl. Byzosckuii komnonent/ Profile disciplines. University component

ON1/R | EOU 3301 "DKOHOMUKA JKOHE OHAIPICTI YHBIMIACTHIPY" MOHIH MEHIepY SKOHOMHKAIIBIK 3 BK3/ TIK3/ PC3

o1/ DKOHOMHUKA JKOHE OiiM OepyliH MaHbI3/IbI HeTi3iH Kanaiabl. KocinopbliHAapia mapyambuibiK CTyaeHTTepIH OHEepPKICINTIK OHAIpicTi

LO1 OHJIIpiCTI KbI3METTI YHBIMIACTHIPYIbIH HEri3ri MpPUHLUITEpiHE, epexenepi MeH yibIMIacTepy, QuUpMa SKOHOMHKACHI
yibIMIACTBIPY/ 3aMaHayu 9/IiCTepiHe KOHUI OeiHel, COHal-aK KoCiMopbIHAAp KbI3METIHIH calachblHIa HAPBIKTHIK YKOHOMHKAHBIH
EOP 3301 0apIbIK acHeKTiIepi KapacThipbliaipl/OCBOCHHE TUCIUILTHHBI « JKOHOMHUKA e3repMelli KarmailblHIa JKYMBICKA Te3
DKOHOMUKA U W OpraHu3alysi TPOM3BOJCTBA» 3aKIAJbIBACT BAXKHEHIIYIO OCHOBY Oeitimuenyre MYMKIH/IIK Oepetin
OpraHH3aLust SKOHOMHUYECKOr0  00pa3oBaHUs.  YJIeNlsercsi BHUMaHHE  OCHOBHBIM OlmimM/, Iarnael  MEH ICKEepIIKTI
[POU3BOACTBA/ OpUHLOHMIAM, TpaBWIaM ©  COBPEMEHHBIM  METOJaM  OpraHH3aluH KaJIbITAaCTRIPy/POpMUpOBaHIe y
EOP 3301 XO3SHCTBEHHOM JEATEILHOCTH Ha MPEANPUITHSX, & TAKIKE PACCMATPUBAIOTCSI CTYACHTOB 3HAHH, YMCHHI U HABBIKOB B

Economics and
organization of
production

BCE AaCMeKTHl JAesTensHOCTH mpeanpusituil/Mastering the discipline
"Economics and organization of production" lays the most important
foundation for economic education. Attention is paid to the basic principles,
rules and modern methods of organizing economic activities at enterprises,
and all aspects of the activities of enterprises are also considered

00JTacTH OpraHMU3aliy MPOMBIIIIICHHOT O
MPOM3BOJCTBA, OSKOHOMHKH  (DPUPMBEI,
MO3BOJITIOIINX OBICTPO aIalTHPOBATHCS
K paboTe B M3MEHSIOIINXCS YCIOBUAX
pbiHOUHON  3koHOMuKH/Formation — of
students ' knowledge, skills and abilities
in the field of Organization of industrial
production, firm economics, which
allows them to quickly adapt to work in
the changing conditions of the market
economy




ON7/R
o7/
LO7

EBET 4302
DTHUKAIBIK Oy3Y JKoHE
eHy TecTineyi/

EVTP 4302
OTH4ecKuil B3JIOM U
TECTUPOBaHHE Ha
MIPOHUKHOBEHHE/
EHPT 4302

Ethical Hacking and
Penetration Testing

Kypcra OimiM amymburap OTHKaidBIK Xakep pOJIIH OpBIHAAQY, SFHU
KBUIMBICTHIK, XaKepJiepieH KOpFay YIIiH KOMIIBIOTEpIIK KyieHi Oy3yra
3aHIBI TYPAE pYKCaT ETUITCH KOMIIBIOTEPIIIK capalibuiap KbI3METiH
aTkapyra y#peneni. Kypcra eHyre Tecrineymi OTKI3YAiH  HETI3ri
Ke3eHJlepiHe,Kyiie KOpFaHBIChIHA Tajay JKYpri3yre apHaJiFaH Kypajjapra,
OcanapIKTap/abl KIKTeY )KOHE oJapbl TY3€Ty SiCTepiHe MIONY jKacajaibl. /
Ha kypce oOyuaroruecss Hay4aTcsl BBIIOIHATh POJIb 3THIECKOTO XaKepa, TO
€CTh BBIIIOJIHATH (l)yHKHI/II/I KOMIIBIOTEPHBIX OKCIICPTOB, KOTOpPbIM
IOPpUIUYCCKU paspClICHO B3JIaMbIBATh KOMIBIOTCPHYIO CUCTEMY JIJId 3alIUThI
OT TMPECTYNHBIX XakepoB. B Kkypce maercs 0030p OCHOBHBIX JTAaIloB
MpOBEACHUA TCCTUPOBAHUA HAa NPOHUKHOBCHUEC, CPCACTB JJid IMPOBECIACHUA
aHaJIu3a 3alIuThl CUCTCMBbI, KJ'IaCCI/I(I)I/IKaL[I/II/I yHSBHMOCTeﬁ n MCTOOOB HX
ucnpasnenus / During the course, students will learn to perform the role of
an ethical hacker, that is, to perform the functions of computer experts who
are legally allowed to hack a computer system to protect themselves from
criminal hackers. The course provides an overview of the main stages of
penetration testing, tools for analyzing system protection, classification of
vulnerabilities and methods of their correction

BK6/ TIK6/ PC6
Kommbrorepaix Kyhenep MEH
JKENIJIEpAETi  aKMapaTThIK — KayimCi3mik
KartepJiepi Ke3/epiH; [P-xeninep
xXaTTaMaJapbl ~ MCH  KBI3METTEpiHiH
OCaJIJIbIFBIH, KOJIaHOAaJIbI BKE-g
OCallAbIFbIH AHBIKTAYIBI; KOpFay
TETIKTepI MEH KENUTIK KayilCi3miKTi
KaMTaMachI3 ery KYpaJIIapbIH;
OarapiaaMalbIK, KypanjapIbig
OCAJIAIBIKTAPBIH  TalJayJblH  Herisri
KypaJiiapbl MEH 9/1iCTepiH; OachlII Kipy/ai
OonapipMay KOHE aHBIKTay Kypaigapbl
MEH OJICTepiH; €Hy TecTUIeyiH OTKi3y
omictemecin (Penetration Test, Ethical
Hacking); eHy Tecrinepin Kyprizy

ozicTeMeciH Gineni. Kopraynsl
JKocmapian anapl, aKnapaTThIK
TEKcepyIep MeH KyHenepig
ToyeKeNepiHe  Tanjgay — OKyprizemi.
AKnapaTTel KOpFay KyHenmepiH >KoHe
KOMITBIOTEPIIIK KyHreneperi

KOJJIAaHBICTAFbl  KAYINCI3IK —cascaThlH
iCKe achIpyAbIH THIMAUIrH Oaranayra
KabOinerri/ 3HaeT MCTOYHHMKH Yrpo3
nHpopManMoHHOK  Oe30macHOCTH B
KOMIIBIOTEPHBIX ~CHUCTEMax M CeTfX;
YSI3BUMOCTH TIPOTOKONOB U CIyk0 IP-
ceTeld;  YA3BUMOCTH  IPUKJIAJHOTO
IPOrPaMMHOTO 00€CIIeUeHNS; 3aIIUTHBIE
MEXaHU3Mbl W CpelcTBa OOecredeHHs
ceTeBod  0€30IACHOCTH;  OCHOBHBIE
cpencrTaa " METOMBI aHanm3a
YA3BUMOCTEH TPOrPAaMMHBIX CPEICTB;
CpeIcTBa W METOMIbI NPEeNOTBPALICHHS 1
OOHapy)XeHHSI BTOP)KCHHIl; METOIUKH
NPOBEICHUS TECTHPOBAHHS Ha
npornkHoBeHne  (Penetration  Test,
Ethical Hacking); METOIOIOTHIO
TIPOBEJICHHSI TECTOB Ha MPOHHKHOBCHUE.
Ymeer TUIAHUPOBATh 3aIlUTY;
TPOBOJIUTh nH(DOpPMAIMOHHBIC




06CJ'I€I[0BaHI/I$I 1 aHaJIN3 PUCKOB CHUCTEM.
CriocobeH oneHnBaTh APPEKTHBHOCTH
pcaiusanun CHUCTEM 3alllUThI
HHPOPMAIIUU U JCHCTBYIONUX MOJUTHK
0e30MacHOCTH B KOMIIBIOTCPHBIX
cucremax/ Knows the sources of threats
to information security in computer
systems and networks; vulnerabilities of
protocols and services of IP networks
vulnerabilities of application software;
protective mechanisms and means of
ensuring network security; basic tools
and methods of vulnerability analysis of
software; tools and methods of intrusion
prevention and detection methods of
penetration testing (Penetration Test,
Ethical Hacking); methodology of
penetration tests. Knows how to plan
protection; conduct information surveys
and risk analysis of systems. Is able to
evaluate the effectiveness of the
implementation of information
protection systems and current security
policies in computer systems.

ON4/R
04/
LO4

AKKSS 4303
AKMapaTThIK
KayiIci3aik
KypajiapbH
CTaHIapTTay KOHE
cepTudurarray/
SSSIB 4303
Crapmaptuzamuss o
CepTUP UKL
CpencTB
WHPOPMALTMOHHON
0e30macHOCTH

SCIST 4303
Standardization and
certification of
information  security
tools

AXnaparTelK OHIMIEp/l CTaHIapTTay MEH CepTH()UKATTAyIbIH KYKBIKTHIK
Herizzepl. AKNApaTThIK KayilCi3diKk KypalJapblH CTaHAApTITay MEH
cepTU(UKATTAYNBIH HETi3ri  YFeIMAApbl MeH aHbIKTamanapel. AK
CaJaCBIHIAFbl JKAalIlbl TEXHUKAJBIK JKOHE YHBIMIACTBIPY-9IiCTEMEIiK
CTaHIapTTap >KyhenepiHiH (KelleHaepiHiH) Heri3ri epexenepi/IIpaBoBbie
OCHOBBI CTaHAAPTH3ALMU U cepTUPUKAINM HHPOPMAIIMOHHBIX MPOTYKTOB.
OCHOBHBIE TOHATHS W ONpENeNeHUs CTaHIAPTU3ALUH H CepTHHHUKALMU
cpeactB mHpopMannoHHONW Oe3omacHOCTH. OCHOBHBIE TIONOKEHUSI CHCTEM
(KOMIUTEKCOB) ~ OOIIETEXHWYECKHX M  OpPTaHW3alMOHHO-METOANIECKIX
crannaptoB B chepe Mb./Legal bases of standardization and certification of
information products. Basic concepts and definitions of standardization and
certification of information security tools. The main provisions of systems
(complexes) of general technical and organizational and methodological
standards in the field of information security

BbK7/IIK7/ PC7
HopMaTuBTiK aKTijepliH TajlantapbiH
OHIMHIH (KBI3METTIH) JKOHE
MPOLIECTEP/IIH Heri3ri TYpJiepiHe
KOJJIaHa  ayajpl; cama KyHeciHiH
KyKaTTamMachblH KosjgaHa anazapl;; KP
Ceprudukarray  KyHeciHiH  Herisri
epexernepl MEH KyKaTTapblH KOJIZaHa
aJabl. bineni: METPOJIOTHS,
CTAaHIAPTTAay JKOHE CepTH(UKATTAYIbIH
KYKBIKTBIK Heri3ziepi; MeTpoorusHbIH,
CTAaHIapTTay MeH CcepTU(UKATTayIbIH
HETI3Ti YFBIMIaphl MEH aHBIKTaMallapebl,
JKaJIIIBI TEXHUKAJIBIK JKOHE
YUBIMAACTBIPY-9/IICTEMEINIK CTaHIAPTTAP
JKYWECIHIH Heri3ri epexenepi; cama
KOpPCEeTKIITepi JKoHEe onapapl Oaranay
amicrepi;./ YmerT MPHUMEHSTh




Tp€60BaHI/I$I HOPMATHUBHBIX aAKTOB K
OCHOBHBIM BHJaM TPOAYKIMH (YCIIYT) U
IMponecCcoB; MPUMCHATHL JOKYMCHTAHUIO
CHUCTEM KaucCCTBa, MPUMCHATH OCHOBHLIC
IpaBujia u JOKYMCHTBI CHCTEMBbI
ceprudukarmu  PK. 3HaroT:mpaBoBbIC
OCHOBBI METPOJIOTU, CTAaHAAPTU3ALINU U
CepTI/I(l)I/IKaL[I/II/I;OCHOBHI)Ie INOHATUA U
OINpCaACICHUA MECTPOJIOTrUH,
CcCTanJgapTru3alun u
CepTI/I(l)I/IKaL[I/II/I; OCHOBHBIC ITOJIOXKCHU S
CHUCTEM 06L[IeTeXHI/ILIeCKI/IX u
OpraHn3alfuOHHO-METOJUYCCKUX
CTaHJapTOB; IIOKa3aTCJIM KadeCTBa U
Mmeronpl ux oneHkw/ They are able to
apply the requirements of regulatory acts
to the main types of products (services)
and processes; apply the documentation
of quality systems; apply the basic rules
and documents of the certification system
of the Republic of Kazakhstan. They
know: the Ilegal foundations of
metrology, standardization and
certification; the basic concepts and
definitions of metrology, standardization
and certification; the main provisions of
the systems of general technical and
organizational and  methodological
standards; quality indicators and methods
of their evaluation.

Bcero:
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Beiiingeymi monaepi.Tanaay komnonentrepi / Ipopumpywomue mucunminabl. Komnonent mo Be16opy/ Profile disciplines. Elective component

TpaexTopus 1

ON7/R
o7/
LO7,
ON5/R
05/
LO5

a) AKZhATKE 3301
AKIapaTTsl KOpFray
KYHenepin
anmnaparTbIK-
TEXHUKAJIBIK

KaMTaMachl3 eTy
ATOSZI 3301

AxnapatTsl anmaparThIK-OarapiaManslk Kopray. Ecentey TeXHMKaCBIHBIH
anmapaTtTelK Kypanmapel, AXK Kypy npuHmunrepi. ABTOMaTTaHIBIPBUIFaH
KYHeNepIiH KayilCi3[airiHne TOHEeTiH KaTepiepli aHBIKTay OIicTepi MEH
Kypanmapsl, AKnapaTThl TEXHHUKAIBIK Kopray omictepi. JKyiienepnix
KOpFallybIH Oaranay KpUTEpUIiepi, aKmapaTThIK KayilCi3MiKTi KaMTaMachl3
eTyHiH OaFmapraMalbIK-anmapaTThIK KypaJaapbH THIMIL
nmaiianany/ AnmapaTHO-TIporpaMMHas 3aIluTa WHPOpPMAanuu. ATmapaTHEIC
CpEIICTBA BBIYMCIUTENBHON TEXHHUKH, MpuHOUNb! nmoctpoenust MC. Merozpt

5

BK1/IIK1/ PC1
AKmapatTsl aTmapaTThIK-
OarmapiraMaIbIK KOpray
TEXHOJIOTUSUTAPbIH MEHIepe/i,
KOPFaHBICTBIH annaparThIK

KYpaJIapbIHbIH JKYMBIC TPHHIUNTEPIH
urepeni, A Kayimci3niriHe TeHETIH
KaTepliepAl  aHbIKTAy OAiCcTepi MeH




AmnmapaTHo-
TEXHHYECKOE
obecrieueHrne CUCTeM
3aIHTHI
nH}popManuu
HTSISS 3301
Hardware and
technical support of
information security
systems

b) AKBAK 3301
AKnapatThsl
KOpFayIbIH
OarmapiiamMabIK-
anmapaTThIK
KypaJiaapbl
PASZI 3301
IIporpammuo-
anmapaTHbIe
CpeICTBA 3ALTUTHI
nHpopmanuu
SHMIP 3301
Software and
hardware means of

n CpCACTBa BBIABJICHUH  YI'PO3 Oe3omacHoCTH ABTOMATHU3HMPOBAHHBIM
CUCTEMaMHu, MCTOAbI Texunueckoii 3. KpI/ITepI/II/I OLCHKH 3alUIIECHHOCTHU
CUCTEM, 3(1)(1)8KTI/IBHO€ HCIOJB30BaHUEC MNPOrpaMMHO-alImapaTHbIX CpPCIACTB
obecrieuenust UB./Hardware and software protection of information.
Computer hardware, principles of building information systems. Methods and
means of detecting security threats by automated systems, methods of
technical protection of information. Criteria for assessing the security of
systems, the effective use of software and hardware to ensure information
security

b) KopnopatuBTik kyienepai Kopray KyHenepiH TeXHHKaIbIK jkodanay
xKoHe icke acwlpy. KopropatuBrik sxyiieHiH emipnik nukii. Kopranran
aBTOMAaTTaHABIpbUTFaH xyhenepai (AX) xypy Tacingepine mony. Kopranran
AX sxobanay xoHe icke acklpy Mocenenepi. AXK cHHTE31 XoHE OHBIH
Ke3eHJepl Kapacteipaiajpl./ TexHHYeckoe MPOEKTHUPOBAHUE U peaii3alus
CUCTEM 3alUThI KOpIIOpaTUBHBIX CHUCTEM. }KI/ISHGHHblﬁ OUKII
KOPIOPATUBHBIA cHUCTeMbl. O030p TMOIXOMOB K CO3MAHHIO 3alMIIEHHBIX
aBTomMartusupoBaHHbix cucreM (AC). IIpoOnembl TpPOEKTHPOBAHUS U
peanuzanuu 3anmieHHbpx AC. Cunres AC u ero stanbr./ Technical design
and implementation of corporate systems protection systems. The life cycle
of the corporate system. Overview of approaches to the creation of secure
automated systems (AS). Problems of design and implementation of protected
speakers. AS synthesis and its stages.

KypaJIapelH  TaHbIcansl, JKyhHenepain
KOpFalyblH Oaranmay KpuTepuiliepiH
Konmgana Oury, AK kKamMTaMace3 eTymiH
OaraapraMalIbIK-anapaTThIK
KypaJiJapblH THIMII naiigagana
oineni./Bnageer TEXHOJIOTUSIMHU
anmapaTtHo-nporpammHont 3U, Bnanmeer
MpUHIUATIaMU pa60TLI arnmnmapaTHbIX
Cpe€acTB 3alIUTHhI, 3HAKOMMUTCA C
METOAaMH W CPEACTBAMU BbISABJICHUA
yrpo3  OesomacHoctn  MC,  ymeer
MPUMCEHATH KpUTCPUU OLICHKH
3AIUIIEHHOCTH cucTeM, 3((HEKTHBHO
HCIIOJIB30BaTh MPOrpaMMHO-aIIapaTHbIC
cpeactBa obecneuenust Mb. /Master the
technologies of hardware and software
protection of information, master the
principles of operation of hardware
protection, get acquainted with methods
and tools for identifying threats to the
security of Information Systems, be able
to apply the criteria for evaluating the
security of systems, effectively use
software and hardware tools for ensuring
information security.

information
protection
TpaexTopus 2
ON4/R | KATA 3301 Kpunrorpadusuislk  anroputMmaepi Tanjay MeH JaMbBITYIbIH TEOPHSIIBIK BbK1/TIK1/ PC1
04/ Kpurnrorpadusuibik Heri3aepi. AKMapaTTel KOPFayIblH ©3€KTI MoceJeNiepiH MICHTyIiH Heris3ri Kpunrorpadusibik KochIMIIaIap s icKke
LO4, aNropuTMIEPAi KpUOTOTPaQUsIIBIK ~ ICTEpi. Kpunrorpadusiielk ~ anroputMmuepi, acelpy  Ke3iHme  KoHe  mmudpiay
ONG6/R | Tammay sxoHe a3ipaey | mepeKTepai ~ aBTOMATTBI ~ KOpFay — JKyHeciH  KOJmaHy  omicTepi. ANTOPUTMICPIHIH CEHIMIUIITIH aHBIKTAY
o6/ ARKA 3301 Kpunroanroputmaepaiy  camacelH — Oaranay — KpUTEpHilepi  JKoHe Ke3iHze najananbUIaThiH
LO6, AHanums # pa3paboTKa | KpUOTOAITOPUTMAEPIIH OaFraapIaMaibIK iCKe achIPBUTYBIH MOJIEBICY KOHE ANTOPUTMICPAL d3ipiiey NPUHIUITEPIH,
ON7/R | u Tanmay ogmicremeci./Teopermdeckne OCHOBBI aHamm3a M pa3pabOTKH omicTepi MeH KYpalapblH 3epIeliei.
o7/ KpUNTorpaguyecknx | KpunTorpapuuecKkux anroputMoB. OCHOBHBIE KPHNTOrpahUIECKAe METOIBI Kpunrorpadusneik omictepai KoimaHa
LO7 AITOPUTMOB pelIeHns akTyaIbHbIX 3a1a4 3M. MeToap!l mpuMeHeH!sT KpUITOrpapuaecKix OTBIPBIT, JEPEKTEPAiH  KayiICi3miriH
ADCA 3301 QITOPUTMOB, CHUCTEMbl ABTOMATHYECKOM 3aliuThl JaHHBIX. Kputepuu KaMTaMachl3 €Ty J>KOHIHIEri >XO00abIK
Analysis and | omeHWBaHMS KavecTBa KPUIITOAITOPUTMOB M METOIMKA MOJCIHPOBAHUS H HIeTTMAEP I 93ipeyre Ky3bIpeTTi/
development of | amamusa mporpaMMHBIX — peanmzanmii  KpurmroaaroputMmos./Theoretical W3yuaeT mpHUHIWMIIEI, METOABI M CPEICTB

cryptographic
algorithms

foundations of the analysis and development of cryptographic algorithms. The
main cryptographic methods for solving urgent problems of information

pa3paboTKH aJITOPUTMOB, UCTIOIb3yeMbIX
NpU  pealn3aliiil  KpUNTorpadgpuIecKux




B)KITZh 3301
Kubepkayinrepai
HUHTCJUICKTYaJI bl
TaHy XyHenepi/

ISRK 3301
I/IHTeJ’IJ’IeKTyaJ'H)HI)Ie
CUCTCMBI
pacro3HaBaHusl
Kubepyrpos/
ISRC3301

Intelligent systems for
recognizing cyber
threats

protection. Methods of application of cryptographic algorithms, automatic
data protection systems. Criteria for evaluating the quality of
cryptoalgorithms and methods for modeling and analyzing software
implementations of cryptoalgorithms.

6) Ilonai mMeHrepy kuOepKayinrepZi aHBIKTAayIbIH 3UATKEPIIK KyHenepiH
3epaeney, ojJapApl KOJIJaHy apKbUIbl ajblHFAH aKMapaTThl Tajlaay, TOYEKel
MEH ToyeKell AeHreiIepiH aHbIKTay 9/IiCTepiH MEHIepy MaKCaThIH KO3eHIi.
Kasipri Tanaa e3ekTi 3usTKepiik OeifiMenreH KuOepKayirciziik xyienepin
a3ipyiey JKOHE KOJIaHy MYMKIHIIKTEpi KapacTeipeiiyna/  OcBoeHHe
JUCHUIUIMHBL TIPECIIEAYET HEJIb HU3YUCHUA MHTCIIJICKTYAaJbHbBIX CUCTEM
OOHapyXeHUs KHOEpYrpo3, aHaInM3a TMOJYYCHHOW C HMX MPUMEHCHHEM
I/IH(l)OpMaHI/II/I, OBJIAICHUA METOAAMU ONPCACICHUS ypOBHeﬁ pUCKa U pUCKa.
PaccmarpuBaroTcs BO3MOXKHOCTH pa3paOOTKK M IPUMEHEHHS aKTyaJbHBIX Ha
CCFOJIH}ILHHI/Iﬁ JCHb HUHTCJIJICKTYaJIbHbIX aallTUBHbBIX CUCTEM
kubepoe3onacHoctn /The development of the discipline aims to study
intelligent systems for detecting cyber threats, analyze the information
obtained with their use, master methods for determining risk levels and risk.
The possibilities of developing and applying intelligent adaptive
cybersecurity systems that are relevant today are considered

HpI/IJ'IO)KCHI/If/'I U TIpya  OIpCACICHUN
HaJAC)KHOCTU AJITOPUTMOB IHI/I(i)pOBaHI/IFI.
Kommerenren B pa3pa60TKe IMMPOCKTHBIX

peIIeHHA o o0ecricyeHUI0
0€30MacHOCTH JaHHBIX C MPUMEHEHHEM
KpunTorpaduieckux — meromos/Studies

the principles, methods and means of
developing algorithms wused in the
implementation of cryptographic
applications and in determining the
reliability of encryption algorithms.
Competent in the development of design
solutions to ensure data security using
cryptographic methods

ONG6/R
o6/
LO6,
ONB8/R
os/
LO8

a)WKK 3302

Web kocbiMIanap
Kayirci3ziri/

BWP 3302
Besonacuocts Web
TIPUIIOKEHU T/
WAS 3302

Web application
security

b) WTOK 3302
Web
TEXHOJIOTUSIIAPIBIH
OCaJIIBIFBl MEH
Kayirci3miri/
UBWT 3302
V3BUMOCTD U
oe3omacHocth Web
TEXHOJIOT Uit/
VSWT 3302
Vulnerability and
security of Web
technologies

A)KypcThl urepy ke3inze Kayirnciz Be0-KochIMIIIanapbl Kypy NpUHIUOTEDI,
BeO-KOChIMILIANIAP/IbIH KAYIICI3AIriH Oaranay omicTepi, KOCBIMIIIAIAPIbIH
OCAJILIKTAPbIH aHBIKTAy JKOHE Ma0ybULIapJaH KOpFay YIIiH Kayinci3mik
mmapajapslH  KolJaHy — KapacTelpbUiafsl/IIpm ocBoeHmm — Kypca
paccMaTpHUBAIOTCS NPHUHIMIBI CO3JAaHMS OE30MACHBIX BEO-IPHUIIOKEHHH,
METOABl  OLEHKH  0e30MacCHOCTH  BEO-TIPMIOKEHUH,  ONpeneNeHue
yA3BUMOCTEH NPWIOKEHHH W IPUMEHEHHEe Mep 0e30MacHOCTH ¢ LEJbIo
3amuthl oT atak./While mastering the course, the principles of creating secure
web applications, methods for evaluating the security of web applications,
determining application vulnerabilities and applying security measures to
protect against attacks are considered.

B)[lonni wurepy BeOG-KOCBIMIIAIAPABIH OCANIBIKTAPBIHBIH HETIi3T1 TYpJIEpiH
3epTTey, KOJIAHBICTaFbl BeO-KOCBHIMIIANapra JKacajfaH [Ia0ybuLiap
HOTIDKECIHJE aHBIKTAJFaH OCAJABIKTAPABl Tajlay MEH JKOIOJBIH HEri3ri
omicTepi MEH KypaJlapblH Urepy, Kayillci3 JKeNUTiK KOCBIMIATapabl 93ipiey
MocelneniepiH  KapacTblpagpl/OCBoeHHE — OUCLHMIUIMHBI  PaccMaTpUBAET
BOIPOCHl H3yYEHHS OCHOBHBIX THUIIOB YSI3BHUMOCTEH BEO-TIPUIOKEHUIA,
OCBOCHHUS OCHOBHBIX METOIOB M CpEICTB AaHaIW3a M YCTPaHEHUS
VS3BHMOCTEH, BBIBICHHBIX B pe3ylbTaTe aTak Ha CYIIECTBYIOIIUE BeO-
MIPUJIOKEHNUS, pa3pabOTKH 3aIIMIIEHHBIX CETEBHIX TMprioKeHnid./Mastering
the discipline examines the issues of studying the main types of vulnerabilities
of web applications, mastering the basic methods and tools for analyzing and
eliminating vulnerabilities identified as a result of attacks on existing web

BbK2/ IIK2/ PC2
Web-TexHonorusinapasl  AaMBITYIbIH
HETI3r1 TeHISHIMsIIapbl TYpalibl TYCIHITI
Oap;  web-KochIMIIanapapl  xobanay
JKOHE web-KochIMIIanap /b
KayiICi3AiriH YHBIMIACTBIPY, KYpPY JKOHE
o3ipiey mHpuUHIMOTEpI Typanbl. Beb-
KOCBIMIIIATIAP IbIH OCaJIIBIFBIH
AHBIKTaMIbI, Be0-KOChIMIIATIap Ibl
KOpFay TEXHOJOTHIaphl MeH BeO-
KOoCBhIMIIanapapl Oackapa amamel. Web-

KOCBIMIIIaJapIbIH KayiIrci3airia
YUBIMAACTRIPY,  OakpUiay,  TecTiIey
JIaFabLIapbIHA ue./Nmeer
MPE/ICTABICHUE 00 OCHOBHBIX
TEHICHITUAX pa3BuTHs Web-
TEXHOJIOTHiA; o MPUHIIUTTAX

MPOEKTUPOBAHUA WEb-TIPHIOXKEHHH ¢
OpraHM3alliM, CO3IAHUS M Pa3pabOTKh

Oe3omacHOCTH Web-nipunoxxeHwid.
BoisiBnsier YSI3BUMOCTH Be6-
MPWIIOXKECHUH, yMeeT YIIPaBIATh
TEXHOJIOTUSIMU 3aITUTHI BeO-




applications, developing secure network applications

npwiokeHnt u  Web-TpuioXeHueM.
BﬂaneeT HaBbIKaMH OopraHm3anuun
Ge3omacHocTH web-Tprnoxxenui,
KOHTpOJIsI, TecTupoBaHus./Has an idea
about the main trends in the development
of Web technologies; about the principles
of web application design and
organization, creation and development
of Web application security. ldentifies
vulnerabilities of Web applications,
knows how to manage web application
protection  technologies and Web
applications. Has the skills of organizing
web application security, control, testing

ON2/R
02/
LO2,
ON8/R
os/
LOS,
ONT7/R
o7/
LO7

A) KZhZhKAE 3303
Kommbrotepatik
JKylenep MeH
Kemiaep
KayiIci3airine
OKIMIIILIIK eTy/
ABKSS 3303
AIMUHUCTPHPOBAHNE
0e30I1acHOCTH
KOMITBIOTEPHBIX
CHCTEM U ceTeit/
ASCSN 3303
Administration of
security of computer
systems and networks

b) KZhZhBK 3303
Kommnbrotepiik
JKyilenep MeH
xKemizepai 6backapy
KOHE Kopray/
UZKSS 3303
VYrpasieHue u 3a1mr
a KOMITBIOTEPHBIX CHC
TeM U ceTei/

MPCSN 3303
Management and
protection of

A) Kypcra KeH ayKpIMIbl JKOHE CBIMCBHI3 JKEIJIEPMEH JKYMBICTHI
YHBIMIIACTBIPDY MEH OacKapy[blH HEri3ri MPHHIMOTEPi, MKeMiJeri >KemiiiK
KOCBIMIIAJIAP/bIH YileciMal JKYMBIC TPHHIMOTEPI, Kelitepi Oackapyna
KOJIJIaHBUIATBIH KBI3METTEP MEH KbI3METTED, OJIap/Ibl TEHIIIEY XKoHEe OacKapy
MYMKIHZIKTepl KapacTelpbuiasibl/B  Kypce paccMaTpuBaloTCs OCHOBHBIE
OPUHLUIBI  OpraHu3allid ¥ aJMHHHCTPUpPOBaHHs  paboThl  C
HIMPOKOMACIITAOHBIMU ¥ OECIIPOBOIHBIMH CETSIMU, MPUHIUIBI CIaKEHHON
paboThI CETEeBBIX MPUIIOKEHHUI B CETH, CEPBUCHI U CEPBHUCHI, UCIIOIb3yEMbIC B
YIIPaBJICHUH CETSIMU, BOBMOKHOCTH MX HACTpOWKH U yrpasienus/ The course
covers the basic principles of organization and administration of work with
large-scale and wireless networks, the principles of well-coordinated work of
network applications in the network, services and services used in network
management, the possibilities of their configuration and management

b) Kypcra xommbroTepilik jky#enep MeH >KeNniep[l akmapaTThlK KOpray,
KyHenep MeH jkenmiepai Oackapy, Oackapyga KOJNJaHbUIATHIH 3aMaHayd
aKmapaTThl KOpFay TEXHOJOTHSUIAPBIH 3€PTTEY XKOHE KOJNJaHy Mocerenepi
KapacTeIpblIaasl/B Kypce paccMaTpuBarOTCsl BOMPOCHI HMH(OPMAIMOHHOMN
3aIUThl KOMIBIOTEPHBIX CHCTEM M CETei, aIMUHHUCTPUPOBAHUS CUCTEM W
CeTel, MCCIEOBaHMUs U IPUMEHEHHsST COBPEMEHHBIX TEXHOJOIUH 3aIlUThI
uHpopmanuy, npuMeHsieMbIx B yrpasienuu./ The course deals with the issues
of information protection of computer systems and networks, administration
of systems and networks, research and application of modern information
security technologies used in management.

C) "Heiipoxemniiik TeXHOJOTHsUIIAp®" MOHIH MEHIepy HEHPOHIBIK MKEIMiIiK
TEXHOJIOTHSIIap MEH HEHPOKOMIIBIOTEPIIEP Il KOIIAHYIBIH HETi3T1 OaFrbITTaphl
OOMBIHIIA, COHBIH imiHAe OeWHenmepai ©HIey, CHUTHAIIAPIBI OHIEY,
OUHAMUKAJIBIK ~ OOBEKTiepAi  Oackapy, aKmapaTTBIK  KayilCi3miKTi
KaMTaMachl3 €Ty OOWBIHIIA 3epTTeyiep JKYPri3yre >XKoHE MpPaKTHKAIBIK

BbK4/ I1IK4/ PC4

bimiM anymbiia  KeH ayKbIMIbl JKOHE
CBIMCBI3 KeJiiepMeH KYMBICTBI
YHBIMZIACTBIPY, oJIapel
Oackapyaarbliapsl

KaJblnracTelpbuiaiel.  JKyiienep MeH
Keriepai OackapypIH HET13r1
NPUHLMITEPIH MEHrepeadi, IKemiiepai

Oackapyaa KoJIaHbUIATHIH KbI3METTEPI1
OanTay jxoHe Oackapy MYMKIHIIKTEpPiH
merrepeni. KX  men  xeninepain
KayiICi3/1iriH KaMTaMachl3 €Ty dJlicTepiH
urepeni. JKemi MeH Kyile Kayinci3airin
Oaranaynpl, anci3 TYCTap/ibl
alKpIHIAY/Abl JKOHE KAXKETTI KOPFaHBIC
mapanapbl  yieiMaacteipa Outeni. /Y
oOyuaromierocsi (GOpMHUPYIOTCS HaBBIKA
OpTaHU3aINH paboThr c
MIMPOKOMACIITa0OHBIMHU u
0eCrpOBOMHBIME  CETSIMH, YIPABICHUS
umu. Braneer OCHOBHBIMH MPUHIAIAMUA
VIPaBICHUSI CHCTEMaMH U CETSAMH,
BJIaJIC€T BO3MOXKHOCTSIMH HACTPOWKU W
YIIPaBICHUSI CITyKOaMHu, MPUMEHSIEMBIMH
B  ymOpaBlieHMH ceTsiMH.  Braneer
MeromamMu oOecrieueHnst 0e30IMacHOCTH
KC wu cereii. VYMeer oOIeHUBAThL
0E30MacHOCTh  CETH W CHCTEMEI,




computer systems
and networks

C) NZhT 3303
HeiipoHapik xei
TEXHOJIOTHUSIIAPHI

NT 3303
/HeiipocereBbie
TEXHOJIOrUH/

NNT 3303

Neural network
technologies (munop,
minor)

MIH/IETTEpAl IIenly YIIH HEeHpOHMIBIK JKEJiJiep anmapaThlH HaiaasaHymabl
yiiperyre OarpitramraH. / OcBoennme aucnumuivHbl "HelipoceTeBbie
TeXHOJoruye" HallCJICHO Ha HPOBCACHUC I/ICCJ'IG]IOBaHI/Iﬁ 10 OCHOBHBIM
HalpaBJICHUAM MIPUMCHCHUA HeﬁpOHHLIX CETEBBIX TEXHOJIOT M u
HEHPOKOMITHLIOTEPOB, B TOM YHCIIEC MO0 00pabOoTKe M300paskeHui, 00paboTKe
CUTHAJIOB, YHNPAaBJICHUIO AOWHAMHWYCCKHUMU O6’LeKTaMI/I, 00€eCIIeueHUIO
I/IH(l)OpMaHI/IOHHOfl 0€e30I1aCHOCTH U O6y‘I€HI/Ie HCIIOJIB30BAHUIO arllrapara
HEWPOHHBIX ceTel i peueHus npakrudeckux 3anad. / The development of
the discipline "Neural Network Technologiess" is aimed at conducting
research in the main areas of application of neural network technologies and
neurocomputers, including image processing, signal processing, control of
dynamic objects, information security and training in the use of neural
networks for solving practical problems.

BBIABIIATH cia0ble MeECTa u
OpraHn30BbIBATH HeO6XOI[I/IMLIe
3amuTHEIe MeponpusiTus /The student
develops skills in organizing and
managing work with large-scale and
wireless networks. Master the basic
principles of management of systems and
networks, master the possibilities of
setting up and managing services used in
network management. He knows the
methods of ensuring the security of
computer systems and networks. He is
able to assess the security of the network
and system, identify vulnerabilities and
organize the necessary protective
measures

AKmapatTsl KOpFayablH OHOMETPHSIIBIK
OJICTEpPiH KOJIJaHa ajiajibl; KOChIMIIAHBI
KOJIIAMTBIH 3UATKEPIIIK Kykenepai Kypa
anajpl; MPAKTHKAJBIK eCenTepl LIenry
yILiH MaIIHMHaJIBIK OKBITY
ANTOPUTMJEPIH iCKE achIpydbl KOJNJaHa
alaapl; €CenTey TYPFBICBIHAH —aJaM
MHTEIUICKTICIH ~ TYCiHyZIe  mienrimuep
KaObL11ay, KOpy )KOHE TLJ TEOPUSIChIHBIH
Heri3ri  YFhIMAApbIH TYCIHE  alajibl;
3UATKEPITIK Kyrenepai azipiey
MaKCaTbhIH/Ia PErpeccHs, XKIKTey MXKOHE
KJacTepliey aJIrOpUTMJIEPIH  KOJJaHa
ajtaapl

YMeer: TpUMEHSATh OHOMETpUYecKre
METOIBI 3U; CO3aBaTh
HHTCIIJICKTYaJIbHBIE CHCTEMBI, KOTOPBIE
MOAJEPKUBAIOT JaHHOE IPUIIOKEHHUE;
HCIIONIB30BAaTh pan peanuzanmii
aJNTOPUTMOB MAIIMHHOTO OOYYECHHS IS
pemicHns TMIPAKTUICCKUX 3aaa4,
IIOHNMAaTb OCHOBHBIC TIOHATHA TEOPHUH
TIPUHATHSA pemeHI/Iﬁ, BUACHUS U A3BIKA B
IIOHMMAaHHHU YCJIIOBCYCCKOI'O MHTCIIJICKTA
C BBIYHCIINTEIRHON  TOYKHU 3pCHUA;
HCIOJIb30BATh AJTOPUTMBI  PErpeCCUM,




KJ'IaCCI/I(l)I/IKaIII/II/I U KJIacTeépusanvu B
HENAX pa3pabOoTKH HMHTEIUICKTYaIbHBIX
cucrem/ Can use biometric information
protection methods; can create intelligent
systems that support the application; can
use a number of implementations of
machine learning algorithms to solve
practical problems; can understand the
basic concepts of decision-making,
vision and language theory in
understanding human intelligence from a
computational point of view; can use
regression, classification and clustering
algorithms for developing intelligent
systems

TpaekTopus 1

ON7/R
o7/
LO7

A)AZhKAM 3304
AKNapaTThIK
Kyienep
KayiIci3AiriHig
ayauTi MeH
MEHEKMEHTI/
AMBIS 3304

Aymut u
MEHEKMEHT
0€30IacHOCTH
uH(pOpMAIMOHHBIX
cucrem/

ISSAM 3304
Information systems
security audit and
management

B) AZhKTZh 3304
AXK KayiIlci3airia
Tannay xyienepi/
SABIS 3304
Cucremsl aHaIm3a
0e30macHOCTH
WHPOPMANOHHBIX

cucrem/
ISSAS 3304

A)IloH kyHenepniH Kayilci3miriH Tanjay >koHe Oaranay, akmaparThl
KOpFay/IbIH OaFraapiiaMasbIK )KOHE anmapaTThiK KypanJapbiHbIH Kayilci3irin
Oaranay apicrepiH 3eprrey, AXK MeH xeninepAiH Kayincizmik AeHreiaepin
aHBIKTAy, CEHIM/IUIIK MHMKATOPBI HETI31H/AEe Taljay, Kaylilci3IikTi Oaranay
MOceJeNepiH ISl SiCTepiH 3epTTey Macesesaepin KapacTbipaabl. AXK-1arb
OCAJIBIKTAPbl aHBIKTAY JKOHE JKOI TacuijepiH 3epzeney/ucuuruimHa
paccMaTtpuBaeT BOMNPOCHI aHANM3a M OLEHKH 3allUIIEHHOCTH CHCTEM,
U3y4EeHUs] METOAMK OLEHKH 3aIIUINEHHOCTH IPOTrPaMMHO-ANNapaTHBIX
cpenctB 3U, onpenenenust ypoBHei 6e3onacnoct IC u ceTeld, aHanmu3a Ha
OCHOBE TOKa3aTesIsl HAJISKHOCTH, U3yUYeHHE METO/IOB PEIICHHs 33124 OLIEHKU
6e3onacHocTy. M3ydeHue crioco0OB BBISBICHUS U YCTPAHEHHUS YsI3BUMOCTEH
B MIC/The discipline deals with the analysis and evaluation of the security of
systems, the study of methods for assessing the security of software and
hardware information security, determining the security levels of IP and
networks, analysis based on the reliability index, the study of methods for
solving security assessment problems. Study of ways to identify and eliminate
vulnerabilities in IP

b) [Ilom xyienepmiH KayilcCi3miriH Tangay >koHe Oaramay, akKmaparThl
KOpFayZIbIH OaFaapiiaMalblK )KoHE allapaTThIK KypajlaapbIHbIH Kayilci3airia
Oaramay omicrepi 3epTrey, AXK MeH kemnepaiH Kayinci3mik AeHreiiepin
aHBIKTAy, CEHIMAUTIK MHIUKATOPHI HETi3iHAe Tanaay, Kayincizaikri Oaranay
MOCeIeNepiH STy 9IiCTEPIiH 3epTTey MaceNeNepin Kapactoipansl. AYK-marsr
OCANIIBIKTAPIBI AHBIKTAY JKOHE JKOI0 Tocimmepin 3epueney / Llemsto
JWCIUIUIMHBI  SIBJSIETCSI OCBOCHHME TMPHHIUIIOB OpraHU3alli Mpolecca
aHanm3a 0e30MacHOCTH CHCTEMBI M HCHOJIB30BAHUSI CUCTEM OOHApyKEHHS
ys3BEMOCTeH. B Kypce paccMaTpHBatOTCs BOIIPOCHI BEISBICHUS YA3BUMOCTEH

BK5/ IIK5/ PC5
Kyiienepain  Kayincizairine — Tanaay
kacail anaipl. AyIuUT j)KOHE aKIapaTThIK
Kayilci3mikrti  Oarajiay — callaChIHIAFbl
WITTBIK JKOHE XaJIbIKAPaIIbIK
craniaprTapasl oineni. AXK aknmaparTbik
KayilCi3iK ayAuTiHIH Ke3eHJaepi MeH
pacimaepin Oineni. JKyiieHiH KOpFatybIH
Oaranmay yIIiH  akKmaparTtel — KOpFray
canachlHJa YITTBIK KOHE XalbIKapaJIbIK
CTaH/IaPTTaP/IbI KoJaHa anajpl.
AxnapaTTsl KOpFay JKOHIHIEr]
HOPMATHBTIK Tananrapra OacKapyIblH
KOpFallFaH JKYHeNepiHiH aKmapaTThIK

Kayimnci3mik ayauTi KYQIIKTEpiHiH
COliKecTiriH JkKMHAy KoHE Oarajay
opicTepin MeHrepeni/Y Meer
aHANM3UPOBaTh OE30MACHOCTh CHCTEM.
3Haer HaIlMOHAIbLHBIE )54

MEXIIyHApOIHBIC CTAHAAPTH B 00IAacTH
aymiura W OINCHKA WH(OPMAIOHHOM

0e30IaCHOCTH. 3Haer JTanbl "
NpOLEAYPHl ayauTa HHPOPMAIMOHHON
0e30IaCHOCTH HC. MoxeTt
HCIIONH30BATh HAILIMOHAJIbHBIE i

MCKAYHAPOAHBIC CTAHAAPTHI B obactu




Information systems
security analysis
systems

3alUThI IMPOrpaMMHBIX CPCACTB 3aIlUIICHHBIX CUCTEM H IOUCKaA HYTGﬁ ux
YCTpaHCHHs, aHaJIM3a 3alllUIICHHOCTH CUCTEM,U3YUCHUA MCTOJHK IMOMCKa U
BBIABJICHUS yﬂ3BPIMOCTeI>i, IIPpOBEACHUA aHaJin3a 3alIUIICHHOCTH
kommoHeHToB cucTeMbl. / The discipline considers the issues of analysis and
evaluation of the security of systems, the study of methods for assessing the
security of software and hardware information security, determining the
security levels of IP and networks, analysis based on the reliability indicator,
the study of methods for solving security assessment problems. Study of ways
to identify and eliminate vulnerabilities in the IP

3alIUThI I/IH(i)OpMaIII/II/I JUIA  OLICHKHN
3alIUIICHHOCTHU CHUCTCMBEI. BnaneeT
METOIaMHU cbopa u OLICHKH
COOTBETCTBUA 3alllUIICHHBIX CHUCTEM
YIiipaBJICHUA HOpPMAaTUBHBIM
TpeOOBaHMSAM IO 3alUTe MHPOpPMaIUU
CBUACTCIILCTBAM ayauta
nHpopmanmonHoii  6e3omacHocTh./Can
analyze the security of systems. Knows
National and international standards in
the field of audit and information security
assessment. Is knows the stages and
procedures of information security audit.
It can apply national and international
standards in the field of Information
Protection to assess the security of the
system. Master the methods of collecting
and  evaluating  compliance  of
information security audit certificates of
protected management systems with
regulatory requirements for Information
Protection

TpaexTopusi Ne2

ON4/R
04/
LOA4,
ON3/R
03/
LO3

A)KB 3304
KubepkayincizaikTi
Oackapy

UK 3304
VYmpasienue
KnOepOe30MacHOCTHIO
CM3304
Cybersecurity
Management

b) AKTB 3304
AKIapaTThIK
KHOepKayirci3 ik
TOYeKeIIepiH
Oackapy

URIK 3304
VYnpasnenue puckam
1 MH(POPMAIIMOHHON
KnbepOe30nacHOCTH

A)"Kubepkayincizaikri 6ackapy" noHiH MEHIepyAiH MaKcaThl Kyienep MeH
xKeJiepe naina 6onaThiH KHOEpKAaYIIICi3IiK UHIUISHTTEPIH OaKbLIay )KoHe
Oackapy MakcaThIHIA oJicTep MEH TEeXHONOTHIApAbl Hrepy OOJIBII
taObuTa b1 JKyitenep MeH xeminepai KubepkayinrepeH Kopray MakcaThIHIa
AK KamTamachI3 eTy )KOJIIaphIH 137ey JKoHe xKy3ere acslpy/Llenpio ocBoeHHs
JUMCHUIUIMHBL  "YnpaBieHne KuOepOe30macHOCThIO" SIBIISETCS OCBOCHHE
METOZOB M TEXHOJOTHI B IIENIAX KOHTPOJS M YIPABICHUS HHIMACHTAMH
KnOepOe30nacHOCTH, BO3HHMKAIONIMMH B CHUCTeMax M ceTaX. llomck u
ocymecTBIeHne myTei obecriedenus b B mensx 3amuThl CHCTEM H CeTel OT
kubepyrpo3/The purpose of mastering the discipline "Cybersecurity
Management" is to master methods and technologies for the control and
management of cybersecurity incidents that occur in systems and networks.
Search and implementation of ways to ensure information security in order to
protect systems and networks from cyber threats

B)"AkmapatTeik kuOepkayimnciznik Toyekenmepin Oackapy" MoHIH MEHTepy
OOBEKTUIEPIiH aKmapaTTHIK KAyilCI3[OiriHe TOHETIH KaTepiiepre Kapchl ic-
KAMBUT JKOHE Taujgay oNmicTepiH o3ipieyre, Kopray oOwekTiciHiH AK
OarpITTapblH TYCIHyTe JKOHE TaijgayFa, THIMALTIKTI OODKayFa, aKmapaTThIK
KAyIICi3miK JKyHenepiHiH JKYMBICHI Ke3iHJe HIBIFBIHAAD MEH ToyeKelaepi

BK5/ TIK5/ PC5
AKnapaTThiH TapaIbII KETYIHIH
cebenrepi MeH caniapiapbit,

TEXHHUKAJBIK apHAJIAPbIH aHBIKTAY JKOHE
Ka)ETTi KOPFaHBIC IIapajapblH XYPri3y,
aKmapaTTelk  KHOEpKayilCi3IiK  JKoHe
aKnapaTThl KOpFay CaJIaChIHIAFbI
KOJJIAaHBICTAaFbl 3aHHAMA TalanTapblHA
CoiikeC KOpFay KypaslJiapblH TaHaay
maraeurapel. Kayimneismik ToyekenmmepiH
alikplHIAy OJKOHE onapAbl  Oackapy
TOCLIIEpiH MEHTepy

/ HaBblkM ompeneneHds: OPUYHH U
MOCNEACTBUN  yTeuku  HH(POpMAIHH,
TEXHUYCCKUX KaHAIIOB W TPOBECHUS
HEOOXOANMBIX 3AIUTHBIX MEPOIPHSTHH,
BEIOOpa CpezcTB 3aIATEI B
COOTBETCTBUH c TpeOOBaHUSIMU
JICUCTBYIOIIIETO  3aKOHOJIATEIbCTBA B




ICRM 3304 Oaramayra yiiperyre OarpiTTanran/OCBOCHHE MWCITUILIMHBI "YTIpaBicHHE obacTu HH(POPMAITMOHHOM
Information puckamu HH(GOPMAITMOHHON KnOepOe30macHOCTH" HAIIGICHO Ha Pa3paboTKy KnOepOe30nacHOCTH " 3aIUTHI
cybersecurity risk | MeTomoB aHanm3a U NPOTHUBOACHCTBHS yrpo3am b 00bekToB, mMOHUMaHHE U nndopmanmu. Brmagers  cmocobamu
management aHanu3  HanpaBieHnii b oObekra  3ammTH,  IPOrHO3MPOBAHUE OIIpE/IeTICHUsI PUCKOB 0E€30MacHOCTH W
3¢ pekTUBHOCTH, O0yUEHHE OIIEHKE 3aTpaT M PHCKOB IpPH paboTe CHUCTEM yrpaenenust umu./ Skills in identifying
HB/Mastering the discipline "Information cybersecurity risk management" is the causes and consequences of
aimed at developing methods for analyzing and countering threats to the information leakage, technical channels
information security of objects, understanding and analyzing the directions of and carrying out the necessary protective
information security of the object of protection, forecasting efficiency, measures, choosing means of protection
training in assessing costs and risks in the operation of information security in accordance with the requirements of
systems current legislation in the field of
information cybersecurity and
Information Protection. Knowledge of
methods for identifying and managing
security risks

ONG6/R | a) SS 4305 A)Creranorpadus xoHe CKpeMOIUpIiey MOHIAEPiH MEHrepy KesiHme Oimim BK8/ TIK8/ PC8
o6/ Creranorpadus )KoHe | aylibl KYITHs aKNapaTThl )KackIpy YIIIH cTeraHorpadus xxoHe CKpeMOnupIiey AKmapatTsl ckpemOnupiey KOHE
LO6 ckpemOnupIey onicrepiMeH TaHbicanpl. CreraHorpadusi anropuTMAEpiH KYpy oicTepiMeH cTeraHorpagusuIbIK KOpFayIIbIH,
SS 4305 JKOHE aKIMapaT JKachlpbUIFaH TpaduKalblK, ayauo-OcitHe daiinnapabH cTeraHorpausUiblK  TYPaKThUIBIKTBIH
Creranorpadus u creroananu3iMmex tanbicazpl/[Ipu ocBoennu aucuuruinibl Creranorpadus u HEeri3ri MpUHOMNOTEPI Typanbl Olies;
ckpeMOiupoBanue / | cCKpeMOJIMpOBaHUE OOYYArONMIACS 3HAKOMHTCS C METOJIAMU CTeraHorpaduu aKInaparThl SHJIIPYAiH 3aMaHayu
SS 4305 U CKpeMOJMpPOBaHUs ISl COKPBITHS KOH(QHICHIMAIBHOW HH(POPMAIHH. OMiCTEepiH JKOHE CTEroaHaJIMTHKAIBIK
Steganography and 3HaKOMHTCA C METOJAMHU IIOCTPOCHHUS alrOpUTMOB cTeraHorpaduu u mabysuigapasl  Oargapimaii  anmanbl
scrambling creroaHanusa TpaduUIecKuX, ayano-Buaco(daiioB, B KOTOPHIX CKpbITa CreraHorpadusuiblk  JKyienep  MeH
b) AKSA 4305 nHdopmanms./When mastering the discipline of Steganography and CTErOaHANNUTHKAIBIK  Ia0YbUIIAP/IbIH
AKmapaTTs scrambling, the student gets acquainted with the methods of steganography KYPBUIBICBIH ~ Oimenmi./  3Haer: 00
KOPFay/IbIH and scrambling to conceal confidential information. He gets acquainted with OCHOBHBIX TPHHIAITIAX
CTeraHOTpapHsITBIK the methods of constructing algorithms for steganography and steganalysis of CKpeMOIMPOBaHHUS u
amicrepi / graphic, audio and video files in which information is hidden. creraHorpapuIecKoi 3aIIUTHI
SMZI 4305 B)[Tonni wrepy ke3iHme creraHorpadusHbIH —TEOPHSUIBIK — HETi3zepi, uHpopmanuu, creraHorpaduaeckon
Creranorpaguyeckue | creraHorpadusHbIH 3aMaHayd oMiCTepi, CTeraHorpausUIbIK Kyilenepre CTOMKOCTH. YMeeT: OpUCHTHPOBATHCS B
METOMBI 3aIIUTHI mraOybUIIapABIH HETI3T1 CHIHBIITApBI KapacThlpbuia sl. CypeTTep MeH aynno COBPEMEHHBIX METOIax BCTPAaUBAHUA
uHpopManun/ XKoHe OeifHe (ainaapia aknapaTThl )Kacklpy JaFablIapbl Kansinracaasl./IIpu MHPOPMAMK W  CTErOaHAIUTHYECKHX
SMIP 4305 OCBOCHHH IHUCLUUIUIMHBL  PAcCMaTPUBAIOTCS  TEOPETHUYECKHE OCHOBBI aTakax. Brnageer: TTOCTPOCHUSAMHU
Steganographic creraHorpaduu, COBpeMeHHbIE METOABI CTeraHOrpa(uy, OCHOBHBIE KIIACCHI cTeraHorpapu4ecKux CHCTEM "

methods of aTak Ha creraHorpaduyeckue cucteMbl. OOPMHUPYIOTCS HABBIKUA COKPBITUS CTEroaHaJIMTHIECKUX aTakK./
information nHOpPMAIMK B KapTHHKAX W ayauo-u Bumeodaiimax./When mastering the Knows: about the basic principles of
protection discipline, the theoretical foundations of steganography, modern methods of scrambling and steganographic
c) SS 4305 steganography, the main classes of attacks on steganographic systems are protection of information,
Creranorpadus sxone | considered. Skills of hiding information in pictures and audio and video files steganographic resistance; Knows how
creroranaay/ are being formed. to: navigate modern methods of
SS 4305 C)Kypcra  akmapaTThl — KOPFay[blH CTETaHOTpa(UsUIBIK  OMICTEpiHiH embedding information and steganalytic




Creranorpadus u
cTeroaHanus/

SS 4305
Steganography and
steganalysis

MaTeMaTHUKAJIBIK HETi3/IepiH 3epTTey, CTeraHorpadusuIbIK XyHenepai Kypy,
rpaduKajbIK, ayano XoHE aKIapaTThl CTEraHOrpaUsIIbIK €HTi3y SficTepiH
3epTTey, CYPETTEepHIiH, ayauo oHe OeciiHe (alnmapslH TYHMHYCKAIBIFBIH
Tanmay OIICTEpiH 3epTTey Macenenepi  KapacTelphuiansl/B  Kypce
paccMaTpruBarOTCA BOIIPOCHI HU3Y4YCHUA MaTEMAaTHYCCKUX OCHOB
CTeFaHOl"pa(l)I/I‘IeCKI/IX METOLOB3allINThI I/IH(i)OpMaHI/II/I, OCTPOCHUA
CTeFaHOl"pa(l)I/I‘IeCKI/IX CUCTEM, HU3YYCHUA MCTOLOB CTeFaHOFpa(i)I/ILIeCKOFO
BHCAPCHUA rpa(l)nquKof/i, ayano-u I/IH(I)OpMaLIPII/I, N3yuC€HUsA MCETO0B
AQHAJTM3ATIOJTUHHOCTA M300paXkeHui, ayauo -, Bumeodaiinor./The course
deals with the study of the mathematical foundations of steganographic
methods of information protection, the construction of steganographic
systems, the study of methods of steganographic implementation of graphic,
audio and information, the study of methods for analyzing the authenticity of
images, audio, video files.

attacks.  Owns:  constructions  of
steganographic systems and steganalytic
attacks.

ON4/R
04/
LOA4,
ON6/R
o6/
LO6

A) KK 4306
KBaHTTBIK
kpunrorpadus/
KK 4306
KsanToBast
Kkpunrorpadus/
QC 4306
Quantum

Cryptography

b) KKTKP 4306
KBaHTTBIK
kpurrorpadus
TEXHOJIOTUSICBIHBIH
KYPBUIBIMBI MEH
MIPUHIAIITEP/
SOPTKK 4306
CrpyxTypa u
OCHOBHBIE ITPUHIUIIBI
TEXHOJIOTUH KBAaHTOB
oii kpunrorpadun/

SPQCT 4306
Structure and
principles of quantum
cryptography
technology

Kypcra kBaHTTBIK Kpunrorpadus Herizaepi, KpunrorpausuiblK KUITTepi
KBaHTTay [TPUHIMIITEP], OJap/bIH 3aMaHayH KyHenepi, KoTepMe KoHE allbIK
KyHenepae KBAHTTBIK KpuntorpadusiHbIH Tapany Heri3zaepi
KapacThIpbUIabl./ B Kkypce paccMaTpHBaIOTCS OCHOBBI KBaHTOBOM
Kpunrorpaduy, IPUHIUIEI KBAaHTOBAHUS KPUOTOrpaduueckux KiIrodei, nx
COBPEMEHHBIE  CHCTEMBI,  OCHOBBI  PacIpOCTpPAaHEHHS  KBAaHTOBOH
Kkpunrorpaduu B ONTOBBIX U OTKPHITHIX cucremax./The course covers the
basics of quantum cryptography, the principles of quantization of
cryptographic keys, their modern systems, the basics of the spread of quantum
cryptography in wholesale and open systems.

B)"KBaHTTBIK KpHNTOrpadusi TEXHOJIOTHICHIHBIH KYPBUIBIMBI MEH HErisri
NpUHOMOTEPi" TOHIH MEHTepyliH MakcaThl MaTeMaTHKAIbBIK arlapaTieH
KYMBIC icTey, aKHapaTThl KOpFayabl YHBIMIACTHIpYZNa KOJIAHBUIATHIH
KBAHTTBIK JKYWEHIH HEri3rl NPUHIMUNTEPIH Olly, KBaHTTHIK MH(opMaThka
JKOHE KBaHTTBIK aJITOPUTM/IEP IIPUHIMIITEPiHIH HeTi3/epiH, Kpunrorpadusua
Komjany omicrepin Ouny/llens ocBoenust aucummunabl "CTpykTypa u
OCHOBHBIC TPHHLHUIBI TEXHOJOTMH KBAaHTOBOM Kpumrorpaduu" pabora ¢
MaTEeMaTHYECKUM aIlapaToM, 3HaHHE OCHOBHBIX IPUHIUIIOB KBaHTOBOU
CHCTEMBI, IPIMEHAEMOI NIPH OPraHU3aliX 3alIUThl HHYOPMALIUH, BIaJCHHE
OCHOBaMH NPHUHIIMIIOB KBAHTOBOH MHPOPMATUKH U KBAHTOBBIX alTOPUTMOB,
MerofamMu TpuMeHeHust B Kpuntorpadun/The purpose of mastering the
discipline "Structure and basic principles of quantum cryptography
technology" is to work with mathematical apparatus, knowledge of the basic
principles of the quantum system used in the organization of information
security, knowledge of the basics of the principles of quantum computer
science and quantum algorithms, methods of application in cryptography

BK9/ I1IK9/ PC9
KBaHTTBIK KpunrTorpadus Herizaenrex
NPUHLIUNTEPAI, H(pIey MeH HUPIBIK
KONTAHOAHBIH €H MaHBI3IbI KOHE TUITIK
anropuTMaepIi oieni. KBaHTTBIK
kpunrorpadusiia KOJJaHbIIATEIH
MaTeMaTHKAIIbIK aNapaTThH HEeTi3epiH
Oineni. Kpurnrrorpadusiibik
ANTOPUTMICPII Taljgail ajajusl JKOHE
ojapAbl  KoJIaHyra OolaThlH — KaHa
HaKThl JKaFjaitmapra Oelimzeil anajpl

KBaHTTBIK Kpumrorpadusaa
KOJIITAaHBUIATBIH MaTeMaTHKaJIBIK
omicTepIiH  Heri3NiepiH;  KapamaibiM

KBaHTTBIK KPUNTOrpadUsIIbIK ecentepi
IIeNIyie KaXeTTi ecenTey AarIbUIapblH
MeHrepres./ 3HaeT NPUHOMIBL, Ha
KOTOPBIX OCHOBaHa KBaHTOBas
kpunrorpadus, Hambojee BaXXKHBIE U
THUITMYHBIE aNTOPUTMBI MIU(POBAHUA U
OLII. 3HaeT OCHOBBI MaTEMaTHYECKOTO
anmapara, HCIIOIb3YeMOro B KBaHTOBOM
kpunrorpaduu. MoxeT aHAU3HPOBATH
KPUITOAITOPHTMEI U aIallTUPOBATh HX K
HOBBIM KOHKPETHBIM YCIIOBHUSIM,
KOTOpBIE MOTYT OBITH HCITONB30BaHbI.
Brnageer ocHOBaMHM MaTeMaTHYECKHX
METOJIOB, WCIONB3YeMbIX B KBaHTOBOM




KpI/IHTOI‘pa(i)I/II/I; BBIYHUCIINTCIIBHBIMHA
HaBBbIKaMH, H606XOZ[I/IMI)IMI/I JJIA
peuICHuA IMPOCTBIX KBAaHTOBBIX

kpuntorpaduaeckux 3agad./ He knows
the principles on which quantum
cryptography is based, the most
important and typical algorithms of
encryption and digital signature. Knows
the basics of the mathematical apparatus
used in quantum cryptography. Can
analyze cryptographic algorithms and
adapt them to new specific conditions
that can be used. He has the basics of
mathematical methods used in quantum
cryptography;  computational  skills
necessary for solving simple quantum
cryptographic problems.

TpaekTopus 1

ONG6/R
o6/
LO6,
ONT7/R
o7/
LO7,
ONB8/R
o8/
LOS,
ONS5/R
05/
LOS

A) BTK 4307
BynTTsl
TEXHOJIOTHSIIap
Kayirnci3miri/

BOT 4307
besonacHocTs
00JIa4HBIX
TEXHOJIOTHH/

CTS 4307

Cloud technology
security

b) VIK 4307
BupTtyannst
WHPPAKYPBUTEIM
Kayinci3miri

BVI 4307
besonacHocTh BUpTYya
JIBHOM
HHPPACTPYKTYpPBI/
VIS 4307

Virtual infrastructure
security

c) AKN 4307

a) IoHnal OKpITYA OYJITTHI TEXHOIOTHSHBIH HETi31 TY)KbIpbIMIaMajiapbl MEH
KbI3METTEPIH 3€pTTey JKOHEKAyiMCi3AIiriH KaMTaMachl3 €Ty, OYJITThI
TEXHOJIOTUsIApIbl YHBIMIACTHIPY IPUHIMIITEP1,OYITTapFa adybuLaap KoHe
BUPTYaJIU3alMsl KayilCi3AiriH KaMTaMachl3 €Ty 9/1iCTepl KapacThIpbuiajbl. / B
00y4YeHUH M CUUILIMHBI PACCMATPUBAIOTCS OCHOBHBIE KOHLICTILIU U CEPBUCHI
00JaYHBIX TEXHOJOTHH, NMPUHIMIBI OpraHU3alMd OOJAaYHBIX TEXHOJOTHH,
MeTobl o0ecreueHuss 0e30MacHOCTH OOJIAaUHBIX aTak M BHPTYyalu3aluu. ./
The main concepts and services of cloud technologies, the principles of the
organization of cloud technologies, methods of ensuring the security of cloud
attacks and virtualization are considered in the training of the discipline.
b"BupTryanael  MHOPaKyphUIBIM  Kayincizmiri" — TOHI  BHPTYalIbl
TEXHOJIOTHSUIAPABIH KaYIIICI3AITiH KAaMTaMach3 eTyae OuTyl MiHACTTI OYJITTHI
TEXHOJIOTUSHBIH KYPBUIBIMBIH, OJIApABIH KOPFaly NPHHIWOTEPIH, KEMiTiK
xXaTTaManap KayilCi3miriHiH Heri3ri MeXaHW3MIEpPiH 3epTTeyli Makcat
ereni./Jlucimminaa  "besomacHOCTe  BHUpPTYadbHOH — HWH(pacTpyKTypsl"
HaleNeHa Ha M3y4eHHe CTPYKTYPBHI OOJIaYHBIX TEXHOJOTHH, NPHHIUIIOB HX
3alIMIICHHOCTH, OCHOBHBIX  MEXaHH3MOB  0O€30MaCHOCTH  CETEBBIX
MIPOTOKOJIOB, 3HAHME KOTOPHIX 00s3aTEIHHO MpH 0OeCIIeueHIH 0€30IIacHOCTH
BupTyansHBIX TexHoNorui./ The discipline "Security of virtual infrastructure"
aims to study the structure of cloud technologies, the principles of their
protection, the main mechanisms of security of network protocols, which are
mandatory for knowledge in ensuring the security of virtual technologies.
C)byriHari KyHI HEHpPOHIBIK >KeTiiep KApKBIHIBI JaMBIT Kelle >KaTKaH
cananblH Oipi. Kypcra HeHpOHIBIK JKeTiieplli aKmapaTThIK Keayimlci3mik

BK10/ TIK10/ PC10

Bbyir a0 ybUIaPBIH JKOHE
BUPTYaIH3aIIHs MeH OYIITTHI
TEXHOJIOTUsUTAPIbIH Kayilci3airia

KaMTaMachl3 €Ty oJicTepiH  Ouie.
Bupryannpl mammHanapzael naijanany
Ke3iHge OcCaJIBIKTapapl Taba ajagpl
BUPTYaJIZIbl OpPTaHbl KOPFay KypailapblH

KoJIZaHa aJlajipl; OYITTHI
TEXHOJIOTUSLTAPIbIH Kayinci3airia
KaMTaMachI3 eTyIiH CTaH/IapTThI
YCBIHBIMIAPBIH KOJIJJaHa anapl.

Jarasiiaps! Oap: BUpTyanaay xyiHenepin
OpHATy ’KoHE BHUPTYyaJIAbl MallMHaIapaa
xymbic icrey (VMWare, Virtual Box,
Hyper-V xome T. 0.); OYITTH
CepBUCTEP i Kayirnci3 naiinanany
(Google, Azure, Amazon xoHe T. 0.);
BHUPTYaJAbl M(pIIaHFaH AUCKiHI JKacay
(TrueCrypt, BoxCryptor); BHPTYyaImbI
MalrHajJapra a0 ybUT B
MoOJIenbAey/3HaeT aTakd Ha obOlaka u
MeTonbl obecrieueHUss OE30MaCHOCTH
BUPTYyaJIN3AIAN u 00J1auHBIX




AKNapaTThIK
Kayinci3miKTeri
HeMpoTexHoIorusIap
NIB 4307
Hetiporexnomnoruu B
nH(popManOHHOH
6€30IacHOCTH

NIS 4307
Neurotechnologies in
information security
(MuHOp, minor)

camackl ~ OOMBIHIIA  KOJJAHBUTY  MYMKIHIIKTEpl  KapacThIPbUIaJbL.
HelipoTexHONMOTHsUIIBIK KAyYIIICI3iK HEeri3/epiMeH, KYMBIC PHHIMNTEPIMEH
TaHpica anajpl./CerofiHsl HEWPOHHBIC CETH SBIISIOTCS OJHOH M3 CaMBbIX
ObIcTpopacTymuX oTpaciied. B Kypce paccMaTtpuBaloTCs BO3MOXKHOCTH
TIPUMEHEHHs] HEHPOHHBIX ceTell B 001acTi MH(OPMAaIMOHHOW O0€301acHOCTH.
MokeT 03HaAKOMHTBCS C OCHOBAMHU HEHPOTEXHOJIOIMYECKOH Oe30MacHOCTH,
npuHinamu padotsl./ Today, neural networks are one of the fastest growing
industries. The course examines the possibilities of using neural networks in
the field of information security. Can get acquainted with the basics of
neurotechnological security, the principles of operation.

TEXHOJIOTHil. Vwmeer: HaXOJUTh
YA3BUMOCTH Inpu HUCII0JIb30BaHUU
BUPTYAJIbHBIX MAIllWH; IOJb30BATHCA
Cpe€aCcTBaMU 3allIMThl BUPTYAJIbHBIX CPEI;
MPUMEHATH CTAHAAPTHBIC PCKOMCHAalINN
oOecrieueHHss OE30MacHOCTH O0JAYHBIX
TexXHOJI0rui. ViIMeeT HaBBIKH: YCTaHOBKH
CHUCTEM BUpPTYyallu3aluu H pa6OTLI Ha
BUPTyaNbHBIX ~ MamumHax (VMWare,
Virtual Box, Hyper-V u 1p.);
0€e30acHOro0 MCIOIb30BaHUs 00JauyHbBIX
cepeucoB (Google, Azure, Amazon u
Ip.); CO3/1aHuUs BHUPTYaJIbHOTO
sammdpoannoro jaucka (TrueCrypt,
BoxCryptor); MonenpoBaHusl aTaku Ha
BUPTYyaJbHble MaluuHbl./Knows attacks
on clouds and methods of ensuring the
security of virtualization and cloud
technologies. He is able to: use virtual
environment protection tools; apply
standard cloud technology security
recommendations. Has the skills to:
install virtualization systems and work on
virtual machines (VMware, Virtual Box,
Hyper-V, etc.); secure use of cloud
services (Google, Azure, Amazon, etc.);
creation of a virtual encrypted disk
(TrueCrypt, BoxCryptor); simulation of
an attack on virtual machines

TpaexTopus 2

ON5/R | a) KMKA 4307 A) TloHai MeHrepyIiH MakKcaThl Kayilci3 MOOHIbII KOCBIMIIAIapasl KYPY BK10/ IIK10/ PC10
o5/ Kayirciz mobunbai OarpITeIHAA OlTiM Oepy Gombin Tabpaabl. KypeTsr urepy kesinme MoOmIbai Kayimcizs  mMoOmipai  KOCBIMIIaTapAbI
LO5 KOCBIMIIIaJiap KOCBIMIIIANIapApl 93ipIeydiH HETI3Ti KypajJapblH MPaKTHKAIBIK KOJAaHY, JKOHE ~ ONapIplH  MailalmaHyIIBUIBIK
ON8/R | a3ipmey/ OJIApJbIH KAYIICI3IriH KaMTaMachl3 €Ty YIIiH Taigay *Kyprily, KOpFaHbIC uHTepdeiictepin  xkobanay, a3ipiey,
o8/ RBMP 4307 TETIKTEpiH  TUiMAI  maiimanaHy  KapactbipbutFa./Ilensio  ocBoeHuMs JKOHJCY — NPHUHIUNTEPIH,  MOOHIBI
LO8 Pa3pabotka TUCIIATUIMHBI SBIISIETCS 00pa30BaHUE B HANPABICHUN CO3JIAHUS 0E30IacHBIX KOCBIMIITaHBIH eMIpITiK UKITIHIH
ON7/R | 6e3omacHbIX MOOWIIBHBIX TpwiokeHWd. [Ipu ocBoeHMM Kypca MpeaycMaTpUBaeTCs 3aHIBUIBIKTapbIH Olteni. laimamanymsr
o7/ MOOHMITEHBIX MIPAKTHIECKOE HMCIIOIH30BAHNE OCHOBHBIX CPENICTB Pa3pabOTKH MOOMIIEHBIX uHTEepeicTepiH  xobamayapl  JKOHE
LO7™" | mpumoennit/ MIPUJIOKECHUH, TIPOBEICHIE aHAIN3A C IO 00eCTIeYeHHUs HX O€30MaCHOCTH, OarmapiaManaypl, JKYMBIC Carachl MEH
or DSMA 4307 3¢ pEeKTUBHOE HCIMONB30BAHUE 3aIIUTHBIX MexaHu3smoB./, The purpose of MOOWJIIB L KOCBIMIIIAAPIbIH
Developing secure mastering the discipline is education in the direction of creating secure mobile Kayinci3iria Oarayaysl Oineni.
mobile apps applications. When mastering the course, the practical use of the main means Kayinci3  MoOmibIi  KOCHIMIIANAPABI




b) MKKKE 4307
MoOuibi
KOCBIMIIIaIapAbIH
Kayinci3airin
KaMTaMachI3 eTy/
OBMP 4307
OOGecmieuenue
0e30macHOCTH
MOOMJIBHBIX
TIPUIIOKEHUH/
SMA 4307
Security of mobile
applications

C) KN 4307
Kayincizaik
HelpornakerTepi
NB 4307
Hetliponakersl
0e30I1acHOCTH

NS 4307
Neuropackages of
security

(MuHOp, Minor)

of developing mobile applications, conducting an analysis to ensure their
safety, and the effective use of protective mechanisms is provided.

B) MoOunbai KochIMIIaNapabplH KayilcCi3AiriH KaMTaMachl3 €Ty Macereci
OyTiHTi KYHI ©3eKTi Oonbin TaObutaabl. [ToHII MeHrepy Ke3iHme MOOMIIBIIK
KOChIMIIIaJlap MEH MOOWJIBAIK KYPBUIFBUIAPABIH KAayiICi3AiriHe BIKTUMal
mabybUIIApABIH aJbIH ally, KOpFay TETIKTEpiH 3epieney *oHe KOJIaHy,
OCaJIIBIKKa Tekcepy Mocenenepi  Kapamamsl/[Ipobaema  obecrieueHus
6e30MacHOCTH  MOOHJIBHBIX TMPUJIOKEHHH SBISETCS AaKTyalbHOW Ha
CErOMHSANIHMKA JIeHb. [IpM OCBOCHHWH JUCIUIUIMHBI PACCMATPHUBAIOTCS
BOMPOCHI TIPEYTNPEK/ICHHS BO3MOXKHBIX aTak Ha 6€30MacHOCTh MOOMIIBHBIX
OPHIOKCHUIH 1 MOOUIIBHBIX YCTPOWUCTB, M3YICHHS M TIPUMEHEHUS 3aIUTHBIX
MEXaHU3MOB, IPOBEPKH Ha ys3BuMocTh/ The problem of ensuring the security
of mobile applications is relevant today. When mastering the discipline, the
issues of preventing possible attacks on the security of mobile applications
and mobile devices, studying and applying protective mechanisms, checking
for vulnerability are considered

C) Kypctel wrepyne akmapaTThIK —KayiNCI3[IKTI KaMTaMachl3 €Ty
TYPFBICBIHIIA HEWPOHIBIK JKEJl TEeXHOJOTUSUIAPBIHBIH MYMKIHAIKTEpiH
KapacTelpy, KayillCi3[iKTiH HEHpOMaKeTTepiH KOJNJaHy MYMKIHAIKTepiH
3epTTey Macenenepi TankpiiaHaabl / [Ipu ocBoeHMM Kypca oOCYKIaroTcs
BOIPOCHI PACCMOTPEHHS BO3MOKHOCTEH HEHPOHHBIX CETEBBIX TEXHOJIOIUI B
KOHTEKCTe oOecriedeHuss WH(OpMAIMOHHONH O0e30MacHOCTH, H3y4aloTCs
BO3MOJKHOCTH NPUMEHEHHUs HeliponakeToB Oe3onacHocT / When mastering
the course, the issues of considering the possibilities of neural network
technologies in the context of information security are discussed, the
possibilities of using neural security packages are studied

Kobanay >KoHe d3ipiiey JarIbUIapbIHa
ne./

3HaeT TMIPUHIUIIBI IIPOCKTHUPOBAHUS,
pa3paboOTKH,  OTIaAKH  OE30MaCHBIX
MOOMIIBHBIX HpI/IJ'IO)KeHI/Iﬁ u ux
MOIL30BaTEIbCKUX UHTEp(EHCcoB;
3aKOHOMCPHOCTH JKU3HCHHOI'0 IUKJIa
MOOWJILHOTO  TPWIOKEHHS.  YMeeT
MMPpOCKTHUPOBATL U  MPOrpaMMHpPOBATDH
MOJI30BATEIbCKUE uHTepheichl,
OLICHUBAThH Ka4yeCTBO pa6OTLI u
0e30MmacHOCTh MOOMIIBHBIX TIPHIIOKEHHH.
Mmeer HaBBIKM IIPOEKTUPOBAHUSA U
pa3paboTku  Oe30MacHBIX MOOHIIBHBIX
npwiokenuit. / Knows the principles of
design, development, debugging of
secure mobile applications and their user
interfaces; patterns of the life cycle of a
mobile application. He is able to design
and program user interfaces, evaluate the
quality of work and security of mobile
applications. Has skills in designing and
developing secure mobile applications.

HelipoHIpIK JKenmiiepaiH —aKnapaTThIK

KayiIcCi3iKTi KaMTaMachbl3 ery
MYMKiHAiKTepiH Oineni. Heiiponaker
KEIICHAEPIMEH  KYMBIC JAFJBICHIH

urepreH. Kayinci3aik HeWpornakeTTepin
KoJijaHa Oineni./3HaeT BO3MOXKHOCTH
HEHPOHHBIX CeTeld g obOecredeHus
nH(pOpMaLIMOHHOM 0e30macHOCTH.
Bmaneer  HaBelIkamMum ~ paboTBI ¢
HEHUPONAaKETHBIMU KOMIUIEKCAMU. YMEET
TIOJIB30BATHCS 6e30macHBIMH
Herponakeramu./Knows the capabilities
of neural networks to ensure information
security. He has mastered the skills of
working with neuropacket complexes.
Knows how to use safety neuropackets.

Bcero: 32

KacinTik npaktuka/ IlpouzBoacreenHas npaktuka/ Manufacturing practice




ON2/R | OT 1201 Barnapiamanay texHomorusicel, AKT moHzmepi OOWBIHIIA TEOPHSUIBIK AK/CK/SC
02/ Oky npakTuka OumiMAepiH TBICHIKTaWABI, Teperaereni/ (0o0maer wuW  yrayomseT Bonamak Kocion KBI3METIIEH
LO2 UP 1201 TEOpPETUYECKUE 3HAHUS 110 NUCHUIUIMHAM: TeXHOIOrus IporpaMMUpPOBaHHUS, OadimanbicTel  Oenriymi Olp  JKyMBIC
VYuebOHas mpakTHKa UKT/ Generalizes and deepens the theoretical knowledge in the following TYpJiepiH OpBIHIAY MPOLIECIHE
EP 1201 disciplines: software engineering, MPaKTHKAJIBIK JlaFAbLIapabl,
Educational practice | Barmapnamanay eceOiHiH HOTWKENEpiHE — capamTama Kacaimpl, Tanjgay KY3BIPETTUTIKTI KaJbINTACTHIPY, OCKITY,
Kyprizen, Oaranaipl/ [IpoBoaur aHaJus, OLICHKY 3a7a4 nIambITy /DopMupoBaHue, 3aKpeIUicHHE,
nporpamvupoBanust/ Analyzes and evaluates the results of specific project pa3BUTHE  MPAKTHYCCKHX  HABBHIKOB,
and design studies of programming tasks KOMITETEHIIMH B MPOLIECCE BBIMOTHEHUS
OTpeIeTICHHBIX BUIOB PaboT, CBSI3aHHBIX
c Oymymien npodheCCHOHATTEHON
JIeATENbHOCTHIO/ Formation,
consolidation, development of practical
skills, competencies in the process of
performing certain types of work related

to future professional activities

ON4R | OP 2202 KocinopsiHnmap MeH wmekemenepzaeri AT anaTelH OpHBIH, aTKapaTbhiH AK/ CK/SC
04/ OHJIpICTIK NpakTHKa | KbI3METTEpiH TepeH 3eprreiini, »xaHa AT Tuimai mnaiinananyra Bbonamak KoCiOH KbI3METIIEH
LO4 PP 2202 MalllBIKTaHAbl JKOHE KayIICI3[IK TEXHOJIOTHsUIApbl MEH KypallapbIMeH OaidinanbicTel  Oenrimi  Olp  JKyMBbIC
[IpousBoncTBeHHas TaHbICA/IbI, OJIAP/IbI )KY3ere achIpy/a ic-TaxKiprbe )KuHaKTai b/ Y riyOneHHo TYpJiepiH OpbIHIAY MPOLIECIHAC
MpaKTHKa uzydaer Mecro U Qynkuun WUT Ha mnpeanpusTusx W B YUPEKACHUSX, MPAKTHKAJIBIK JIaFAbLIap b,
MP 2202 obyuaercsi addexTrBHOMY HcTonb30BaHUI0 HOBbIX MT W 3HakoMuTcs ¢ KY3BIPETTLIIKTI KaJBINTACTBIPY, OEKiTY,
Manufacturing TEXHOJIOTHSIMA M CPEACTBAMH OE30MACHOCTH, NPHOOPETAeT OMBIT HX Jnambity /DopMupoBaHue, 3aKpeIlieHue,
practice peanuzanmu/In-depth study of the place and functions of it in enterprises and pa3BUTHE  TPAKTHYCCKHX  HABBIKOB,
institutions, get acquainted with the effective use of new it, get acquainted KOMIIETEHIMI B TIPOIIECCEe BBIMTONHECHHS
with security technologies and tools, gain experience in their implementation OIpeIeJICHHBIX BUIOB paboT, CBSI3aHHBIX
c Oymymiei npodeccroHanbHON
JIEITENBHOCTBIO/ Formation,
consolidation, development of practical
skills, competencies in the process of
performing certain types of work related

to future professional activities

ON5/R | OP 3203 MamaHnaHaplpy TOHJIEpl OOMBIHINIA >KUHAKTAFAaH TEOPHSUIBIK OLTiMaepiH AK/ CK/ SC
05/ OHIIPICTIK TpakTHKa | MBICHIKTaWABl KoHEe TepeHzeremi. Owmipicrerii AT-H  Kayincizmik [IpaxTuka Ga3zasapbIHIAFbI
LO5, PP 3203 JICHTeHIIepiH  3epTTei/ll, KOpPFaHBIC IapajapblH JKETUIAIPYy, HBIFAHTyFa KOJIITaHBICTAFbI aKIMapaTThIK
ONG6/R | TIpousBoiCTBEHHAS MamibIKTaHamel.  JKyienep MeH IKeliiep KayIliCi3[Oiriie MOHHTOPHHT TEXHONOTHSIAD  KBI3METIH  3epaeney
o6/ MIPaKTHKA JKYpTi3eni, ocall TYCTapAbl aHBIKTAHIbI HETI31H/Ie JKaJIbl KOCINTIK KOHE apHaiibl
LO6 MP 3203 OtpaboTaer © YrayOMT TEOPETHUYECKHE 3HAHMWS, HAKOIUICHHBIC [0 MOHJEPI OKY Ke3iHJe ajbIHFaH Olmiml
Manufacturing TUCIUIUIMHAM crnenuanu3anun. M3ydaer ypoenb OezomacHoctn UT Ha OekiTy, KEHEWTy, TepeHIeTy JKOHe
practice MPOU3BOJICTBE, TPEHUPYETCS B COBEPIICHCTBOBAHNH, YKPEIUICHUH 3AIIUTHBIX Kyileney, COHAal-ak  MPaKTHKAJIBIK
Mep. IIpoBOAMT MOHUTOPHHT O€30IaCHOCTH CHCTEM W CeTei, BBISBISCT JaFmpulap  MEH  KY3BIpeTTUTiKTepai
YS3BUMOCTH/ MeHrepy/3akpeivieHie,  paclIupeHue,




Develops and deepens the accumulated theoretical knowledge in the
disciplines of specialization. Studies the levels of safety of it in production,
trains in improving and strengthening protective measures. Monitors the
security of systems and networks, identifies vulnerabilities

yrﬂy6J'I€HI/I€ 1 cucTeMaru3anus 3HaHHI7[,
TMOJTYYCHHBIX Inpu HN3Y4YCHUUN
obmrenpogecCHOHaTBHBIX u
ClieMaJIbHbIX JUCHUIVIMH Ha OCHOBC
HU3Y4YCHUA JCATCIIBHOCTHU
CyHIECTBYHOIUX I/IH(I)OpMaHI/IOHHLIX
TEXHOJIOrUH Ha Oa3zax MpaKTHUKH, a TAKKC
OBJIaICHNUE MTPAKTUYCCKMMU HaBbIKAMU 1
kommeTeHusMu/Consolidation,
expansion, deepening and
systematization of knowledge gained in
the study of General and special
disciplines on the basis of the study of
existing information technologies on the
basis of practice, as well as practical
skills and competencies

ON7/R
o7/
LO7
ONB8/R
os/
LO8

KP4301

OHuipicTik HEMece
JUIIOMAJIIBI
MpakTHKa /
[IpousBoncrBeHHas
nm PP4301
[Ipenauruiomuas
npaktika/ MP4301
Production or pre-
graduate practice

[IporpamMma KocimopbIHIAp MEH Mekemenepaeri Kasipri Tadmarbl AT
aKnapaTThlH KayillCi3ifiriH KaMTaMachl3 €Ty MaKCaTbhIH/a )KOHE JTUIIIOMJIBIK
KYMBIC(k00a) TaKbIPhIObIHA COWKEC akmapaT KOpFay >KOHE aKIapaTThIK
Kayinci3AikTi  KamMTaMachl3  €Tyre  MallbIKTaHABIPYIbI,  IiC-TokKipube
KUHaKTayasl Makcat ereni./[Iporpamma HaleneHa Ha npuoOpeTeHue
NPaKTHYECKOr0 OMbITAa, NPAKTHKY 3aluThl MHGOpPMALUK W OOecredeHus
UH(OPMALIMOHHOM 0E30MaCHOCTH B COOTBETCTBHU C TEMATHKOM TUILLIOMHOMN
pabotbi(ipoekTa) M B LEIsIX oOecrieueHuss Oe30macHocTH WH(OpMaLUH
coBpemeHHbIX UT Ha npeanpusatusx u B yupexaeHusx./The program aims to
gain experience in providing information protection and information security
in order to ensure the security of information by modern information
technologies in enterprises and institutions
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BK/ IIK/ PC
MekeMeneri KOIMBIOTEPIIIK aKMapaTThIK
KYHEHIH Kayllci3oik AeHreiiH 3eprren
Oinmenmi, Kayinci3miKTi KamTamachl3 €Ty
HEMece OHBblI JKETUIAipy  OapbichiHIA
aTKAphUIATBIH  JKYMBICTapFa  Tajjay
)kacail amaapl. MekeMene OekiTiirex
akmnapar KOpFay KyHeciH,
KOH(MICHIINAII B aKnapaTThlg
PYKCAaTChl3  KOJJIAHBUTYBIHBIH  aJJIbIH
anyra 0alnaHbICThI
YHBIMIACTHIPBLUIATHIH ic-1apanap/sl
JKYPrizy — KeUIeHAEPIHMEH  JKYMBIC
JKacayra KaOuieTTi. /YMeeT uccienoBarhb
YPOBEHb OE€30MacHOCTH KOMITbIOTEPHON
nH(pOpMaLIMOHHOM CHCTEMBI B
YUPEXKICHUH, aHAIM3UPOBATh pPadoTy,
BBIMOJHSAEMYIO B MPOLIecce 00eCeUeHuU s

0e30IaCHOCTH WU ee
COBEPIIICHCTBOBAHMSL. Criocoben
paborats c CHCTEMOI 3aIATEL
uHpopmanuu, YTBEPIKICHHOMN B
YUPEKICHUH, KOMILICKCAMH MPOBEICHHUS
MEPOIPHUSITHH, CBSI3aHHBIX c
MpeI0TBpAICHIEM

HCCAHKIIMOHMPOBAHHOI'O UCIOJIb30BAHUA




KoH(puIeHNmanpHo  wHpopMarmu./Is
able to study the level of security of the
Computer Information System in the
institution, analyze the work carried out
in the process of ensuring security or
improving it. Capable of working with
the information protection system
established in the institution, complexes
of organized measures to prevent
unauthorized use of confidential

information
Bcero: 25
MoayJab HTOTOBOIi aTTeCTAIIMI
ON1/R | KA JurioMapIK  KYMBICTBI (5k0OaHbI) jka3zy jKOHE KOpFay HeMece KelleH[| 12
o1/ 1A eMTUXaHFa JaibIHaIy MEH TaIlchIpy
LO1- FC Hamucanue u 3aluThl AUIUIOMHOrO TpoeKkTa (paboThl) WM MOArOTOBKA U
ON8/R clladya KOMIUIEKCHOTO 9K3aMeHa
o8/ Writing and defending a diploma prolect (work) or preparing a
LO8 comprehensive exam
Bcero: 12
HUTOI'O: 240
Eckepry/Ilpumeuyanue:

1. bimim amy Tpaekropusicer Nel: KommbroTepiik xyiienep MeH xeninepaid Kayincizairi / O6pasoBarensHas Tpaekropus Nel: bezomacHocTs
KOMIIBIOTEPHBIX cucTeM u cereil Educational trajectory Nel: Security of computer systems and networks

2. Binim anmy Tpaektopusicel No2: AKnapaTTsl Kpunrorpadusuibik Kopray/O0pa3oBaTenbHas Tpacktopus Ne2: Kpunrorpadudeckas 3amura
undopmarun/ Educational trajectory Ne2: Cryptographic protection of information

3. Minor 6armaprmamacer: Kayinci3ik canaceiaia HeHpOHIBIK KeTUTIK TEXHONOTHsIIapapl Komany / Minor mporpamma: [IpruMeHenre HelpoceTeBhIX
TexHOMOruu B chepe 6e3omacHoctu / Minor program: Application of neural network technologies in the field of security




Koceimmna 4/ Ipunosxenue 4/ Appendix 4

OKbITY HOTU/KEJIEPI/ PE3YJIbTATbBI OBYUEHUS/
(MonyJabaep 00ibIHIIA KAJBINTACATHIH OKBITY HITHIKeEJIEPi)

OKbITY Moaynab Mopnyab 60HBIHIIA OKBITY HITHKeCH/ Mopayanb GolibiHIIA MTIHAEp aTaybl/ HanMeHnoBaHue
HOTHEIKE araybl/ Pe3yabTaThl 00yYeHHs IO MOTYJTIO AU CUHUILTMH MOTYJISI
ci/ HaumenoBanme
Pe3yanb MOYJIfA
TAThI
o0yueH
usi
ON/RO/L | Oneymerrik- ON1/RO1/LO1. XKapaTbulbICTaHYy-FbIIBIMH, T'YMaHUTAPJIbIK, | OJEyMETTIK-cascaTTany OutiM Moayii /Moayib
0O1 MOIEHU QJIEyMETIK-3KOHOMHUKAJIBIK, KACIMKePITiK,5KOJIOTHSUTBIK, | COI[MATBHO-TIONUTHYECKHUX 3HaHuit / Socio-political
oimimi/Cormans | Gimimmepmi, — Tipmrnik — Kayimeismiri  momenumeri  men | knowledge module, Kasak(opsic)rini, /Kazaxckuit
HO-KYJIbTYPHBIC | KONIOACIHIBIIBIK KacuerTepai Typii canmamapaa komgany | (Pycckwii) si3bik, [leren Tini/IHOCTpaHHBIH S3BIK,
3HAHUS KaOimeTTimiri MCH nmaveHeFbH | Kasakcran tapuxsl/ Mcropus Kasaxcrana,
kepcery/IIponeMOHCTPUPOBATh CIIOCOOHOCTh W TOTOBHOCTH | duiocodus/Ddumocodust
MIPUMEHSITh €CTECTBEHHOHAYYHEIE, ryMaHHuTapHeie, | Moaynb Dkosorus u oxpana Tpyna (OCHOBBI DKOJIOTHHU U
COIMAITbHO-9KOHOMHYECKHE, MPEANPUHUMATENBCKUE, | YCTOWYMBOTO Pa3BUTHS, OXPaHbI TpyAa 1 O€30MacHOCTH
9KOJIOTHYECKUE 3HaHMUS, KYIbTYPY 0€30MacHOCTH | JKU3HENEITeNbHOCTH ), KombacnbuibK xKoHe

KUBHCOACATCIIBPHOCT W JIMACPCKUE Kady€CTBAa B pPa3IMYHBIX
cdepax/Demonstrate the ability and willingness to apply
natural science, humanities, socio-economic, entrepreneurial,
environmental knowledge, life safety culture and leadership
qualities in various fields

MHHOBAIMsUIap Il KaObutaay/JIumepceTBo u
BOCIIPHMMYHBOCTH HHHOBAITNH, KYKBIK yKoHEe chi0aiinac
JKEMKOPJIBIKKA KapChl MOJICHHET HETi3mepi

/OCHOBBI ITpaBa U AHTUKOPPYIIIMOHHON KYJIBTYPHI,
DKOHOMHKA JKOHE OMIPTIPIILTIK Kayirnci3airi Herizaepi,
OCHOBBI 5KOHOMUKH U 0€30T1TaCHOCTH
JKU3HEACATEIbHOCTH

DKOJIOTHS JKOHE TYPAKTHI JaMy, KOCIKepITik/ DKOIOTHs 1
YCTOMYMBOE pa3BUTHE, IPEIITPHHUMATEIHCTBO,
AKIMapaTThIK-KOMMYHUKAIUSITBIK TEXHOIOTHSIIAp /
NudbopmarimoHHO-KOMMYHHUKAIIMOHHBIE TEXHOJIOTHH,
Marematuka, ®usuka LII, bIkrumanasikTap Teopuschbl
JKOHE MaTeMaTHUKAIBIK CTaTUCTHKA/ T eopust BeposiTHOCTEN
Y MaTeMaTH4ecKas CTaTHCTUKa, J{MCKperTi MaTeMaTHka/
Juckpernas maremaTtuka, AKmapaT Teopuscel/Teopus
uHpopmarun, Konray teopusicel/ Teopus kogupoBaHus,




DOKOHOMHKA KOHE OHAIPICTI YHBIMIACTRIPY/ DKOHOMHUKA U
opraHusanus npou3BoAcTBa, L{udpisl cxemoTexHuKa
/Ilndpopas cxeMOTexXHUKA

ON/RO/L | IIponenestuka/ | ON2/RO2/LO2. Komnbrorepiik KkyiienepaiH 3ieMeHTTiK | OKy npaktukachl/YyeOHas mpakTuka, Linux

02 [IponeneBTnka/ | Gazachl, apXUTEKTYpachl, ONEPAlMSIIBIK XKYHenepi, sKenitiepi | onmepanusibIK xxyieci/ OnepaliioHHbIe CUCTeMBl Linux,
JKOHE  ONapAblH  Kayilci3mirin  yiesIMaacTeipy  skoHe | Kommbro-Tepitik skemiep jkoHe TeleKOMMyHUKaIus/
KaMTaMachl3 ery, omepanusuiblk kyienepain, JKBX | KommbroTepHble CeTH U TEICKOMMYHHKA-IIMHA, AKIapaTThl
Kayilci3/IiK cascaThlH OamnTay, aKnapaTThl XKoHE aKHapaTThIK | KOPFayIblH KpUIITOrpa-QUsibIK aicTepi/
mporecTepai KOpFrayfa apHaJiFaH Oarnapiamanay | Kpunrorpaduieckrie METOIbI 3aUTH HHQOpMAIAH/
TEXHOJIOTUSCH/JleMOHCTPUPOBATh 3HaHHWS 00 3JeMeHTHOH | JlepekTep KOphIH YHBIMIACTHIPY, OacKapy *oHe Kopray/
0a3e, apXUTEKTYDE, orepaluoHHBIX cucremax | OpraHusainus, ynpaBieHHe U 3a1uTa 0a3 JaHHBIX,
KOMIIBIOTEPHBIX ~ CHUCTeM, ceTell W opranmzanud W | Windows oneparus-jibIK )KyHelepiHiH Kayinci3iri/
obecrieueHNr WX 0E30MACHOCTH, HACTPOMKE MOJMUTUKU | be3ornac-HOCTh ONepaliMOHHbBIX CHCTEM CeMeicTBa
oe3omacHocTH ornepaionHbix cucteM, CYBJI, Texnonorusx | Windows, Linux opTachIHbIH KayilcCi3aik
M METO/ax MPOrpaMMHPOBAHUS JJIs 3allUThl HHGOpMalKK U | xyiheci/CructeMa 6e3omacHocTy cpenbl Linux,
nHdopMarmonHbIx mporeccos/Demonstrate knowledge about | TenekoOMMyHHKAITUSUIBIK JKYHenep-Aeri aknapaTThl
the element base, architecture, operating systems of computer | koprayasie Kpumtorpa-GpusIBIK omicTepi/
systems, networks and organizations and ensuring their | Kpunrorpadudeckie MeToabl 3aUThH HHGOPMAIHH B
security, setting up the security policy of operating systems, | TeaexoM-MyHHKAIIMOHHBIX crcTeMaX, KOMITbIOTEpITiK
DBMS, programming technologies and methods to protect | sxyiienep MeH *xeiep Kayirci3airine aKiM-ImiTiK
information and information processes eTy/ AIIMHHHICTPHUPOBaHKE O€30I1aC-HOCTH KOMITBIOTEPHBIX

cucteM u cerelt, ChIMCHI3 JKeniiep Kayinci3airi/
be3omacHoCTs OECTIPOBOIHBIX CETEH,
ON/RO/L | Ba3zanbIx ON3/RO3/LO3.  KYKBIKTBIK  HETI3IUTINH,  OKIMIIUTK- | AKIapaTThIK KayilcCi3aiKTi KYKBIKTHIK perTey/IIpaBoBoe
03 Oimim/bazoBbie 0acKapyIIbUIBIK JKOHE TEXHUKAJBIK ICKE aCHIPBUIYBIH JKOHE | peryinpoBaHre MHPOPMAIMOHHON 0€30MacHOCTH
3HAHUS 9KOHOMUKAJIBIK, OPBIHABLIBIFBIH €CKEPEe OTBIPHIN, aKMapaTTHK | AKIapaTTHIK KayINCi3aiK HeTi3nepi,

KayilCi3mik >KeHIHAErl mapaiap KeIIeHIH KaJbIITacThIpy
KaOireriHe We; aKmapaTThIK Kayilci3mik KeHIHAET] mapanap
KEIIeHIH OpBIHAAYAbl YHBIMIACTBIPYFa JKOHE KOJIJayFa,
MIEMIUIeTiH MIHIETTep MEH KOpray OOBEKTIiCiHiH YHBIMIIBIK
KYPBUIBIMBIH, CBIPTKBI 9CEpIIEpIi, BIKTUMAI KaTepiepi )KoHe
aKmaparThl KOpFay TEXHOJOTHSUIAPBIHBIH JaMy JCHTeHiH
€cKepe OTBIPBIN, OJapAbl iCKe achlpy IpOIECiH Oackapyra
KaOirerti./ Bmameer cmocoOHOCTEIO (hOpMUPOBATH KOMILIEKC
Mep 1O WH(POPMAIMOHHOW OE30MacHOCTH C YYETOM €ro

HpaBOBOﬁ OGOCHOBaHHOCTI/I, AJIMUHUCTPATUBHO-
ynpaBﬂqueCKoﬁ nu TEXHUYCCKOMN PCaIN3yeMOCTHU nu
SKOHOMUYCCKOH HCHCCOO6pa3HOCTI/I; crioco0eH

OCHOBBI nHpOPMAITHOHHOH 0€30ITacHOCTH,,
KoMmmbroTepiik  akmapaTTsl KOpFay TEXHOJOTHSUIAPHI,
AKMapaTThIK KHOEpKayIlCi3aiK ToyeKenaepin dackapy
Ympasnenue puckamu HHPOPMAIMOHHON KubepOe3onacH
OCTH, AKMapaTThl TeXHUKAJbIK Kopray/ TexHudeckas
3amuTa nH}popManun




OpPraHu30BbIBATL M MOAACPKUBATH BBINTOJIHCHHUEC KOMILJICKCA
Mep 1O UH(OPMAIMOHHOW OE30MaCHOCTH, VYIPABIATh
IIPOLIECCOM HX peajM3allid C YYE€TOM pEIIaeMBIX 3aJad U
OpPTraHM3aIMOHHON CTPYKTYPbl OOBEKTa 3allUThl, BHEIIHUX
BO3JCHCTBUIN, BEPOATHBIX YIpo3 U YPOBHS Ppa3BUTHUA
TexHoNorui 3amutel nHpopmaruu./Has the ability to form a
complex of measures for information security with regard to
its legal sufficiency, administrative and technical feasibility
and economic feasibility; able to organize and support the
implementation of complex of measures for information
security, to manage the process of their implementation taking
into account tasks and organizational structure of object of
protection, external influences, possible threats and the level
of development of information protection technology.

ON/RO/L
04

Ipremi
ouriM/DyHname
HTaJIbHBIC
3HaHUSA/

ON4/R0O4/LO4. Kpunrorpadusuiblk KinTTepai, mudpiay st
Oackapy, BUpycKa Kapchl OarmapiaMaliblK KaMTaMmachl3 eyl
OKIMIIIIICHAIPY, XYWCHIH CepBEpiiK OeiriH OpHATy JKOHE
Oanray, KemiapajblK SKpaHIbl KOH(HUI'ypalusiay KOHE
OanTay *oHe KHOEpKayilCI3MIKTI KaMTaMachl3 €Ty OONBIHIIA
Oacka ma ic-mapanapasl YABIMIACTBIPY. AKNApaTTHIK
KayilCi3MiK OKUFaJIapeIH Oackapy »yWeciH, OachIll Kipyi
aHBIKTay/O0ONmapIpMay OKyWeciH ©Oackapy, OKWFramap MeH
WHIUIECHTTEPI1 OaKpIIay / YrpasieHue
KpHTITOrpaQuIecKuMu KITFOUaMH, G POBAHUEM,
aJMUHUACTpUpOBaHWEe aHTHUBUpycHOro IIO, ycranoBka u
HAaCTpPOIKa CepBEPHON YaCTH CUCTEMBI, KOH(OUTYPHPOBAHHE 1
HACTpOiiKa MEKCETEeBOr0 IKpaHa M OpraHM3alds IPYTUX

MeponpuaATHii 1o  obecredeHut0  KuOepOe30MacHOCTH.
AIIMMHUCTPUPOBAHUE CHCTEMBI YIPABICHUS COOBITHAMH
rH(}OpMaIMOHHOMI 0e3onacHOCTH, CUCTEMBI

O0HapYKEHUS/TIPEOTBPAIIIEHUST BTOPKEHUH, MOHUTOPUHT
cooprtuii m mHIMIeHTOB/ Cryptographic key management,
encryption, administration of antivirus software, installation
and configuration of the server part of the system,
configuration and configuration of the firewall and
organization of other measures to ensure cybersecurity.
Administration of the information security event management

Bruomerpusuibik TexHosIorusu1ap/ buomerpuyeckue
TexHoyoruu, KpunrorpadusuibiK aJropuTMaep i Tajuaay
KoHE a3ipiiey/ AHaIu3 U pa3padboTKa U
KpUNTOrpaduueckux alropuTMOB, AKIIAPATTHIK
KayINICI3MIK KypalgapblH CTAaHAApTTAY KOHE
ceprudukarray/

Cranmaptusanys U cepTuGUKaIys CpeacTB
nHpOpMaITmoHHON Oe30macHoCTH, KBaHTTHIK
kpunirorpadus/KsanroBas kpunrorpadus,
Kubepkayinciznikri 6ackapy/ Y nmpasienue
KrOepOe30ITacHOCTRIO




system, intrusion detection/prevention systems, monitoring of
events and incidents

ON/RO/L | ApHnaiibt ON5/RO5/LO5. Kyitenik, konmanOansl jkoHe apHaiibl | C++ opTackinaa nporpammainay / [IporpamMmmupoBaHue B
05 outimaep/Crienu | MakcaTTarbl  OarmapiaMaliblk  Kypanmapiasl  Koimany | cpene C++, C# tininzae OaraapiaManay TEXHOIOTHSICHI
albHbIC 3HAHUS | KaOuleriHe; kociOm ecenmrepai  miemry yurH —acnanTelK | / TexHomorus nporpammupoBanus Ha si3bike C#/ Web
Kypaigap MeH Oarmapiiamaliay oKyHelnepiH mainanany | Oarmapnamanay/Web nmporpaMMmupoBanue, AKapaTThl
KabimeriHe; akmapaTTHIK KayilCi3gikTi KaMTaMachl3 €TYIiH | Kopray ImporiecTepin Moaenbaey/
TUNTIK MIiHAETTEPIH ey ajlropuTMepiH Oariapnamainsik | MogenupoBaHue MPOIECCOB 3alIMThI HH(pOpMaIny,
icke acelpy KaOimeriHe, akmaparTelk  Kayirci3aikti | Python tininne 6arnapiamanay/IIporpaMmupoBaHue Ha
KaMTaMachl3 €Ty Killli JKy#enepi MeH KypaijapbiH jxobanay | si3bike Python, Java Garmapnamanay
YIIiH OacTamkpl JIEpeKTep/l KUHAY JXOHE Taljiay XKYPridy | TeXHONOruscel/TexHomorus nporpaMMUpoBanus Java
KaOinerine  we./Bmajgeer  CrOCOOHOCTBIO — NMPHUMEHSTH | AKNAapaTThl KOpFay JKyHelepiH anmnapaTThlK-TEXHUKAIIBIK
MpOrpaMMHBIE  CPEJICTBA CHCTEMHOrO, TPHUKIAIHOTO W | KAMTamachl3 eTy/AmmapaTHo-TeXHHYeckoe odecrieueHne
CIEUAILHOTO HAa3HAYCHUS; CIOCOOHOCTHIO HCIIONB30BAThH | CHCTEM 3alllUThl MHPOPMAIIHH,
UHCTPYMECHTAJIBHBIC CPEACTBA U CUCTEMBI ITPOTrpaMMHUPOBAHUA
JUIs petieHus] MpodecCHOHaNBHBIX 3a]a4; CIOCOOHOCTBHIO K
MPOrpaMMHOM peaH3aliy aJrOPUTMOB PEIICHUS THIOBBIX
3amay  obecreueHWss HMH(OPMAIMOHHOW  0€30MaCHOCTH;
CITIOCOOHOCTBIO coOpaTh W TIPOBECTH aHAJM3 HMCXOTHBIX
JAaHHBIX JUIA TIPOCKTUPOBAHHS TMOJACHCTEM M  CPEICTB
obecrieueHuss HMH(POpPMaMOHHON Oe3omacHocTtu./Has the
ability to use software tools for system, application and special
purposes; the ability to use tools and programming systems for
solving professional tasks; the ability to program
implementation of algorithms for solving typical problems of
information security; the ability to collect and analyze source
data for the design of subsystems and tools for information
security.
ON/RO/L | M6- ONG6/RO6/LO6. O3 Kkpi3MeTiHiH OeiiiHi OOMBIHIIA aKMAPaTThIK | BYJITTBI TEXHOIOrHsIIap Kayilci3miri/
06 Komnmaun6ansr KayilCi3miKTI KaMTaMachl3 ery macesenepi OoWbiHIIA mony | be3omacHOCTh 00maunbix TexHomormid, Kayimnciz Mmoommbai
KoHe Jkobamay | kacayra  KaOimerri; 3epAeleHeTiH  KYOBUIBICTap/Ibl, | KOCBIMIIIANap a3ipiey/
oimimaepi/[Ipux | mporecTepi koHe K00aNBIK MISNTIMAEpIl Tanaay omicTepiH | Pazpaborka Ge30macHBIX MOOHMIIBHBIX MPUIIOKEHUH,
JaTHbIe U | KOJJaHa anajpl; OTaHABIK JKOHE IIETeNIK CTaHAapTTapiasl | YJIKEH JepeKTep Kayincizairi/besonacHocTs O0mbImx
MIPOEKTHBIE nmaiizanaHa  OTBIPBII, OOBEKTIIEp MeH KyHenepaiH | AaHHbIX, CteraHorpadus KoHE CKpeMOnupiey/
3HaHus/ Applied | akmapatThIK Kayincizairine tangay xyprise ananpl./Crnocoden | Cteranorpadus u ckpembianpoBanue, Web KocbiMIanap
and project | coctaBuTh 0030p o BOMpocam obecniedenus | kayircizairi/ beomacnocts Web npunoxennii, Kemirik
knowledge MHPOPMAIMOHHOW  0e30MmacHOCTH 10 TPOQIII0  CBOEH | OmepanusuibiK sxyienep/CereBbie onepaoHHbIe
JeATEeNbHOCTH; yMeeT TNpPUMEHSATh METOJABl aHaim3a




HU3y4acMbIX HBHGHHﬁ, IMpoOUCCCOB U IMPOCKTHBIX pCIHCHI/Iﬁ 5

BIIaJieeT CIIOCOOHOCTBIO IPOBOJIUTH aHam3
WH(POPMAITMOHHON 0€30MacHOCTH OOBEKTOB M CHCTEM C
HCII0JIb30BaHUEM OTE€YECTBEHHBIX 51 3apyOEKHBIX

crannapTtoB./Able to make an overview of information
security issues in the profile of its activities; able to apply
methods of analysis of the studied phenomena, processes and
design solutions ; able to analyze the information security of
objects and systems using domestic and foreign standards.

CUCTEMBI, Linux opTachIHBIH KayiNCi3aik xykeci/
Cucrema 6e3omnacHoctu cpensl Linux

ON/RO/L | FeinbiM, ON7/RO7/LO7. AkmapatTsIK Kayirci3aikTi 6ackapy kyiecin | ManmHambIK OKeITY/ MalmaHOe 00ydeHue,
o7 WHOBAaIMsl KOHE | JKeTUIipy OoMBIHIIA YCBIHBICTAp o3ipiey  KaOineTiH; | AKNapaTThIK XKyienep Kayilnci3airinig ayanTi MeH
TopOue aKnapaTThIK KayilCi3AiKTi Oackapy YIIiH Iiapajiap KelleHiH | MeHEKMEHTI/ AYJUT U MEHE/PKMEHT Oe30IacHOCTH
HKYMBICBI/ (epexenep, pacimuep, MPAKTUKAIBIK TICUIAEp *oHE T.0.) | MHPOPMa-IIMOHHBIX CUCTEM, DTHKANBIK Oy3y )KOHE eHY
Hayxka, KalbIITACTBIPY ~ KaOUIeTiH; -  aKnmapaTrThl  KOPFayAblH | TecTiieyl/ DTUYeCKUil B3JIOM U TeCTUPOBaHHE Ha
WHHOBAIINH 1 | KOJIOAaHBbIIAThIH 6aFZIap.HaMaJ'IBIK-aHHapaTTI)IK, ITPOHUKHOBECHUE,
BOCITUTATEIIbHAS | KPUIITOTPaQUSIIBIK XKOHE TEXHUKAJIBIK KYpaJIapbIHBIH )KYMBIC | BYJITTBI TeXHOIOTHsIIAp KayilCi3iri/
pabora KaOUTeTTuTIriT MeH THIMAUINriH Oakpulay TeKcepylepiH | be3omacHOCTh 00JauHBIX TEXHOIOTHHA,
yiBIMIacTEIpYFa KaThiCy KaOimerin MeHrepemi./Bmaneer | Kayincizmik Heliporakerrepi/
CITIOCOOHOCTBIO pa3pabaTbIBaTh MPEIOKEHUS o | Heliponakersr Oe3omacHoctr, KoMmmbioTepiik xyienep
COBEPILIEHCTBOBAHHIO CHUCTEMBI yIIpaBIIeHHUS | MEH XKeninepi 6ackapy koHe Kopray/ YIpaBlieHHE U
“HPOPMAITMOHHOH 0€30ITacHOCTEIO; CITOCOOHOCTBIO | 3aIIUTa KOMITBIOTEPHBIX CHCTEM M CETeH, AKITapaTThl
(dopmupoBaTh KOMIUIEKC Mep (TIpaBmiia, MPOIEAYPHI, | KOPFAyIbIH OaFmapliaMalbIK-ammapaTThIK Kypaiaapsl /
MpakTUYeCKue TpHEeMBl © Tp.) s ympasienus | [IporpamMMHO-anmapaTHBIE CPEACTBA 3aIINATHI
nH(pOpMarMOHHOW  0e30macHOCThIO; -  CIOCOOHOCTRIO | MH(popManmu, CepBepitik nepexrep 6a3achH xodanay
MIPUHUMATH Y9acTHE B OpraHU3aIH KOHTPOIBHBIX MPOBEPOK | KOHE KOpFay
paborociocobHOocTH M 3h(EKTHBHOCTH NpHUMEHsIeMBIX | [IpoekTrpoBaHue U 3alTUTa CEPBEPHBIX 0a3 TaHHBIX
[IPOrpaMMHO-aIapaTHBIX, KpUNITOrpad IecKux u
TEXHUYECKUX CpeACTB 3amuTsl nHPopmannu./Has the ability
to develop proposals for improving the information security
management system; the ability to form a set of measures
(rules, procedures, practices, etc.) for information security
management; - the ability to participate in the organization of
control checks of the operability and effectiveness of the
applied hardware and software, cryptographic and technical
means of information protection.
ON/RO/L | KOpbITBIH IBI ONS&/ROS/LOS. Koacion KBI3METTE aKmapaTTeIK- | Heliponapik xeni TexHonorusuiapsl/ HelipocereBbie
08 arrectarrayi/UT | KOMMYHUKAUWSAIBIK TEXHOJIOTHSIIAPIBIH OPTYPAl TYPJIEPIH | TEXHONOTWU, AKNApaTTHIK KayilCi3iKTeri

naiijanany: HMHTEpHET-pecypcTap, OYITTHL KoHE MOOMIbIL

HeWpoTexXHonorusap/




oroBas
aTTecTalus

KbI3METTEp, aKMapTaTThl i34ey, Cakray ©HIEY, KOpFay >KoHe
TapaTy OOWBIHINA KoNAaHOanbl Oarfapnamanap MMakeTTepi.
KOCLIMHJaJIap,uLIH CBIPTKEI caHKLUsaHOarax
KOJDKETIMAUTIKKE TYPaKTBUIBIFBIH TEKCEepy; KayilCi3lliKKe
OaKpLIay/bl €HTI3y (KO ayauTi, OCAJJIBIKKA CKaHEepJIey KoHE
T.6.)/ Wcnonp3oBanue pa3auyuHBIX BUAOB HHPOPMAIHOHHO-
KOMMYHUKAIIMOHHBIX ~TEXHOJOTHi B mnpodeccroHaIbHOH
JESITeILHOCTH: UHTEPHET-PECYPChI, 00JaYHbIE B MOOUJIbHBIC
CEPBHCHI, IMAKEThl MPHUKIAAHBIX IIpOrpaMM IIO0 IIOMCKY,
XpaHEHHUI0, 00pa0oTKe, 3allUTe | PACIPOCTPAHCHUIO
uHpopmarun. [IpoBepka YCTOMYMBOCTH TPUIOKEHHH K
BHCHIHEMY HCCAHKIIMOHUPOBAHHOMY [JOCTYITYy, BHCEIPCHUC
KOHTpoJiss Oe3omacHOCTH( ayauT Koja, CKaHUPOBaHHE Ha
ys3BuMocTd u T. 11.)/ The use of various types of information
and communication technologies in professional activities:
Internet resources, cloud and mobile services, application
packages for the search, storage, processing, protection and
dissemination of information. Checking the resilience of
applications to external unauthorized access; checking the
resilience of the company’s web applications to attaks;
implementing security controls (code audit, vulnerability
scanning, etc.)

Heiiporexnonoruu B uHGOpMaMOHHON 06€30MacHOCTH
KopsITBIHABI aTTECTATTAY AUTLIOMBIK KYMBICTHI
(>x00aHBbI) xa3y xKoHe Kopray (Hemece KeleH i
eMTHUXaH/Ibl JalbIHIaY KoHE Tarnceipy)/MToropas
arrecranus Hanucanue v 3amura qUILIOMHOM paOoThI
(mpoexTa) (MM MOATOTOBKA U C/laya KOMIUIEKCHOT O
sk3amena)/Final certification Writing and defending a
thesis (project) (or preparing and passing a comprehensive
exam)




Kannsl kKy3siperTep/O6mme komnerenunu/General competencies

KK 1 Kazakcran PecmyOnukacblHBIH Tapuxd, MOJICHU KOHE FBUIBIMH JKETICTIKTepiH Oury; Tapuxu nepexrep MEH apHalbl o/1eOueTTiH
JePEKTEpiH Naijanany; Tapuxu (pakTijiep MeH OKuraaappl Tanaay skoHe Oaranay/OK 1 BrageHue 3HaHUSIMH HCTOPUYECKUX, KYJIbTYPHBIX U
HayyHbIX pgocTmxkeHuil PecnyOonmuku KaszaxcraH; wucnosnb3oBaTh JaHHbIE HCTOPUYECKUMX HCTOYHUKOB U CHEUUAIBHON JIUTEpaTyphl;
aHaJIM3MPOBATh M OlleHMBaTh HcTopuueckue ¢aktol u coobiTusa./GC 1 Knowledge of historical, cultural and scientific achievements of the
Republic of Kazakhstan; use data from historical sources and special literature; analyze and evaluate historical facts and events.

KK 2 Kocibu KpI3MeTTe aKnapaTrThIK-KOMMYHUKAIMSUIBIK TEXHOJIOTHSUIApAbIH OpTypil TypiepiH naiinanany;/ OK 2 Hcnosb3oBath B
podecCHOHAIbHON N1eATENbHOCTH pa3InyHble BUABI MH(OPMAalMOHHOKOMMYHUKAIMOHHBIX TexHosoruil;, GC 2 Use various types of
information and communication technologies in professional activities.

KK 3 KoramabIK-aJIeyMETTIK, casiCh jKaHe Kaciou oit-epicin MmeHrepy/OK 3 BrajeHnue mupokum 00IecTBEHHO-CONUATBHBIM, TTOJTUTHYECKUM
u npodeccuonanbHbIM Kpyrozopom/ GC 3 Possession of a broad socio-social, political and professional outlook.

KK 4 Kazak, opsic, met Turaepin o6uryi. Kazak, opsic xoHE MIET TUIAEPIHIACT1 FHIIBIMH -TEXHUKAIBIK 9JIEOMETTEPMEH JKYMBIC ICTEY KaO1IeTi;
FBUIBIMU-TEXHUKAIBIK aKMapaTThl 13/Iey; KaJIBINTHI KapKbIHMEH OEpUIeTIH akKmapaTThl TYCIHY, OHBIH Ma3MYHBIH KeHiHHEH Oepy,
MOJIEHHUETAPANIBIK HUAJIOT XKYPrizy, ©3 OUTIMIH JaMbITy JKOHE TEpEHJETY, *aHa akmapar ymriH amblk 0oiy./OK 4 Bmanenue kazaxckum,
PYCCKHM, MHOCTPAaHHBIM si3bIkaMH. CIIOCOOHOCTH paboTaTh ¢ HAYYHO-TEXHUYECKOM JIMTEPAaTypol Ha Ka3aXCKOM, PYCCKOM M MHOCTPaHHOM
SI3bIKaX; MPOU3BOJUTH MOUCK HAYYHO-TEXHUYECKOM HH(OpMAINM; MOHUMAaTh HWH(OpPMAIMIO, MPEJOCTaBIIEMYI0 HOPMAJIBHOM TEMIIE, C
MoCJIeyIoNIel nepenavyeil ero coaep:kanus BecTu MEXKylIbTYpHBIH IUANOr, pa3BUBATh U YIIIYONSITh CBOM 3HAHUS, OBITH OTKPBITHIM JJIS
nooii napopmannu/GC 4 Knowledge of Kazakh, Russian, and foreign languages. Ability to work with scientific and technical literature in
Kazakh, Russian and foreign languages; to search for scientific and technical information; to understand the information provided at a normal
pace, with subsequent transmission of its content To conduct an intercultural dialogue, develop and deepen their knowledge, be open to new
information.

KK 5 FeumeiMu 3epTTey Ke3eHAEPiH Kocnapiiay, 31ey/1i YUbIMIACTIPY koHe THIicTi aknapaTTsl Tanmay/OK 5 [lnanupoBaTh 3Tansl HAY4HOTO
HCCIIEIOBAaHUS, OPraHU30BbIBATh MOMCK U 0TOMpaTh peneBanTHyo mHpopmanuio/GC 5 Plan the stages of scientific research, organize the
search and select relevant information.

KK 6 AxnapaTTsl KYpbUIBIMJIAY KOHE OHICY, KOJAAHBICTAFbI TaJlaTapFa COMKeC TEXHUKAIIBIK KOHE FhIIBIMU Ky)kKaTTaMaHsbl naiteinaay/ OK 6
CTpykTypupoBaTh U peIaKTUPOBaTh HH(POPMALIHIO, TOTOBUTH TEXHUUYECKYIO M HAYYHYIO TOKYMEHTAILIHIO B COOTBETCTBHH C CYIIIECTBYIOUIN MU
tpeboBanusmu/GC 6 Structure and edit information, prepare technical and scientific documentation in accordance with existing requirements;
KK 7 AysbIzmia xoHe kaz0aria cerseyal Janenal xoHe HaKThl Kypa Outy, Maocenere AereH ke3KapachiHb3abl HakThu1ay/ OK7 CriocoOHOCTD
apryMEHTHPOBAHO U SICHO CTPOMTH YCTHYIO U MUCBMEHHYIO Peub, pa3bsCHATH CBOM B3ryIsia Ha mpobsiemy/ GC 7 Ability to construct oral and
written speech in a reasoned and clear manner, to explain your view of the problem.

KK 8 AKmapaTThIK-KOMMYHHKAIHSIIBIK TEXHOJIOTUSIIAP XKYHECIH Taniay, MOJIeNbeY, )kobaiay, eHri3y, TecTiiey xoHe Oaranay kaoineti./ OK
8 CrnocoOHOCTh aHaIM3UPOBaTh, MOJEIHPOBATH, MPOEKTUPOBATH, BHEIPSTh, TECTUPOBATh M OIEHUBATH CHUCTEMBbI HMH(OPMAIIMOHHO-
koMMyHUKaIMoHHBIX TexHoJoruit./ GC 8 Ability to analyze, model, design, implement, test and evaluate information and communication
technology systems.



Bb GoiibiHIa OKbITY HOTHIKeJIepi/Pe3yabTarsl 00ydenusi mo OIl/Results of training in the OP

ON1/RO1/LOL. XapaTbuiblCTaHy-FBUIBIMH, TYMaHHUTAPJIBIK, AJICYMETIK-OKOHOMHUKAJBIK, KOCIMKEPIiK, KOTOTUSIBIK OUTIMAEp i, TIPIILTK Kayirnci3miri
MOJICHUETI MEH KOIIOACHIBUIBIK KACHETTEP Il TYPJIi cajajapaa KoJJaHy KaOUISTTLIIr MeH JaibIHAbIFbIH KepceTy/[IpoaeMoHCTprupoBaTh ClIOCOOHOCTh U
TOTOBHOCTH IMPUMCHATH €CTCCTBECHHOHAYYHBIC, TYMAHUTAPHBIC, COUNAJIbHO-9KOHOMHUYCCKUEC, NTPCATIPUHUMATCIBCKUC, SKOJIOTMYCCKUEC 3HAHUA, KYJIbTYPY
0€30MacHOCTH JKU3HEMEITENBHOCTH U JIMJAEPCKHE KadeCTBa B pasinyHbIX chepax/Demonstrate the ability and willingness to apply natural science,
humanities, socio-economic, entrepreneurial, environmental knowledge, life safety culture and leadership qualities in various fields

ON2/RO2/LO2. KoMmbIOTepsiK KyhenepaiH 3JIeMEHTTIK 0a3achl, apXUTEKTYpachl, ONEPALIUSUIIBIK KYHenepi, Kenniepi ®oHe onapAblH Kayilci3/iria
YHBIMIACTBIPY JKOHE KaMTaMachl3 €Ty, omnepauusblk kyhenepain, JAKBXK kayincizaik cascaTblH Oanrtay, aknapaTThl )KoHE aKnapaTThIK MPOLIecTepIi
KOoprayFa apHajfaH OarjgapiaManay TeXHOJOTUsCH/leMOHCTpUpoBaTh 3HaHUS 00 DIIEMEHTHOH 0a3e, apXUTEKType, OIEPAalMOHHBIX CHCTEMax
KOMIIBIOTEPHBIX CHCTEM, CETel M OpraHu3alii U 00eCrieueHUH uX Oe30M1aCHOCTH, HACTPOIKE MOJUTHKU 0€30MacHOCTH ornepannoHHbix cuctem, CYB/I,
TEXHOJIOTHSAX U METOJaX MTPOrpaMMHUPOBaHHMSI JUIS 3alUThl HHpOpManuu U nHGOopMaIMoHHBIX TporieccoB/Demonstrate knowledge about the element base,
architecture, operating systems of computer systems, networks and organizations and ensuring their security, setting up the security policy of operating
systems, DBMS, programming technologies and methods to protect information and information processes

ON3/RO3/L0O3. KyKBIKTBIK HETI3ALTIrH, SKIMIITIK-0aCKapYIIBIIBIK KOHE TEXHUKANBIK iCKe aChIPBIIYBIH jKOHE SKOHOMHUKAJIBIK OPBIHIBLIBIFBIH €CKEpe
OTBIPBIN, aKMAPATTHIK KAYINCI3AIK MKOHIHJCT Iapanap KElICHIH KaJlbIITACThIPY KaOlleTiHe ue; aKnapaTThIK KayillCi3diK JKOHIHJEr mapajap KelleHIH
OpBIHAAYABl YHBIMAACTRIPYFA JKOHE KOJNIAyFa, IICHIUICTIH MIHACTTEp MEH KOpFay OOBEKTICIHIH YHUBIMIBIK KYPBUIBIMBIH, CBIPTKBI OCEpPJIEpPi, BIKTHM ajl
KaTepJiep/i XKoHe aKImapaTThl KOPFay TEXHOJOTUsIapbIHBIH JaMy ACHI€HIH eCKepe OTBIPHII, ONapibl iCKe achIpy MpolieciH backapyra Kaoinerti./ Biameer
CITOCOOHOCTRIO (OPMHUPOBATH KOMILIEKC Mep 10 HMH(POpMAIMOHHOW O€30MacHOCTH C YYETOM €ro IMpaBOBOW OOOCHOBAHHOCTH, aAMHHHCTPATHBHO -
VIIPaBJICHYECKOH M TEXHHUYECKON pealn3yeMOCTH W 3KOHOMHYECKOW IIeIecO00pa3HOCTH; CIIOCOOEH OPraHM30BBIBATh U IMOIICPKUBATH BHITOTHEHUE
KOMITJIeKca Mep 110 HHQOpMaIMOHHON 0€30MacHOCTH, YIPABISTh MPOIIECCOM HX PEalli3alliy C YYETOM PellacMbIX 3a/1a4 U OPTaHU3al[MOHHOH CTP YKTYPHI
00BEKTa 3aIIUTHI, BHEITHUX BO3JEHCTBUHN, BEPOSITHBIX YTPO3 U YPOBHS Pa3BUTHS TEXHOIOTUN 3amuTsl mHPpopMaruu./Has the ability to form a complex of
measures for information security with regard to its legal sufficiency, administrative and technical feasibility and economic feasibility; able to organize and
support the implementation of complex of measures for information security, to manage the process of their implementation taking into account tasks and
organizational structure of object of protection, external influences, possible threats and the level of development of information protection technology.
ON4/R0O4/L0O4. KpunrorpadhusuiblK KintrepAi, mmdpiayasl 0ackapy, BUpPYCKa Kapchl OarmapiaMaiblK KaMTaMachl3 €yJlli OKIMIIUICHIIPY, *KYHEeHIH
cepBepIIik OeJriH OpHATY jKoHE OamnTay, JKeliapallblK dKpaHIbpl KOHPHUTYpalUsIiay jKoHe OanrTay jkoHe KHOepKayilci3miKTi KaMTaMackl3 eTy O OibIHIIa
Oacka ma ic-mmapanapipl YHBIMIACTEIPY. AKITapaTTHIK KayilCci3iKk OKAFaIapeiH OacKapy »KyieciH, OachIl KipyZi aHBIKTay/O0oIapIpMay KyieciH Oackapy,
OKpFalmap MEH WHIUACHTTEpAl Oakbuiay / YnpaBieHUe KpUNTOrpadUIecKUMH KIHoYamu, Niu(poBaHHEM, aJMUHUCTPUPOBaHUE aHTUBHpYycHoro [0,
YCTAHOBKA W HACTPOMKA CEPBEPHOM YacCTH CHUCTEMbI, KOHPUTYPHPOBAHUE U HACTPOHMKA MEKCETEBOI'0 SKpaHa U OpraHH3alus IPYTUX MEPONPHUsATHH 1O
obecrieueHnio KHOepOE30MacHOCTH. AJMUHUCTPUPOBAHWE CHCTEMBI YIIPABJIEHUS COOBITHSIMH WH(OPMAIIMOHHOW 0E30MacHOCTH, CHCTEMBI
OOHapYKCHUS/TIPEIOTBPAIIICHHS BTOPKEHUH, MOHUTOPUHT COObITHI 1M mHImAeHToB/ Cryptographic key management, encryption, administration of
antivirus software, installation and configuration of the server part of the system, configuration and configuration of the firewall and organization of other
measures to ensure cybersecurity. Administration of the information security event management system, intrusion detection/prevention systems, monitoring
of events and incidents



ON5/RO5/LO5. Kyiienik, KoimaHOambl kKoHE apHAiibl MaKcaTTaFbl OaraapiaMaliblK Kypaiaaplbl KoJjlaHy KaOuleTiHe;, KociOM ecenTepi Mienly YIIiH
acmanThIK Kypajijgap MeH Oarjapiamaiay KyienaepiH mnaianany KaOuleTiHe; aKnapaTThIK Kayilci3QiKTi KAMTaMachl3 €TYAIH THOTIK MIHIASTT€PiH Iy
ANTOpPUTMJIEPiH OaraapiaMalblK icke achlpy KaOileTiHe; aKMapaTThIK KayilCi3AiKTi KaMTaMachl3 €Ty Killi KyHenepi MeH KypajaapbiH jkolanay yIIiH
Oacramkpl JEpEeKTEepAl JKMHAY JKOHE Taljay XKYprisy KaOuieriHe wue./Biajgeer crocOOHOCThIO NMPHUMEHSATH MPOrPaMMHBIE CPEACTBA CHUCTEMHOTO,
MPHUKIIAJHOTO U CHEIUANFHOr0 Ha3HAYCHHS;, CIOCOOHOCTBIO UCIONB30BATh HHCTPYMEHTAIBHBIC CPEJCTBA U CUCTEMBI IPOrPAMMUPOBAHUS ISl PELICHUS
npodecCHOHANBHBIX 3aflad; CIOCOOHOCTHIO K MPOrPAMMHOM peasiM3alid ajJrOpUTMOB DEIICHHWS THIIOBBIX 3ajad obecriedeHus: WHGOPMALMOHHON
0e30MacHOCTH; CIIOCOOHOCThIO COOpaTh M MPOBECTH aHAIM3 WCXOAHBIX JAaHHBIX JISl TPOSKTHPOBAaHUS TIOACUCTEM U CPEICTB oOecredeHHs
uHpopmarmonHoi 6e3omacHoctr./Has the ability to use software tools for system, application and special purposes; the ability to use tools and
programming systems for solving professional tasks; the ability to program implementation of algorithms for solving typical problems of information
security; the ability to collect and analyze source data for the design of subsystems and tools for information security.

ONG6/RO6/LO6. O3 kbi3MeriHiH OecifiHi OOWBIHIIA aKMAPATTHIK KAyIICI3MIKTI KaMTamachl3 €Ty Macesienepi OOWbIHIIA MIONY jKacayra KaOuIerTi;
3epAeICHETIH KYObUIBICTAPIbI, IPOLIECTEP] JKOHE HKOOAIBIK IISHIIM/EPl Talaay dAICTEPiH KOJNJIaHa aiajibl; OTaH/IbIK JKOHE MIETEIIK CTaHIapTTapbl
naijiasaHa OTBIPBIN, OOBEKTIICP MEH JKyHeNepIiH aKnapaTThIK Kayilci3zirine Tangay Kyprize anaabl/Croco0eH COCTaBUTh 0030p IO BOIIpocam
obecriedenyst HH(HOPMAIMOHHON 6€30MacHOCTH IO POMUITIO CBOSH NIESITENBHOCTH; YMEET MPUMEHSITh METOJIbI aHAJIN3a U3yYaeMbIX SBICHUH, IPOIIECCOB
W TPOCKTHBIX PENICHHI ; BJIaJieeT CIHOCOOHOCTHIO IMPOBOJMTH aHAIU3 WH(MOPMAIMOHHON 0€30MacHOCTH OOBEKTOB M CHUCTEM C HCIOIB30BAHHEM
OTEYEeCTBEHHBIX M 3apyOeKHBIX cTaHmapToB./Able to make an overview of information security issues in the profile of its activities; able to apply methods
of analysis of the studied phenomena, processes and design solutions ; able to analyze the information security of objects and systems using domestic and
foreign standards.

ON7/RO7/LO7. AkmapatrThIK KayilCi3aikTi 6ackapy sKyMeciH KeTiamipy OOMBIHINIA YCHIHBICTAp 93ipiey KaOiaeTiH; aKmapaTThIK Kayilci3mikTi 6ackapy
YIIiH mapajjap KemeHiH (epexenep, paciMaep, MPaKTUKAIBIK TOCUIAep JKoHE T.0.) KaJbIITACTRIPY KAOUIETIH; - aKmapaTThl KOPFayAbIH KOJIAAHBIIATHIH
OarmapiraMalbIK-anmapaTThK, KPUNTOTPaQUsIIBIK KOHE TEXHHKAJIBIK KYPaJIaphIHBIH JKYMBIC KaOUTETTUTINT MEH THIMIUINH OakpUIay TeKcepylepiH
yHBIMIACTBIPYFa KaThICY KaOiieTiH MeHrepenai./Biajeer crnocoOHOCThIO pa3pabaThiBaTh MPEAJI0KEHHUS O COBEPIICHCTBOBAHUIO CHCTEMBI YIIPaBICHUS
nH(OPMaIMOHHON 0€30MMacCHOCTHIO; CIIOCOOHOCTHIO (hOPMUPOBATh KOMIUIEKC Mep (IIpaBwiia, MPOLEAYPHI, TPAKTHUYECKHIE IIPUEMBI U TIp.) IS YIPaBICHUS
nH(OPMAITMOHHON 6€30MaCHOCTHIO; - CTOCOOHOCTHIO IPUHUMATH YYaCTHE B OPTaHU3AINH KOHTPOIBHBIX IIPOBEPOK pab0TOCITOCOOHOCTH U 3(h(hEKTHBHOCTH
MIPUMEHSEMBIX MTPOrpaMMHO-aNIIapPaTHBIX, KPUMTOTpaQUIecKNX ¥ TEXHUYECKUX CpencTB 3amuThl nHpopmannu./Has the ability to develop proposals for
improving the information security management system; the ability to form a set of measures (rules, procedures, practices, etc.) for information security
management; - the ability to participate in the organization of control checks of the operability and effectiveness of the applied hardware and software,
cryptographic and technical means of information protection.

ONS8/ROS8/LOS. Kacibu KpI3METTE aKMapaTTHIK-KOMMYHUKAIMSIIBIK TEXHOJIOTHSUIAPIBIH SPTYPIIl TYpJiepiH maiigamaHy: WHTepHET-pecypcTap, OYIITTHI
YKOHEe MOOWIIB/II KBI3METTEp, aKIMapTaTTHI i37Iey, CaKTay OHJIEY, KOpFay KoHe TapaTy OoWbIHIIA KoNMAaHOasl OarmapiaManap makerrepi. KocsiMimamapapig
CBIPTKBI CAaHKIMsUTAaHOAFaH KOJDKETIMIUTIKKE TYPaKTBUIBIFBIH TEKCEPY; Kayilci3MikKke OaKplIayapl eHTi3y (KOJ ayIuTi, OCAIIbIKKa CKaHepIey koHe T.0.)/
Hcnonk3oBaHue pa3mUuYHBIX BHUIOB HH(OPMAIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOIOTHH B MPOGECCHOHANBHOW JEeSTENbHOCTH: HHTEPHET-PECyPCHI,
o0JIavuHbIe ¥ MOOWIILHBIE CEPBHUCHI, MAKETHl MPUKIAIHBIX MPOrpaMM MO MOUCKY, XPAHEHHIO, 00paboTKe, 3allUTe U PACIPOCTPAHCHHIO WH(OPMAIIUH.
ITpoBepka yCTOHUNBOCTH MPUIIOKEHHH K BHEITHEMY HECAHKIIMOHUPOBAHHOMY JIOCTYITY; BHEAPEHHUE KOHTPOJIS Oe30macHOCTH( ayTUT KOJia, CKAHHP OBAHUE
Ha ysi3BUMOCTH U T. J1.)/ The use of various types of information and communication technologies in professional activities: Internet resources, cloud and
mobile services, application packages for the search, storage, processing, protection and dissemination of information. Checking the resilience of
applications to external unauthorized access; checking the resilience of the company’s web applications to attaks; implementing security controls (code
audit, vulnerability scanning, etc.)
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Binim Oepy 0arnap/iama 00iibIHIIA OKBITY HITHIKeJePi MeH KAJIBINTACATBIH KY3bIpeTTiliKTepi
apaKaTbIHACHIHBIH MATPULIACHI

Ky3bipeTTinik ON1 ON 2 ON 3 ON 4 ON 5 ON 6 ON7 | ON8

KBK1/0OK1/G1

KBK2/0K2/G2

KBK3/0OK3/G3

JKBK4/OK4/G4

KBK5/0OK5/G5

KBK6/0OK6/G6

KBK7/0K7/G7

JKBKS/OKS/G8

AK1/CK1/SC1

I R R A R R S

AK2/CK2/SC2

AK3/CK3/SC3 +

AK4/CK4/SC4

+

AKS5/CK5/SC5 + +

AK6/CK6/SC6 +

AK7/CK7/SC7 +

AKS8/CKS8/SC8 + + +

AK9/CK9/SC9 + +

AK10/CK10/SC10 + + +

AK11/CK11/SC11 +

AK12/CK12/SC12 +

AK13/CK13/SC13 + + T T n

AK14/CK14/SC14 + +

AK15/CK15/SC15 + +

AK16/CK16/SC16 +

AK17/CK17/SC17 + +
Minor

AK18/CK18/SC18 + + +




AK19/CK19/SC19 + +
AK20/CK20/SC20 +
AK21/CK21/SC21 + + + + +
AK22/CK22/SC22 + + +
AK23/CK23/SC23 + +
BK1/IIK1/ PC1 + + + +
BK2/ IIK2/ PC2 + +
BK3/ ITK3/ PC3 +
BK4/ IIK4/ PC4 + + +
Minor
BK5/ ITIK5/ PC5 + + +
BK6/ ITK6/ PC6 +
BK7/IIK7/ PC7 +
BK8/ ITK8/ PC8 +
BK9/ ITK9/ PC9 + +
BK10/TTIK10/PC10 + + + +
Minor
binim Gepy Garnapnamanapsin Gackapy 6es1iMinin Gacibich! GJM A.M.Myxamberxan
"Ifhmccncp:li-'rcxno:lornsmblx HHCTHTYTBIHBIH JIUPEKTOPBI e I".IIl.Ackaposa

KomnpioTeprnik rhulbIMAap KadeapacbiHbIH MEHIepyIIici @}é' H.B.KongIpbaes
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M1 | XKBBII/ Alel107 OneyMeTTik-cascarTany 6isim ka3 | 8 60 60 40 80 |xemenni | Ka3saxcran Tapuxs XKBK3/
MK Sayall10 Moaymi/ (OneyMerTaHy, cascarTaHy, emTuxas/ | (Mexrem Kypcel) Hcropus OK3/
00/ OK 8 MOJCHHETTaHy, ICHXOJIOTUs)/ kommteke | Kasaxcrana (UIKOJIBHBIH GC3
GED/OC Mad110 Monyne colHanbHO- HBIH kypc)  History of

9 . MOJIUTOTIOTNYECKOr0 00pa30BaHus sk3amen/ | Kazakhstan (school
Psi1110 C
Socl107 OLIMONIOTHSI, HOJIUTOJIOTHS, compre cou rse) )
Poll1108 | KymBTYpOsorus, ncuxonorust)/ hensive O3iH-031 TaHy (MeKTemn
Kul1109 /Social and political science exam Kypcbl)/CaMono3HaHne
PS1108 education module (Social Studies, (LIKOIBHBIIT Kypc)
Cul1109 Political Studies, Cultural Studies, Self-knowledge (school
Psy1110 Psychology) course)

Bazausik monaepi. JKKOO komnonenti/ Bazobie nucuuniannsl. By3ockuii komnonent/ Basic disciplines. University component (10 kpeaur)

M3 | BII/ KK Mat1201 Maremaruka Ka3 5 15 30 10 95 EmrH- Marematuka (MekTen AKl/
BJI/BK Mat1201 Maremaruka XaH KypCbl) CK1/
BD/UC Mat1201 Mathematics 9K3a- Maremarika (LIKOIbHBII SC1

MeH Kype)
exam Mathematics (school course)

M3 | BI/XKK Fiz 1202 Dusnka | Ka3 5 15 15 15 10 95 Emr- Dusnka (MEKTEI KypChl) AK2/
BJI/BK Fiz 1202 Dusuka I XaH @usuka (wKkosbHbI Kype) | CK2/
BD/UC P1 1202 Physics I 9K3a- Physics (school course) Sc2

MeH
exam

1 akageMHUsIIIBIK Ke3eH GoifbIHIIA GapbIFbl/ HTOTO 32 1

axagemuveckuii mepuop/total for 1 academic period 30 90 | 235 | 15 80 | 480

2 akafieMHsIBIK Ke3eH/ 2 akafeMudeckuii mepuosa / 2Academic period

Kanner 6iim Gepy manmepi. Minaerrti komnonenTi / O6uieobpasoBarensnbie pucnunannbl. Oos3areasnbiii komnonent/ General education disciplines. Obligatory
component (17 kpeaur)

M1 | KBBIV KKZT110 Kazakcran tapuxsi/ ka3 | 5 30 15 10 95 Mewmie KasakcraH Tapuxbl (MexTen KBK5/
MK 1 Ucropus Kazaxcrana/ KETTIiK Kypesr) / Mcropus OK5/
ooy SIK1101 History of Kazakhstan eMT Kaszaxcrana (LUKOJIbHBIH GC5
OK MOK1101 kypc) / History of
GED/OC Kazakhstan (school course)

M1 | XKBBIl/ ShT1103 Ieren Timi aur | 5 50 10 920 EmrH- Ileren Tini JKBK1/
MK 1Yal103 VHoCTpaHHBIH s3BIK XaH VHOCTpaHHBIH A3BIK OK1/
ooy FL1103 Foreign language 3K3a- Foreign language GC1
OK MEH
GED/OC exam

M1 | XKBBIV K(0)T110 Kaszax (Opsic) Timi pyc | 5 50 10 90 Ewmtu- Kasax (Opsbic) Timi KBK2/
MK 4 Kazaxckuii (Pycckuit) s3p1k XaH Kazaxckuit (Pycckuit) OK2/
ooy K(R)Yall | Kazakh (Russian) language 5K3a- AZBIK GC2
OK 04 MeH Kazakh (Russian)

GED/OC K(R)I1104 exam language

M1 | XKBBIV DSh1106 JleHe MWbHBIKTHIPY ka3 | 2 30 30 ud. JleHe MIBIHBIKTBIPY KBK4/
MK F1106 DusKynpTypa ChIHAK DusKynbTypa OK4/
823/ PhC1106 Physical culture md.3ad | Physical culture GC4

€T
GED/OC different

ial

credit

Bazaubik monaepi. JKOO komnonenTi/ bazopble iucuuninnbl. Bysosckuii komnonent/ Basic discipli University comp t (8 kpeauT)

M3 | BIIKK COP 1203 C-++ oprachiHia porpamMmanay pyc | 4 15 15 10 5 75 Emtu- Mudopmarnka (Mexren AK3/
BJI/BK PSC 1203 IporpammupoBatue B cpene C++ XaH KypChl) CK3/
BD/UC PCE 1203 Programming in the C++ 9K3a- Hudopmarnka SC3

environment MeH (LIKOJIBHBIN KypPC)
exam Informatics (school
course)

M3 | BII/XKK Fiz 1204 Ousuka II ka3 | 4 15 15 10 5 75 Emtu- Dusnka (MEKTEI KypChl) AK4/
BJI/BK Fiz 1204 Ousuka II XaH Dusuka (uKoibHbli Kype) | CK4/
BD/UC PI 1204 Physics I1 IK3a- Physics (school course) SC4

MCH
exam
Baszaasbik nonjepi. Tanaay kommnonenrepi./ Basosbie qucuumimusl. Komnonent no Bpidopy/ Basic disciplines. Elective component (3 kpeaut

M2 | BIUTK AKN 1201 | a)AxmaparTbi Kayincimik ka3 | 3 15 15 5 55 Emtu- Hndopmaruka (Mexren AKS/
BJ/KB OIB 1201 Herizzuepi/ XaH KypChl) CK5/
BD/EC BIS 1201 OcHOBBI HH(pOPMALIHOHHOM 9K3a- Hudopmaruka SC5

Ge3omacHocty/ MEH (LLIKOJIBHBIH KypC)
Basics of information security exam Informatics (school
AQAQ b)AKnaparrtsl Kopray xKoHe course)
1201 aKIaparThlK Kayincismix/
ZI1B 1201 Sammra nHpopmManny 1
IP1S 1201 urdopmaroHHas 6e3011aCHOCTh
Information protection and
information security
Kacinrik npakruka/ Ilpogpeccuonanbuasi_npakruka/ Professional practice (2 kpeaur)

M2 | BII OT 1201 OkKy npakTuka Ka3 2 60 . C++ oprachina AK/
B UP 1201 VyeOHast mpakTHKa ChIHAK nporpammanay CK/
BC EP 1201 Educational practice mud.3a [porpamMmupoBanue B sC

4er cpene C++ Programming
differen | inthe C++ environment
tial
credit

2 akaieMHUsUIBIK Ke3eH 00ibIHIIA §apiIbIFbl/ HTOrO 32 2

akaxemudeckuii nepuoz/total for 2 academic period 30 75 235| 35 45 510

3 akajeMHUsUIBIK Ke3eH/ 3 akajemMuyeckuii nepuoa / 3 Academic period

Kannbl 6isiv Gepy monaepi. Mingerri komnonenti / O61eodpasoBareibuble Jucuuminubl. Oos3arenbublii komnonent/ General education disciplines. Obligatory
component (7 kpeauT)




M2 | XKBBIV AKT 2105 AKMaparThIK-KOMMYHUKALUSIBIK aur | 5 15 15 15 10 95 Emr- Hudopmarnka (MekTen XKBK 6/
MK IKT 2105 TEXHOJIOTHsUIap (AFbIIIIBIH XaH Kypcel) Mudopmarnka OK®6/
oon/ ICT 2105 Tininge)/ MudopmannonHo- 9K3a- (LIKOMBHBIH KypC) GC6
OK KOMMYHHKAIMOHHbIE TEXHOIOTHH MeH Informatics (school
GED/O (Ha aHTIHICKOM s3bIKE)/ exam course)

C Information and Communication
Technologies (in English)

M1 | XKBBII/ DSh2106 JleHe MBIHBIKTBIPY Ka3 2 30 30 . JIeHe IBIHBIKTEIPY JKBK4/
MK F2105 ®duskyneTypa 3aueT DuskynpTypa OK4/
oon/ PhC2106 Physical culture mad.3a Physical culture GC4
OK uer
GED/O differen
C tial

credit
Bazausik monaepi. JKOO komnonenti / BazoBble ancunninnsl. BysoBckuii komnonent/ Basic disciplines. University component (10 kpeant)

M3 | BI/ KK VCTWKA C# rininne 6arnapnamanay pyc | 5 15 30 10 95 Emrn- C++ opracbiHza AK6/
BJI/BK 2205 TEXHOJIOTHSICBI XaH nporpammanay CK6/
BD/UC | RWPVC TeXHOJNOTHs TPOrpaMMpPOBAHHS Ha K32~ TIporpaMMHpOBaHHE B SC6

2205 aspike CH MeH cpene C++ Programming
ZD;'(\)/?VC Programming technology C # exam in the C++ environment

M3 | BIIKK IT™MC bIkTUManIBIKTap TEOPHACH! XKOHE ka3 | 5 15 30 10 95 Emru- Maremaruka AK7/
BJI/BK 2206 MaTeMaTHKalbIK CTaTUCTUKA XaH Maremarnka CK7/
BD/UC TBMC Teopust BeposiTHOCTEHT 1 9K3aMe Mathematics SC7

2206 MareMarH4eckas CTaTHCTUKA H
TPMS Theory of Probability and exam
2206 Mathematical Statistics
Bazaasik monaepi. Tanaay kommnonenTepi./ Bazosbie aucunmiannsl. Kommonent mo Beidopy/ Basic disciplines. Elective component (13 kpeaur)

M3 | BIVTK AT 2202 a) AKIiapar TeopHsichl/ ka3 | 3 15 15 5 55 Emru- Maremaruka AKg/
bJI/KB TI 2202 Teopus nHoOpMarmn/ XaH Maremaruka CK8/
BD/EC 1T 2202 Information theory 9K3a- Mathematics SC8

KT 2202 b)Koxray Teopusicsi/ MeH
TK 2202 Teopust koaupoBaHusi/ exam
CT 2202 Coding theory

M5 | BIITK DKBK a) JlepexTep KOPBIH yHbIMIACTBIPY, ka3 | 5 15 30 10 95 eMTHXa AKXnaparThIK Kayincizaik AKY/
BJI/KB 2203 Gackapy skoHe Kopray/ H Herizzepi/ CK9/
BD/EC SUBD Opranu3anys, ynpaBJieHue 1 9K3a- OCHOBBI SC9

2203 3amuTa 06a3 JaHHbIX/ MeH MH(OPMAIMOHHOK
DMS 2203 | Organization, management and exam GesomnacHoctn/
SDBZhQ protection of databases Basics of information
2203 b) Cepsepuix nepexrep 6asachin security
PZSBD Kobanay xKoOHE Kopray
2203 TTpoexTHpOBaHKE U 3aIUTa
DPSD CepBEpHbIX 6a3 JaHHBIX
2203 Designing and protecting server

databases

TpaexTopus 1

M3 | BIVTK LOZh 2204 | a) Linux onepaiusibik skyifeci pyc | 5 15 15 15 10 95 Emru- C++ opracbiHaa AK10/
BJI/KB OSL 2204 OnepairoHHble cucTeMbl Linux XaH nporpammaiay CK10/
BD/EC | OSL 2204 Operating systems Linux 9K3a- TIporpaMMHpOBaHHE B sC10

Z0Zh b)3amanayu onepauusIbIK MEH cpene C++ Programming
533054 2204 sxyiiesep/ CoBpeMeHHbIE exam in the C++ environment
MOS 2204 OIePALHOHHbIC cucrembl/ Modern
ZhOZh operating system
2204 ¢) XKeunistik onepanusIbIK
SOS 2204 sKyiiesep/CeTeBble ONepalHoHHbIC
NOS 2204 cucrembl/Network Operating

Systems

Tpaextopus 2

M3 | BIVTK WOzhK A) Windows oreparusibik pyc | 5 15 15 15 10 95 Emtu- C++ opracbinia AK10/
BJI/KB 2204 JKyiesepiHiH Kayincismiri XaH nporpammanay CK10/
BD/EC BOSSW BesomnacHOCTb OnepannoHHbIX IK3a- TIporpammupoBaHue B SC10

2204 cucreM cemeiicrsa Windows MeH cpezne C++ Programming
SWOS Security of the Windows operating exam in the C++ environment
2204 system
LOKZh B) Linux oprachHbIH Kayinci3uik
2204 Kyieci
SBSL Cucrema 6€3011aCHOCTH CPEJIbl
2204 Linux
LESS Linux environment security system
2204 B) Onepauusuibik xyienepiy
OZhKKE Kayimnci3airin KaMmramacsI3 ety
A 2204 ouicrepi
MOBOS Mertozp! obecrieueHns 6e30macHoCT
2204 U OIEPALOHHBIX CHCTEM
MESOS Methods for ensuring the security of
2204 operating systems
3 akaieMHsLIBIK Ke3eH 00iibIHIA Gap ibIFbl/ HTOrO 32 3
akaaemuyeckuii nepuon/total for 3 academic period 30 90 105| 90 | 55 560
4 akaeMusIbIK Ke3eH/ 4 akageMu4ecKuii nep / 4 Academic period
Kannsl 6iiv Gepy monaepi. Minaerri komnonenti / O61eodpasoBareibuble Jucuuminubl. Oos3arenbublii komnonent/ General education disciplines. Obligatory
component(7 kpeaut)

M1 | XKBBII Fil2102 Dunocodust ka3 | 5 30 15 10 95 Ewmru- Monenuerrany XKBK7/
MK Fil2102 Dunocodust XaH Kynbryposnorus OK7/ GC7
QO 0K | Phil2102 Philosophy K3a- Culturology

MeH
exam




M1 | XKBBII/ DSh2106 JleHe MIBIHBIKTHIPY Ka3 2 30 30 . JIeHe IBIHBIKTEIPY JKBK4/
MK F2106 ®DuskyneTypa CBIHAK DuskynpTypa OK4/ GC4
oon/ PC2106 Physical culture mud.za Physical culture
OK 4er
GED/O differen
C tial

credit
Kasmnsl 6iiaim Oepy monaepi. Tannay komnonenTi (5 kpeaur) / OémeodpasoBareabHble JucHHIUIHHbL. KoMnoneHT mo BeiGopy (5 kpeaut)
General education disciplines. Elective component (5 credit)

Ml JKBBIT/ KZhIK KembacisuibiK xKoHe Ka3 5 15 30 10 95 KelIeH 1i Antam, KOFaM, KYKBIK JKBKS8/
TK 2101 HMHHOBALUsNapAbl Kabbuiiay eMTuxaH/ | (MakTem KOFam) OK8/ GC8
oo/ LVI 2101 JInnepcTBo U BOCIPUUMYHBOCTD komruteke | YenoBek, o01IecTBO,

KB LRI 2101 unHosauuii Leadership and HBIi npaBo (LIKOJIBHBIH KypC)
GED KSZhKM receptivity to innovation sk3amen/ | Man, society, law (school
JEC N 2101 KyKpbIK jKoHE chIbaiinac compre course)

OPAK JKEMKOPJIBIKKA KapChl MOJIEHUET hensive

2101 Herizzepi exam

FLACC OcHOBBI ITpaBa u

2101 AHTUKOPPYNIIMOHHON KyJIbTYpPbI

EOKN Fundamentals of law and anti-

2101 corruption culture

OEBZzh DKOHOMHKA OHE OMIpTipmIiTiK

2101 Kayirci3airi Herisaepi

FELS OCHOBBI 5KOHOMHUKH 1

2101 6e30MacHOCTH KU3HEACATEIBHOCTH

ETDK Fundamentals of economics and life

2101 safety

EURP DKOJIOrHsl KOHE TYPaKThI 1aMy,

2101 KOcinKepJIik

ESDE DKOJIOrHsl M YCTOHYMBOE pa3BUTHE,

2101 HpeANPHHAMATEIbCTBO/

Ecology and sustainable
development, entrepreneurship
Bazansik nauzgepi. JKOO kommonenTi / BasoBbie qucunnianubl. Bysosckuii komnonent/ Basic disciplines. University component (5 kpeanr)

M4 BIT/KK DM 2207 JIMcKpeTTi MaTeMaTHKa pyc 5 15 30 10 95 Emru- blkrumanabiKrap AK11/
BJI/BK DM 2207 JlvckperHas MareMaTHKa XaH TEOPHSIChI XKIHE CK1l/
BD/UC DM 2207 Discrete Math 9K3a- MareMaTHKAJIBIK SC11

MeH CTaTUCTHKA
exam Teopust BeposiTHOCTEH U
MareMarnuecKas
CTaTUCTHKA
Theory of Probability and
Mathematical Statistics
Bazaabik nonjepi. Tanaay komnonentepi./ Bazosbie ancunminnbl. Kommnonent mo Beioopy/ Basic disciplines. Elective component (10 kpeaur)

M3 | BIVTK KZhT a)KoMIbroTepItik xKetep xoHe aur | 5 30 15 10 95 Emtn- a) JlepekTep KOPbIH AK12/
BJI/KB 2205 TeneKOMMyHHKaLust/ XaH yiibIMacTeIpy, 6ackapy CK12/
BD/EC KST 2205 KoMmnbroTepHble ceTH 1 9K3a- JKOHE KOpFay/ SC12

CNT 2205 TEJICKOMMYHUKALHH/ MeH Opranu3anus,
AEZhT22 Computer networks and exam yIpaBleHUe  3amura 6a3
05 telecommunications JIaHHBIX/
IVST 2205 | b) Axmaparrbsik-ecenrey xeninepi Organization,
ICNT JKOHE TENEKOMMYHHKALHsLIap management and
2205 WHdopmaunonHo — protection of databases
BBIYHCIUTENIbHbIC CETH U b) Cepsepiik nepexrep
TENEeKOMMYHHUKALUU 6azacklH x00asay KoHe
Information and computing KOpray
networks and telecommunications TIpoexrupoBanue u
3alllUTa CEPBEPHBIX 6a3
JTAHHBIX
Designing and protecting
server databases
Tpaexkropus

M5 | BIUTK KAKT a)KoMIbroTepiiik akiaparTsl pyc | 5 30 15 10 95 Emtu- a) Linux omepauusuibi AKI13/
BJ/KB 2206 KOpFay TeXHOJIOrusu1apbl/ XaH Kyiieci CK13/
BD/EC TZKI TeXHOJIOrUH 3aLUThI 9K3a- OrepaOHHbIE CHCTEMBI SC13

2206 KOMIIbIOTEPHOM HH(OpMaLin/ MeH Linux

CIST Computer information security exam Operating systems Linux

2206 technologies b)3amanayn onepanusibIK

KAKAK b) Komnbrorepuik akmapartsl skyiienep/ CoBpeMeHHbIe

2206 KOpFay aJlicrepi MeH Kypajaapbl OIEPALOHHBIE CHCTEMbY/

MSZKI22 MeTobl U CpeICTBa 3aIUThI Modern operating system

006 KOMIIbIOTEpPHOI HH(OpMALHK ¢) XKenisnik onepauusiIbIK

MMCIP22 Methods and means of computer Kyiienep/CereBbie

06 information protection orepaloOHHbIE
cucrembl/Network

Operating Systems

TpaexkTopus 2




M5 | BIVTK AKKA a) AKIIapaTThl KOPFayJIbIH pyc | 5 30 15 10 95 Ewmra- a) Windows AK13/
B/JI/KB 2206 KpuITorpadusUIbIK dxicrepi/ XaH OIEpPALHSIIBIK CK13/
BD/EC KMZI Kpunrorpapuueckne MeToabl 9K3a- JKyHenepiHin Kayincizairi SC13

2206 3aruTh! HHGOpMarmu/ MEH besonacHocTh
CMIP Cryptographic methods of exam OMEPALMOHHBIX CHCTEM
2206 information protection cemeiictBa Windows
ATK 2206 b) AxmaparTbl TEXHUKAIBIK KOPFay Security of the Windows
TZI 2206 TexHnueckas 3amuTa HHOPMALUK operating system
TPI1 2206 Technical protection of information b) Linux opTackiHbIH
Kayirci3aik xyiteci
Cucrema 6e30macHOCTH
cpeasl Linux
Linux environment
security system
KacinTik npakruka/ Ilpodeccuonansnas npaxrtuka/ Professional practice (3 kpeaur)

M4 | BII OP 2202 OHpiCTIK MpaKTHKA Ka3 3 90 . a) Jlepextep KOpbIH AK/
BJ PP 2202 IIpou3BocTBEHHAs NPAKTHKA CBIHAK yiibIMaacTsIpy, 6ackapy CK/
BD MP 2202 Manufacturing practice . JKOHE KOpray/ SC

3ayeT Opraunusanus,

differen | ynpasnenue u 3ammra 6a3

tial JIaHHBIX/

credit Organization,
management and
protection of databases

4 akaJeMHsIBIK Ke3eH 0ol bIHIIA 6ap.IbIFbl/ HTOro 32 4 30 | 120 | 195 30 50 | 505

axagemuveckuii mepuoz/total for 4 academic period

5 akaeMHsIIBIK Ke3eH/ 5 akagemmnyeckuii mepuox / 5 Academic period
Bazansik manzgepi. JKOO kommnonenti / Bazosbie qucunnianubl. Bysosckuii komnonent/ Basic disciplines. University component (9 kpeanr)

M2 | BII/KK MK 3208 MaremaTukanblK Kpunrorpadus ka3 | 4 10 30 5 75 Emru- Koxray Teopuscel/ AK14/
bJI/BK MK 3208 Maremarndeckasi KpUnTorpadus XaH Teopus KoupoBaHus/ CK14/
BD/UC MK 3208 Mathematical cryptography 9K3a- Coding theory SC14

MeH
exam

M3 | BII/KK WB 3209 Web Garnapiamanay ka3 | 5 30 15 10 95 Emrn- AxnaparThIK- AK15/
bJI/BK WP 3209 Web nporpamMmuposanune XaH KOMMYHHKALHUSIIBIK CK15/
BD/UC WP 3209 Web programming 9K3a- TEXHOJIOTHsUIap SC15

MEH (aFpUILIBIH TiNiHAE)/

exam HHpopmanoHHo-
KOMMYHHKAL[HOHHBIE
TEXHOJIOTUH (Ha
AHTJIMIICKOM sI3bIKE)/
Information and
Communication
Technologies (in English)

BazaabIk nonjepi. Tanaay komnonentepi./ Basoble nucunmimnbl. Kommnonent mo Beioopy/ Basic disciplines. Elective component (11 kpeaur)

M4 | BIVTK CS 3207 Iudpisr cxemoTexHHKA/ pyc | 3 15 15 5 55 Emtn- Dusnka Il AK16/
BJI/KB CS 3207 Iudposas cxemorexHHKa/ XaH Dusnka Il CK16/
BD/EC DC 3207 Digital circuitry 9K3a- Physics I SC16

MS 3207 b) MEKpPO3JIEKTPOHHKA KOHE MeH
MS 3207 CXEMOTEXHUKa/ exam
MCD 3207 | MHuKpPOIJIEKTPOHHKA U
ES 3207 CxeMOTexHUKa/
ES 3207 Microelectronics and circuit design
EC 3207 ¢) DIIEKTPOHHUKA KOHE

CXeMOTEeXHHKa/ DIEKTPOHUKA U

CXEeMOTEeXHUKa/

Electronics and circuitry

M4 | BIVTK PTB3210 a) Python Tininge 6arnapnamanay/ ka3 | 5 15 15 15 10 95 Emru- C# rininge AK17/
BJI/KB PYaP 3210 | TIporpaMmmupoBaHue Ha s3bIKE XaH Garapiamanay CK17/
BD/EC PP 3210 Python/ 9K3a- TEXHOJIOTHSICBI SC17

JBT3210 Python programming MeH TexHonorus
TPJ3210 b) Java Garnapnamanay exam MPOrpaMMpOBaHUs Ha
\I]\fl(-l;gﬁ?) TEXHOJIOTHACHY/ sa3pike C# )
MO3210 TexHonorust TPOrPAMMHPOBaHHS Programming technology
ML3210 Java/Java programming technology C#

¢) MammHanslk OKbITY

MainHHOe 00y4yeHue

Machine learning ( munop, minor)

M2 | BIITK AKKR @) AKIIaparThIK Kayilci3mikTi ka3 | 3 15 15 5 55 Emtu- AKNaparThiK Kayincismik AK18/
BJ/KB 3211 KYKBIKTBIK perrey/ XaH Herizepi/OCHOBBI CK18/
BD/EC PRIB 3211 | IIpaBoBoe perynmupoBanue IK3a- nHGOPMALMOHHON SC18

LRIS 3211 | undopmanuonnoii 6esonacHoctn/ MeH 6e3onacnoctu/Basics of
Legal regulation of information exam information security
AKKKE security AKnaparThl KOpFay jKoHe
3211 b) AxmaparTik KayincizmikTi aKMapaTThIK Kayirncismik/
POIB 3211 | kyKbIKTBIK KAMTaMaChI3 €Ty 3amuTa HHGOPMALHH 1
LSIS3211 | IIpasosoe obecneuenue HH(OPMAIHOHHAS
“H(OPMAIOHHO# 0€30MacHOCTH 6e30MacHOCTh
Legal support of information Information protection and
security information security
Axmapar Kayincizairi/
be3onacnocts
unpopmaruu/
Information security

Bazausik monjepi. Tanaay kommnonentepi./ Bazosbie qucuuminnbl. Kommnonent mo Bei6opy/ Basic disciplines. Elective component (5 kpeanr)




M5 | BIVTK ZhK 3212 a) XKeumi kayincizairi (Cisco) aur | 5 15 30 10 95 Ewmra- a)Kommsroteprik xeminep | AK19/
B/JI/KB SB 3212 CereBas OesonacHocts (Cisco) XaH sxKoHe TenekomMyHuKarust/ | CK19/
BD/EC NS 3212 Network Security (Cisco) JK3aMe KoMnbroTepHbIe ceTn n SC19

ZhKZhB b) XKeninik xayinciznik xyiienepin H TeIeKOMMYHUKALNH/
3212 Gackapy exam Computer networks and
ASSB AIIMMHHCTPUPOBAHUE CHCTEM telecommunications
3212 ceTeBoil 6e30MacHOCTH b) Aknaparrteik-ecenrey
ANSS Administration of network security JKEIiIepi XKoHe TeeKOM-
3212 systems MmyHukarsuiap/ Magpopma
AKZhKE C) AKnaparThiK Kayinci3maikri IIHOHHO — BBIYUCIIUTEIh-
3212 JKEJTTIK KaMTaMachl3 eTy/ HBIE CETU U TEJIEKOMMYHH-
SOIB 3212 | CereBoe obecneuenne karn/Information and
NIS 3212 HuH(MOpMAIMOHHOI Ge3omacHoCTH/ computing networks and
Network information security telecommunications
Beitingeymi monaepi. Tanaay komnonentrepi / Ilpodumpyromue aucunnannsl. Komnonent mo Beidopy/ Profile disciplines. Elective component (5 kpeant)
Tpaexrtopus 1

M4 | Bell/TK AKZhAT a) AKIaparThl KOpray Xyiienepin pyc | 5 15 30 10 95 Emr- a)KommbroTepiik BK1/
IJI/KB KE 3301 aNIapaTThIK-TeXHUKAIBIK XaH aKIaparThbl KOpray TK1/
PD/EC ATOSZI KaMTaMachl3 eTy 9K3a- TEXHOJIOTHSIIAPbI/ PC1

3301 ArnaparHO-TeXHHYECKOe MeH TeXHOJNOTHH 3alUThI
HTSISS obecrieueHne CHCTEM 3aluThl exam KOMITBIOTEPHO#
3301 nHpOpMAIUH nHpopManun/
AKBAK Hardware and technical support of Computer information
3301 information security systems security technologies
PASZI b) AknaparTsl Kopray/biH b) Kommsrorepiik
3301 Gar1apIaMaJIbIK-annapaTThIK aKI1apaTThl KOpFay
SHMIP Kypaiaapsl oxticTepi MEH KypaJiiapsl
3301 IIporpamMHo-anmnaparHsle MeTo/bl M cpejicTBa
CpeJICTBA 3alUThl HHPOPMALHK 3ALUUTHI KOMITBIOTEPHON
Software and hardware means of nHdopMaun
information protection Methods and means of
computer information
protection
TpaexkTopus 2

M4 | Bell/XX KATA a)Kpurnrorpapusibix pyc | 5 15 30 10 95 Emru- a) AKnaparThl KOpFayJibIH BK1/
K 3301 aIrOpUTMJIEp/I Ta1ay KOHE XaH KPHIITOrpadUsUIBIK MK/
T1/BK ARKA azipiey 9K3a- onicrepi/ PC1
PD/UC 3301 Awnanus u pazpaboTka u MeH Kpunrorpapuueckue

ADCA KpHUnTorpaguyeckix ajaropuTMoB exam METO/Ibl 3aIHThI

3301 Analysis and development of nHpopmaru/

KITZh cryptographic algorithms Cryptographic methods of

3301 information protection

ISRK'3301 | ) KuGepxayinrepai b) Axmapartst

ISRC 3301 MHTEIUICKTYaJ/Ibl TaHy Kyiernepi/ TEXHHKATBIK KOpFray
HVHTEIeKTyanbHbIe CHCTEMBI Texumndeckas 3aumra
pacrio3HaBaHus kKuoepyrpos/ "H‘i’OP_Mall"“ .
Intelligent systems for recognizing Technical protection of
cyber threats information

5 akaieMHUsUIBIK Ke3eH 00ibIHIIA §apibIFbl/ HTOTO 32 5

akajgeMuyeckuii mepuoj/total for 5 academic period 30 115 75 90 55 565

6 akageMHUAIBIK Ke3eHn/ 6 akaaemuyeckuii nepuos /6 Academic period
bazaabik manaepi. /KOO komnonenTi / bazoBbie nucunninnbl. By3oBckuii kommonent/ Basic discipli University comp t (4 kpeauT)

M5 | BII/XKK AKM AKnaparTbl KOpray nponecrepin aur | 4 15 15 10 5 75 Emtu- Kommbrorepiiik AK20/
BJI/BK 3210 MoJIeNbIey XaH aKIaparThl KOpray CK20/
BD/UC MPZI MozenupoBaHue mpoLeccoB 9K3a- TEXHOJIOTHsUIapbY/ SC20

3210 3aIUTHI HHOPMALHU MeH TeXHONOTHHU 3aLUTHI
MISP Modeling of information security exam KOMITBIOTEPHOM
3210 processes unpopmaruu/
Computer information
security technologies
Beitingeymi nmonepi.Tanaay komnonentrepi / llpodpuianpyoume aucuumimnbl. Komnonent mo Bui6opy/ Profile disciplines. Elective component (5 kpeaur)

M3 | Bell/TK | WKK3302 | a)Web kocsimiuanap Kayincisairi/ ka3 | 5 30 15 10 95 Emtu- Web Garnapnamanay BK2/
I/KB BWP 3302 | Besomacuocts Web npuioxeHuii/ XaH Web nporpaMmupoBanue TIK2/
PD/EC WAS 3302 | Web application security IK3a- Web programming PC2

WTOK b)Web TexHonorusnapaby MEH
3302 OCaJIBIFbl MEH Kayirncisairi/ exam
UBWT VssBumocts u Ge3omnacuocts Web
3302 TEXHONOruit/
IVSWT Vulnerability and security of Web
3302 technologies
Bazansik nonjepi. Tanaay komnonentepi./ Bazosbie nucuuniannbl. Kommonent mo Bei6opy/ Basic disciplines. Elective component (4 kpeaur)
Tpaexrtopus 1

M5 | BIVTK BT 3213 a) BroMeTpHsIIBIK TEXHOJIOrusIap/ pyc | 4 15 15 15 75 Emru- a) AKraparThl Kopray AK21/
BJI/KB BT 3213 Buomerpuueckue TeXHOIOrHn/ XaH JKyHenepiH anmnaparThk- CK21/
BD/EC BT 3213 Biometric technology IK3a- TEeXHUKAIbIK KAMTaMaChI3 SC21

BST 3213 b)BHOMETPHSIIBIK COMKECTEeHAIpY MeH ery/ Annaparto-

TBI 3213 TEXHOJIOTHSIAPBI / exam TEXHHUYECKOe

BKZh Texuonorun obecrieueHne CHCTEM
3213 Guomerpuueckoil uaeHTu(GuKannn/ 3aIU T HHOOpMAIHK
BSB 3213 The technology of biometric Hardware and technical
BSS 3213 identification support of information

C)bruomeTpusbIK Kayincizuik
Kyitenepi/

Buomerpuueckue cucTeMsl
6e3omacHocty/

security systems

b) Axkmnaparte
KOPFayIbIH
OarmapiaamManbIK-
AMaparThiK Kypaifapsl




Biometric security systems

IporpamMmMHoO-anmnapaTHsle
Cpe€AcTBa 3alUThI
nuH(pOpMaIUH

Software and hardware
means of information
protection

TpaekTopus 2

M5 | BIVTK TZhAKK a) TeneKOMMYHHKALHSUIBIK pyc | 4 15 15 15 75 Emr- a)Kpunrorpadusuibik AK21/
BJI/KB A 3213 JKyHerep/eri aKmaparThl XaH I OPUTMJEPAI TATAAY CK21/
BD/EC KMZITS KOpFayJIbIH KPUIITOrpadUsIIbIK 9K3a- JKOHE d3ipiey SC21

3213 onicrepi/Kpunrorpapudeckue MEH AHaim3 1 pa3paboTka 1
CMIPTS METO/IbI 3alUThl HH(OpMAaIHU B exam KpHITOrpahHYecKux
3213 TEJIEKOMMYHHKAI[HOHHBIX anropurmo/Analysis and
ZhK 3213 cucremax/Cryptographic methods development of crypto-
KS 3213 of information protection in graphic algorithms
NC 3213 telecommunications systems b) Kubepkayinrepai
KH 3213 b)Xeni kpunrorpadusicey/ HHTEJUIEKTYaJ/Ibl TaHY
KP 3213 Kpunrorpadus cetn Kyitenepi/MHTeIIeKTY b
CP 3213 Network cryptography HBIC CHCTEMBI Pacros-
¢) Kpunrorpadusinbik xarramanap/ HaBaHMs KNOepyrpos/
Kpurnrrorpaddeckue mpoToKoJIbl/ Intelligent systems for
Cryptographic protocol recognizing cyber threats
Beitingeymi monaepi.JKOO xommonentrepi/ Ipodumpyromue rncuunanasl. Bysoscknii kommonent/ Profile disciplines. University component (3 kpeant)

M6 | Bell/ EOU 3301 | DxoHomuka xoHe eHAipicTi ka3 | 3 15 15 5 55 Emrn- DKOHOMHKA jKoHE OH3HEC BK3/
XK EOP 3301 yHBIMIACTBIPY/ XaH Heri3epi (MexTen TIK3/
T1/BK EOP 3301 DKOHOMHKA U OpraHN3aLHsI 9K3a- Kypcbl)/OcHOBBI Ou3Hece PC3
PD/UC MPOH3BOJICTBA/ MeH 1 9KOHOMHKH (IIKOJIbHBII

Economics and organization of exam kypc)/ Fundamentals of
production business and Economics
(school course)
Beiiingeymwi nonaepi.Tanaay komnonentrepi / IMpoduanpywume mucuuniannbl. Komnonent no Beidopy/ Profile disciplines. Elective component (9 kpeauT)

M7 | Bell/TK KZhZhKA | a)KommbroTepiik xyiienep MeH ka3 | 4 15 15 10 5 75 Emru- a)KomnbroTepiik sxesinep bK4/
T1JI/KB E 3303 JKEJTIep Kayirci3irine okiMmImimik XaH JKOHE TEIICKOMMYHHKarust/ TIK4/
PD/EC ABKSS eTy/ AIMUHUCTPUPOBaHUE JK3a- Komnbrorepuble cetu u PC4

3303 6€30I1aCHOCTH KOMITBIOTEPHBIX MeH TEJICKOMMYHHKAINH/
ASCSN cucreM u cereit/ exam Computer networks and
3303 Administration of security of telecommunications
KZhZhBK | computer systems and networks b) Aknaparreik-ecentey
3303 b)KommboTepiik sxyiienep MeH JKeIiepi xoHe
UZKSS xeninepi 6ackapy xoHe Kopray/ TEeJIeKOMMYHHUKALUSIIap
3303 VipasiieHue ¥ 3aUTa KOMIIBIOTED MndpopmarmonHo —
MPCSN HBIX CHCTeM H ceteii/ BBIYUCIUTEIIBHBIC CETH U
3303 Management and protection of TEICKOMMYHHKAIHH
NZhT computer systems and networks Information and
3303 €) HeiipoHubIK e computing networks and
NT 3303 TexHonorusutapsl/Heiipocetebie telecommunications
NNT 3303 | rexnomorun/Neural network

technologies (munop, minor)

TpaexTopus 1

M6 | BelUTK | AZhKAM a) AKIaparThIK Kyiienep ka3 | 5 15 15 15 10 95 Emtu- a) AKraparThl Kopray BK5/
I/KB 3304 Kayinci3irinin aynuri MeH XaH JKyHelepiH anmnaparThik- TIKS/
PD/EC AMBIS MEHEKMEHTI/ 9K3a- TEXHUKAIBIK KAMTaMachl3 PC5

3304 AyIUT ¥ MEHEIHKMEHT MeH eTy/AnnaparHo-TexHH4e-
ISSAM 6e30MmacHOCTH HH(POPMALHOHHBIX exam cKoe o0ecrieueHne CHc-
3304 cucrem/ TEM 3allUThl HHPOpMa-
Information systems security audit uun/Hardware and
AZhKTZh and management technical support of
3304 b)AX kayimcisairin Tangay information security
SABIS Kyiernepi/ systems
3304 CucreMbl aHaIM3a 6€3011aCHOCTH b) AxmnaparTel Kopray-
ISSAS HHOOPMALIMOHHBIX CHCTEM)/ IbIH OaFJapiaMalibiK-
3304 Information systems security aInaparThiK Kypajijapbl
analysis systems TIporpammuo-anmapar-
HBI€ CPE/ICTBA 3aUThI
unpopmanuu/Software
and hardware means of
information protection
TpaexkTopus 2

M6 | Bell/TK KKB 3304 | a)Kubepkayincisaikri 6ackapy ka3 | 5 15 15 15 10 95 Emru- a)Kpunrorpadusuibik BK5/
M/KB UKB3304 Vipasienne kubepOe30nacHOCTbIO XaH I OPUTMEPAI TaIAay K5/
PD/EC CM 3304 Cybersecurity Management IK3a- JKOHE d3ipiey PC5

AKTB b) Aknaparreik kuGepKayincizaik MeH AHanu3 1 paspaborka u
3304 TOyeKeepi 6ackapy exam KpUNTOrpahuyecKux
URIK3304 | Vmpasienue puckamu nHGOpMALHO AT OPUTMOB

ICRM330 HHOI KrOepOe30macHoCcTn Analysis and

4 Information cybersecurity risk development of

management

cryptographic algorithms
b) KuGepkayinrepai
HUHTEIUICKTYaJIbl TAHY
Ky#enepi/

HurennexryanbHbie
CHCTEMBI PACMO3HABAHUS

Kkubepyrpos/




Intelligent systems for
recognizing cyber threats

KacinTik npaktuka/ Ilpons

BOACTBEHHAsA NPAKTH

ka/ Manufacturing practice (5 kpeaur)

M5 | BII OP 3203 OHIpiCTIK MpaKTHKA Ka3 5 150 . a) JKeni kayincizairi AK/
B PP 3203 IIpon3BoCTBEHHAS IPAKTHKA CBIHAK (Cisco) CK/
BD MP 3203 Manufacturing practice . CereBast 6€30MaCHOCTh SC

3ayer (Cisco)

differen | Network Security (Cisco)

tial b) Keninik kayincizaik

credit JKy#Henepin 6ackapy
AJIMUHHMCTPUPOBaHUE
CHCTEM CETEBOH
6e30MacHOCTH
Administration of network
security systems
€) AKNaparTbiK
Kayirnci3mikTi sxeminik
KaMTaMackl3 eTy/
CereBoe obecrieueHe
MH(OPMAIMOHHOK
6Gesomacnocrn/ Network
information security

6 akaxeMHSIBIK Ke3eH 00iibIHIIA GapJIbIFbI/ HTOTO 32 6

axagemuveckuii mepuoz/total for 6 academic period 30 | 105 | 210 | 65 50 | 470

7 akafieMHUsNIBIK Ke3eH/ 7 akagemMudeckuii nepuoa / 7 Academic period
Bazaasik monepi. Tanaay komnoHenTepi./ Bazosbie ancunniannbl. Kommonent mo Beioopy/ Basic disciplines. Elective component (10 kpeaur)

M5 BII/TK SZhK4214 CBIMCBI3 Keliiep Kayirncizairi/ Ka3 5 15 15 15 10 95 EmtH- XKeni kayincisairi AK22/
BJ/KB BBS 4214 Be3onacHOCTh GeCIIPOBOIHBIX XaH (Cisco)/ CK22/
BD/EC WNS 4214 | cereii/ 9K3a- /CereBast 6e30MacHOCTh SC22

Wireless network security MeH (Cisco)/

SzhEK421 ChIMCBI3 XKeJTiep: eHy XKoHe exam Network Security (Cisco)

4 Kopray/

BSPZ4214 | BecnpoBoHbIe CeTH:

WNPP421 MPOHUKHOBEHUE M 3aIHTa/

4 Wireless networks: penetration and

SZhKKE protection

4214 ChIMCBI3 XKeJTinep Kayincisairin

OBBS KamTamachI3 eTy/

4214 Ob6ecrieuenne Ge3onacHocTi Gecrp

ESWN OBOJIHBIX CeTeH/

4214 Ensuring the security of wireless
networks

M6 | BIVTK UDK 4215 a) YIIKeH JiepeKtep Kayircisairi/ ka3 | 5 15 15 15 10 95 Emtn- a)Web kockMIanap AK23/
BJ/KB BBD 4215 Be30nmacHoCTh GOJTBIIMX TAHHBIX/ XaH Kayincisiri/Besonacnocr | CK23/
BD/EC BDS 4215 Big data security 9K3a- b Web npunoxenuit/ SC23

BDKKE b)Big data kayincisirin Kamramacsi3 MeH Web application security

4215 ery/ exam b)Web Texnonorusiap-s

0BBD4215 Obecneyenue Ge3onacHoctH Bi OCaJIJIbIFbl MEH

SBD 4215 g JUIBIFLL Y
data/ Kayircisairi/ Ysi3BUMoCTh
Securing Big data u GesonacHocts Web

TexHonoruit/Vulnerability
and security of Web
technologies
Beiiinaeymi nmonaepi. ’)KOO komnounentrepi/ Ipoduimpyromme aucuuninnsl. Bysosckuii kommonent/ Profile disciplines. University component (10 kpeauT)

M6 | Bell/ EBET DTUKAIBIK Oy3Y KOHE CHY aur | 5 15 15 15 10 95 Emtu- A) AKnaparTbIK Kyienep BK6/
KK 4302 Tecrineyi/ XaH Kayincisairinin aymuri TIK6/
I11/BK EVTP DTHYECKHIi B3IIOM U TECTUPOBAHHE 9K3a- MEH MEHEDKMEHTI/ PC6
PD/UC 4302 Ha IPOHUKHOBEHHE/ MeH AYIUT ¥ MCHEIDKMEHT

EHPT Ethical Hacking and Penetration exam 6e30MacHOCTH

4302 Testing UH(POPMALUOHHBIX

cucrem/Information
systems security audit and
management

M6 | Bell/ AKKSS AKInaparTbIK Kayincizuik pyc | 5 15 15 15 10 95 Emtu- a)Kommnbrorepiik BK7/
KK 4303 KYpaJlIapblH CTaHAapTTay KOHE XaH JKylienep MeH xKeiiep TIK7/
I11/BK SSSIB cepruduxarray/ 9K3a- Kayircisairine okiMuimk PC7
PD/UC 4303 Cranjaprusauus U cepTuuKanus MeH eTy/ AIMUHUCTPUPOBAHHE

SCIST cpezcTB HH(POPMALHMOHHON exam 6€30MacHOCTH KOMIIBIO-

4303 6e30macHoCTH TEPHBIX CHCTEM U ceTeit/
Standardization and certification of Administration of security
information security tools of computer systems and

networks
b)Kommnbroteprik
JKy#ernep MeH xeninepi
Gackapy JoHe Kopray/
VYnpaieHue u 3amuTa Ko
MIBIOTEPHBIX CUCTEM U CE
teii/Management and
protection of computer
systems and networks

Beitingeymi nmonaepi.Tannay komnonentrepi / [lpodpuianpyronme qucuumiaunbl. Komnonenr no Beigopy/ Profile disciplines. Elective component (13 kpeaur)




M6 | Bell/TK SS 4305 a)Creranorpadus sxoHe Ka3 3 15 15 5 55 Emr- a)KommnbroTepiik BK8/
/KB SS 4305 cKpeMOpiey XaH JKylHernep MeH xKeniep TIK8/
PD/EC SS 4305 Creranorpadus 1 9K3a- Kayincisairine okiMImimik PC8

AKSA cKkpemOnupoBanue / MeH eTy/ ATMUHHCTPHPOBaHHE
4305 Steganography and scrambling exam 6€30MacHOCTH KOMITbIO-
SMZI b)AKnaparTsl KOpFayblH TEPHBIX CUCTEM U
4305 creraHorpadusIbIK dxicrepi / cereit/Administration of
SMIP CreraHorpapuuecKue MeToAbl security of computer
4305 3alUTH HHPOpMAaLu/ systems and networks
SS 4305 Steganographic methods of b)KommnbroTepitik
SS 4305 information protection JKylHernep MeH xKeninepai
SS 4305 ¢) Creranorpadus xoHe 6ackapy JkoHe Kopray/
crerorainay/ VYrpasiieHue U 3aUTa KO
Creranorpadus u creroanamms/ MITBFOTEPHBIX CUCTEM U CE
Steganography and steganalysis teit/Management and
protection of computer
systems and networks

M7 | Bell/TK KK 4306 A) KBaHTTBIK KpunrTorpadus/ ka3 | 5 15 15 15 10 95 Ewmra- Web Garnapnamanay BKY/
T/KB KK 4306 KsanroBast kpunrorpadpus/ XaH ‘Web nporpamMmmupoBanue TIK9/
PD/EC QC 4306 Quantum Cryptography 9K3a- Web programming PC9

KKTKP b) KsauTThIK KprTOrpadus MeH A)KommbroTepitik

4306 TEXHOJIOTHACBIHBIH KYPBIIBIMbI MEH exam Kyienep MeH xeinep

SOPTKK MPUHIAITEPi/ Kayirci3airine oKiMIink

4306 CrpyKTypa ¥ OCHOBHbIE I1PUHLIUIIBI eTy/ ATIMUHUCTPUPOBAHHE

SPQCT TEXHOJIOTMM KBAHTOBOH KpUIITOrpa 6e30MacHOCTH

4306 dun/ KOMITBIOTEPHBIX CHCTEM H
Structure and principles of quantum cereii/Administration of
cryptography technology security of computer

systems and networks
TpaekTopus 1

M6 | Bell/TK | BTK 4307 A)BYNTTHI TEXHOJIOIUsIAP pyc | 5 15 15 15 10 95 Emrn- a)Web koceMuanap BK10/
T1JI/KB BOT 4307 Kayineisziri/ XaH Kayircisairi/be3onacHocr TIK10/
PD/EC CTS 4307 be3onacHocTh 061a9HBIX 9K3a- b Web npuioxenuit/ PC10

VIK 4307 TEXHOJIOTHH/ MeH Web application security
BVI 4307 Cloud technology security exam b)Web Texnosorusiiap-H
VIS 4307 B) Bupryanisl HHPpaKypbUIbIM OCaJlJIbIFbl MEH
AKN 4307 Kayimciziri Kayircisairi/ Ys3BuMocTsb
NIB 4307 BesonacHocTb BUPTYabHOM n 6e3onacHocte Web
NIS 4307 nudpacrpykrypsi/ TexHonornii/Vulnerability
Virtual infrastructure security and security of Web
C) AKnaparTbIK Kayincisaikreri technologies
HeHpoTexHonorusnap ¢)Be6-kochMianap
HeiiporexHosoruu B Kayircisairin recriney/
MHPOPMAIMOHHOM 6€30I1aCHOCTH TecrupoBanue Ge3omac-
Neurotechnologies in information HocTH BeG-npunoxennii
security(munop, minor) /Testing Web applications
security
TpaexTopus 2

M6 | Bell/TK KMKA a)Kayirci3 MOOMIIbI KOCHIMILIAIAp pyc | 5 15 15 15 10 95 Emtn- a) Python Tininae BK10/
I/KB 4307 azipney/ XaH Garapiaamanay/ TIK10/
PD/EC RBMP Pa3pabotrka Ge30macHbIX 9K3a- TIporpamMmmupoBaHue Ha PC10

4307 MOGHIIBHBIX TIPUIIOKEHUH/ MeH si3pike Python/
DSMA Developing secure mobile apps exam Python programming
4307 b)MoGuIIbi KOChIMILIATAP/IBIH b) Java Garnapnamaiay
MKKKE Kayilci3irin KaMmTamacsl3 ery/ TEXHOJIOTHSCHY/
4307 ObGecnedyenne 6€30MacHOCTH TexHomnorus
OBMP MOGHIIBHBIX TIPUIIOKEHUH/ nporpamMMupoBaHus Java/
4307 Security of mobile applications Java programming
SMA 4307 | C)Kayincisaix Heiipornakerrepi technology
KN 4307 HeiiponakeTs 6e3011acHOCTH
NB 4307 Neuropackages of security
NS 4307 (mMuHOp, Minor)
7 akaieMHUsIbIK Ke3eH 00iibIHIA §apJIbIFbl/ HTOrO 32 7
akajgeMuyeckuii mepuoj/total for 7 academic period 33 105 105 | 90 65 625
8 akaneMusIIBIK Ke3eH/ 8 akaeMuyecKuii ney /8 Academic period
KocinTik npakruka/ [IpoussoacreenHas npaktuka/ Manufacturing practice (8 kpeaur)

M6 | Bell KP4301 OHIipiCTIK HeMece AUILIOMAIIBI ka3 | 15 450 . a) YJIKeH Jepexrep BK/IIK/
I PP4301 npakTuka / ChIHAK Kayincisairi/ pPC
PD MP4301 IpousBocTBeHHAS HIIH . BesonacHocrb 6obLInX

Ipepaunmnomuas npakruka/ 3a4er JaHHbIX/
Production or pre-graduate practice differen | Big data security
tial
credit
KopsiThinab! artectanusi/ Utorosasi arrectauus/ Final certification (11 kpenur)
M8 KA JIMIUIOMIBIK JKYMBICTBI (3KOOAH bi) ka3 | 12 360 Jumno bazainbik sxone Oeifinik
1A JKa3y jKOHE KOpray HeMece KeIleHIl MJIBIK nonaep/baszossie 1
FC €MTHXaHFa JaibIHAaTy MEH SKYMBIC npodeccHOHaNIbHbIE
TarchIpy ThI nucuuuiiHel/Basic and
Hanucanue 1 3aiuThl AUIIOMHOTO (5x00an professional disciplines
npoexTa (paboThl) WK MOATOTOBKA bI)
M cladya KOMITJICKCHOI'O 3K3aMEHa Kopray
Writing and defending a diploma Hemece
prolect (work) or preparing a KELIeH/T
comprehensive exam iemr/
3aImTa
JTUTI.
Pab.
(IpoexT




a) um
TIOATOT
OBKa U
caaua
KOMILIE
KCHOTO
9K3
8 akaeMusIIBIK Ke3eH 00iibIHIIA GapibIFbl/ HTOTO 32 8
akajgeMuueckuii mepuoa/total for 8 demic period 27 810
TeopHsiIbIK OKY KOPBITBIHABICHI/Pe3yIbTaThl TEOPETHYECKOT 0
obyuenus/ Results of theoretical training 240 | 700 1970 | 415 | 400 | 3715| 7200
Ml OneymeTTik-MozienH 6iniMi/ConnanbHo-KyIbTypHbIe 3HaHUs/Social and cultural knowledge - 8
M2 Tponenepruka/IIponenesruka/Propedeutica - 1
M3 Bazanbik 6imim/basoBble 3Hanus/ Basic knowledge - 12
M4 Ipreni 6inim/¢pyrnamenTansable 3HaHKs/Fundamental knowledge - 12
M5 Apwaiisl 6iniMaep/Cnennansasie 3Hanus/ Special knowledge - 4
M6 Konnan6ansl xone sxobanay 6inimaepi/IIpuknagnsie n npoekTHble 3Hanus/ Applied and project knowledge - 6
M7 FruteiM, MHHOBANNS XoHE TOpOMe xkyMbic/ Hayka, MHHOBAIIMY M BOCTIMTaTebHAs paboTa/Scins, innovation and education work - 2
M8 KopsITeH B aTTecTaTTay MOAYIi/MOmyiibs nTorosoit arrecrarmu/The module final assessment - 1

JKBK/OK - JKamns! 6iniMaik Ky3sIpeTTep/00meo0pa3oBarebHble KOMIETEHIHH -8
AK/CK - ApHaiibl Ky3bIpeTTep/crieluanbHble KOMIETEHINHN -23
BK/TIK - Beiiinni Ky3sipertep/ npodumpyronme komnerennun -10

Eckepry 1/TIpusesanne |/Note |: 2022-2026 oxy wuinsapura aphanran 6806152 ~Axknaparmuk xayinciymik yfenepi Ginin Gepy GarnapaamMacsinsii #yMwc
oxy mocnapst KP Binim aane rutnsi munmcrpinin 2011 seiarst 20 cayipaeri Ne 152 Gyfipuirimen Geximiares aOxsTyasn XpeanTrik Texsonornacs Gofismua oxy
npouecin yiinmaacTupy xarnnanaps» (KP Binim aane ramis mamscrpinin 12.10.2018 awanrs Ne563 earepicrep enriviares), KP Butim xaue relasis MEHWCTPIHIN
2018 wwarw 31 xasannarsl Mo 604 Gyfipsirsmen Geximaren «Horapu Ginim Gepymin MemaekerTix ®annera Miaeryi cranpaprsie (KP BFM 2020 wuinrw §
mammpaars Ne 182 Gydipuriina cafixee eareprynepi wosie TonuKkTsipynapsiven), KP Bisiv mane rsnsist MusncTpinin 2018 waunrnt 30 xaasaarw Ne 595
Gyfipureimen Gexmares «)Korapsl EIHE (HEMECE) KOFAPS! OKY OPHAIHAN xefinri Giniv Gepy yiusaaps xuiaseTiRis yarinik karnaanapso (KP Biniv kome reumssin
MuEMCTRIHIE 24.12.2020 Ne 539 Gydipmrsmen osrepicrep enriviaren), sAvamexess KP Yarrux kacinxepnep nanaracusen Oeximinres wacifu cramaapr
(®AKNZPATTRIK TEXHONOPMANID HaHE AKNAPATTHK HNGPAKYPMANMNMIL XAYINCIMUrN KavTavacwy eryo, Ne 259, 24022019 x), ¥Yarmuk Gunkminik wenSepi
16.03 2016, canaasix Guakminik wenbept Aknaparrsix Texnonornanap 2019 aun, 2022-2026 o.%. Gexirunres BBE-HbiM KOFaps OKY OPHBI KOMNOHEHTI KATAAOTH,
WIEKTHBTI NIHACH KATANOME! HEMIIHAC MACAABIHABI

Binim Gepy Garaapravanapuin Gackapy Geniminin AM Myxauberkan
Gacwbicy
Oky yaepicin yAbmaacTeipy GonimiHin Gacumce JLA Kycynosa
‘s OTHANBIK HH HBIH \M/
::‘;::;;}: i S "l Ackaposa
H.B. Konwipbace

«KOMNBIOTEPAIK FRIMBIMAAPY KA(EAPACHIHbIH
MCHIepyLiC



MUHHUCTEPCTBO HAYKH U BBICHIEI'O OBPA3OBAHUS PK

HAO «KbIBBLJIOPIJMHCKU YHUBEPCUTET umenn KOPKBIT ATA»

IJIAH PA3BUTUSA
o0pa3oBaTeIbHOI MPOrpaMMbl

6B06152-«CucreMbl nH(poOpMaIIHOHHO 0e3omacHOCcTH» Ha 2022-2026 roanl

Kbi3biopaa, 2022 r.



YTBEPXIEHO
Ha 3acejianuu akazeMnyecKoro coBera 1o 0bpasosatebHbIM HaNpaBieHHAM

[potokon Ne§ ot «% 25 2023 r.

)
[Ipesncenaren b.b. Abxanenon
PACCMOTPEHO

Ha 3acenanun kadenpsr «KoMnbioTepHbIe HAYKH,

[potokon Ne 2 ot «/» _#2 2023 T.
3as. Katbenpoﬂdﬁ A _ H.B. Konsipbaes

OCHOBAHME JUJ151 PA3PABOTKH TIJIAHA OBPA30BATEJIbHON
[TPOTPAMMBI:

Crpateruyeckuii njat pasBHTHA KY umenu KopkbiT ATa Ha 2023-2027 rofwt



1. Paspadorunku OI1

Unenst coBera padGoroaateneid mo OII | Otaen no wuHpopMauUMOHHOH 0e30macHOCTH

Cucrembl HH(pOpManMOHHOI 0€30NMACHOCTH annapara axkuMa Ke3puiopaumuckoi odJsacTu-
pyxosoautesb Uoagynna C.U.

OcHoBHbIe paGoToaaTean Ortnen no nHopMaMoHHOW 0€30MacCHOCTH anmapara
akuMma KbI3bUIOpAMHCKON 00J1aCTH — PYKOBOAUTENH
AnbmenoBa A.b.;
"KsI3pu10pAaTpancTesekom” Ks13putopauHckmin
ropoackoii unuan AO "Tpancrenexom"- Kyauspos
b.b.

UYaenst Axkagemuyeckoro CoBera cpenu | -

padoToaareJeit

OcHoBHBIe oOpa3oBaTeabHble yupe:xkaenus, | Ornen "LludpoBbie TexHonoruu" ammapata akuMa

NpeInpusATUsl, ¢ KOTOPHIMHU ocymecTBiasercs: | Kb3puiopuHcKoi obnacry;

cOTpyAHUYecTBO B pamkax OII "Ks13pu10pAaTpancTesekom” Ke13putopauHCKHiz
ropoackoii pumman AO "Tpancrenekom'.

@Ounauansl kadeapn Otnen "Ludpossie TexHonoruu" ammapaTta akuma
Ke13pmopauackoii obnacTy;
TOO «llIkona nporpammupoBanust «Grand Master»

2. OCHOBHBIE 3AJAYY PA3BUTHUSA OBPA3OBATEJLHOM ITPOTPAMMBI

Crparerudeckoe HanpaBiaenue 1. Pacwupenue oOocmyna K 00pa306amenbHbiM — yCiayeam
YHUGepcumema
Ne IToka3zarean pe3yjbTaTOB En. 2022 2023 2024 2025 2026
(10151, IPOLIEHT, KOJUYECTBO) W3M.
1. KOHTHHIeHT 00yJarommxcs Yen 6 6 7 7 8
2 5 0 5 0
2. KOHTHHIeHT 00yJaronuxcs IOCie CPEeIHE Yen 12 15 2 2 2
texHu4. [Ipod mimm cpemHero obpazoBaHust 0 0 5
(yck.00y4.)
3. | KoHTuHTeHT 00yJaronmxcst mocje BhICIIero qel - 5 7 8 9
o0Opa3oBaHUsA
4, [Ipuem Ha gHEeBHYIO PopMy 00yueHus, 4 qen 62 62 63 65 65
rojia
5. [Ipuem Ha yckopeHHy0 popmy o0ydenus (3 Yen 12 15 15 20 25
rofa, 4 ner)
6 Beimmyck qel 16 33 14 62 45
Cmpamezuueckoe nHanpagnienue 2. VIHHOBaImoHHOe o0ecriederre 00pa3oBaTeIbHON AeITENbHOCTH
Ne Iloxa3zartesu pe3y/abTaToB (10151, IPOLEHT, En. | 2022 2023 | 2024 2025 2026
KO0JIN4€eCTBO) H3M.
1. IMoka3zaTesau pe3yabTaToB (10J151, IPOLEHT, En. 2021 2022 | 2023 2024 2025
KO0JINY€eCTBO) H3M.
2. Wrorn peitturra OIT HIIIT Atameken mecro | 6/6
Axxpenuranus OI1 tdaxr | 2021
PazpaboTka 00pa3oBaTenbHOM MPOrpaMMEI ¢ (hakr
YYaCTHEM KPYIHBIX KOMIIaHUH, 1 1 1 1 1
HaIMOHAJILHBIX KOMITAaHUH, TOCOPTaHOB,
accoranyii u paboromarenei
5. Oo6nosnenue Ol ¢ yuerom TpeboBanuit ¢dakr + + + + +
pBIHKA TPy




KonuuecTBo MpUBICUEHHBIX K YYCOHOMY
MPOLIECCY CIEIUATUCTOB MO
COOTBETCTBYIOIIECH OTpacin

k(S

Homns IIIC ¢ yuenoit crenensto mno OI1

%

35

40

42

45

50

Komnuectso IIIC, npomeammx Kypcsl
MOBBIIICHUS KBaTH(DUKAIIUK B TIPEIMETHOU
obnactu

(1

10

Hons BeimyckaukoB OIl, TpyoycTpoeHHbIX
B MIEPBBIN TOJI TTOCTIE 3aBEPILICHUsT 00YUCHUS
(ot obmIero KoJaM4YecTBa BHITYCKHUKOB)

%

73

78

84

89

90

10.

Jlo7ns1 BEIIYCKHUKOB YHUBEPCUTETA,
YYaCTBYIOIIUX B OIEHKE Ka4eCcTBa
00pa3oBaTelbHbIX YCIYT (IIHEBHOE
o0yueHwue)

%

100

100

100

100

100

11.

KonnuectBo paboTonaTenei, yuacTBYIOIIIX
B OIIGHKE KayeCcTBa IMOATOTOBKH
CIIEL[AJIUCTOB

(S

12.

Jonst 00yJaronmxcsi, y4acTBYIOIIHNX B
OIICHKE Tearornueckoit aesrensaoctu [1T1C
(nHeBHOE 00yUeHHE)

%

100

100

100

100

100

13.

o751 BBITYCKHUKOB, IPOLIEININE
noporoseiii 0am1 HKT(Tonbko ajs
TIeACTICITNATBHOCTEH )

%

14.

KommaectBo MOOK, pa3paborannbie
npenonaBatensimu OI1

ca

10

15

20

15.

Jons moctynuBmux B BY 361, nMeronx
3HAKH «AJITBIH Oelri», mooeaurenei
MEXTyHaPOTHBIX OJMMITHA]T I KOHKYPCOB
HayYHBIX MPOEKTOB TTOCIETHIX TPEX JIET,
moOeTuTeNeH MPe3uICHTCKOM,
pecyOIMKaHCKUX ONMMITHA]] i KOHKYPCOB
HayYHBIX MPOEKTOB TEKYIIEro y4eOHOro rojia
(HarpaxaeHHbIe JUILIOMaMU TIEPBOM, BTOPOH
Y TPEThEH CTENeHn) OT UX 00IIero
KOJIMYEeCTBa

ca

Crpateruyeckoe HanpasJjeHue 3. MexayHapoAHOE COTPYAHUYECTBO U MHTEPHALMOHAIU3ALIHS

IMoka3zarenn pe3yabTaToB (1015,
NMPOLEHT, KOJIUYEeCTBO)

En.
HM3M.

202

202

202

202

202

MexBy30BcKoe mapTHepcTBO B pamkax OIl:
JAsynunnomusie OI1

ell.

C 3apyOeXKHBIM BY30M

(1

C Ka3aXCTaHCKHNM BY30M

(1

KonnuecTBo AUCIUIUIMHE HA aHTIIUHNCKOM
si3pIke 110 OI1

CI.

Konmuuecto obyuatommxcs OI1,
Y4YacCTBYIOIIMX B paMKax IpOrpaMmsl

(S




BHEIIHEH UCXOJIIeH aKaJeMHdecKoi
MOOMJIBHOCTH

4, Konmuuecto obyuatommxcs OI1, qen - 1 1 2 2
y4acTBYIOIIMX B paMKaX IMPOrpaMMbl
BHYTPEHHEW MCXOIAIIEH aKaJIeMUYECKOU
MOOHMIIBHOCTH

5. Komuuecto obyuaromuxcs OI1, g - 1 1 1 1
YYacCTBYIOIIMX B paMKaxX MpOrpaMMbl
BHYTPEHHEW BXOZSIIIEH aKaJeMHUIECKON
MOOHMIIBHOCTH

6 Kommuecto I1I1C, ygacTByOmux B paMKax qen 1 1 1 1 1
[pOrpaMMbl BHYTPEHHENH HCXOIAILEH
aKaJeMH4ecKoi MOOMIIBHOCTH

1. Komnuectso IIIC, ygacTBytomero B pamkax yel 1 1 1 1 1
HpOrpaMMbl BHYTPEHHEN BXOASILEH
aKaJIeMH4eCKOH MOOMJIBHOCTH

8. KonnuecTBo nprBieueHHBIX 3apyOeKHBIX yen 1 1 1 2 2
YUYEHBIX
9. Kommgectpo I1I1C, ygacTByrOmEro B paMkax yen - 1 1 1 1

MPOrpaMMbl BHEITHEN UCXOIAIIIEN
aKaJleMUYECKON MOOMIBHOCTH

10. | Komuuectso II1C, npenoparonmx Ha e 6 6 7 7 8
AHTIINHCKOM SI3BIKE

CtpaTteruyeckoe HanpanJjenue 4. Pa3Butre WHHOBAITMOHHON YKOCUCTEMBI

Mo Fn 202 202 702 2025 | 202
- "ﬂl&")’lﬁ"l"ﬁ T NMAVTLTaATNR “3M. 2 3 4 6
(10151, MPOLIEHT, KOJIHYECTBO)
1 Kommaectso I1I1C, ygacTByromux B qel 2 2 3 3 3
00pa30BaTENBHBIX M MCCIICAOBATEILCKIX MPOCKTAX
2. Kommaectpo I1I1C, ygacTBYOMIEro B peaan3aiuu yen 4 4 4 4 4
(hyHITaMEHTaITFHBIX M MTPHUKJIATHBIX UCCIICIOBAHUN
3. KommaectBo mybnukannii B M3JaHASIX, BXOIAIIAX B Ch. 5 S 8 6 7

1, 2 1 3 KBapTUIIU IO JaHHBIM
JournalCitationReports kommauum
ClarivateAnalytics nau nmeronmx B 6a3e JaHHBIX
SCopus mokasaTens nmporenTis mo CiteScore

4. | KonndectBo myOnMKaIMii HAYIHBIX cTaTeil €. - 1 1 1 1
JOKTOPAHTOB B JKypHaJaX C HeHYJIEBBIM MMITaKT-
(hakTOpOM, BXOISIINX B 0a3bI TAHHBIX
ThomsonReuters/Scopus

5 Komnunuecto HUP, BBIMONHSIEMBIX B paMKax en - - 1 1 1
MEKIYHAPOJHOIO COTPYAHUYECTBO

6 KonuvecTBo myONMKaIUU B U3AHHSX, en 3 3 4 5 5
pexkomennoBanHbix KKCOH

7 KommuectBo myonukanuu 00y4daronmxcst i - 2 3 4 6

8 KommuectBo 00yyarommxcsi, IpUHAMAFOIIAX qen 3 3 2 4 5
y4acTHe B HaAYYHBIX MCCIIEJOBAHUSIX

9 KonuuecTBo CTy1€HTOB, IPUHUMAIOIINX Y4ACTUE B o - 2 2 3 3
Hay4YHBIX KOHKypcax

10 | Komuuectso CTYAEHTOB, IPUHUMAIOLIUX YYaCTHUE B L 3 3 2 2 2

pCCHY6J'II/IKaHCKI/IX OJIMMITHNagax




Crpareruyeckue HanpasJjeHnus 5. MoaepHu3ausi ”HPPaCTPYKTYPbI

No [TokazaTenu pe3yabTaToB En. Uzm. 2022 2023 2024 2025 2026
(monsi, MpOILIEHT,
KOJIMYECTBO)

1 | Pa3BuTHE KOMIIBIOTEPHOTO el. 13 15 17 20 20
napka

2 | IIpuobperenne el 1 2 2 3 3
POrpaMMHOTO
obecrieueHus

3 | [Ipuobperenne el 1 2 2 3 3
n1a60paToOpHOTO
000pyI0BaHKE U JIp.

4 ITononuenue ell. 15 18 20 20 20
oubnroTHueckoro Goua

5 | IIpuobperenue mebenu e, - 2 3 5 6

3as. Ka(bcnpoﬁﬂzg_' (:/) H.B. Kousipbaes




Koceivmia 8/ [punoxxenne 8/ Appendix 8

bbb nukigap 0eiHiciHae UrepijireH KpeauTTepAiH KeJeMiHiH KUBIHTBHIK KecTeci / CBoaHast
TadJuua noka3sareJsieil 00beMa 0CBOEHHBIX KpeIuTOB B pa3pe3e nukiaos OII / tabulated
summary of amount indicators for assimilated credits in module sections

6B06152 —AknapatTbIK Kayincizaik :xxyienepi/6B06152-Cuctembl HuHGOPMAIIHOHHOI
6ezonmacHocTn/6B06152-Information security systems

Huxai/cem | 1cem. | 2 cem. | 3 ceM. | 4 cem. | S cem. | 6 cem. | 7 cem. | 8 ceM. | Bapibirbl
KBBII MK | 20 17 7 7 51
KBBII TK 5 5
BII ’)KK 10 8 10 5 9 4 46
BII TK 3 13 10 16 4 10 56
BIT TK™nr +

Bell KK 3 10 13
Bell TK 5 14 13 32
Bell TK™"" + +

IIpakTuka 2 3 5 15 25
KA 12 12
0apJIbIFbI 30 30 30 30 30 30 33 27 240




Jluct peructpauuu U3MEHEHUN U TOTIOJIHEHU N

o/

Neo paznena,
nojpasjena,
MyHKTA, MOJMYHKTA
JIOKyMEHTa

JlaTa
BBEJICHUS
M3MEHECHHUS

OcHoBaHue
(Ne, mata
pHUKa3a)

Ioamuce
JIMIA,
BHECIIIETO
U3MEHEHHUEC
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