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1. 7Korapbl OKYy OpHbI KOMIIOHEHTI

Mo = bakplnay bt IoHHIH cHnaTTaMachl/ XapaKTePUCTHKA TUCIUILUTAHbL/ barnapnama
aym | 2 5 - H OTY TYpi characteristics of discipline: JKETEKIICiHIH aThI-
bNe E = = = § E (Tecr, JKOHI, FBUIBIMU
= 2] 2 g Q g & skazbamra, | 1.IIpepexBu3nTTEpi/MpepeKBU3UTHY/ prerequisites aTarsl, Jlopexeci/
E @ E @ E 2 z 2 ] SR 5 _ aye3ma,)/ |2. [locTpekBu3uTTEPi/ d.m.0.
S5 | §5| w88 Z 8 é E _ -g E e BUJ HOCTpeK.BI/I?)I/ITBI/ postrekvizites . o PYKOBOIHUTEIIS
53| EZ 253 g Sla | LEg & § koHTpois | 3. ITeHHIH MaKcaThl/Iienb qucnuIunHEbl/aim of the discipline TIPOrPaMMBl,
E 5| 53 = 22 = ©° S g 2El &% (tecr, 4. Kpickaia Ma3MyHbl/ KpaTkoe conepixkanue/shortcontent Y4YeHasICTEeTeHb,
J9o i S| 852 ;8 EREREE § B E nuceMeHHo, | 5. Kysbipertiniri/ 3Banue /
E S| 28 = é £ = g é ] 2 ) yCTHO)/ | KOMIeTeHMK/competences name, surname of
£8| g0 8z S % M= 2 type of | 6. Kyrinerin notuske/ oxumaemMble pe3yasTaThl/ expectedresults the instructor of
= £ g E v E E control (test, program, scientific
= = s g % 3 written degree, rank
~ é form,
orally)
1 2 3 4 5 6 7 8 9 10 11
M3 | BII/ Matl | Marematuka 5 1 1 Emrixan Tecr 1.ITpepexBusuti:Martemaruka(MeKTen Kypchl). JKan6eiposa XK. -
KK | 201 | Maremaruka DK3aMeH TecT 2 .Ilocrpexsusuti:MaTematukall "Matemaruka sxoHe
BJI/B | Matl | Mathematics Exam test 3. Tonniy Makcatbl: JKoFapbl MaTeMaTHKaHBIH HETI3Ti YFBIMIAPBIH JKOHE OJapibl Komama{f“
K 201 OpTYpIi camamapa KONIaHy, KIACCHKAIBIK JKOHE Ka3ipri 3aMAHFbl MATEMATHKAHBIH | ©oorikd
BD/ Matl HETI3Ti YFBIMAAPBIH, 3aHIaphl MCH TCOPUSIIAPBIH, HAKTHI €CENTEePi HICHIYIiH daicTepi Eﬁiiﬁ;ﬁg’m
uc 201 MeEH anicrepin urepy.

4. Kpickaria Ma3myHbl: JKUBIHIAFBI HETI3r1 ONepanusiap. apajiblK *KoHE MaHal YFbIMBIL.
Teopema Typnepi. DyHKIUS XoHE OHBIH KacuerTepi. DnemeHTap QyHKmmsuiap. CaH
Ti30eriHiH 1meri. OYHKIMAHBIH HYKTEZET1 IIeri »oHe OHbIH Kacuerrepi. Lllekci3 kimri
JKOHE IIEKCi3 YIKEH [ramasap, OJNapAblH apachiHAarel Oaitnansic. Tamara mekrep.

5. Kyseiperrimiri: Ke3-kelareH OKBITBUIFaH IMOH OOMBIHINA KOJAaHOANBI ecenTepi,
npoOneMaappl CHIATTAlAbl JKOHE IIENIIMIH IIbIFapa OLIAl, MaTeMaTHKAaJbIK
MOJICNTBACP I Kypa Oineni JKOHE 3epTreiini.
6. Kyrinerin HoTikenep: MaTeMaTHKanbIK MOJEIbAI Kypa Oijemi, MareMaTHKAbIK
ecenTepai ImbiFapa OiNlenli. ecenTi MIBFapyIblH THICTI MaTEeMaTHKAJBIK OIiCTepi MeH
AITOPUTMIIEPIH TaHJAI, Ka3ipri KOMITBIOTEPIIIK TEXHOJIOTHSIHBI KOJIaHa OTHIPBII €CETITi
MICTTYIiH CaHABIK dJiCTEpiH KOJIJaHa alabl.




1. ITpepexBusutsl: Maremaruka (LLIxonbHBIH Kypc).

2. TToctpekBU3UTHL: MaTeMaTHYECKUi aHATU3.

3. Uenp aucuuruigHbel: V3ydeHHEe OCHOBHBIX MOHSATHUH BBICIICH MaTeMaTHKH U HUX
MPUIOKEHUH BPA3IWYHBIX O0NACTIX, OBIaAcHHE (YHAAMEHTAIBHBIMH HOHSATHUAMH,
3aKOHAMH W TEOPHUSMH KIACCHUYCCKOH M COBPEMCHHOM MaTeMaTHUKH, TPUEMaMH H
METOaMH PEIICHUS] KOHKPETHBIX 3a/1a4.

4. Kpatkoe copepxkanue: OCHOBHBIC ONEpaldd HaJl MHOXECTBAMHU.MHTEPBAIBI H
MOHATHE OKPECTHOCTEH. BUABI TeopeM. DYHKIHMS M €€ CBOHCTBA. DJIEMEHTapHBIC
¢yukunn. Ilpenen mocnemoBaTenbHOCTH uucen. Ilpexen (yHKIMH B TOYKE W €ro
cBolicTBa. beckoHeyHO Manble U OSCKOHEYHO OOJbILINE BETHYMHBI, CBSI3b MEXIY
HHMH.3aMedaTelIbHbIC npeaesbl.
5. Kommerenmuu: IlocTpoeHne M HcciegoBaHME MAaTEeMAaTHYECKHX MOJIENCH s
OTIMCAHUS ¥ PEIICHUS MPUKIIATHBIX 3a/1a4, 33/1a4 U3 CMEKHBIX JTUCIUILIHH.

6. Oxuumaemble pe3ylbTaTbhl: YMEET CTPOUTh MaTeMaTUYeCKHEe MOJECIH, CTaBHUTb
MaTeMaTHYCCKUE 3aaud.O0UPaTh TMOAXOMAAIIME MATCMaTHYCCKUE METOIbl H
QITOPUTMBI PEIICHUS 3aJayl, TIPUMCHSATH JJIsl PCHICHUS 3a]a9i YHCICHHBIC METOMBI C
HCTIOJIb30BAHUEM COBPEMEHHOH BBIYMCIUTENFHON TEXHUKH.

XKanoeiposa XK.-
3aBelyroIuit
kadenpoi
"MaTeMaTHKH 1
MIPUKIIAHON
MeXxaHuKn"

1. Prerequisites: Mathematics (School course).

2. Post requisites: Mathematical analysis.

3. The purpose of the discipline: Studying the basic concepts of higher mathematics
and their applications in various fields, mastering the fundamental concepts, laws and
theories of classical and modern mathematics, techniques and methods for solving
specific problems.

4. Summary: Basic operations on sets. intervals and the concept of neighborhoods.
kinds of theorems. Function and its properties. Elementary functions. Number sequence
limit. The limit of a function at a point and its properties. Infinitesimal and infinitely
large quantities, the relationship between them. Remarkable limits.

5. Competencies: Construction and research of mathematical models to describe and
solve applied problems, problems from related disciplines.

6. Expected results: Able to build mathematical models, set mathematical problems.
select the appropriate mathematical methods and algorithms for solving the problem,
apply numerical methods to solve the problem using modern computer technology.

Zhalbyrova Zh -
Head of department
"Mathematics and
applied mechanics"

M3

BIT/
KK
BI/B

BD/
ucC

Fiz
1202
Fiz
1202
PI
1202

®dusmka 1
®dusmka 1
Physics 1

EmtHxa
H
DK3aMeH

Exam

’KazOarma-
aybI3IIa
IIMCBMECHH
0, YCTHO
written
form,
orally

1. [TpepexBusuti: ®usznka (MeKTern Kypchl).

2. [octpexBusuri: Ouzuka I1.

3. IloHHIH MaKcaThl: (PM3UKAHBIH ipIIIi 3aHIAPBIH KJIACCUKABIK TEOPHSIIApBIH, Ka3ipri
3aMaH (pU3HMKACHl Typasbl OUTIMIH OHE ONap.bl iC KY3iHAE KOJIAaHY WKEMIUTIKTepiH
KaJBIITACTHIPY.

4. Kpickama MasmyHbsl: KuHematnka. MaTepuaniblk HYKTEHIH JKOHE KATThI JEHE
muHamukacel.  Cakranmy — 3aHaapbl.  ApHaiibl  CcanbICTBIPMANbIK — TEOPHUSCHIHBIH
aneMeHTTepi. TyTac opTajap MEXaHHKAChIHBIH dieMeHTTepi. Tepbermicrep MeH
TONKBIHIAP. MonekynanblK (H3MKa XKoHE TepMoaWHaMHKa. CTAaTHCTHKIBIK (H3UKa
KoHe TepMonauHaMuka. CTaTHCTHKANBIK Tapany. TepMmoanHamuka Herizzaepi.Hakrsi
raszap.

5. Kyssiperriniri: Kiaccukanblk jkoHe Ka3ipri GU3HKaHBIH TCOPHSIAPbIH, 3aHAApPbIH,
onapiblH imnki esapa OaiiiaHbicTapbiH, Oip TYTacTHIFBIH T.0. KOpiHICTEpiH Hrepy,
THiMII naiiaanana Oiny.

6. Kyrinerin HoTmkenep: Qu3uka MoHIHIH op TYpIi cajianapra KaThICThl Macenelepai
HIENIYTe JaFIbUIaHbIPY.

YKan6siposa XK. -
"MareMaTrka )oHe
KOJIaHOAIbI
MexaHuka'"
kadenpackIHbIH
MeHTepyIici




1.ITpepexBu3utsl: Ousnka (MKOIBHBIN KypC). JKanGeiposa XK.-
2. IoctpekBusuthbl: Ousnka I1. saBeflyrolui

3. lenb AMCUMIUIMHBL HOPMHUPOBAHKE 3HAHUHI O (yHIAMEHTAIBHBIX 3aKOHAX (U3HKH, ff;‘/‘{beﬂpo“
KIIACCHYECKOW TEOPUH COBPEMEHHOU (DM3UKH M YMEHHI IPUMEHATh UX Ha MIPAKTHKE. Hp;;jr;;gg" "
4. Kparkoe cogepxanue: Kunemaruka. JluHaMuka MaTepUabHOM TOYKH U TBEPIOTO MeXaHHKH"
Tesna. 3aKOHBI COXPAHEHHS. OJIEMEHTHI CIICIHAIBHOH TEOPHH OTHOCHTEIBHOCTH.

DeMeHTHI MeXaHUKH CIUIOMHBIX cpen. Konebanns u BonHb. MonekynsipHas Gu3HuKa 1
TepMoanHamuka. CratHcTndeckas ¢u3MKa W TepMoauHaMuka. CTaTHCTHYIECKoe

pacnpezneneHue. OCHOBBI TEPMOAMHAMUKH. PeasbHbIe ra3bl.

5. Komnerenuuu: Ymeer 3(QQEKTUBHO HCIIOIB30BATh TEOPHUIO, 3aKOHBI KJIACCUYECKON

U COBpeMEHHOH  (GM3MKM, UX  B3aUMOCBS3b, ILEIOCTHOCTh M T. .

6.0xugaemMple pe3ysbTaThl: OBJAJCHHE OCHOBAMH (H3MKH B PEILICHHH MPOOJIeM,

CBSI3aHHBIX C Pa3JIMYHBIMU IIPEAMETHBIMU 00IACTIMH.

1. Prerequisites: Physics (school course). Zhalbyrova Zh -

2. Post-requisites: Physics I1.

3. The purpose of the discipline: the formation of knowledge about the fundamental
laws of physics, the classical theory of modern physics and the ability to apply them in
practice.

4. Abstract: the Kinematics. Dynamics of a material point and a solid. Conservation
law. Elements of special relativity. Elements of continuum mechanics. Vibrations and
waves. Molecular physics and thermodynamics. Statistical physics and
thermodynamics. Statistical distribution. Fundamentals of thermodynamics. Real gas.
5. Competence: Able to effectively use the theory, the laws of classical and modern
physics, their relationship, integrity, etc.
6.Expected results: mastering the basics of physics in solving problems related to
various subject areas.

Head of department
"Mathematics and
applied mechanics"




M3

BIl/
KK
BI/B

BD/
uc

COoP
1203
PSC
1203
PCE
1203

C++  opraceiHIa
Iporpammanay
IIporpamMmmupoBan
ne B cpege C++
Programming in
the C++
environment

Emtuxa
H
DK3aMeH

Exam

’Kaz0arma-
aypI3la
IIMCBMCHH
0, YCTHO
written
form,
orally

1.ITpepexBusurrep: NHdpopmaTrka (MEKTEI KYpChl)

2. MoctpexBusurtep: Visual C++rininne Windows KoceiMinanapsid a3ipiey. Visual C #
- timinge  Windows koceiMmiamapbiH o3ipiey. Visual Basic Net -tre Windows
KOCBIMILIAJIApBIH 931pIiey

3.Ilennin Makcater: C++ TimiHiH Kasipri AT-Kb3MeTTep oJIeMiHAETi OpHBI Typasbl
TyciHik Oepy. C++ TUIHIH Herisri Qu3aiiHBIH, Oacka java-JaH epeKIIeNKTepi MeH
alBIPMAIIBUIBIKTAPBIH,  TUIOI  KOJNJAHy  NPUHOMOTEPIH  KapacThIpbiHbI3.  OCHI
Gariapiiamaray TiliH KOJAaHa OTBIPBII, OKY ’K00aTapblH KY3€ere achipy.

4. Kpickamra Ma3myHbl: CH++TiniHIH epekmeniktepi MeH MyMkiHzikrepi. [laiima Gomy
Tapuxsl. TiNAl JaMbITy jkoHE cTaHAapTTay. Tin xoMnuisTopaapsl. CH+HTidiMeH KyMBIC
icreyre apnamraHn IDE. barmapiamanblH — KypbulbMbl.  Herisri  ®yHKwms.
MaiigananymsiHbH QyHKUMsIapbl. OyHKIHsIIapFa Kyridy. Jepexrepai EHrizy-mbirapy.
Kapamaiteim nepexrep Typiepi. Jlepexrep TypiHiH Moan(HUKaTOpIapsl. ApupMETHKAIBIK
amanuap. MaccuBTepaiH —cHmarTamachl, onapasl  maigamany. Cmath, cstdio
¢dyHKumsIaps! KitanxaHanapsl. C CTHIIHAETI JKoJaap, cstring Kitamxanachl. KypbUIbIMBI-
CHUIATTaMachl, KOJIAHBLTYbl. JIMHAMUKAJIBIK JepeKTep KYpPBUIBIMBL: Ke3eKTep, Ti3imaep,
aramtap. MHTepdeiicTep xoHE icke acwipy. CEeHCOpIBIK JKoHE AecTpyKTopap.TybIHIBI
kinacrap. OnepauusiHbl KaiTa )KYKTey

5. Ky3sbIperTep: TYKbIPHIMAAMAIIBIK, JOTHKAJIBIK, MaTEMAaTHKAIBIK JKOHE alrOPHUTMIIK
JeHreliae KoijaHOambl cajaHbl TalAay OAICTepiH KOJIaHyFa KaOileTTi. KoimaHOasbl
CCENTepai INeImyai paciMaeyae KYHemiK Tocil MeH MaTeMaTHKAaJbIK odJicTepi
KOJIaHyFa KaOiunerTi. KojijgaHOamsl MIHIETTEpAl [IeMy JKOHe Kypy  YLIiH
aKrapaTTaHIBIPy JKOHE aBTOMATTAHIBIPY YINIH 3aMaHayH ONEpaIMsUIBIK OpPTaHBI JKOHE
aKIapaTTHIK-KOMMYHHUKAIMSIIBIK TEXHOJIOTUsUIap/Ibl Oaraaii >koHe TaHJal anajibl

6. Kyrinerin HoTmkenep: OiTyl Kepek: TUIAIH Herisri mapaaurMacel.  Herisri
QITOPUTMIIK  KOHCTPYKLHUSIIAP. Kipicripinren  nmepektep Typaepi. Herisri
KiTanxaHaJapIblH MakcaThbl. IcTel amybl Kepek: KOJIaHOAlbl MOCEJeHI IIeNly YIIiH
KaXETTl JIeKceManap MeH TiJl KOHCTPYKUMIapbIH TaHAay. [lalblH alropuT™ OOWBIHINA
C++ Timinge Oarmapnamanbl icke acelpy. C-++TimiH KOJJaHa OTBIPHIN, ©3
aNTOPUTMJIEPiHI3 /I JKYy3ere achIpbiHbI3. KoChIMITaHbI TEKCepill, OFaH capanTaMaiblk 0ara
OepiHi3. MeHrepyi THiC: KOCBIMIIaHBI jxo0anay anicrepin. C++ timin (Microsoft Visual
Studio)konaHa OTHIPEIN KOCKIMIIAHBI KYPY KYpalaapbl

Msip3aeB P.C. — ara
OKBITYIIBI,
MaTeMaTHKa
MarucTpi




1.IIpepexBusutsl : MHpOpMaTHKa (IIKOIBHBIA Kyp)

2. IToctpexBusutsl: Pazpabotka Windows mpuioxennit Ha Visual C++. Pa3paboTka
Windowsnpunoxenuii Ha Visual Ha C#. Pazpaborka Windowsmnpuioskenuii Ha Visual
Basic. Net

3.1ens mucruuinHEL:1aTh IpeacTaBieHe o Mecte s3bika C++ B COBpEeMEHHOM MHpe
UT-ycmyr. PaccMOTpeTs OCHOBHBIE KOHCTpYKIHUH si3blka C++, OCOOEHHOCTH U €ro
oTINYHUs OT Apyrux SIBY, NIpHHIMIBI HCIIONB30BaHUS S3bIKa. Pean3oBbIBaTh yueOHbIE
MIPOEKTHI C HCIOJIb30BaHUEM JIAHHOTO S3bIKa IIPOTPaMMHUPOBAHHSI.

4. Kpatkoe conepxanne:OcCoOEHHOCTH M BO3MOXHOCTH s3bika C++. Hcropus
BO3HHKHOBeHHUS. Pa3Butue u cranmaptusauus s3pika. Kommusatops! s3eika. IDE mms
paborer ¢ s3pikoM C++.Crpykrypa mporpammbl. @DyHkmms main. DyHKIun
nonbe3oBatend. OOpamenue k ¢yHkuusM. [ToTokoBslil BBOA-BBIBOA JaHHBIX.IIpocThie
TUNBl JaHHBIX. MoanQuKaTopsl THIIOB JaHHBIX. ApHdMeTHUeckue oOmeparyn.
OrnycaHre MacCHBOB, HMX HWCIOJb30BaHue. bubmuotekn ¢yHknuii cmath, cstdio.
Crpokn B crmine C, oubmmoreka cstring. CTPYKTypBl - ONHCaHHE, HCIOIB30BaHHE.
JluHaMu4YecKkue CTPYKTYpHI NaHHBIX: O4Yepeny, CIHCKH, JepeBbs.VHTepdelichl u
peanu3zaunu. KocHTpykTopsl u aectpykropsl.llponsBognbie kimacesl. I[lepesarpyska
orepanun

5. Kommerenmmn:CrnocoGeH NMPUMEHATh METOABI aHalM3a MPHKIaJHOW Oo0IacTH Ha
KOHIIETITYaJIbHOM, JIOTUYECKOM, MaTeMaTHIeCKOM u ITOPUTMHIECKOM
YPOBHE.CIIOCOOEH NPHMEHSTH CUCTEMHBIH IOAXOX W MAaTeMaTH4ecKHe METOABI B
(dopManu3auy pelleHus] NPHUKIATHBIX 337ad. CIIOCOOEH OIEHMBAaTh W BBHIOMpATh
COBpPEMEHHBIE  OIEpaliOHHBIE CpeAbl ¥ HMH()OPMAlOHHO-KOMMYHHUKAIMOHHBIE
TEXHOJIOTHH JUIsl MHGOPMATH3alUY U aBTOMATH3alUK PEIICHUS NPUKIATHBIX 33/1ad U
CO3JaHUSI

6. Oxxumaemple pe3yabTaThl: JOJDKCH 3HaTh: OCHOBHYIO MapaaurMy s3bika. basoBbie
aNTOPUTMHUYECKHE KOHCTPYKIMH. BcTpoeHHsle THIBI naHHBIX. Ha3HaueHne OCHOBHBIX
oubmorek. Jlomwken ymerts: IlomOuparh HEoOXOAWMBIE JEKCEMBI M KOHCTPYKIHH
S3bIKa ISl pelleHus MPUKIaaHOi 3anaun.Peann3oBeiBaTh nporpamMmy Ha si3bike C++
10 TOTOBOMY aJITOPUTMY. Peasn30BbIBaTE COOCTBEHHBIE AJITOPUTMBI C TOMOLIBIO SI3BIKA
C++. IIpoBoauUTh TECTHPOBAHUE IPHIOKEHUS M JIaBaTh €My OSKCIIEPTHYIO OLCHKY.
JOJDKEH BianeTh: MeTogaMu NMpOEKTHpOBaHMs NpuioxkeHus. CpelacTBaMy CO3JaHUS
MIPHUIIOKEHUS ¢ MCcnoab30BanmeM s3bika C++ (Microsoft Visual Studio)

Msip3aes P.C.-
crapiui
MpernoaBaTenb,
MarucTp
MaTeMaTHKI




1. Prerequisites: Computer Science (school course)

2. Post-requirements: Development of Windows applications in Visual C++.
Development of Windows applications on Visual in C#. Development of Windows
applications in Visual Basic. Net

3. The purpose of the discipline: To give an idea of the place of the C++ language in the
modern world of IT services. Consider the main constructions of the C++ language, its
features and differences from other JAVA, the principles of using the language.
Implement educational projects using this programming language.

4. Summary: Features and capabilities of the C++language. The history of its origin.
Development and standardization of the language. Language compilers. An IDE for
working with the C++language. The structure of the program. The main function. User
functions. Accessing functions. Streaming data input / output. Simple data types. Data
type modifiers. Arithmetic operations. Description of arrays, their use. Libraries of
cmath and cstdio functions. Strings in the C style, the cstring library. Structures-
description, usage. Dynamic data structures: queues, lists, trees.Interfaces and
implementations. Cosntructors and destructors.Derived classes. Reloading the operation
5. Competencies: he is able to apply methods of analysis of the applied field at the
conceptual, logical, mathematical and algorithmic level. he is able to apply a systematic
approach and mathematical methods in the formalization of solving applied problems. is
able to evaluate and select modern operating environments and information and
communication technologies for informatization and automation of solving applied
problems and creating

6. Expected results: must know: The basic paradigm of the language. Basic algorithmic
constructions. Built-in data types. The purpose of the main libraries. Must be able to:
Select the necessary lexemes and language constructs for solving an applied problem.
Implement a program in C++ using a ready-made algorithm. Implement your own
algorithms using the C++language. Conduct testing of the application and give it an
expert assessment. must be proficient in: Application design methods. By means of
creating an application using the C++ language (Microsoft Visual Studio)

Myrzaev R.S. —
senior lecturer,
master of
mathematics




M3

BIl/
KK
BI/B

BD/
uc

Fiz
1204
Fiz
1204
PI
1204

®usuka 11
dusuka 11
Physics II

Emtuxa
H
DK3aMeH

Exam

’Kaz0arma-
aypI3la
IIMCBMCHH
0, YCTHO
written
form,
orally

1.IIpepexsusurrep: Pusnka 1

2.IMoctpexBusurtep: Lndpibik cxeMOTeXHUKA

3. Tlonnig Mmakcatsl: Kaszipri 3amanfbl (U3UKaJbIK KOpiHiC HEriziHjae jKaTKaH ipreni
(HU3UKaNBIK 3aHIap MEH KaruaaTTap Typajbl, TEXHUKA MEH TE€XHOJIOTHAHBIH AaMybIHA
afKBIHAAYIIEI 9cep eTKeH (pHU3MKa CaJachIHIaFbl aca MaHBI3/IbI JKaHAIBIKTAp TYPaJIbL.

4. TlonniH Ma3MyHBL: JKBUIAMABIKTBI KOCY 3aHBI.YaKbITTHIH KHHEMATHKAJIBIK
IIaMaJapblHBIH ~ TOYeNOUIK rpadukrepi. ['paBHTAIMSUIBIK  e3apa  9peKeTTecy.
Taburarrarel kymrep. Epikci3 TepGemictep. Pesonanc. ABTOKOIBOANBIK JKyHenep.
Toxipube llltepna. bpoyHIsIK Ko3Fanbic. AToMIap MEH MOJIEKyJaJapAblH CalMaFbl
MEH eJmeMzaepi. 3aT caHbl. OpPTYpJi arperarTelK Ky#zaeri aromgap MeH 3aT
MOJIEKyJIalapblHbIH ©3apa opekerrecyi. Kpucranasl jkoHe amMop(dThl [eHEIepIiH
KYpbUIBICBI MeH KacuerTepi. JKbUly mpouecTepiHiH KaWTBIMCBI3 Oomybl. Kbty
KO3FAIITKBIIITAPHI JKOHE TOHA3BITKBIII MaIllMHANAp. DKBUIOTEHIHAIIB! OeTTep. Kaphik
HHTEpQEPEHIMACH , AU(PaKIUs, IOJSAPU3ALUS KSHE IUCIEPCHSCHL. 3apsATaliFaH
Oemmuextepain yaerkimTepi. Coyne mbFapy Typiepi. DJIeKTpOMarHUTTIK TOJKBIHAAD
mkanackl. JKapbIKTbIH KBaHTTBIK Kacuerrepi. Potodddexr. JKapbK KbICHIMBL
XKaprikTeiH TOJNBIK KepiHici. [lomapouarap. PamuorenerpadToik OaiinaHbIC MPHHIAII.
[Imank kBaHTTHIK rumote3achl. Typrmepi ¢oTosnemeHTTepiH. backappulaThiH Ti30€KTi
peakuus. AnponsiK peakrop.

5.Kyseiperrinik: bakpuaymap xyprizy, SKCIIEpUMEHTTEpIi KOCTapiay KoHEe OPBIHAAY,
THIIOTE3aap JKacay >KOHE MOJCIAEpAl Kypy, 3aTTapAblH opTYpii (U3HKAIBIK
KYOBUIBICTapbl MEH KAacHeTTepiH TYCIHAIpYy YINiH (M3MKaJaH ajblHFaH OumiMaepni
KOJIJaHy.

6.Kyrinerin HOTHXKE: QUBUKATBIK oimimaepai MPaKTUKAIBIK naiaanany;
KAPATBUIBICTAHY-FBIIBIMU  AKIAPATTHIH  IIBIHAWBUIBIFBIH ~ Oaranmay. IPaKTHKAIBIK
TarchlpMaJiapbl ISy YIIiH alblHFaH OLTIMII KOJIJaHy

XKanoeiposa XK. -
"MaremaTHKa jKoHe
KOJIIaHOAJBI
MexaHuKa"
KadeapachIHbIH
MeHrepymrici




1.Ilpepexus3utsl: Pusnka

2. TToctpexBuzutsl: LludpoBas cxeMoTeXHUKA

3. Henp mucummiubi: O QyHAAMEHTANBHBIX (HU3UYECKHX 3aKOHAX W INPUHIMIIAX,
JIeXKAMUX B OCHOBE COBPEMEHHON (H3MUYECKON KapTHHBI MHpa; HaumOoiee BaXKHBIX
OTKPHITHSIX B OOJacTH (HM3HMKH, OKA3aBIINX OINpPEAEIIONlee BIUSHUAE Ha pPa3BUTHE
TEXHUKN u TEXHOJIOTUHL.
4. CopnepkaHue AWCHIUILIMHBL 3aKoH CIIOXEHHs ckopocted.I'padmku 3aBucuMocTH
KHHEMaTHYEeCKUX BEJIMYMH TO BpeMeHH. [ paBHTanMoHHBIE B3amMmojeicTBus. CHiisl B
npupoze. Beinyxnennsie konebanus. Pesonanc. AprokonedarensHble cUCTeMbl. OTBIT
IltepHa. BpoyHoBckoe nBmxeHue. Macca u pa3Mepsl aTOMOB U Mosekyll. KomnyectBo
BelllecTBa. B3anMoselicTBie aTOMOB M MOJIEKYJ BEIIECTBA B PA3IMYHBIX arperaTHBIX
cocTosHUsX. OCOOEHHOCTH CTPOCHHUS W CBOWMCTBA TBEpIBIX Tel. Kpucrammmueckue u
amopdubele Tema. HeoOpaTMMOCTh TEIUTOBEIX HPOLECCOB. TeIUIOBBIE JBUTaTeNl U
XOJIOJJIIbHBIE MaIIiHBI. DKBUIOTEHIUATIBHBIE MOBEPXHOCTH.
Unrepdpepenums, mudpaknus , MOmsIpu3amys W AUCIEPCHS CBETa. Y CKOPHUTEIH
3apsHDKEHHBIX YacThl. Bunel usmydenuil. [llkana snekTpoMarHuTHEIX BoJIH. KBaHTOBBIE
cBoiictBa cBeta. Porosdpdexr. [apnenue cBera. I[lomHoe oTpakeHHE CBeTa.
Honsapounst. [Tpuanmn panuo-tenerpaduyeckoil cBs3u. KBanrosas rumore3a [lnanka.
Tumer  ¢orosneMenToB. YmpaBisgemMas LemHas peakuus. SIOepHBIl  peakTop.
5. KowmmerentHocts: IlpoBoguTh HaOMIONEHWS, IUIAHHPOBATH W BBHINOIHATH
9KCIIEPUMEHTBI, TMIOTE3bl M CTPOUTH MOJENH, IPHMEHSTH IIOJMyYeHHBIC 3Has 10
¢dm3uke U1 00BSICHEHHS Pa3HOOOPa3HBIX (PU3NUSCKUXHH SIBICHUH U CBOICTB BEILECTB.
6. OckumaeMbplii pe3yJibTaT: MPAKTHUECKOE HCIOIb30BaHHE (U3HMYESCKHX 3HAHMI;
OLIEHNBATh JIOCTOBEPHOCTh €CTECTBCHHO-HAYJIHOMH HHpOPMALMN. IPUMEHS T
MIOJTyYCHHBIEC 3HAHUS AT PEIICHUs MPAKTUIECKHX 3aa4

XKanoeiposa XK.-
3aBelyroIuit
kadenpoi
"MaTeMaTHKH 1
MIPUKIIAHON
MeXxaHuKn"

1. Prerequisites: Physics

2. Post-requirements: Digital circuitry

3. The purpose of the discipline: About the fundamental physical laws and principles
underlying the modern physical picture of the world; the most important discoveries in
the field of physics that have had a decisive influence on the development of
technology and technology.

4. Content of the discipline: The law of addition of velocities. Graphs of the
dependence of kinematic quantities on time. Gravitational interactions. Forces in
nature. Forced fluctuations. Resonance. Self-oscillating systems. Stern's experience.
Brownian motion. The mass and size of atoms and molecules. The amount of the
substance. The interaction of atoms and molecules of a substance in various aggregate
states. Features of the structure and properties of solids. Crystalline and amorphous
bodies. Irreversibility of thermal processes. Heat engines and refrigerating machines.
Equipotential surfaces.

Interference, diffraction, polarization and dispersion of light. Accelerators of charged
particles. Types of radiation. The scale of electromagnetic waves. Quantum properties
of light. Photo effect. Light pressure. Full reflection of light. Polaroids. The principle of
radio-telegraphic communication. Planck's quantum hypothesis. Types of solar cells.
Controlled chain reaction.

5. Competence: To conduct observations, plan and perform experiments, hypotheses
and build models, apply the obtained knowledge in physics to explain a variety of
physical phenomena and properties of substances.

6. Expected result: practical use of physical knowledge; evaluate the reliability of natural
science information.apply the acquired knowledge to solve practical problems

Zhalbyrova Zh -
Head of department
"Mathematics and
applied mechanics"
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b)AKmapaTThIK
Kayincizmix
Herizaepi

OCHOBBI
MH()OPMAIIMOHHOM
6e3onmacHoctH/Fun
damentals of
information
security

EMTHUXaH
OK3aMCH
exam

Tect
Tect
Test

IpepexBu3uTTep: AKNApaTThIK Kyienepai xxobanay

[ocTpexBusuTTep: ManIHANBIK OKBITY JKOHE JEPEKTEpi i3aey

Makcatsl: [IoH akmapaTTel KOpFay >KYHECiH Kypy SIiCHaMachlHA, aKHapaTThl KHHAY,
Oepy, )KMHAKTay jKOHE OHJCY MPOLECiHe, aKnapaTTaHAbIpy 00BEKTiIePiHiH KOPFaIyblH
OarayayFa >XoHE aKIapaTTHIK KayilCi3miriH KamTamachl3 eTyre HeriznmenreH. Kype
MBIHamail GelliMepMeH YCHIHBUIFaH: aKImapaTThl KOpFay jkKoHe OHBIH Kayincizmiri; AXK
OargapiaMaibIK  OKQHE ammaparThlK  IUiatdopmackH  Tanmay; AXK  Kkayimcismik
MoJeNnbAepi; Kopray KyHeciH Oararay; KOMIBIOTEPIIK XKyHelrepaiH Kayilci3airi.
Kpickamma masmyHsl: KypeTsl OKy CTymeHTTepaiH AKHNapaTThIK Xyienep, akmapaTThl
KOpFay JKYHeJepiH Kypy jkoHe NaiijanaHy callachlHIAFbl 3aMaHayd TEXHOJOTHsIap
TypaJibl OUTIMIEPiH KaJBINTACThIPyFa OaFbITTaIFaH.

Kyspiperriniri: AHTHBHpPYCTIK Oargapiamainap, opTYpill ecenTepliH MaTeMaTHKAJBIK
MOZENBAEPIH KYpacThIpy, OJapAbl INeNIyAiH OMICTepiH JKOHE oJlapra KaKeTTi
MIPOrpaMMaJIbIK KaOIBIKTEI UTepi.

KyrineTiH HoTmxenep: AKNapaTThl KOpFay TocUIAepiH, OaraapiaMalblK MakeTTepiH

Oii.

BekceiiroBa AitHyp
BonaTOekKpI3bI -ara
OKBITYIIIbI, TEXHUKA
FBUIBIM/IaPBIHBIH
MarucTpi

IMpepexsusuTsr:[IpoekTpoBanne HHHOPMAINOHHBIX CHCTEM
[ocrpexBusuTs:MamuHHOE 00ydeHNE W HHTEIUICKTYaIbHBIA aHAIH3 JaHHBIX
Lens:[lucuumnnmHa OCHOBaHA HAa  METOMOJOTMH  CO3/AHMS  CHCTEM  3allUTHI
“HpOpMAIMH, Tpoliecca cOopa, mepeaadu, HAKOIUICHUS W 00paboTKH HH(GOPMAIUH,
OILIEHKH 3aIUIIEHHOCTH U obecnedeHus WHOOPMAIMOHHOH Oe301macHOCTH O0OBEKTOB
ndopmarmzarmu.  Kypc mpencraBneH pasjenamu:  3amuTa M 0E30IacHOCTH
nHdopmanuu; aHaaM3 NPOrpaMMHON M ammapatHoid miardopmel UC; mMomenn
oe3omacHocTu VIC; olieHKa CHCTEMBbI 3alUThI; 0€30MACHOCTh KOMITBIOTEPHBIX CHUCTEM.
W3zydenne Kypca OpHEHTHPOBAHO Ha ()OPMHUPOBAHNE Y CTYAECHTOB 3HAHUH O
COBPEMEHHBIX TEXHOJIOTHSAX B 007aCTH HWH(OPMAIMOHHBIX CHCTEM, CO3IaHHSA U
9KCIUTyaTaI[UH CHCTEM 3aIUTHl HH(OPMALUH.

Pa3paboTka aHTHBUPYCHBIX IPOTPaMM, MAaTeMaTHYECKHX MOJeNieH pa3iM4HBIX 3ajad,
OCBOCHHME METOJIOB WX pEUIeHHs M HeOOXOJMMOTr0 MM IIPOTrPaMMHOTO 00OpYIOBAaHUS.
Brageer npuemam 1 3amuThl HHGOPMAIMH, IPOrPAMMHBIMH TAKETAMH.

BekceiiroBa AitHyp
BonaTOeKxKpI3bI-
Crapmuit
MIpernoiaBaTeb,
MarucTp
TEXHUYECKHUX HayK

Prerequisites: Design of information systems

Post requisites: Machine learning and data mining

Purpose: The discipline is based on the methodology of creating information security
systems, the process of collecting, transmitting, accumulating and processing
information, assessing the security and ensuring information security of informatization
objects. The course is presented in the following sections: information security and
security; analysis of the software and hardware platform of the IP; IP security models;
evaluation of the security system; security of computer systems. The course is focused
on the formation of students ' knowledge about modern technologies in the field of
information systems, the creation and operation of information security systems.
Competence: Development of anti-virus programs, mathematical models of various
tasks, development of methods of their solution and necessary software equipment.
Summary of discipline:

Expected Results. Knowsthe methods of protection of information, software packages.

Bekseytova Ainur
Bolathekkyzy -
Senior Lecturer,
Master of Technical
Sciences
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C# rtininne
OarmapiaManay
TEXHOJIOTHUACHI
TexHonorus
TIPOTPaMMpPOBaHHUS
Ha si3b1ke C#
Programming
technology C #

Emtuxa
H
DK3aMeH

Exam

’Kaz0arma-
aypI3la
IIMCBMCHH
0, YCTHO
written
form,
orally

1.ITpepexBusurrep: NHdpopmaTrka (MEKTEI KYpChl)

2. MoctpexBusurtep: Visual C++rininne Windows KoceiMinanapsid a3ipiey. Visual C #
- tininge  Windows KoceiMinanapeia o3ipyiey. Visual Basic Net -rinimge Windows
KOCBIMILIAJIApBIH 931pIiey

3.ITenHiH Makcatsl: KypcTeIH MakcaTel-c # TiJH TYCiHy, OHBIH Oacka Oarmapiamainay
Tingepinen aibpMamsLbFbIH TYCiHy, .NET (Windows merizmenreH), Mono (Linux
HETi3[e/IIeH) ChIHBIN KiTalxaHanapbl KOHE OJapfa jKY3ere achIpbUFaH TEXHOJOTHsIAp
TypaJjbl TYCIHIK aiy.

4. Kpickamra ma3MmyHbl: Net-ke kipicme. Jlepekrep Typusiepi c#. Heicanra OarbITTanraH
6argapnamanay .NET. mgenerarrap apkpUibl GyHKUUsIapra KepceTkimrepai oepy. Daitn
arpiHIapbiMeH Jkymbic. XML kyxarrapeiver skymbic. Windows Forms Herisingeri
naiigananyusl nHTepdeiicin jxobanay. TexHONOrHsHBIH KOMETIMEH AepekTep 6a3achiHa
KoJI JKeTKi3yni kamramach3 ety ADO.NET.

5. Ky3bIpeTTinmiri: 3epTTey IKOHE KOJMAHOAIBl KbI3BMETTC Kasipri  3aMaHFbI
MaTeMaTHKAJIBIK amlNapaTThl, iprefii TYKbIpbIMAAManap MeH JKYHelliK oficHamaiapIpl,
AKIapaTThIK TEXHOJIOTHSIAP CalachIHIAFb! XaJbIKapalblK XKaHE KACiOM CTaHAapTTapIsl
TYCiHY JKOHE KOJIIaHy KaOijeTi, Ka3ipri 3aMaHFbl acMaNThIK KOHE €CeNTey KypalgapblH
nmaiinanany KabOijmeTi (eMIipiiK IMKIAI JKOHE IKYHEJepHiH camachlH, aKMapaTThIK
TEXHOJOTUSIIApABIH OaFaapiaMaliblK Kypajilapbl MEH CepBHCTEpiH OacKapyIblH Kazipri
3aMaHFBI 9/IICHAMACHIH PAKTHKA/Ia KY3€re achlpy Kaoijeri).

6. Kyrinerin Hotmkenep: Oimyre tuic: C # Oarmapiamaiay Tii JKOHE OHJA JKa3bLIFaH
Oarnmapiamanap; Oarmaprnamanapabl d3ipiey ke3iHme.NET ChIHBIT KiTanmxaHadapbiH
KOJIIaHy HPHUHIUINTEPi; 0O0BeKTire OarblITTalFaH Oarapiamanay TYKbIpbIMIaMaiapebl,
C# TiniHe apHaNFaH d3ipiicy KypalaapblHaa skoHe (ailigapMeH, aFbIHIAPMEH, EPEKTEp
0azanmapeiMeH, XML-KyxaTTapMeH JKoHE MaiianaHymbl HHTEepdeiciMeH KYMBIC icTey
TEeXHOJOTUsIapbiHAa  Oarmapmany. Menrepyi tumic:. NET  mnardopmaceiHbIH
APXHUTEKTYPACHI JKOHE OHBIH XYMBIC MIPHUHIAIITEP] Typasibl TEOPHSIIBIK OLTIMII, COHmAM-
ak CHTUTIHIH CHHTaKCHCI MEH CEMaHTHKAachl Typajbl, ajlfaH OUTIMIepiH e3iHiH KociOu
KbI3METiH/Ie KOJIIaHy

Msip3aeB P.C. — ara
OKBITYIIBI,
MaTeMaTHKa
MarucTpi




1.IIpepexBusutsl : MHpopmaTHKa (IIKOIBHBIH KypC)

2. IoctpexBusutel: Pazpaborka Windows mpunoxenuit Ha Visual C++. Pazpabotka
Windowsnpunoxenuii Ha Visual Ha C#. Paspa6orka Windowsnpunoskenuii Ha Visual

Basic. Net

3.Iens mucoummHbr:Lens kypca o6pectn noHnmanue si3bika C#, OHATH €ro OTIINIHS
OT JAPYTHX S3BIKOBIPOTPAMMHUPOBAHUS, IOJNYYNTH IPEICTaBICHHE O OMOIMoTeKax
xiaccoB .NET (moxg Windows), Mono(ox Linux) u TeXHOJIIOTHSAX pealM30BaHHBIX B
HUX.

4 Kparkoe conmepxanue:Benenne BNet. Tumbt  manusix B C#.  OObekTHO-
OpHEHTHpOBaHHOE HporpammupoBatue Ha marpopme NET. [lepenaua ykasareneil Ha
¢GbyHKUME ¢ oMoILIbio AeneratoB. Pabora ¢ ¢aitnoBeiMu motokamu. Pabotsr ¢ XML-
nokymMeHTamu. IIpoeKTupoBaHKe MOJIb30BaTeIbCKOr0 HHTEp(deiica Ha ocHoBe Windows
Forms. OGecmeuenue goctymna k 6azam JaHHBIX ¢ moMolnkio Texaonornn ADO.NET.
5. KoMnereHIMu:cliocOOHOCTh ITOHMMaTh W IPHMEHSATh B HCCIEIOBATEIBLCKOH M
TIPUKJIATHOH JeATeITbHOCTH COBPEMEHHBIN MaTeMaTHYeCKUH arnmapar,
(yHIaMeHTaIbHBIE KOHLEMIMH ¥ CHCTEMHBIE METOJOJIOTHH, MEXIYHapoAHBIE W
npoecCHOHANBHBIC  CTaHAApTHl B 00MacTH  MH()OPMANMOHHBIX  TEXHOJOTHH,
CIOCOOHOCTh HCIIONIb30BAaTh COBPEMEHHBIE WHCTPYMEHTAIBbHBICH BBIYUCIUTEIBHBIC
cpeactBa (B COOTBETCTBHH  CCIIOCOOHOCTH ~ OCYIIECTBIATh HA  IIPAKTHKE
COBPEMEHHBIEMETONONIOTHH YIPABICHHUS JXU3HEHHBIM IUKIOM H KadeCTBOMCHCTEM,
MIPOTPaMMHBIX CPE/ICTBA U CEPBUCOBHH(OPMALMOHHBIX TEXHOJIOTHIA

6. Oxumaemble pe3ynbTaThl:JIOJDKeH 3HaTh: s3bIK IHporpammupoBaHus C# u
HalMCaHHbIE Ha HEM IPOTrPaMMBLIIPUHIHIBI TpUMeHeHus Oubnmorek kimaccoB NET
pu pa3paboTke porpamm; KOHLIETIIIH 00BEKTHO-OPHEHTUPOBAHHOTO
MIPOTPaMMHUPOBaHHs, OPUCHTHPOBATHCA B CPEACTBaX pa3paOOTKU A si3bika C# u B
TEXHOJIOTUAX MO paboTe chaiinmamu, moTokamu, 6azamu JaHHBIX, XML-nokymMeHTamMu 1
TOJTB30BaTENbCKUM HHTepdeiicoMm. JlommkeH BIAJeTh:TEOPETHUECKUMU 3HAHHUSAMH 00
apxurekrype iatgopmel .NET u npuHnmnax e€ paboThl, a TakKe OCHHTAKCHUCE H
ceMaHTHKe si3blka C#;IPUMEHSTH IIOJy4YeHHBIE 3HAaHHWS B CBOeH NpodecCHOHANBHOI
N TeIbHOCTH

Msip3aes P.C.-
crapiui
MpernoaBaTenb,
MarucTp
MaTeMaTHKI




1. Prerequisites: Computer Science (school course)

2. Post-requirements: Development of Windows applications in Visual C++.
Development of Windows applications on Visual in C#. Development of Windows
applications in Visual Basic. Net

3. The purpose of the discipline: The purpose of the course is to gain an understanding of
the C# language, to understand its differences from other programming languages, to get
an idea of class libraries .NET (under Windows), Mono (under Linux) and the
technologies implemented in them.

4. Summary: Introduction to Net. Data types in C#. Object-oriented programming on the
platform .NET. Passing pointers to functions using delegates. Working with file streams.
Working with XML documents. Designing a user interface based on Windows Forms.
Providing access to databases using the technology ADO.NET.

5. Competencies: the ability to understand and apply modern mathematical apparatus,
fundamental concepts and system methodologies, international and professional
standards in the field of information technology, the ability to use modern tools and
computing tools (in accordance with the ability to implement in practice modern
methodologies for managing the life cycle and quality of systems, software and
information technology services

6. Expected results: Must know: the C# programming language and programs written in
it;the principles of using class libraries .NET when developing programs; concepts of
object-oriented programming, navigate the development tools for the C# language and
technologies for working with files, streams, databases, XML documents and the user
interface. Must have: theoretical knowledge about the architecture of the platform .NET
and the principles of its work, as well as the syntax and semantics of the
C#language;apply the acquired knowledge in your professional activities

Myrzaev R.S. —
senior lecturer,
master of
mathematics

M3 | BIV/ DM Juckperti eMTUXaH Tect 1. [TpepexBusutrep: bIKTUMAIIBIKTAP TEOPUACH )KOHE MaTEMATHKAIIBIK CTATUCTHKA JKan6eiposa XK. -
KK | 2206 | maremaruka 9K3aMeH Tect 2.TlocTpeKBU3UTTED: AKIApaTThl KOPFAY NPOLECTEPIH MOAEIBALY "Martematnka xoHe
B/B | DM | [luckperHast exam Test 3. Iounin Makcatsl: "J{HCKpeTTi MaTemaTHKa' MOHIH OKBITY CTYICHTTEpIiH Kocion KO“HaHGa{f”

K 2206 | maremaTHKa KBI3METIiH/Ie MATEeMATHKAJIBIK JTOTMKAHBIE HEri3ri 3aHIaphlH KOIIAHYFa KOHE JUCKDETTI | o o ika
BD/ | DM Discrete Math MaTeMaTHKaHBIH MaTeMaTHKAJIBIK ammapaThIHbIH onicTepin KOIIAHYFa ;id)e)lpacggml
uc 2206 HIepyIIici

KaOineTTiniriMen OaiaHbICTBl KSCIOM KY3BIPETTUIIKTEPIiH KaJIBIITACTHIPY OOJIbII
TaOBUIABL

4. Kpickama Ma3MyHBI: TiKip Jorukacel. CeiiieMaepre JOTHKAJBIK OIepamusiap.
TaBTONOTHH, 3aHAApP, TYKBIPHIMAAD JIOTHKACBIHBIH. IIpeanKarTap JIOTHKACHL
[penukarrapapiH  normka Tim. Jemykums Teopemachl. bBynprik — dyHKumsiiap.
@OYHKUUSIBIK  TOJBIMIBUIBIFBI  Typanbl — Teopema.DKBMBAJICHTTIIIK  KaTHIHACHI.
KomOunatopukanslH Herisri mnpuHmunrepi. ['padrap Teopusicel.Mapuipyrrap,
Ti30eKTep, MUKIAAp. AFaiiTap

.5. Ky3bIpeTTiikTep: - TUCKPETTI MaTeMaTHKaHBIH HETI3ri YFhIMIapbl MEH 9icTepi:
JIOTHKAJIBIK ~ ecenTeyiep, omnepauusMeH (YHKIMOHAIAbI Kyilenep, JAWUCKPETTi
KypbutbiMaap (baraHmap, skeniiep, Koarap), AM3bIOHKTHBTI KaJBIITH (opManap skoHe
GYHKIMOHANABIK — DJIEMEHTTEpACH  cXemajap, KOMOWHAropuka, AJTOpUTMEp
TEOPHSACHIHBIH HET13/1epi

6. KyrineTiH HoTmKenep: OOBEKTUICPAiH CAHIBIK JKOHE CamalblK KaThIHACTApBIH
Oinmipy YHIIH MaTeMaTHKaJblK CHMBOJMKAHBI KOJNAAHAIbI, ©3iHIH JKOOAIBIK

HISNIIMCPIH 3ipJiey XKoHE Talaay YIIiH aJrOPUTMAED TEOPHSCHIH KOIIaHY




1. IIpepexBusutsl: Teopus BepoOATHOCTEH U MaTeMaTHYECKas CTATUCTHUKA

2.IloctpexBusutsl: MoaenupoBaHue MPOLECCOB 3aIUTH HHYOPMAIIUT

1. 3.Ilenb JUCHMIUIMHBL: NPENOJABAHUS JUCLHUILIMHBI «J[MCKpETHAs MaTeMaTHKa»
siBIsieTcs  ()OPMHUPOBAHUE y CTYAEHTOB MNPO(ECCHOHANBHBIX KOMIIETECHINUH,
CBSI3aHHBIX CO CHOCOOHOCTBIO K HCIIOJIb30BAaHUIO OCHOBHBIX 3aKOHOB
MaTeMaTHIECKOH JIOTHKN B NMPO(eCCHOHATBHON AESTENFHOCTH M IPHUMEHEHUIO
METOJJOB MaTeMaTHUECKOrO armapara JUCKPETHOH MaTeMaTHKU A PelIeHHS
3amadq IIpeaMEeTHOMN obnacTH.
4. Kpatkoe conepxanue: Jloruka BeIcKa3biBaHUM. Jlornyeckue omepanuu Hax
BBICKa3bIBAHMAMH. TaBTOJOTMH, 3aKOHBl JIOTMKH BbICKa3biBaHMH. Jloruka
MIPeANKATOB. SI3bIK TOTHKM MpeauKaToB. Teopema aeaykiuu. byness! GpyHKIuH.
Teopema o0 (QyHKIMOHANBbHON  moaHOTE.OTHOIICHHE  SKBUBAICHTHOCTH.
OCHOBHBIE TIPHHIUIBI KOMOMHaTOpWKH. Teopus rpadoB.Mapmpytsl, Iemnw,
HUKIbL JlepeBbs.
5. KomnerentHocTh: OCHOBHBIE NOHATHS U METOABI AUCKPETHOH MaTeMaTHKH:
JIOTHYECKHE WCYHCICHUs, (YHKIMOHAIBHBIE CHCTEMBl C  ONEPALMsIMH,
JHUCKPETHBIE CTPYKTYpHI (rpadbl, ceTH, KOIbI), AU3BIOHKTHBHBIE HOPMAIbHBIE
¢opMBl U cxeMbl U3 (PYHKIMOHAIBHBIX 3JEMEHTOB, KOMOWHATOPUKY, OCHOBBI
TEOpUH aJTOPUTMOB
6. OxupmaeMble pe3ynbTaTel: [IpUMeHseT MaTeMaTHYeCKyl0 CHUMBOIHKY IS
BEIDAKEHHSI KOJIMYECTBEHHBIX W  KAUECTBEHHBIX OTHOIICHHH OOBEKTOB,
MIPUMEHSTH TEOPUIO AITOPUTMOB ULl Pa3padOTKH M aHAIN3a CBOMX IPOEKTHBIX
petieHui

XKanoeiposa XK.-
3aBelyroIuit
kadenpoi
"MaTeMaTHKH 1
MIPUKIIAHON
MeXxaHuKn"

1. Prerequisites: Theory of Probability and Mathematical Statistics

2. Post-Requirements: Modeling of information security processes

3. The purpose of discipline: the discipline "Discrete mathematics" is to form students '

professional competences associated with the ability to use basic laws of mathematical

logic in professional activities and application of methods of mathematical apparatus of

discrete mathematics for solving problems of the subject area.4. Summary:

Propositional logic. Logical operations on statements. Tautologies, laws of utterance

logic. Predicate logic. The language of predicate logic. Deduction theorem. Boolean

function. A theorem on functional completeness. Equivalence relation. Basic principles

of combinatory. Graph theory. Routes, chains, and loops. Trees.

5. Competencies: Basic concepts and methods of discrete mathematics: logical

calculus, functional systems with operations, discrete structures (graphs, networks,

codes), disjunctive normal forms and schemes of functional elements, combinatory,

foundations of the theory of algorithms

2. 6. Expected results: Applies mathematical symbolism to Express quantitative
and qualitative relationships of objects, apply the theory of algorithms to develop
and analyze their design solutions

Zhalbyrova Zh -
Head of department
"Mathematics and
applied mechanics"
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1.ITpepexBu3uTTep: AKIApaTTHIK KAYilCi3aiK Heri3uepi,

2.IloctpexkBu3uTTEp: AKHApaTThl KOPFAy MPOLECTEPiH MOACIBACY

3.IToHHIH MakcaThl: KpUNTOTpaUsSHBIH HEri3ri epekeNepiH KaMTHIbI, MupIapabH
€H KOIl TapaJfaH TYPJIEPIMEH JKOHE OJapblH KPUITOAHAIN3 OiCTepiMEH, aKIapaTThIH
TYTacCTBIFBl YFBIMIAPBIMEH , KPUOTOrpadrsuIBIK XaTTaMallapMeH, SJICKTPOHIBIK
KonTaHOaMeH TaHBICTHIpanbl. KpunrorpadusHelH HeTi3iHIer MaTeMaTHKAIbIK TEOPHS
TyciHzipinexai (tonTap Teopuscel, [amya epicrepi, OemiHOSHTIH KenMyIIenep, caHaap
TEOPHUSCHI, JKaJIFaH Ke3JeHcoK Tiz0ekrep skoHe T.0.). lludpray sxoHe kpunroanamms
ITOPUTMIIEPiH iCKe achlpy Macelenepi KOWbIIa bl

4.Kpickamra Ma3MYHBI: Kpunrorpapusra Kipicre. CHUMMETPUSIIBIK
KPUIITOXYHenep. ALbIK KiTi 6ap KpUnTorpadusIibK Kyiienep. AKIapaTTsl KOPFayIblH
(u3UKaIBIK MEXaHU3MIEPIHE HETi3AeIreH KpUITOrpadHsIbIK KyHenep.

5. KyseperTep: axkmapaTThIK KayillCi3mik cajlachIHIAFBl KOJJAHBICTAFbl HOPMATHBTIK
JKQHE JMIICTEMENIK Ky>KaTTapJbl €CKepe OTBHIPHIN, TEXHUKAIBIK KYMBIC KYXKaTTaMachIH
peciMaey KabiieTi. )yiemiK, KoJIaHOa bl )KoHe apHalbl MaKcaTTaFbl OaFaapiiaMalibik
Kypangapabl KOoJIaHy KaOuleTi. aknapaTThIK Kayilci3miK jKeHIHeT1 Miapaiap KelleHiH
OpBIHAAYIBl YHABIMAACTHIPY JKOHE KOJAay, KOPFAaHBIC OOBEKTICIHIH IMIENIIeTiH
MiHAETTEepl MEH YHBIMIBIK KYPBUIBIMBIH, CBHIPTKBI 9Cepieplli, BIKTUMAT KayinTep MEH
JIaMy JeHI'eiiH ecKepe OTBIPHII, ONapabl icke achIpy MpoLeciH Oackapy KadireTi

6. Kyrinerin HoTmke: OuTtyre THic: AKIAapaTTHIK KayilCi3miK MIiHICTIHAETi XOHE
KOpFaJIFaH aKMapaTThIK OKYHelIep[iH KypbUIYBIHIAFbl KpUNTOrpadusSHBIH OpHEIL
KpunTorpagusi TEOPHSCHIHBIH HETI3Ti YFBRIMAApBI: KIACCHKANBIK TapuXu MHdpiIap
)KoHE ochbl mmbprapra malyell JKacay oJicTepi, Kasipri 3aMaHFel ITU(pIap
KpUITOTpadMsUIBIK XaTTamMaiap JKOHE OSJIEKTPOHIBIK KOJTaHOa; KPHNTOTPadHsIbIK
KyHenepai icke acwlpynsiH TuOTik ancizgikrepi (PGP,RC4, Windows »xome 1. 0.);
Illegnon  OofipiHmA "Kakchl" MMHUQPABIH TEOPHUSUIBIK  Heri3gepi;  '"Kkakcel"
KpUNTOXYHeHIH Teopwsuiblk Herizgepi (Kupxrodd epexenepi); MeHrepyi THic:
KOMBUIFaH MiHIIETKE Colfkec MUPIBIH ; IU(pIay aNIrOPUTMIH Carlaibl KY3€Te achpy;
KJIACCHKAIIBIK I (papra madybul xkacay (Tapuxu )KoHe 3aMaHayn).

Hayt6aeBa A.O.-
T.F.K.,
KaybIMJI.TIpodecco
p M.a.




1.ITpepexBu3utbl: OCHOBBI HHPOPMALIHOHHON OE30IIaCHOCTH,

2.ITocTpekBU3NTEL: MOCIMPOBaHUE IPOLIECCOB 3ALUTHI HHpOpMaLUn

3.1lenb AMCHMIUIMHBL COJEPXKUT OCHOBHBIC IOJIOXKEHUS KpUNTOrpaduu, 3HAKOMHUT C
Haubonee pacHpoCTPaHEHHBIMHM THUNAMH IMU(POB ¥ METOJaMH HX KPUNTOAaHAJIU3a,
MOHATUSIMU  LIEJIOCTHOCTH HMHQPOPMAlWK, KpUNTOrpaQuIecKUMH IPOTOKOIAMH
UEKTPOHHON HoAnHCchI0. OOBSICHIETCS MaTeMaTHIecKas TEOpus, JiexaIasi B OCHOBE
KpunTorpadun (Teopus rpymi, mojed ['amya, HEnpHUBOIUMEIE MHOTOWIEHBI, TEOPHS
4Hcel, TIICeBJOCHyYaiiHble IOcienoBaTeNnbHOCTH W 1p.). CTaBATCS  BONPOCH
pea3aliuy aaropuTMOB MH(GPOBAHHUSA M KPUITOAHAIH3A.

4 Kparkoe coxmepkanue: Bemenne B kpunrorpaduro. CuMMeTpUYHBIC
kpunrocucrtemsl. Kpunrorpaduueckue CHCTEMBI c OTKPBITHIM KIIIOUOM.
Kpunrorpapuueckne cucTeMbl, OCHOBaHHBIC Ha (DU3NYECKUX MEXaHHM3MaX 3aIUTHI
nHpopmarmn.

5. KommeTeHIuu: crocoOHOCTh OQOPMHUTH PabOUyr0 TEXHHYCCKYIO JTOKYMCHTAIMIOC
y4eTOM JIEeWCTBYIOIINX HOPMATHBHBIX M METOJIMYECKHX JOKYMEHTOB B OO0JIACTH
nH}pOpMaMOHHOI 0e30MacHOCTH.CIIOCOOHOCTh HPUMEHSATh IPOrPAMMHBIE CpEICTBA
CHCTEMHOTO,  NPHUKJIAJHOTO M  CICHMAIBHOTO  HAa3HAYCHUS.  CIOCOOHOCTH
OPraHU30BBIBATH M MOCP)KHBATH BBINOJIHEHHE KOMILIEKCA Mep MO HHGOPMaLMOHHOM
0€30I1aCHOCTH, YNPABJIATh MPOLECCOM HX PEajM3allMi C YYETOM peIlacMBIX 331ad U
OPraHU3allMOHHON CTPYKTYpbl OOBEKTa 3aIUThI, BHELIHHX BO3/ICHCTBHI, BEPOSTHBIX
YIpO3 ¥ YPOBHS Pa3BUTHS

6. OskumaeMblii pe3yibTaT:HOJDKEH 3HATh: MecTo Kpunrorpaguu B 3amade
nH(OpMAaIMOHHOI 0€30IMacCHOCTH M TOCTPOCHHS 3allUIIEHHBIX HH(OPMAIMOHHBIX
CHCTEM ; OCHOBHBIC TOHATHS TEOPHUH KpUNTOrpaduu: KJIacCHYECKHe HCTOPHYECKUE
mudpel 1 METOABI aTak Ha 3TH IMUQPHI, COBPEMEHHbIE IU(PHI KpunTorpadpudyeckue

MPOTOKOJIBI ¥ SJEKTPOHHYIO  IOAIMCH; THIIMYHBIC ~CIA0OCTH  peanu3aluu
kpunrorpapudecknx cucreM (PGP,RC4, Windows u np.); TeopeTHdeckue OCHOBBI
"xopomero" mmppa mo LllenHoHYy; TEOPETUYECKHE OCHOBHI  "XOpormei"

kpunTocucteMsl (mpaBuiaa Kupxrodda), nomkeH yMmeTb: NPaBHIBHO BBIOWUpPATH THII
muppa B COOTBETCTBUM C TIIOCTABICHHOW 3ajadell ; KauyeCTBEHHO peajn30BaTh
aNropuT™M MIM(POBAHUS; pPEATH30BBIBATH aTaKy Ha KIACCHMYeCKHe MHpEI
(McTOpHYECKUe i COBPEMEHHBIE) .

Hayt6aeBa A.O.-
K..T.H., H.0. aCCOILl.
npodeccopa




1. Prerequisites: Basics of information security,

2. Post-requirements; Modeling of information security processes

3. The purpose of the discipline: contains the main provisions of cryptography,
introduces the most common types of ciphers and methods of their cryptanalysis,
concepts of information integrity, cryptographic protocols, electronic signature. The
mathematical theory underlying cryptography (the theory of groups, Galois fields,
irreducible polynomials, number theory, pseudorandom sequences, etc.) is
explained.Questions of the implementation of encryption algorithms and cryptanalysis
are raised.

4. Summary: Introduction to Cryptography. Symmetric cryptosystems.Cryptographic
systems with a public key. Cryptographic systems based on physical mechanisms for
protecting information.

5. Competencies: the ability to issue working technical documentation taking into
account the current regulatory and methodological documents in the field of
information security. the ability to use software tools for system, applied and special
purposes. the ability to organize and support the implementation of a set of information
security measures, manage the process of their implementation, taking into account the
tasks to be solved and the organizational structure of the object of protection, external
influences, possible threats and the level of development

6. Expected result: must know: the place of cryptography in the problem of information
security and the construction of secure information systems; the basic concepts of the
theory of cryptography: classical historical ciphers and methods of attacks on these
ciphers, modern ciphers cryptographic protocols and electronic signature; typical
weaknesses of the implementation of cryptographic systems (PGP,RC4, Windows,
etc.); theoretical foundations of a "good" Shannon cipher; theoretical foundations of a
"good" cryptosystem (Kirchhoff rules), must be able to: correctly choose the type of
cipher in accordance with the task ; implement a high-quality encryption algorithm;
implement an attack on classical ciphers (historical and modern).

Dautbaeva A.O.-
c.t.s., acting
professor
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1. TIlpepexBu3uT: AKNapaTThIK-KOMMYHHMKAIMSUIBIK — TEXHOJOTHsUIAp  (aFbUILIBIH
TinmiHae)/

2.IToctpexBusut: Kocinrik nmoHaep

3.ITennin MakcaTbl: CtyzmentTepiae kommbioTepiik xeninepain(KC) apxurexrypacs
MEH KOHIEIIHSIIAPHI Typajibl TEOPHSUIBIK JKOHE MPAKTHKAJBIK O1TIMII KaJBIITACTRIPY,
crynentrepne KK sxobanay sxoHe maiganany JarabUTIapbIH KB TACTHIPY.

4 Kpickamia ma3myHbl: Kowmmbrotepmik skemiiepre kipicme. OSI| sTamoHmsik sxeti
neHreim mozeni. Jepekrep OepyniH ¢usnkanbik oprackl. [epextep Gepy oprachiHa
Kipy amictepi. JKenmi TopanTapbl apackiHia Jepekrepai Oepy. Kemik xarramanapsl.
Konnman6ansl xaTTamanap sxoHe HHTepHeT Kbi3MmeTTepi. JKeminik BK.

5.Kyzeiperrimiri: XKeminik e3apa ic-KMMBUT KypajJapblH MaliganaHaThlH KOMITBIOTEPIIIK
Kyitenepai sxobanayra; KoMmmbroTepsik Jkenminepai jkoHe oJiap/blH KOMIOHEHTTEepiH
TECTiJIeyTe; KEIUTIK OaFaapiaMaiblK KeIIEHHIH KOCBIMIIAIAPEIMEH 03apa iC-KIMBLIBIH
yiteiMaacTeipyFa; JKemiik KeI3MeTTepi OarmapiaMansik Oackapyra; bepiareH Ke3MeT
eTy MapTTapblHa COHKEC KeIep i Kypy YIIiH Kypaigapabl TaHIayFa KaOineTTi.
6.Kyrinerin HoTmxe: Op TYpii THUNTETI XeNNepl CalbICTBIPYIBI XKYPTi3y, op Typui
CBHIHBINTAPIBIH MIHICTTEPIH MLICUly Ke3iHAe OJapIblH OHIMIUIIrT MeH THIMAITIriH
Tangay, OepiireH TeXHHMKaNbIK Tajantap OoitbiHma KOK KypbUIBIMBIH = a3ipney
JIaFIbUIapbIH MEHI€PreH.

Typnyrynosa
H.A.- xapatblibic
MAarucTpi, ara
OKBITYIIIBI




1.IlpepexBusut: MHpopMaMOHHO-KOMMYHHUKAIIIOHHbIE TEXHOJOTUU (HA aHIJIMHCKOM
SI3BIKE)/

2.IToctpexBusut: [Ipodunupyromniie TUCHUILTAHEL

3.enp muctmmmHbl: CHOpMHUPOBATH y CTYICHTOB TEOPETHUCCKHE M NPAKTHYECKHE
3HaHUS 00 apXUTEKType M KoHmenuusx kommnbioTepHEIX ceTei(KC), Bbpaborats y
CTYZICHTOB HaBBIKH TIPOEKTHPOBAHUS u IKCILTyaTaIlH KC.
4. Kparkoe coxmepxaHne: BpeneHme B KOMIBIOTEpHBIE CETH. JTaJlOHHAs
cemuypoBHeBas Mozens OSI. dusnueckas cpena nepeaadu JaHHBIX. MeTObI 1ocTya
K cpefie nepenaun AaHHBIX. Ilepenada JaHHBIX MEXIy y3namu ceTd. TpaHCHOpTHbIE
npoTokodsl. [Ipukiagabie mpoTokosl U ciayx0s1 MaTepHET. CeteBoe I10.
5.KOMNETEeHTEHTHOCTh: IPOEKTUPOBAaTh KOMIBIOTEPHBIE CHCTEMBI, HCIIOIb3YIOIIHE
CPE/ICTBAa CETEBOTO B3aUMOJCHCTBUS; TECTHPOBATh KOMIIBIOTEPHBIE CETH U HX
KOMIIOHEHTHI; OPTaHW30BEIBAaTh B3aHMMOZEHCTBHE CETEBOTO IPOrPAMMHOIO KOMILIEKCa
C IPWIOKEHHUSIMH; ITPOTPaMMHO YIIPABIISITE CETEBBIMH CIIy)KOAaMH; BEIOMPATh CPEICTBa
JUISL IOCTPOCHUS CeTeil B COOTBETCTBUH C 3aJaHHBIMHU YCIOBHAMH (DyHKIIMOHUPOBAHHSI.
6.0xugaemMblii  pe3ynbTar: BnageeT HaBbIKaMH IPOBEACHMSI CpaBHEHHs —CeTed
Pa3IHYHBIX TUIOB, AaHAIN3a UX NIPOM3BOAUTEIHHOCTH U 3P ()EKTUBHOCTH NPH PEIICHUN
3a7a4 pa3NIUYHBIX KJIACCOB, MO 3aJaHHBIM TEXHHYECKUM TpeOOBaHMSAM pa3pabaThIBaTh

crpykrypy KC.

Typayrynosa
H.A.- maructp,
crapiui
Iperno/iaBaTenb

1. Precondition: Information and Communication Technologies (in English

2. Post-requirement: Profile disciplines

3. The purpose of the discipline: To form students 'theoretical and practical knowledge
about the architecture and concepts of computer networks(CS), to develop students'
skills in designing and operating CS.

4. Summary: Introduction to computer networks. The reference seven-level OSI model.
The physical data transfer environment. Methods of access to the data transmission
medium. Data transfer between network nodes. Transport protocols. Application
protocols and Internet services. Network software.

5. Competence:design computer systems that use network communication tools; test
computer networks and their components; organize the interaction of a network
software package with applications; programmatically manage network services;
choose tools for building networks in accordance with the specified operating
conditions.

6. Expected result: Has the skills to compare networks of various types, analyze their
performance and efficiency when solving problems of various classes, develop a CS
structure according to specified technical requirements.

Turlugulova N.-
master, senior
lecturer
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[IpepexBusurrep:Maremaruka [

[MoctpexBusurrep:Kocibu monaep

[Tonnin Maxkcatel: CryneHTTepre O0ererci3 KOATAay TEOPUSACHIHBIH HETi3ri
JKETICTIKTepIMEH  TaHBICTBIPY. CHMMETPHAJBIK KOHE  aCHMMETPHUSUIIBIK
mrQprayAblH KeH KOJAAHBUIATHIH KPUNTOrpadrsUIBIK alrOPUTMIEPiH, COHIal-
aK KpHITOTpadIsIIBIK XM - yHKIHSIApBI 3epTTEY.

Kpickama masmyHbl:  CaHmap TEOPHSCHIHAH —MaliMeTTep. ANreOpajbIK
KYpBUIBIMIap, COHFBEI opictep. CBHI3BIKTHIK OJIOK KOATapEl, Oereyinare Te3iMmi
koaray mekapamapbl. Kox Xommunra. Luxnmix xoarap. Koaray sxoHe
JIEKOATay bl alNapaTThIK iCKe ackIpy. bux koaTapsl.

Kyseperriniri:  XKaparbuisicTanHy — FBUIBIMIAPBIHBIH, MaTeMaTHKa O KOHE
nHpOpPMaTHKAaHBIH 0a3aibIK O1MiMiH, HETI3r1 (akTiaepai, TYKbIpbIMAaMalapabl,
ipremi akmapaTTapMeH J>KOHE aKIapaTTHIK TEXHOJOTHsUIapMeH OalilaHBICTEI
TEOpHUsUIap/IbIH IPUHIUIITEPIH KONIaHa aly.

Kyrinerin Hormkenep: CaHpmapAblH JkoHe anreOpa TEOPHSCHIHBIH HETi3ri
HOTIDKENIepiH OlTy, aiXropuTMAEpIIH KYPICTTK MaceleNepiH TyCiHy,
KayilCI3IKTIH HETi3Ti acmeKTiiepi j>KoHe KayilCi3MIKTiH HeTi3ri KarepiepiH
TYCiHY JKOHE KOJIIaHa ajy.

Typembaes
Aoauibaa
TypembaeBud ¢-
M.F.K.,
KaybIMAACThIPBUIFA
H nipodeccop M.a.

N

IIpepexBusutsl: Maremarukal

IMoctpexBusutsl: [IpodecrnonanbHble AUCIUTLTHHBL

Henp pucnumnusel: M3ydeHue U OCBOGHUE HOBBIX TeOpuil U Mojenei,
CBSI3aHHBIX CO CIyYalHBIMHM CHTHaJaMH, INPUMEHSIEMBIX B paanopH3HKE;
MIOCTPOCHUE MaTeMaTHUECKUX MoJeleld mpouexayp OOpabOTKH CHTHAJIOB;
NIPUMEHEHHE COBPEMEHHBIX aJITOPUTMOB I  0OpaboOTKH  pe3ylbTaToB
JKCIICpHMEHTa, HCIIOJIb30BAHHE HOBBIX HH(OPMAIMOHHBIX  TEXHOJOTHH,
CIIeKEHHE 3a HAyYHOU NepUOIUKOH.

Kpartkoe comepxkanune: Cxarue nanubsix. KoanpoBanne xanana. [Tpubmmkenns
pacnpeneneHust BeposiTHocTel. MoaenupoBaHue JaHHbBIX. BbIBO mapaMeTpoB u
MoJieNiel. ANNpoKcUMalusl paclpelesieHUH BeposiTHOCTEH: KilacTepu3alysl.
Meton  Monre-Kapno.  Bapuanuonnelit  meton. Emkxocts  HelipoHa.
AcconyaTiBHas aMsTh

KomnerenTHOCTh: CTIOCOOHOCTh  TIOHMMATh, COBEPLIEHCTBOBATH W INPHUMEHSTH
COBPEMEHHBIH MaTeMaTHYecKHil ammapar, (yHJaMEeHTalbHbIe KOHLENIUH U
CHCTEMHBIE METOOJIOTHH, MEXyHapOAHBIE U IPOQECCHOHAIBHBIE CTAHAAPTH B
obnacTi ”HPOPMAIIMOHHBIX TEXHOIOTHH.

OrkuaeMble pe3yinbTaThl: YMETh IPUMEHSTh Ha TMPAKTHKE 3HAHMS, OTyIeHHbIE
mo kypcy "Teopus wunpopmannu", IPUMEHATh BEPOATHOCTHBIA U
NH(OPMAIIMOHHBIH MOIX0] K CMEXHBIM JUCLUIUINHAM, YMETh CAMOCTOSTEIBHO
le/I06peTaTb HOBBIE 3HAHHS B 00J1aCTH KOAWPOBAaHUA M n€peaavyu CUrHaJIOB.

Typembaes
Abaunnaa
Typembaeuy K.¢-
M.H.,
1.0.2CCOLMPOBAHHO
ro npodeccopa




N =

Prerequisites: Mathematics I

Postrekvizites: Professional disciplines

Aim of the discipline: The study and development of new theories and models
related to random signals used in physics; the construction of mathematical
models of signal processing procedures; the use of modern algorithms for
processing experimental results, the use of new information technologies,
tracking scientific periodicals.

Short content: Data compression. The encoding of the channel. Approximations
of the probability distribution. Data modeling. Output of parameters and models.
Approximation of probability distributions: clustering. Monte Carlo method.
Variational method. The capacity of the neuron. Associative memory
Competence: The ability to understand, improve and apply modern mathematical
tools, fundamental concepts and system methodologies, international and
professional standards in the field of information technology

Expected results: Apply in practice the knowledge obtained in the course
"information Theory", - apply a probabilistic and information approach to related
disciplines, - independently acquire new knowledge in the field of coding and
signal transmission.

Tureshbayev
Abdilda
Tureshbayev Ph. D.,
Acting Associate
Professor
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IIpepexBmsurTep: KommbloTepmik Jkyienep MeH JKenmiep Kayinci3airiae
SKIMIIIJIK eTy

IMoctpexBusutrTep: JUIIOMIBIK )K00AHbI )Ka3y jKoHE KOpFay

[MonniH MakcaThl: Kayinci3ik MEHEPKMEHTI canachlHaa OuiM, OUTIK KOHE JaFabl
KEILIEeHIH KaIbIITACTHIPY.

Kepickamra masmysbl: Kayinci3mik MeHEKMEHTiHIH Herizaepi "Kayin'"VFbIMBIH
anpIkTay. LIpIFy Teri TaburaTel OOWMBIHINA KayiNTLTIK KO3Iepl KOHE OJapIbIH
Typiepi. Taburu-TaOury mWeIFy Kaymi ke3aepi. TeXHOTeH K WBIFY KayIi Ke3aepi.
OJIeyMETTIK HIBIFy Kayni ke3aepi. KayinreH kayinTiH aiblpMamubIbFel. CBHIPTKBI
JKoHe i1k Katepuep. Kayincizaik xoHe oHBIH Typiiepi. Kayinciznik MeHemKMeHTi
caJlachIHIAFBI casicaT Kayilci3ik MEHEDKMEHTI CallaChIHJIaFbI casicaT KYPBUIBIMBL.
backa camamapmarbl YHABIMHBIH ~ CasiCaThIMEH  KAyiNCI3MiK  MEHEIKMEHTI
caJlacBIHIAFBI cascaTThl Kenicy. OHpipicTeri Kayincizaik MeHeKkMeHTi Kanpibik
Kayilci3iKk KOMITaHUSI KBI3METKepJiepi JKacalThIH KYKBIKKa KapChl dpeKeTTep.i
KIKTEY.

Kyseperriniri: Ilepconamnpl OackapynbslH Kazipri 3aMaHFBl TEXHOJIOTHSIIAPHI
HeriziHne TYJIFaapaiblk, TONTBIK KOHE YHBIMIACTBIPYLIBUTBIK
KOMMYHUKAIISIIApAbI Ko0anay Ke3iHae Nayibl sKaFqaimapasl MIeITyaiH opTypii
TOCIUIAEPiH MEHTepe/Ii.

Kyrinerin HoTmxenep: Ke3 kenreH mapyanibuibIK JKYprisyli cyObeKT AeHrelinae
TYyJraapaliblK, TOIITBIK JKOHEC ¥ﬁb[MﬂaCTprijbIHblK KOMMYHUKaUsJI1apAbl
xobanay Ke3iHae AayJibl )Karaaiiap/ibl MENIyIiH opTypii TaCUIAepiH MEHrepreH
KayiIci3/liKk MEHEeDKMEHTIH OLTIIT IIBIFaIbL.

Msip3aes P.C. — ara
OKBITYIIEL,
MaTeMaTHKa
MarucTpi




IpepexBu3nTHI: AIMUHUCTPUPOBAHHE O€30MACHOCTH KOMIBIOTEPHBIX CHCTEM U
cereit

IMoctpexBusutsl: Hanucanue u 3amura JUINIOMHOTO POEKTa

Henp aucuuminzel: @opMUpOBaHUE KOMILUIEKCA 3HAHUM, YMEHUN U HABBIKOB B
obJracTi MeHePKMeHTa 0e3011acHOCTH.

Kparkoe conmepxanne: OCHOBEI MeHekMeHTa Oe3zomacHocTH OrmpeneneHue
MOHATHS «OTACHOCTB». VICTOYHHMKM OIIAaCHOCTH M HUX BHIBI IO TIPHPOJE
MPOUCXOXKICHHS. Wcrounnku OIIaCHOCTH €CTECTBCHHO-TIPHPOTHOTO
HNpOUCXOXIEHHUA. VICTOYHHUKM OMAacHOCTH TEXHOTE€HHOTO MPOUCXOXKACHHMS.
HCTOYHUKYM OMAacHOCTH COIHMANBHOTO MPOUCXOXAeHUA. OTianuue yrpossl OT
omacHOCTH. BHemrHue u BHYTpeHHHE Yrpo3bl. be3omacHOCTP M ee BHJIBL
[Nomutuka B obmactm MeHemkMeHTa Oe3omacHocTH CTpyKTypa TMOJUTUKU B
obiact MeHemKMeHTa Oe3omacHocTu. CoriacoBaHWe IIOJIHMTHKA B 00NacTi
MEHEIDKMEHTa 0e30IacCHOCTH C IOJHMTHKOW OpraHu3allii B APYTHUX OO0IacTsX.
MenempkMeHT Oe3omacHOCTH Ha rmpow3BoicTBe. KazmpoBas Ge3omacHOCTb
Kiaccudukarms HpOTHBONPABHBIX AEHCTBHH, COBEpIIAEMBIX COTPYIHUKAMH
KOMIIaHHU.

KommnerentHocTs: Bnagennem Pa3IHIHBIMH criocobamu paspenieHus
KOHQUIMKTHBIX CHTYaIlMil IPH MPOEKTHPOBAHUH MEJIMYHOCTHBIX, TPYIIIOBBIX U
OpPTaHM3AIMOHHBIX KOMMYHHMKAIlMi Ha OCHOBE COBPEMEHHBIX TEXHOJOTHIT
YIIpaBJICHHS IEPCOHAIIOM, B TOM YHCJIe B MEXKYJIBTYpPHOH cpesie

OsxunaemMble pe3ysbTaThl:3HATh-MEHEDKMEHT 0e30macHOCTH, BIIasIest
pa3NIMYHBIMH ~ CIOCOOaMM  paspemieHHss KOHGUIMKTHBIX — CUTyalluidi  IpH
NPOEKTHPOBAHMH  MEXJIMYHOCTHBIX,  TPYIIIOBEIX M OPTaHW3AIMOHHBIX
KOMMYHHUKAIIMH Ha yPOBHE JIOOOTO XO35SHCTBYIONIETO CyOBEKTa

Msip3aes P.C.-
crapiui
MpernoaBaTenb,
MarucTp
MaTeMaTHKI

N

Prerequisites: Administration of security of computer systems and networks
Postrekvizites: Writing and defending a diploma project

Aim of the discipline: The formation of a complex of knowledge, skills and
abilities in the field of security management.

Short content: Fundamentals of safety management Definition of the concept of
"danger". Sources of risk and their views on the nature of the origin. Sources of
danger of natural origin. Sources of danger of technogenic origin. Sources of
danger of social origin. The difference between threat and danger. External and
internal threats. Security and its types. Security management policy Structure of
the security management policy. Align the security management policy with the
organization's policies in other areas. Occupational safety management Personnel
security Classification of illegal actions committed by employees of the
company.

Competence: Knowledge of various ways to resolve conflict situations in the
design of interpersonal, group and organizational communications based on
modern technologies of personnel management, including in an intercultural
environment

Expected results: Know - security management, having a variety of ways to
resolve conflict situations in the design of interpersonal, group and organizational
communications at the level of any business entity

Myrzaev R.S. —
senior lecturer,
master of
mathematics
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DTUKAIBIK XaKUHT
JKOHE CHY
TecTizeyi
DTHYECKHI
XaKUHT U
TECTUPOBAHUE Ha
TIPOHHUKHOBCHUE
Ethical Hacking
and Penetration
Testing

Emtuxa
H
DK3aMeH
Exam

Tect
Tect
test

1. TIpepexBusutrep: AKHapaTThIK XKyiienep Kayinci3airiHin ayauri MeH

menemkMenTi/ Kubepkayincizmikri 6ackapy

2. TlocTpeKBH3UTTEP: KACINTIK MOHIEP, MEMICKETTIK eMTHXaH, AUILIOMIIBIK K002

3. TloHHiH MakcaThl: MIOH/I OKY OapbIChIH/Aa HHTEpHET-0apiayra )KoHE OCaIIbIKTap bl
naifanaHyra apHAFaH 3epTXaHAIbIK JKYMBICTapAbl OPBIHAAyFa MalIbIKTAHy >KOHE
SHyTe TEeCTIJIeY IiH TEOPHSUIBIK HET13/IepiH MEHrepy

4. KpIckama Ma3MyHBL: €HYJIl TEeCTUICYIiH TEOpHSUIBIK Heri3zepi. AKmapar >KHHAY.
Ckanepiey. OcanIpIKTapIbl i31ey KoHe Maiinanany. Op TYpil KeI3MeTTepre MapoibIiK
mabysiinap. METASPLOITABLE skcrumyaraliuschlH TEKCEpyre apHAIFaH Kypall.
OcanupIKTapasl — naipananyasl  kepcery.  Web-KockiMIanapia — OcalgbIKTapbl
nafaanaHy.

5. KysbIperTiik: MaMaHOaHIBIPY TaKbIPHIObI OOMBIHIIA XalBIKApajbIK >koOamapaa
XKYMBIC icTey KabineTi.

6. KyTinerin HaTIXKENEp: MEHI€PYl THIC: - KYPBUIBIMIBIK, (YHKIMOHAIBIK, KYHEIIK,
JKYKTEMETIK JKOHE KaObUIIay-TalCBIPBICTBIK TECTiIeydl oTKidy Ourimzepi MeH
narnsuiapel.  KaOinmeri MeH HalBIHIOBIFBIH KOpceTyre THic: - anraH OuliMi MeH
JaFAbUIapBIH ©31HIH KeHiHT1 KOCiOM oHE FRUIBIMHU KbI3METiHIE KOJIIaHyFa, MaruCTPIIIK
JiccepTanys jka3y Kesinae OimiMaepiH KolgaHyFa.

Meip3amypatoBa
A.D.

T.F.M., aFa
OKBITYIIBI

1. TlpepexBU3UTHI: AYOUT U MEHEIPKMEHT 0€301MacHOCTH HH()OPMALMOHHBIX CHCTEM/
2. YmnpasneHue KubepOe30macHOCTHIO

3. TlocrpexBusuthl: IIpodeccroHanbHble AUCIUIUIMHEL, TOCYIapCTBEHHBIH 3K3aMeH,
JUIUIOMHBIN TIPOEKT

4. Uens mucrumummebl: OCBOWUTH TEOPETHYECKHE OCHOBHI TECTHPOBAaHMS HA
NIPOHUKHOBEHHE ¥ TIONPAKTHKOBAaThCS B  BBINOJHEHWH JIaOOpPaTOpHBIX pabor,
MOCBAIICHHBIX VIHTepHET-pa3Be[Ke M SKCIUTyaTalldd YA3BUMOCTEH B XOJE H3YYCHUS
JMCLUIUIUHBI

5. Kpartkoe conepaHue: TEOPETHUECKHE OCHOBBI TECTHPOBAHUS HAa MPOHUKHOBEHUS.
C6op unpopmaru. CxkanupoBanue. [1onck u sKcIuTyaraun ysa3sumocteit. [laponsHeie
aTakl Ha pa3nu4yHble cepBUCHL. CpencTBo A  TECTHPOBAHHMS — DKCIUIOWTOB
METASPLOITABLE. . JlemoHcTparysi 3KCIUTyaTaluy YsS3BHMOCTEH. DKCIUTyaTaius
ys3Bumocteit B WEB-npunoxeHusx.

6. KoMmeTeHTHOCTh:CTIOCOOHOCThIO paboTaTh B  MEXKAYHApOIHBIX MPOEKTaX IO
TeMAaTHKe CICIUaIN3aliH.

OskHaeMBble Pe3yIbTaThl: I0JDKEH BIaJCTh: - 3HAHUSAMH M HaBBIKAMHU MTPOBEIICHHS
CTPYKTYPHOTO, ()YHKI[HOHATIHEHOTO, CHCTEMHOTO0, HATPY30YHOTO U NPHEMOCIATOYHOTO
TecTUpOBaHus. JI0JDKEH AEMOHCTPHPOBATH CIOCOOGHOCTD M TOTOBHOCTb: -IPUMEHSTH
MOJTy4eHHBIE 3HaHWS ¥ HABBIKK B CBOCH MOCIeayIonel npodeccnoHaabHON U HayYHON
JIeATeJIbHOCTH, PUMEHSTh 3HAHUI ITPU HAIIMCAaHUU MarkuCTepPCKOM AUCCepTAIHN.

IMbIp3aMypaToBa
IA.A. M.T.H.,
cTapiuuit
[peroaaBateib




Prerequisites: Information systems security audit and management

Cybersecurity Management

Post-requirements: Professional disciplines, state exam, diploma project

The purpose of the discipline: To master the theoretical foundations of penetration
testing and practice performing laboratory work on Internet intelligence and
vulnerability exploitation during the study of the discipline

5. Summary: theoretical foundations of penetration testing. Collecting information.
Scanning. Search for and exploit vulnerabilities. Password attacks on various services.
A tool for testing METASPLOITABLE exploits. . Demonstration of exploiting
vulnerabilities. Exploiting vulnerabilities in WEB applications.

6. Competence: the ability to work in international projects on the subject of
specialization.

6. Expected results: must possess: - knowledge and skills of conducting structural,
functional, system, load and acceptance testing. Must demonstrate the ability and
willingness to: - apply the acquired knowledge and skills in their subsequent
professional and scientific activities, apply the knowledge when writing a master's
thesis.

el NS s

Myrzamuratova, A.
A, m.t.s.,the
senior lecturer
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Mo - = bakplnay bt IoHHIH cHnaTTaMachl/ XapaKTePUCTHKA TUCIUILTAHbL/ barnapnama
oy | i - - = § E H OTY TYpi characteristics of discipline: JKETEKIICiHIH aThI-
bNe E E E E( Q z g (tecr, JKOHI, FRUILIMH aTarbl,
= o 5 @ E o & s 8 §( - % kaszbaria, 1.HpepeKBI/I3I/ITT€pl/ljlpepeKBI/BI/ITI;I/ prerequisites Tapexeci/
SSE| ES | _E = 2 5 ’g s 8 z IS aysi3ma,)/ | 2. [ToctpexkBusurrepi/ . (.1.0. pyKOBOIHTENS
E( % 2 % a 25 ('.;;) 5| © < x5 ‘g_ S e BUJI MOCTPEeKBU3UTHY/ postrekvizites IpOrpaMMbl,
5 % ‘;[( % g 5 % ~ 5 é E 2.9 g § koHTpous | 3. [loHHIH MakcaThl/ienb auciuiuinabl/aim of the discipline YUEHasICTEIICHb,
E5 | S5 z ES 5 g & 3 § £ ) (tecr, 4. Kpickaria _1\42_13}\4;&151/ Kpatkoe coneprkanue/shortcontent 3BaHHe /
T2 38| E g 2 = € é ; }'é g g nuceMeHHo, | 5. Kyssiperrimiri/ name, surname of the
E2| §8 zS § 3 > g < ¥ YCTHO)/ | KOMIIEeTeHIMu/competences instructor of program,
= ; z = N 2 g type of | 6. Kyrinerin Hotmske/ oxugaeMsie pe3ynbrarsl/ expectedresults scientific degree, rank
= 4 S = X 2 % control (test,
= 8 = 2 written
~ [
< form, orally)
1 2 3 4 5 6 7 8 9 10 11
M | BIIT | DKB | a) Iepekrep KopbiH | 5 2 1 Emruxa Tect 1.IIpepexBusurrepi: AKIapaTThIK-KOMMYHHKALUSITBIK texHonorusap | Tynerenosa O.H.-
5 K K YHBIMIACTHIPY, H Tect 2. [TocTpekBU3UTTEPi: KOCINTIK MPAKTUKA, MEMJICKETTIK €MTHXaH, AUIUIOMIBIK jk00a 3.F.K., aFa OKBITYIIIBI
BI/K | 2202 | Gackapy *xoHe Dk3ame test 3. Tlomnig Maxkcatel: WMHpOpMALUsHBl eHTi3y MeH wmbiFapyasl; CTaHAApTTHI
B SUB | kopray/ H KOJIJaHOAJbI TIporpaMMaliapMeH KYMBIC icTeyni; KecTenmik penakTopbiHIa OyMa MeH
BD/ | D Opraunuzanys, Exam (aiinapl KOMITBIOTEPITIK OarnapiiaManapabl xkacaid Oinyi, Oarmapramanapra cueHapuit
EC 2202 | ympapneHue u KYpY, KOMITBIOTEPIIIK KYpPaIAapAblH JUAAKTHKAIBIK MYMKIHIIUTIKTEpiH Oaranay.
DMS | 3ammra 6a3 «ONeKTpOH/Bl YKiMeT» WH(PaKYpPBHUIBIMBIH, OW3HEC-YpHAICTEpAl Tajjay >KoHE KYpy
2202 | nauHBIX/ TexHoNorusuapeie  Oinyi; CaHAbIK MomiMeTTepAi eHaey TexHojorusicel. MS Excel

Organization,

management and

protection of
databases

JNMeKTpOHABIK KecteciH; MS PowerPoint kemeriMeH mpe3eHTamms >Kacayabl;
Bepinrenmep ©0a3acel KyHeciHZe MOITIMETTEp KOPBIH KYpy KOHE OHICYI;
KommbroTepmik BHpyCTap KOHE aHTHBHPYCTBHIK IMporpaMMainapzbl; JKeprimikTi koHe
aliMaKThI-TapaTbUIFaH KOMIIBIOTEPIIIK Kyienepai KYpYy.
4. Kpickama ma3MyHbl: AKmapar jkoHe MH(popMaThka. [lepekTepMeH JKYMBIC icTey
onepanusuiapsl. KoMnplotepid Kypbutbichl. MamnHaHb! yibiMaacteipy: ®on-Heliman
MPUHIMI. AJNTOPUTM TYCiHIir. Biok-cxema anropuTMiHiH TpadUKaIbIK OHICTYI.
AXpbIpFBI aBTOMaTrTap. barmapimamanaynslH Herisri KOHCTpyKOusichl. IIporpamMmansik
xkabxapikray. Windows omepammsibik xyieci. MS Word MOTiHAIK penakTOpEL.
Bepinrennep 6azacel. Bepinrenmep 6asackiHBIH MyMKiHIiKTepi.bepinrenaep 6a3ack
KECTEINK pemaKkTOphIHAa (QYHKIHMS MOHIH KecTe TypiHzme amy.Oracle Oepinrenzep
0azacel  MaJiMeTTep KOpBIH Oackapy Kyieci. AKMNapaTThIK-KOMMYHUKAIHSIIBIK
TEXHOJIOTHSLIAp.

5.Ky3eiperrimiri: Bepinrennep 6a3acblH
6. Kyrinerin HoTmke: bepinrengep 0a3achlHBIH IKYMBIC
TYCIHAIpIN, cyi0anapabl TYPFbI3a aabl.

Gackapy.
iCTey NPUHIHITEPiH




1. TIpepexBusnTsl: MHOpMALMOHHBIC 1 KOMMYHHKAIIMOHHBIE TEXHOJIOTHU

2. TloctpekBusutsl: mpodeccHoHanbHas MpPaKTUKa, TOCYAApCTBEHHBIH 93K3aMeH,
JUIUIOMHBII IPOEKT

3. llenp IUCUMINIMHBI: BBOA W BBIBOA HH(popMmamuu; PaGotra co cranmapTHBIMU
MIPYIIOKEHUSIMH; BO3MOXKHOCTB cO3/1aBaTh KOMIBIOTEPHBIE IIPOTPAMMBI IJIs TAKETOB U
(GailloB B penakTope OSIEKTPOHHBIX TaONWI[, IHCAaTh CIEHApHH U IIPOrpamM,
OLICHMBATh IUIAKTHIECKHE BO3MOKHOCTH KOMIIBIOTEPHBIX HHCTPYMEHTOB. 3HaHHE
HHQPACTPYKTYPHI SIEKTPOHHOTO IIPABUTENBCTBA, TEXHOJIOTMH aHaIW3a U CO3JaHUS
OousHec-miporieccoB; TexHomorust uuppoBod 00pabOTKM JAAHHBIX. ODJIEKTPOHHAS
tabmuua MS Excel; Co3nate npesenranuio ¢ nomomsio MS PowerPoint; Coznanue u
obpaboTka 0a3 HaHHBIX B cHucTeMe 0a3 fdaHHBIX; KoOMIBIOTEpHBIE BHPYCH H
aHTHBUPYCHBIE MporpaMmbl; Co31aHKe JTOKATBHBIX U PETHOHATBHBIX PACIIPEAEICHHbBIX
KOMITBIOTEPHBIX CHCTEM.

4. Kpatkoe conepkanue: Mubpopmamus u uHGopMatuka. Omnepaniu ¢ JaHHBIMH.
KommbrotepHast koHcTpykumsi. OpraHm3anust MamuHbel: npuHoun ¢oH Hefimana.
Konmerust  anroput™oB. ['paduueckas oOpaborka anroput™a  OJIOK-CXEMBI.
QunanpHple MamuHEL OCHOBBI TIOCTPOEHMS mporpamMmupoBaHus. IIporpamuoe
obecrieuenue. OmeparnponHas cuctemMa Windows TekcroBbrii pemakrop MS Word.
basza nannpix. Bo3moxkHocTH 6a3bl maHHBIX. [loxydeHne 3HadeHUS (QYHKUUH B BHIC
TabnuIbl B pepakrope Tabmun 0a3el naHHBIX. CHcTeMa ympaBieHHs 0a3aMH JaHHBIX
Oracle. upopmarnoHHbIe # KOMMYHHKAIMOHHbBIC TEXHOIOTHH.

5. KoMneteHiums: ynpasieHue 6a30ii TaHHBIX.

6. Oxunaemblii pe3ynbTaT: MOKeT OOBSCHUTH HPHHIMIBI paboThl 6a3bl JaHHBIX H
TIOCTPOUTH TUArPaMMBblL.

Tynerenosa 5.H.-
K.3.H., CT
HpPEToaBaTeNb

1.Prerequisites: Information and communication technologies
2. Postrequisites: Professional practice, state examination, diploma project

3. The purpose of discipline: Input and output of information; Work with standard
applications; Ability to create computer programs for packages and files in a
spreadsheet editor, to write scripts for programs, to assess the didactic capabilities of
computer tools. Knowledge of "e-government" infrastructure, business process
analysis and creation technologies; Digital data processing technology. MS Excel
spreadsheet; Create a presentation using MS PowerPoint; Creation and processing of
databases in the database system; Computer viruses and anti-virus programs; Creation
of local and regional distributed computer systems.

4. Summary: Information and computer science. Data operations. Computer
construction. Machine organization: von Neumann principle. The concept of
algorithms. Graphic processing of the block diagram algorithm. The final machines.
Basic construction of programming. Software. Windows operating system. MS Word
text editor. Database. Database capabilities. Getting the value of a function in the form
of a table in the database table editor. Oracle database management system.
Information and communication technologies.
5. Competence: Database management.

6. Expected result: Can explain the principles of operation of the database and build
diagrams.

Tulegenova E/N/-
C.e.s., senior lecturer
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b) CepBsepiik
nepektep — 0Oa3achlH
Kobanay KOHE
kopray/  Ilpoektu-
poBaHHME U 3alHTa
CepBEPHBIX 0a3
nmaHHbix/  Designing
and protecting server
databases

Emtuxa
H
Dk3ame
H
Exam

Tect
Tect
test

1.IIpepexBusurrepi: AKMapaTThIK-KOMMYHHUKALUSIIBIK TEXHOJIOTHsIAp
2. [TocTpexBU3UTTEPi: KOCINTIK MPAKTUKA, MEMJICKETTIK €MTHXaH, AUIIOMIBIK sk00a
3. Ilomnin wMakcatel: WHpOpManusHel eHrisy MeH wmbFapyabl; CTaHZapTThI
KoJIIaHOabl mporpaMmaiapMer KyMeIc icteyni; Kectenmik penakTopbiHga OymMa MeH
(aliiapl KOMITBIOTEPITIK OarmapiiaManapibl xkacaid Oinyi, OargapiaManapra CIeHApHUHA
KYpPY, KOMIBIOTEPIIIK KYpalfapiblH IUJAKTUKAJIBIK MYMKIHIIUTIKTEpiH Oaranay.
«ONeKTpOHAB YKiMeT» WH(PAaKYpPBHUIBIMBIH, OW3HEC-YpHAICTEpAl Tajjay >KeHE KYpy
TeXHOJIOTHsUIapelH Ouryi; CaHIBIK MamiMeTTepAi eHuey TexHomormsicsl. MS Excel
9MeKTpOHABIK KecTeciH; MS PowerPoint kemeriMeH mpe3eHTalusi JKacaysbl;
Bepinrenmep ©0a3acel KyleciHZe MOITIMETTEp KOPBIH KYpy JKOHE OHJICYAl;
KommbloTepik BUpyCTap KoHE aHTHBUPYCTHIK IMporpammainapzbl; JKeprilikri koHe
aliMaKTHI-TapaThUIFaH KOMITBIOTEPITIK Kyidenepai KYpy.
4. Kpickama Ma3MyHbBI: AKapar >koHe HHpoOpMaruka. JlepeKTepMeH JKYMBIC icTey
omnepanusutapsl. KoMmprotepid Kypbsutbichl. MammHans!l yieiMaacteipy: ®on-Heliman
MPUHIMI. AJNTOPUTM TYCiHIiri. Biok-cxema anropuTMiHiH TpadUKaIbIK OHICTYI.
AKBIpFBI aBTOMarTap. barmaprmaManaynbslH Herisri KOHCTpYKUUMSCHL IIporpamMmaribik
xkabapikray. Windows omepammsiblk xyieci. MS Word MoOTiHAIK penakTOpEL.
Bepinrennep 6azacel. Bepinrenmep GasackiHBIH MyMKiHIIKTepi.bepinrenaep 6a3ack
KECTENK pemaKkTOphIHAa (QYHKIMS MOHIH KecTe TypiHzme amy.Oracle OGepinrenaep
0azacel  MONIIMETTEp KOPBIH Oackapy Kyieci. AKMapaTThIK-KOMMYHHKALUSIIBIK,
TEXHOJIOTHSLIAp.

5.Ky3sIperTimiri: Bepinrennep 0azachiH Oackapy.
6. Kyrinerin Hotmke: bepintrennep 0a3achIHBIH JKYMBIC iCTey NPHUHLIUNTEPIH
TYCIHIIpIN, cy10aap Akl TYPFbI3a alajpl.

Tynerenosa  O.H.-
3.F.K., aFa OKBITYIIIbI

1. [IpepexBusutsl: THGOpMAIIMOHHBIE 1 KOMMYHHUKAIIOHHBIE TEXHOIOTHHI

2. TlocTtpekBm3uTHL: mNpodecCHOHANbHAas NPAKTHKA, TOCYIapCTBEHHBIH 3K3aMeEH,
JUTUIOMHBIHN TPOEKT

3. lenp mucuMmiIuHB: BBOA W BBIBOA HH(popmammu; Pabora co craHmapTHBIMH
MIPUIIOKEHUIMH; BO3MOXKHOCTB cO3/1aBaTh KOMIIBIOTEPHBIE TPOTPaMMBI ISl TAKETOB
(daiiloB B penakTope ONIEKTPOHHBIX TaONMI[, MHCaTh CIEHApHH JUI IIPOrpamM,
OILICHMBATh JMAAKTHYECKHE BO3MOXKHOCTH KOMIIBIOTEPHBIX HHCTPYMEHTOB. 3HaHHE
HH(PACTPYKTYpHI INEKTPOHHOTO INPABUTENILCTBA, TEXHOJNOTHH aHaIM3a M CO3JaHUS
Oom3Hec-miporieccoB; TexHomorust HUGPOBOH 00pabOTKM MaHHBIX. OJIEKTPOHHAS
tabmua MS Excel; Co3nmate npe3enTtanuio ¢ nomomsio MS PowerPoint; Coznanue u
oOpaboTka 0a3 HaHHBIX B cHcTeMe 0a3 JaHHBIX; KOMIBIOTEpHBIE BHPYCH H
AHTUBUPYCHBIE porpamMmbl; Co3/laHne JIOKaJIbHBIX ¥ PETHOHANBHBIX PacHpeIeIeHHbIX
KOMITBIOTEPHBIX CHCTEM.

4. Kpatkoe comepkanue: Mudpopmaius u uHopMmaruka. Omnepani ¢ JaHHBIMH.
KomnbloTepHast koHcTpykuus. Opranuszanus Mainueel: npuHoun ¢on Heiimana.
Konnenuus — anroputmoB. ['paduueckas 00paboTka anroputMa  OJOK-CXEMBI.
@unaneHple  MamuHEL OCHOBBI TIOCTPOEHMS HporpaMmupoBaHus. IIporpamnoe
obecneyenne. Omepannonnas cucreMa Windows TexcroBeri pemakrop MS Word.
baza nannbpix. Bo3moxxHOCTH 0a3bl jaHHBIX. [lonydeHue 3HaYeHUs (QYHKIUH B BHIC
TabNHIBl B pefakrope TaOmui 0a3el maHHBIX. CHcTema ynpaBiieHHs 0a3aMH TaHHBIX
Oracle. MndopmaronHbie 1 KOMMYHHKAIIMOHHBIE TEXHOJIOTHH.

5. Komnerennust: ynpasneHue 06a30ii TaHHbIX.

6. Oxunaemblii pe3ynbTaT: MOXKET OOBSICHUTH MPUHIMIBI pabOTHl 0a3bl JAaHHBIX H
HOCTPOHTH JUATrPaMMBl.

Tynerenosa 5.H.-
K.3.H., CT
HpeToiaBaTeNb




1.Prerequisites: Information and communication technologies
2. Postrequisites: Professional practice, state examination, diploma project

3. The purpose of discipline: Input and output of information; Work with standard
applications; Ability to create computer programs for packages and files in a
spreadsheet editor, to write scripts for programs, to assess the didactic capabilities of
computer tools. Knowledge of "e-government” infrastructure, business process
analysis and creation technologies; Digital data processing technology. MS Excel
spreadsheet; Create a presentation using MS PowerPoint; Creation and processing of
databases in the database system; Computer viruses and anti-virus programs; Creation
of local and regional distributed computer systems.

4. Summary: Information and computer science. Data operations. Computer
construction. Machine organization: von Neumann principle. The concept of
algorithms. Graphic processing of the block diagram algorithm. The final machines.
Basic construction of programming. Software. Windows operating system. MS Word
text editor. Database. Database capabilities. Getting the value of a function in the form
of a table in the database table editor. Oracle database management system.
Information and communication technologies.
5. Competence: Database management.

6. Expected result: Can explain the principles of operation of the database and build
diagrams.

Tulegenova E/N/-
C.e.s., senior lecturer
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A)blkTuManasIkTap
TEOPHSCHI XKIHE
MaTeMaTHKAaJIBIK
CTaTHCTHKA
Teopust
BEPOATHOCTEN U
MaTreMaTH4ecKas
CTAaTHUCTUKA
Theory of
Probability and
Mathematical
Statistics

Emtxa
H
Dk3ame
H
Exam

Tect
Tect
test

1. [IpepexBusurrep:Martemaruka I.

2. MMoctpekBusntTep: JIUCKPETTI MaTeMaTHKa

3.ITeHHiH MakcaTsl: CTyIEHTTEp/li TEOPHUSIIBIK JKOHE MPAKTUKAIBIK €CENTepAi IeIIyre
KakeTTi bIKTHManaplkTap TEOpPHSACH MEH MaTeMaTHKaJblK CTaTUCTHUKAHBIH
MaTeMaTHKAIBIK ~ allapaTbHBIH  JIEMEHTTEPIMEH TaHBICTBIPY; CTOXACTHKAJBIK
KYOBUTBICTapIbl CUNATTAYABIH KaIIBl IPUHLIUITEPIH OKY; KOJIaHOAIBl Macenenepai
3epPTTEYAiH BIKTUMAJIBIK OiCTEpiMEH CTYICHTTEP Il TAHBICTHIPY; apHAWBI 01eOUeTTi 63
OeTiHIIE OKYy IaFAbUIaphIH KaJBIITACTHIPY, MPAKTHKAIBIK €CEeNTepi IMIemry YIIiH
MaTeMaTHKAJIBIK MOJEIbEP/i 93ipiiey Typalibl TYCIHIK; JOTUKAJIBIK OWIAYABl JAMBITY,
KSCINTIK KbI3METIIEH OalaHbICTHl KYOBIIBICTAD MEH MHpOLecTepli MaTeMaTHKAaJbIK
3epTTey JAaFIbICHL

4. Kepickamra Ma3MyHbl:  bIKTHMangpIKTap TEOPHWSCHIHBIH HETI3Ti  YFBIMAApHL
Kombunaropuka JJIEMEHTTEPI. blkrumanabikTapas! Kocy TEOPEMAacChI.
blxkrumangpikTapael ke0eiTy Teopemachl. bIKTHMaIIbIKTapasl KOCY JKOHE KOOeHuTy
teopeManapbl.  CelHaKTapabl — KadTamay.  JuckperTi — Ke3meiicok — Imamamap.
Maremarukansik kyty. JACB mucmepcusicel. YikeH caHnmap 3aHbeL Kesmelicok
[IaMaHbIH BIKTHMAJIBIFBIH YIlecTipy (QyHKOuscel. ['padTap TEOpHSCHIHBIH HETi3ri
YFBIMJIapHL. Kemimix Kocmapiay. KemikTik MiHZET.
5. Ky3siperriniri: bIKTUManapIK jkoHE CTATUCTHKAJIBIK €CeNnTep i MeNIyre CTaHAapTThI
anmicTep MeH MOJETbIEpAl KOJAaHyFa; CTATHCTHKANBIK ECENTepAl ey Ke3iHae
ecentey (QopMynalapblH, KecTelepli, KecTelepAi KONIaHyFa; Kem  eJIIeMi
CTAaTHCTHKAIBIK TANAAyJbIH KOJJaHOAmsl OarmapiaMantapblHBIH Kas3ipri 3aMaHFBI
MaKeTTepiH  KOJJaHyFa, KOMOWHATOpHMKa OJIEMEHTTEpiH MaiJanaHa  OTBIPHIII
OKHFaIapIbIH BIKTHMAJIIBIFBIH ecenreyre KyzsiperTi;
6.Kyrinerin Hotmxe: bazanblk qeHreiine apanac KapaTbUIBICTaHY-FBUIBIMU MOHACP/II
JKOHE KOCINTIK IMKI TMOHACPIH OKBITY VIIH KYHOCTIKTI eMipAe KaXeTTi
blKTHMa.]'l}lblKTap TCOPHUACHI MCH MaTEMATHUKAJIbIK CTATUCTUKAHbI MCHI'CPI'CH.

XKanosiposa XK. -
"MatemaTHKa XoHe
KOJ11aHOaJIbI
MexaHHuKa'"
KagenpachHbIH
MeHrepyIici




1.IlpepexBusutsl: Marematuka I

2.IToctpexBu3uTHI: [{UCKpETHAs MaTeMaTHKa

3.enp mucrmniuuHbl: O3HAKOMIICHHE CTYACHTOB C JJIEMEHTAMH MaTeMaTHYeCKOro
anmapara TEOpUH BEpOATHOCTEH M MaTeMaTHYECKOH CTaTHCTUKU, HEOOXOAUMOTO IS
peuIeHNsT TEOPeTHYECKHX W MPAKTUYECKHX 3ahad; H3ydeHHe OOIIMX IPHHIUIIOB
OINMCaHMsl CTOXACTHYECKHX SBICHHH; O3HAKOMJICHHE CTYJIECHTOB C BEPOSTHOCTHBIMHU
METOJaMH  HCCIENOBaHUS IPHKIANHBIX  BONPOCOB; (OpMHpOBaHHE HABHIKOB
CaMOCTOSITENIFHOTO M3Y4YEHHS CIEIHaIbHON JUTEpaTyphl, MOHATHI O pa3paboTke
MaTeMaTUIEeCKHX MOJENeH sl PeIeHuUs IPAaKTUIEeCKHUX 3aay; pa3BUTHE JIOTHIECKOTO
MBIIUICHNS, HABBIKOB MAaTEMaTHYeCKOTO HCCIECJOBAaHUS SIBIEHUH U MPOILECCOB,
CBSI3aHHBIX C MPO(ECCHOHATBHON JIEATETBHOCTHIO.

4. Kpatkoe coxpepxanue: OCHOBHBIC TOHATHS TEOPUH BEPOATHOCTEH. DIEMEHTHI
KoMOuMHaTopukd. Teopema cClOXKEHHS BeposiTHOCcTeH. Teopema  yMHOXXCHUS
BeposTHocTed. CHencTBHS TeOpeM CIOKEHHS M yYMHOXKCHUS BEPOSTHOCTEH.
IloBropenue wucnelTanuil. JlMCKpeTHble CilydaiiHble BeJWYUHBL. MaTeMaTHUYecKoe
oxunanne. [Jucnepcuss JICB. 3akon Oospmmx gucen. DyHKIMSA pacrpeneseHus
BEpOSTHOCTEH cirydaiiHOoW BenmuuHbl. OCHOBHBIE MOHSATUS Teopuu rpados. CereBoe
IUIaHupoBaHue. TpaHCTIOpTHAS 3a/1ada.

5. KomnerenteHTHOCTh: [IpUMEHSATH CTaHIApTHBIE METOABI U MOJEIU K PEIICHHUIO
BEPOATHOCTHBIX M CTaTUCTHYECKUX 3a/ad; MOJB30BAaThCS PAcUETHBHIMU (OPMYNaMH,
Tabnuuamu, rpadukaMM TpPH  PEIICHWH CTaTHCTHYECKUX 3aiad; I[PHUMEHSTh
COBpPEMEHHBIE IaKeThl MPHKIATHBIX IIPOrpaMM MHOTOMEPHOTO CTaTHCTHYECKOTO
QHaJIM3a; BBIYHCIATH BEPOSITHOCTH COOBITHH C  HCIOJIB30BAaHHEM 3JICMEHTOB
KOMOWHATOPHKHY;

6.0xugaemblii  pe3ynbrar: Brageer  3HAHHSAMH ~TEOPHH  BEPOSTHOCTEH U
MaTeMaTHIECKOH CTAaTHCTHKU, HEOOXOANMBIMH B IOBCEHEBHOM KU3HH, JUIS H3YUCHUS
CMEXHBIX €CTECTBEHHOHAYYHBIX IUCIHHUIUINH Ha 0a30BOM YypOBHE M AWCIUINIMH
poeCCHOHATBHOTO [IUKIIA.

XKanosiposa XK.-
3aBeayoLIunii kadenpoit
"MaTeMaTHKH U
MIPUKIIAHON
MeXaHuKu"




1. Prerequisites: Mathematics |

2. Post-requirements: Discrete Mathematics

3. The purpose of the discipline: To familiarize students with the elements of the
mathematical apparatus of probability theory and mathematical statistics necessary for
solving theoretical and practical problems; to study the general principles of describing
stochastic phenomena; to familiarize students with probabilistic methods of studying
applied issues; to form skills for independent study of special literature, the concept of
developing mathematical models for solving practical problems; development of
logical thinking, skills of mathematical research of phenomena and processes related to
professional activity.

4. Summary: Basic concepts of probability theory. Elements of combinatory. The
probability addition theorem. The probability multiplication theorem. Consequences of
the theorems of addition and multiplication of probabilities. Repeating the tests.
Discrete random variables. Mathematical expectation. The variance of the DSV. The
law of large numbers. The probability distribution functions of a random variable.
Basic concepts of graph theory. Network planning. Transport task.

5. Competence: To apply standard methods and models to solving probabilistic and
statistical problems; to use calculation formulas, tables, graphs in solving statistical
problems; to apply modern packages of applied programs for multidimensional
statistical analysis; to calculate the probability of events using elements of
combinatory;

6. Expected result: Has the knowledge of probability theory and mathematical statistics
necessary in everyday life to study related natural science disciplines at the basic level
and disciplines of the professional cycle.

Zhalbyrova Zh - Head
of department
"Mathematics and
applied mechanics"
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b) MaremaTtukanbik
CTAaTUCTHKA KOHEC
JIepeKTep i Tanay
Heri3nepi/Maremat
HYCCKast
CTAaTUCTHKA U
OCHOBBEI aHaJIn3a
JIaHHBIX/
Mathematical
statistics and
fundamentals of
data analysis

Emtuxa
H
Dk3ame
H
Exam

Tect
Tect
test

1. IIpepexBusurrep:Maremaruka 1.

2. [MoctpexBusutTep: JUCKpETTI MaTeMaTHKa

3.ITonniH Makcatsl: CTYAEHTTEp/Ii TEOPHUSIIBIK JKOHE MPAKTUKATIBIK €CENTEpAi LICIIyTre
KaxeTTi  bIKTMManaplkTap TEOpHACH MEH MaTeMaTHKalIbIK CTAaTUCTHKAHBIH
MaTeMaTHKAIBIK  alllapaThHBIH  JJIEMEHTTePIMEH TaHBICTBIPY; CTOXACTHKAJbBIK
KYOBUTBICTAp bl CHIATTAY/IbIH Kbl NIPUHIUITEPIH OKY; KoJmaHOaubl Macenenepi
3epTTEYiH BIKTUMAIBIK 9IiCTePIMEH CTYJEHTTEpAI TAaHBICTHIPY; apHabI o1eOneTTi 03
OeTiHIIE OKy JaFAbUIapblH KaJBIITACTBIPY, MPAKTHKAIBIK ECeNTepAi INenly YIIiH
MaTEeMaTHUKAaJIbIK MOJEIBACP Il 93ipiey Typajibl TYCIHIK; JOTHKANbIK OIayabl JaMBITY,
KOCINTIK KbI3METIIEH OaillaHbICTBl KYOBUIBICTap MEH MpOLECTepi MaTeMaTHKAIBIK
3epTTey AaFIbICHL

4. Kpickama Ma3MyHbI: bIKTHMangpIkTap TEOPUSACHIHBIH HETI3T1  YFBIMAAPHL.
Komb6unaropuka JJIEMEHTTepi. bIKTIManabIKTap ABI Kocy TEopeMachl.
blkTuManapikTapael ke0elTy TeopeMachl. bIKTHMaIIbIKTapasl KOCY JKOHE KOOCHUTY
Teopemarnapsl.  ChblHakTapApl — Kaiftamay.  JIUCKpeTTi  Ke3jeHcok — Iamanap.
Marematukanelk kyry. JACB nucnepcuscel. Yiaken cannap 3aHbl. Kesgelicok
[IaMaHBIH BIKTUMAIABIFBIH YIIECTipy GyHKUMsCH. ['padTap TEOpHSACHIHBIH HeTi3ri
YFBIMIAPHL Kemimix JKocmapuay. Kemixrik MiH/IET.
5. Kyseipertiniri: bIKTuManapIk »kKoHE CTaTHCTHKAJBIK €CENTEPAl MENTyTre CTaHAaPTThI
oficTep MEH MOZETbICpAl KOJNJaHyFa; CTATHCTHKAIBIK €CEeNTepi MIemry Ke3iHae
ecentey (QopMynanapblH, KecTelepii, KecTenepii KOJJaHyFa; KeIl  eJmeMai
CTaTHCTHKAIBIK TaNAayIblH KoJigaHOAmsl OarjapiaManapblHBIH Kas3ipri 3aMaHFBI
MaKeTTepiH  KOJJaHyFa; KOMOWHATOpHKAa OJJEMEHTTEpiH IaijanaHa  OTBIPHII
OKHFaJIapIbIH BIKTHMAJIIBIFBIH ecenreyre KyzbiperTi;
6.Kytinerin HoTmke: basanblk meHreiine apanac >KapaTbUIBICTaHY-FBUIBIMU MOHICPAL
JKOHE KOCINTIK IMKJI MOHIAEPIH OKBITY YIIIH KYHOCHIKTI eMipae KakeTTi
bIKTUMaNABIKTap TEOPHSACH MEH MAaTEMATHKANBIK CTATHCTUKAHBI MEHTepPTeH.

XKanoeiposa XK. -
"MaremaTHKa jXoHe
KOJI1aHOAIIBI
MexaHuka"
Ka(eapachIHbIH
MeHrepymrici




1.IlpepexBusutsl: Marematuka I

2.IToctpexBu3uThHI: [{UCKpETHAs MaTeMaTHKa

3.enp mucrmniuuHbl: O3HAKOMIICHHE CTYACHTOB C JJIEMEHTAMH MaTeMaTHYeCKOro
anmapara TEOpUH BEpOATHOCTEH M MaTeMaTHYECKOH CTaTHCTUKU, HEOOXOAUMOTO IS
peuIeHNsT TEOPeTHYECKHX W MPAKTUYECKHX 3ahad; H3ydeHHe OOIIMX IPHHIUIIOB
OIMCaHMsI CTOXACTHYECKUX SIBICHHH; O3HAKOMJIEHHE CTYJCHTOB C BEPOSTHOCTHBIMHU
METOJaMH  HCCIENOBaHUS IPHKIANHBIX  BONPOCOB; (OpMHpOBaHHE HABHIKOB
CaMOCTOSITENIFHOTO M3Y4YEHHS CIEIHaIbHON JUTEpaTyphl, MOHATHI O pa3paboTke
MaTeMaTUIEeCKHX MOJENeH sl PeIeHus IPaKTHIECKHUX 3aa4; pa3BUTHE JIOTHYECKOTO
MBIIUICHNS, HABBIKOB MAaTEMaTHYeCKOTO HCCIECJOBAaHUS SIBIEHUH U MPOILECCOB,
CBSI3aHHBIX C MPO(ECCHOHATBHON JIEATETBHOCTHIO.

4. Kpatkoe coxpepxanue: OCHOBHBIC TOHATHS TEOPUH BEPOATHOCTEH. DIEMEHTHI
KoMOuMHaTopukd. Teopema cClOXKEHHS BeposiTHOCcTeH. Teopema  yMHOXXCHUS
BeposTHocTed. CHencTBHS TEOpeM CIOKEHHS M YMHOXKCHHUS BEPOSTHOCTEH.
IloBropenue wucnelTanuil. JlMCKpeTHble CilydaiiHble BeJWYUHBL. MaTeMaTHUYecKoe
oxunanne. [Jucnepcuss JICB. 3akon Oospmmx gucen. DyHKIMSA pacrpeneseHus
BEpOSTHOCTEH cirydaiiHoW BenmuuHbl. OCHOBHBIE MOHSATUS Teopum Tpados. CereBoe
IUIaHupoBaHue. TpaHCTIOpTHAS 3a/1ada.

5. KomnerenteHTHOCTh: [IpUMEHSATH CTaHIApTHBIE METOABI U MOJEIU K PEIICHHUIO
BEPOATHOCTHBIX M CTaTUCTHYECKUX 3a/ad; MOJB30BAaThCS PAcUETHBHIMU (OPMYNaMH,
Tabnunamu, rpadukaMM TpPU  PEIICHWH CTaTUCTHYECKUX 3ahady; IPHUMEHSThH
COBpPEMEHHBIE IaKeThl MPHKIATHBIX IIPOrpaMM MHOTOMEPHOTO CTaTHCTHYECKOTO
QHaJIM3a; BBIYHCIATH BEPOSITHOCTH COOBITHH C  HCIOJIB30BAaHHEM 3JICMEHTOB
KOMOWHATOPHKHY;

6.0xugaemblii  pe3ynbrar: Brageer  3HAHHSAMH ~TEOPHH  BEPOSTHOCTEH U
MaTeMaTHIECKOH CTAaTHCTHKU, HEOOXOANMBIMY B MOBCEHEBHOM KU3HH, JUIS H3YUCHUS
CMEXHBIX €CTECTBEHHOHAYYHBIX IUCIHHUIUINH Ha 0a30BOM YypOBHE M AWCIUINIMH
poeCCHOHATBHOTO [IUKIIA.

XKanosiposa XK.-
3aBeayoLIunii kadenpoit
"MaTeMaTHKH U
MIPUKIIAHON
MeXaHuKu"




1. Prerequisites: Mathematics |

2. Post-requirements: Discrete Mathematics

3. The purpose of the discipline: To familiarize students with the elements of the
mathematical apparatus of probability theory and mathematical statistics necessary for
solving theoretical and practical problems; to study the general principles of describing
stochastic phenomena; to familiarize students with probabilistic methods of studying
applied issues; to form skills for independent study of special literature, the concept of
developing mathematical models for solving practical problems; development of
logical thinking, skills of mathematical research of phenomena and processes related to
professional activity.

4. Summary: Basic concepts of probability theory. Elements of combinatory. The
probability addition theorem. The probability multiplication theorem. Consequences of
the theorems of addition and multiplication of probabilities. Repeating the tests.
Discrete random variables. Mathematical expectation. The variance of the DSV. The
law of large numbers. The probability distribution functions of a random variable.
Basic concepts of graph theory. Network planning. Transport task.

5. Competence: To apply standard methods and models to solving probabilistic and
statistical problems; to use calculation formulas, tables, graphs in solving statistical
problems; to apply modern packages of applied programs for multidimensional
statistical analysis; to calculate the probability of events using elements of
combinatory;

6. Expected result: Has the knowledge of probability theory and mathematical statistics
necessary in everyday life to study related natural science disciplines at the basic level
and disciplines of the professional cycle.

Zhalbyrova Zh - Head
of department
"Mathematics and
applied mechanics"
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a) Linux
oIepanusIbIK
Kyheci
OnepaunoHHbIE
cuctembl Linux
Operating systems
Linux

Emtxa
H
Dx3ame
H
Exam

Tect
Tect
test

1.ITpepexBusutrrepi: Mudopmarnka (MeKTen Kypchl)

2.IToctpexBuzutrep: Kocibu monmep

3.ITorHIH MakcaThl: KypcTa Linux omepanusuiblk >KYHeciHiH HeTi3ri TYCIHIKTepi »oHe
OHJAFBl MAaHBI3JBI JaFraplIap Oepinren. [IpeseHTammsiza KeNTEreH MPAaKTHKAIBIK
MBICAJIIAP KENTipireH.

4. Kpickama mMa3myHbl: Unix onepanusuisik xkyiecine kipicne. Linux dainnsik xyiieci.
Linux ecenrik jxa3z6amapsl. Kos skeTkizy Kykbirbl. Daitnaapmen xymbic. [Iporectepi.
Komana ka0Obikrapsl. TanceipMansl sxocnapiay. JIMCK KeTeKTepiMeH KyMbIc. MaTiHAIK
penaktopiap. SVR4 ununmanusamnus aexreinepi. X Windows JXKyiieci. Linux sxemnicin
Oackapy.OSI xemisik Moaemi.

5.Ky3pIperTep: KOMIBIOTEpPIIK KYHenepmiH OarmapiamManblk KaMTaMachl3  eTyiH
MHCTAUTANUSIAYb, OanTayasl KOHE KbI3MET KepceTydi kyprizy. KociOm Keizmer
OOBEKTINIEpIHIH TMaiialaHy CcUNAaTTaMaNapblH OIIey OMIicTepi MEH KypajJapbiH
TaHIAyIbl JKy3ere acelpy. barmapmamanslk jkacaKTaMaHBIH JKeKe KOMIOHEHTTEpiH
e3repTy  OoifblHIIA  JKyMbIcTapasl  OpblHAay.  KommbloTepnik — KyHenepain
OarJapiaaManbIK JKacaKTaMachlH KOPFay/ibl KAMTaMachl3 eTy.

6. KyTineriH HoTIDKe: NpaKTUKAIBIK TaKipuOere me OOiy: aiubplHFaH OLTIMAI ©3iHIH
K3CiOM KbI3METIiH/IEe KaHE MPAKTHKAJIBIK KYMBICHIHA Maiijanany; onepauusibIK KYHeHi,
NpaiiBeprepAi, pPe3nAEHTTIK OargapiaManapisl HHCTAULINUSIIAY,KOHQUTyparysiay
JKOHE KYHre KenTipy; icreil amy: anblHFaH OLTIMII, iCKEpIIKTEp MEH IaFabLIapIIbl
MIpaKTHKa/a Taiijanany; KOMIOBIOTEPIIK XKyHenep MeH KeleHaAep/i: HHCTa/UIINsIIayFa,
KOH(QUrypanusulayFa JKOHE ONEpaIlisIblK O KYHeHi, JIpalBeprepai, pe3sUACHTTIK

OarapiaManap/sl Oanrayra KaTbICy.

EcipkenoBa Aibxan
OMip3aKKbI3bI ara
OKBITYIIbI, TCXHUKA
FBUTBIMIAPBIHBIH
MarucrTpi




1. IIpepexBusutsl: IHpOpMaTHKa (LIKOIBHBIN KYpC)

2. ITocTpeKBU3UTHL: MPO(ECCHOHATBHBIC UCLUILIMHBI

3.lenp aucrumiauHel:B Kypce NaroTcs OCHOBHBIE HMOHSTHS ONEPALUOHHON CHCTEMBI
Linux u BaxHelimume HaBBIKM paOOTHI B Hell. M3noskeHne compoBoxkaaeTcs OONbIINM
KOJIMYECTBOM IIPAKTHUECKUX TIPHMEPOB.

4. Kparkoe conepxanue:Beenenne B onepanuminuyto cucremy Unix. @aitnosas cicrema
Linux. Yuernsie 3anucu B Linux. TlpaBa nmocryma. PaGora ¢ daitnmamu. IIporueccsl.
Komanusie obonouku. [Tnannposanue 3amannu. Pabora ¢ JUCKOBBIMH HaKOIHTEISIMU.
TekcToBble pefakTophl. Yposuu uaunHanusanun SVR4, Cucrema XWindows. CereBoe
aqmuancTpupoBanueLinux.Cereas momensOSI.

5.Komnereniuu:[Ipon3BoauTe  MHCTAULALMIO, HACTPOWKY M OOCIy)XHBaHHE
MIPOTPaMMHOT0 00ecIeyeHNsI KOMITBIOTEPHBIX cUcTeM. OCYIIEeCTBIATh BHIOOP METOI0B
W CpEeICTB  HW3MEpEHHsl  OKCIUTyaTAal[MOHHBIX  XapaKTepHCTHK  OOBEKTOB
npodeccnoHaIbHOM NeaTeNbHOCTH. BHIMOMHATS paboTh M0 MOAM(UKALINH OTAEIBHBIX
KOMIIOHEHT IIporpaMMmHOro obecnedeHus. OOecreuuBaTh 3aIUTy IPOTPAMMHOTO
obecrieyeH s KOMIBIOTEPHBIX CHCTEM.

6. OxugaeMbli pe3yabTaT:UMETh NMPAKTHIESCKHH OIBIT: MCIIOIb30BAHUS MOIYUEHHBIX
3HaHHH B CBOCH MPOQECCHOHATBHON NEATEIBHOCTH M TPaKTU4YecKko pabore;
WHCTAULINNY, KOHQHUTYPUPOBAaHMS W  HACTPOMKM  ONEPalMOHHOW  CHCTEMBI,
JpaiiBepOB,pE3UACHTHBIX IPOTPaMM; yMETh: HCIIONIb30BaTh IIOMYYCHHBIC 3HAHWA,
YMEHHSI M HaBBIKM Ha IPaKTHKE; NPHHUMATh YYacTHE B OTJAJKe M TEXHHYECKHX
HCTIBITAHUSX ~ KOMITBIOTEPHBIX ~ CHCTEM M KOMIUIEKCOB: HHCTAJULSILIUH,
KOH(MUTYpUPOBaHUU M HACTPOIKE OIEPaIlMOHHOI CHCTEMEI, paiBepOB, PE3NICHTHBIX
IIpOrpaMMm.

EcupkenoBa Aibkan
YMup3akoBHa
Crapmit
Mperno/aBaTenb,
MarucTp
TEXHHYIECKHUX HayK

1. Prerequisites: Informatics (school course)

2. Post-requirements: Professional disciplines

3. The purpose of the discipline: The course provides the basic concepts of the Linux
operating system and the most important skills of working in it. The presentation is
accompanied by a large number of practical examples.

4. Summary:Introduction to the Unix operating system. The Linux file system. Accounts
in Linux. Access rights. Working with files. Processes. Comad shells. Planning a task.
Working with disk drives. Text editors. SVR4 initialization levels. System X Windows.
Linux Network Administration.The OSI network model.

5. Competencies: Perform installation, configuration and maintenance of computer
system software. To carry out the choice of methods and means of measuring the
operational characteristics of objects of professional activity. Perform work on the
modification of individual software components. Ensure the protection of the software of
computer systems.

6. Expected result: have practical experience: using the acquired knowledge in their
professional activities and practical work; installation, configuration and configuration
of the operating system, drivers, resident programs; be able to: use the acquired
knowledge, skills and skills in practice; take part in debugging and technical tests of
computer systems and complexes: installation, configuration and configuration of the
operating system, drivers, resident programs.

Esirkepova Aizhan
Umirzakovna Senior
Lecturer, Master of
Technical Sciences
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OIEPALMSIIBIK
KyHenep
CoBpeMeHHBIE
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Modern operating
system
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IMpepexBusutrep: MHpopmaTHKa (MEKTEN KYpChI)

IMoctpexBuzurrep: Kocinrik monaep

[TonniH wmaxcatel: CTymeHTTEpAl 3aMaHayd OINEpAIlUIBIK JKyHenepai Kypy,
KBI3MET €Ty ’KOHE KOJIIaHy HeTi3[epIMEH TaHbICTHIPY.

Keickama ma3myns!: [Iponectep MeH arsiaaap. OnapapIH e3apa ic-KUMBUIEI JKoHE
socmapinay. JKanrer Oackapy. Painmblk sxyienep. Painablk xyleHi Gackapy
JKOHE OHBI OHTAINIAaHABIPY. AKMApaTTHl CHTi3y JKoHe HIbIFapy. O3apa OIoOKTay.
Linux omepanusuislk kyieciH Oackapy epekienikrepi. HakThl Mblcanmapas
3eprrey: Windows omepanusuiblk okyieci. HakTbl Mblcampapipl  3epTTey:
3amanayu UNIX-enimzep.

Kyseperrinik:  KonpmanOGanel  OarnmapnaManapiblH — TYPJdi  ONEpPAIMsIIBIK
JKYHeJlepMeH e3apa 9peKeT eTy IPUHLUITEPiH TYCIHY I KaJIBIITaCThIPY.
Kyrinerin Hormkenep: barnmapmamanmap MeH OIepalsUIBIK JKYiie apachIHIAFEL,
COHJIal-aK ONepalysUIBIK JKYHe MEH KOMIIBIOTEp JKaOIbIFbl apachIHAAFbl ©3apa ic-
KAMBUIJIBIH HETI3r1 TPUHIMOTEPIH Oily. AFBIMIarbl €CenTep VIIiH OHTAMIIBI
olepanysUIBIK KYHeHI TaHmai OlTy jKoHe TaHJaJIFaH ONEepalMsIIbIK JKYHe YIIiH
KonaHOanel OargapiaManapibl OHTAHIAHABIPY, €H TaHBIMANT ONEPalUsUIBIK
JKyHenepai GackapyAblH Ka3ipri 3aMaHFbl KypalliapblH MEHTEpY.

EcipkenoBa Aibxan
OMip3aKKbI3bI ara
OKBITYIIbI, TCXHUKA
FBUTBIMIAPbIHBIH
MarucTpi

N

IIpepexsusutsl: MadopMmaTnka (IIKOIBHBIH KypC).
IMoctpexBusutsi:I1podeccHoHabHEIE TUCIUILTHHEL

Henp nucuumiunsl: [103HAKOMUTB CTYJEHTOB C OCHOBAMU IOCTPOCHHUS,
(YHKIIMOHMPOBAHUS U UCIIOJIb30BAHUS COBPEMEHHBIX OIIEPAlMOHHBIX CHCTEM.
Kpatkoe conepxkanue: Ilpoumeccst u motoku. HMx B3aumopeiictBue u
IUIaHUpOBaHUEe. YIpaBieHHe NaMAThio. DailnoBble CUCTEMBI. YIIpaBlIeHHE
(aitmoBoit cucremoit M ee ontuMuzanuia. BBox u BeBon HH(pOpMammu.
BzanmoOmoxupoBka. OCOOCHHOCTH aIMHHHUCTPHPOBAHHSA  ONECPAIIMOHHBIX
cucreM Linux. M3ydyeHHe KOHKPETHBIX MPHUMEPOB: OIEPALOHHbBIE CHCTEMbI
Windows. M3ydenne KOHKPETHBIX TPHMepOB: coBpeMenHbie UNIX-TpoayKThI.
KomnerentHoCTh: @OpMUpOBaHUE IOHUMAaHHUsS MPUHLUIOB B3aUMOJCHCTBUA
MPUKIAJHBIX IPOrPaMM C PA3IUUHBIMU ONIEPAIIOHHBIMU CUCTEMaMH.
Oxunaemble pe3ysibTaThl: 3HaTb  OCHOBHBIC IPHHIUIBI B3aUMOJECHCTBUA
MEXIYy MNporpaMMaMH U OINEPalIOHHOM CHCTEMOH, a Taike MexXIy
OTIepallMOHHON CHCTEMOW W 000pyIZOBaHHWEM KOMIBIOTEpPa. YMETh BHIOpaTh
ONITHMAJIBHYIO ONIEPAIIMOHHYIO CHCTEMY IS TEKYIIHX 3a/1ad ¥ ONTUMH3UPOBATh
MPUKJIAHBIC TPOTPaMMBI IS BHIOpaHHOH OIepalMoHHON cucTteMbl. Bramers
COBPEMEHHBIMH CpEJCTBAaMH aJMUHHCTPHPOBAHHS HanboIee MOIMyIIPHBIX
OIEPALMOHHBIX CUCTEM.

EcupkenoBa Aixan
YMmup3akoBHa
Crapmmit
Ipero/1aBaTeb,
MarucTp
TEXHHYECKHX HAYK




Prerequisites: Computer science (school course)

Postrekvizites: Professional disciplines

Aim of the discipline: to Introduce students to the basics of construction,

functioning and use of modern operating systems.

4. Short content: Processes and flows. Their interaction and planning. Memory
management. File system. File system management and optimization. Input and
output of information. Deadlock. Features of Linux OS administration.Case
studies: Windows OS. Case studies: modern UNIX products.

5. Competence: developing an understanding of how applications interact with
different operating systems.

6. Expected results: to know the basic principles of interaction between programs

and the operating system, as well as between the operating system and computer

hardware; to be Able to choose the optimal operating system for current tasks and
optimize application programs for the selected operating system; to Possess
modern means of administration of the most popular operating systems.

wnh e

Esirkepova Aizhan
Umirzakovna Senior
Lecturer, Master of
Technical Sciences
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A) Windows
OTepansUTBIK
KyHenepiHig
Kayirncisziri /
BesonacHocTh
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Windows

Security of the
Windows operating
system

Emtuxa
H
Dx3ame
H
Exam

Tect
Tect
test

1.IpepexBusurtep: MHpOpMaTHKa (MEKTET KypCHI).

2.IToctpexBusutrep: Kocibu monmep

3.IloHHIH MakcaThl: CTYOCHTTEpAIH ONCPAlMSUIBIK OKyHelnep MeH  OJapIblH
KOMITOHEHTTEPIiHIH Kayilci3mik Heriznepi Typaisl OimiMaepiH KaibmrtacTelpy. COHBIMEH
KaTap, IIOHHIH MakKcaThl JKYHeNl Tocll TajanTapblH €CKepe OTBHIPHIN, aKIaparThl
OarapiaMaiblK KOpFay MIHAETTEpiH IISlly YINiH Ka)KeTTi JKyHedl OWiaymbl OKBITY
MPOIIECIH/IC TaMBITY OOJBIT TaObLIa b

4 KpIckalra Ma3MyHbI: AKINAapaTTBIK - €CenTey JKyHelepiHaeri akmapaTThl KOpFay.IblH
HETI3T1 TYCIHIKTepi MeH epexenepi. AKMapaTTBIK-ecenTey >KyHelepiHIeri akmapar
Kayircizmirine kayinrep. Omnepamisuiblk  OKyHenepliH Kayilci3mirine —Kayimrep.
AKMapaTThIK ~ KayilCi3miKTiH  OarmapiaMalblK-TEXHUKAJBIK  JeHredi. 3aMaHayd
OTepalMsUTBIK KYHenepaiH Kayinci3mirin tanmay. Kipictipinren Windows kopray
kypangapsl, Unix. Kasipri OC-ka maOybul jkacayIblH HETi3Ti oIICTEepiHEe IOy KOHE
craructuka. OX - re kipyni 6eny e3apa opekerrecyni kopraywindows, Unix.

5. Ky3bIperTiiiri: aKknapaTTsl KOprayIblH OaraapiaMaiblK, OaraapiaMalibIK-annapaTThIK
(oHBIH imiHAE KPHUNTOTPAQUSIBIK) >KOHE TEXHHKAIBIK KYpajIapblH OpHATy, Oamray
JKOHE OJlapFa KBI3MET KOPCETY JKOHIHMEri >KYMBICTapAbl OpbIHAAay Kalijeri, Kociou
MIiHAETTEepIi INemly YIIiH OSKYHemiK, KoJgaHOaimbl >KOHE apHalbl MakcaTTarbl
OarmapiaMaliblK KypajmapZbl, aclanThlK KypajmapAbl, Tiamep MeH Oarmapiamanay
KyHenepiH KojimaHy KaOineTi, Kopray OOBEKTICIHIH aKMapaTThIK KayilCi3AiriHiH Kili
XKyienepiH sKimMIIiIeHaipy KadineTi

6.Kyrinerin Hotmxke: biny kepek: kopranran OXK-ra koitbutaTeiH Tamantap; - OXK
KOpFay KYpalJapbIHbIH THIMALNINT MeH ceHiMaimirin Garamay kputepuiinepi; - Unix
xoHe Windows TykeiMmactapsiHelH OJK KopraymblH Kimni sKyiHenepiH YHBIMIAcTBIPY
KaFUJaTTapbl MEH KYpPBUIBIMBL, KOpFay TETIKTepiH Oarajgay KpUTepHiliepi MeH
onicrepi.MeHrepyi kepek: OC KOpPFaHBICHIHBIH THIMJLUIITT MeH ceHiMALmiriH 6aranay;OC
KOPFaHBICBIHBIH JICi3 JKAaKTapblH aHBIKTAy JKOHE OJIap/bl KOPFAaHBICTHI ally YIIiH
naiinanany; OC Kkayincismik cascatelH xocmapiay; OC  ychIHaTBIH — KOpPFaHbIC
KypajJapblH TMaiianaHy; KOpFay MeXaHU3MJepiHe Taijay jkoHe Oaranay Kyprizy.
Menrepyi tuic: Windows, Unix OX kopraysl Kypy AaFabpuiaphl.

EcipkenoBa AfixaH
OMip3aKKbI3bI aFra
OKBITYIIbI, TCXHUKA
FBUIBIMIAPBIHBIH
MarucTpi




1.ITpepexBusutsl: MHpopMaTHKa (LIKOIBHBINH KYPC).

2.IoctpexBusutsl: [IpodeccnoHanbHbIe AUCHUTLITHHBL

3.lenp quCHUIIMHBL (OPMUPOBAHHE Y CTYJICHTOB 3HAHUI O OCHOBaM 0€30IacHOCTH
ONEPAllMOHHBIX CHCTEM M HX KOMIOHEHTOB.Kpome TOro, Lempr0 AUCLUIIMHBI
SIBIISIETCSL pa3BHUTHE B IIporecce 00y4eHHs] CHCTEMHOTO MBIILIEHHS, HEOOXOIMMOTO IS
peuieHus 3agad  IPOTPaMMHON 3aIlUTEl HMH(OpMAIM C YYeToM TpeboBaHH
CHCTEMHOTO IIOXO0/1a.

4.Kpatkoe conepskanuie:OCHOBHBIE IOHSTHSI M TOJOXKSHUS 3alIUTH WH(OpManuu B
HH()OPMAIIMOHHO- BEIYUCIUTENBHBIX CHCTEMAaX. YTPO3bl 0€30MacHOCTH HH(OpMaIHU B
HH(OPMAIIMOHHO- BEIYUCIUTEIBHBIX CHCTEMAX. YTPO3bl 0€30MaCHOCTH ONEPallMOHHBIX
cucrem.lIporpaMMHO- TeXHHYECKUH ypOBEHb WH(POPMAIIMOHHOM 0€30mMacHOCTH.
AHanu3 3alMIIeHHOCTH COBPEMEHHBIX ONEPALlHOHHBIX CHCTEM. BeTpoeHHbIe cpencTBa
3amutel Windows, Unix. O630p U CTaTUCTHKA METOIOB, JISKAIIUX B OCHOBE aTak Ha
coBpemennbie OC. Pasrpannuenue pocryna B OC 3amura B3aumoueiictaus Windows,
Unix.

5.KoMIeTeHTHOCTB:CIIOCOOHOCTBIO BEIMONHATE PabOThl MO yCTaHOBKE, HACTPOWKE H
OOCITY’)KHBaHUIO  MPOTPAMMHBIX, HPOTPAMMHO-aNIapaTHBIX (B TOM  YHCIE
KpUNTOrpadMuecKiX) U TEXHHYECKUX CPEACTB 3aIUTH HHPOPMAIMK CIIOCOOHOCTHIO
MIPUMEHATh TPOTPAMMHBIE CPEACTBA CHCTEMHOTO, IPHKIATHOTO M CHEHHUATEHOTO
Ha3HAYEHUs, HHCTPYMEHTAIbHbIE CPEACTBA, S3BIKH U CHCTEMBI NPOTPAMMHUPOBAHHMS
JUIL  pelleHUs TPOQECCHOHAIBHBIX 3aJad CIIOCOOHOCTBIO  aJMUHHCTPHPOBATH
MIOJICUCTEMBI HH(OPMAMOHHON 6€30IacHOCTH 00BEKTa 3alIUTHI

6.0xuaeMblil pe3yabpTaT:3HaTh: TpeOoBaHus K 3anmiieHHbIM OC;- KpUTEPHU OLICHKH
a¢dexTuBHOCTH U HaJeXKHOCTH cpeacTB 3anmthl OC;- NPUHIMIBI OpraHU3alUd U
cTpykrypy noacucteM 3amuthl OC cemeiictB Unix 1 Windows; KpuTepiuu U METOIBI
OLICHWBAHUSI MEXaHM3MOB 3aIIUTHL. Y METh:OLCHUBATh 3(P()EKTUBHOCTh U HAIEKHOCTH
sanmtel OC;BeIABIATH crnaboctu 3amuTel OC W HCIONB30BaTh MX A BCKPBITHS
3alIUTH; TUIAHUPOBATh TOJNUTHKY Oe3omacHocTH OC; TONB30BaThCS CpeINCcTBaMH
3amuThl, npenocraBisieMbiMd OC; NPOBOAMTH aHAIN3 M OLICHMBAaHWE MEXaHU3MOB
3amuThl. Bnagers: HaBbikamu noctpoenus 3aumtsl OC Windows, Unix.

EcupkenoBa Aibkan
YMup3akoBHa
Crapmit
Mperno/aBaTenb,
MarucTp
TEXHHYIECKHUX HayK




1. Prerequisites: Computer Science (school course).

2. Post-requirements: Professional disciplines

3. The purpose of the discipline: the formation of students ' knowledge on the basics of
security of operating systems and their components.In addition, the purpose of the
discipline is to develop in the learning process the system thinking necessary to solve the
problems of software protection of information, taking into account the requirements of
the system approach.

4. Summary: Basic concepts and provisions of information protection in information and
computing systems. Threats to information security in information and computing
systems. Threats to the security of operating systems. Software and technical level of
information security. Analysis of the security of modern operating systems. Built-in
protection tools for Windows, Unix. Overview and statistics of the methods underlying
attacks on modern operating systems. Access control in the OS Protection of
interactionwindows, Unix.

5. Competence: ability to perform installation, configuration and maintenance of
software, hardware and software (including cryptographic) and technical means of
information protection ability to use system, application and special-purpose software,
tools, programming languages and systems for solving professional tasks ability to
administer information security subsystems of the object of protection

6. Expected result: Know: requirements for protected operating systems;- criteria for
evaluating the effectiveness and reliability of OS protection tools;- the principles of
organization and structure of the OS protection subsystems of the Unix and Windows
families; criteria and methods for evaluating protection mechanisms.Be able to: evaluate
the effectiveness and reliability of OS protection;identify OS protection weaknesses and
use them to open the protection; plan the OS security policy; use the security tools
provided by the OS; analyze and evaluate protection mechanisms. Possess: skills of
building protection for Windows, Unix.

Esirkepova Aizhan
Umirzakovna Senior
Lecturer, Master of
Technical Sciences
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1.ITpepexBusutrep: MHdpopmaTrka (MEKTEI KYpChI).

2.IToctpexBusutrep: Kocibu monmep

3.ITonniH MaxcaTbl: [lalimanaHymIbIHBIH BIHFaiIbl MHTEp(EHCIH Kypy YIIiH ecenTtey
JKYHECIHIH pecypcTapblH jkKoHe OarmapiaMalblK KypalgapAbl YTHIMABI 06y apKbUIbI
OTIepalMSUTBIK €CENTey IPOIECiH KYPyIbIH JKalllbl IPHHIUITEPIH 3epTTey, COHTal-aK
MaiJanaHyIIBIHBIH ecenTey XyHeciMeH Kasipri 3aMaHFBl KapbhIM-KaTBIHAC OpPTachIHIA
JKYMBIC iCTeyIiH NPaKTUKAJIBIK JaFAbUIapbIH aiy.

4.Kpickanra Ma3mMyHbL: OneparsiiblK SKYHenepIiH Herisri TyciHikTepi, (QyHKIUsIIaphI,
KypaMBbl XOHE NPUHLMNTEpi. 3amMaHayd OINEpalMsIbIK KYHeNepAiH apXUTEKTypachl.
"Unix" xone"Windows"onepanusiblk, KyienepiHiH 0TOaChUIAPbIHBIH KYPBUIBICBI MEH
KYMBIC icTey epekumremikrepi. OmnepauusnblK >Kydeae pecypcrapisl — Oackapy
NMpUHIMINTEpi. backapyablH Heri3ri MiHIAETTepl )KOHE OJIapIbl 3ePTTENETIH ONePaIHsIIbIK
Kylenepae opsiHay omictepi. Omneparmsuiblk >KyHelaepaeri Herisri >KYMBIC oIicTepi:
Linux, MAC, MSDos. Onepanusibik KaOslkTapabiH npuHnuntepi: MSDos, NortonC,
TotalComander.BarnapiamManslK jkacakTaMaHbIH Y3IiKCi3 JKYMBIC iCTeyi YIIH Kaxer
yTHIIHTAIAp.

5.Kyseiperriniri:MaMaHmaHapIppUIFaH  OaFmapiaMalblk  KypajgapAsl — HalaanaHa
OTBIPBIN,  OaFfapiaMaiblk  MOAYJBICPAl  KOHACYAl  OpBIHAAY, AEPEKKOPIBI
OKIMIIUTIEHAIpY Mocemenepid menry. Moxynabaepai OarmapiaMaiblK xKyilere OipikTipy.
MamaHIaHIbIpbUIFaH OaFapiaMaiIblK Kypanaap/abl KONAaHa OTHIPbII, OaraapiaMalibiK
OHIMJII KYHIH KeATipyi &Ky3ere acepy.

6.Kytinerin Hotmke: OmnepalusiblK JKYHCHIH JKYKTEY MapaMeTpiiepiH Oackapy;
anmaparThlK KYPBUIFBUIApABI KOH(HIypamusiay; ecenTik jka3zbamapisl Oackapyra,
MaiganaHyIIbUIapABIH JKYMBIC OPTAchIHBIH IIapaMeTpiiepiH peTTeyre; IUCKIIep MeH
¢aitnaplk xydenepai Oackapyra, JKeli mapaMeTpiiepiH peTTeyre, >KeprilikTi jKemigeri
pecypcTapasiH OelniHyiH Oackapyra MYMKiHAIK Oepeni. KocrMimanap MeH omepanusiibik
KyHenepai KoJaayasl XKy3ere achlpy, KOciOM KBI3METTI COTTI JKy3ere achlpy YIIiH
OTIEePALIMSUIBIK JKYHENepIiH OTepanusuIblK KaObIKTapbiH OanTtay. OnepanusuibK KyhHenep
MeH KaOBIKTap/bl OpHATy JKOHE TaiianaHy OOMBIHIIA TEXHUKAIBIK Ky)XKaTTaMaHbI
JaibIHaay

Meip3amypaToBa
Anna OckepOeKKbI3bI
ara OKBITYIIBI,
TEXHHKA JKOHE
TEXHOJIOTHSl MAaTUCTP1




1.ITpepexBusutsl: MHpopMaTHKa (LIKOIBHBINH KYPC).

2.IoctpexBusutsl: [IpodecconanbHbe QUCIUILTHHBI

3.ens aucuumnuHblllenn ocBoeHHMs AMCUUIIMHBI - U3y4YeHHE IPUHIUIOB
MIOCTPOCHUSI COBPEMEHHBIX MHOTOIIOJIB30BATENBCKUX omepauuoHHbX cucteM OC),
BKJIIOYAs! ITOJICHCTEMBI 3aIllUTHI JaHHBIX M KOHTPOJII ocTyma K pecypcam OC.

4 Kpatkoe copmepkanne:0030p apxuTekTypbl —onepanuoHHbIX cucteM (OC).
CrpykTypa W (QYHKIUHM OIEpalliOHHONW CHCTeMBL. AmmapaTHoe  oOecrieueHue
MHOT033Ia9HOTO peKMMa. TeXHOJIoTHH nocTpoenus sapa. [IporpamMmusil naTEpdEiic.
[lons3oBatenbckas cpena.aitoBas cucrema. OpraHuzanust XpaHCHUS JaHHBIX.
@dusnueckuit ypoBeHb (ailnoBoit cuctembl. Omneparuu B (ailoBBIX CHCTEMax.
O6o6menne mousitust  Qaitma. Crpykrypa ¢aiinoBoit  cuctemsr OC  UNIX.
Wnentudukanys o0beKTOB U CCHUIKU. Y cTpoiicTBa Kak 00bekThl OC. CUMBOJIBHBIE U
Onounble ycTpoiicTBa. MpeHTHduKamuss W MOHTHPOBAaHHE IHUCKOBBIX pa3JIelioB.
Buptyansaele  ycrpoiictBa. MHoronons3oBarensckas cpena. Ilosnp3zoBarenu u
rpymmnsl. Cyneprionb3oBaTenb. Y4eTHbIE 3alHCH. JJUCKpEoHHas CHCTeMa KOHTPOJIS
noctyna. JlononHutenbHbIe aTpuOyTH qoctyma. [Ipomecckl. Pexxumbr U cocTostHUS
nponecca. Kontekcr mponecca. Co3manne u  3aBepiieHue mpouecca. [lepemenHsie
okpyxeHns. Tumsl mporeccoB. [Ipuopurer mporeccoB. CpeacTBa MEXIPOIECCHOTO
B3auMmozercTBua. O030p CpeAcTB B3aMMOISHCTBHUS mporeccoB. MeXaHU3M CHI'HAJIOB.
CranmapTHBIE TOTOKM BBOJAA-BBIBOJA M KaHaIbl. MeHOBaHHBIC KaHaibl. COKETHI.
Cemadopsr. Ouepenu coobmmennii. Paznensemas mamsars. MHTepdeiic momp3oBarens.
Komangnast oGonouka. AngaBUTHO-IM(POBBIE TEPMHHAIBL. Y JaJeHHBIH CETEBOMN
noctyn. I'papudeckas cuctema X Window. TepMuHaibl THHA "TOHKHNA KIHEHT".
5.KoMneTeHTHOCTh:ClIOCOOHOCTh MIPUMEHATh Ha MIPaKTHKe 6a3oBEIe
npo¢ecCHOHANBHBIC HaBBIKH CIIOCOOHOCTH CBOOOIHO BIaneTh NPO(eCCHOHATEHBIMHI
3HAaHMSAMHU JJIsI aHaIM3a W CHHTe3a (QHU3MYecKod WHGpOpManuu (B COOTBETCTBHU C
PO UIEM OJATOTOBKH)

6.0ugaeMblii  Pe3yIbTaT:0OCHOBBI apPXHTEKTYpHl COBPEMEHHBIX  ONEPAMOHHBIX
CHCTEM, NPUMEHSEMBIX ISl MOCTPOCHUSI XPAaHWIMII JaHHBIX, CETEBBIX CEPBEPOB,
WH(OPMAIIMOHHBIX M BBIYUCIHUTEIBHBIX CHCTEM. JOJDKEH YMETh: yCTAaHAaBIMBAaTh M
KOH(QUTypUpOBaTh COBpEMEHHBIE MHOromonbs3oBatensckue OC, aHAIM3HPOBATH
CTEMNeHb 3alMIIEHHOCTH JaHHBIX U PECYPCOB, ONPENESITh MOJIUTHKY O0€30IMacHOCTH H
HACTpaWBaTh  CHUCTEMbI ~ KOHTPOJNS  JOCTYNA.HaBBIKAMH  aJMHHHCTPHPOBAHUS
coppemeHHBIX OC ® pa3paboTKu cIeHapHeB KOH(PUTYpUpOBaHHS Ha Hamboee
pactpocTpaHeHHBIX sA3bIKax mporpammupoBanus it OC cemeiicte UNIX 1 Windows.
JlolkeH  JeMOHCTPUPOBaTh  CHOCOOHOCTP M TOTOBHOCTh:  KOHTPOJHPOBATH
3aIIUIIEHHOCTh JaHHBIX U pecypcoB OC OT BHEIIHWX M BHYTPEHHUX MOTEHIIHAIBHBIX
HapyIICHUH IOJUTHKKA Oe30MacHOCTH C HPUMEHEHHEM BCEero CIEKTpa CPEeACTB,I
npenocrapisieMbix ganHoi OC.

Meip3amypaToBa
Awuna AckepOexoBHa
Crapmuit
MIpernoiaBaTeb,
MarucTp TeXHUKU U1
TEXHOJIOTHU




1. Prerequisites: Computer Science (school course).

2. Post-requirements: Professional disciplines

3. The purpose of the discipline: The objectives of the discipline are to study the
principles of building modern multi-user operating systems (OS), including subsystems
for data protection and access control to OS resources.

4. Summary: Overview of the architecture of operating systems (OS). The structure and
functions of the operating system. Multitasking mode hardware. Core building
technologies. Program interface. User environment. The file system. Organization of
data storage. The physical layer of the file system. Operations in file systems.
Generalization of the concept of a file. The structure of the UNIX OS file system.
Identification of objects and links. Devices as OS objects. Character and block devices.
Identification and mounting of disk partitions. Virtual devices. Multi-user environment.
Users and groups. Superuser. Accounts. Discretionary access control system.
Additional access attributes. Processes. Modes and states of the process. The context of
the process. Creating and completing the process. Environment variables. Types of
processes. Priority of processes. Means of interprocess communication. Overview of the
means of interaction of processes. The mechanism of signals. Standard | / O streams and
channels. Changed channels. Sockets. Semaphores. Message queues. Shared memory.
The user interface. The command shell. Alphanumeric terminals. Remote network
access. The X Window graphics system. Terminals of the "thin client" type.

5. Competence: ability to apply basic professional skills in practice ability to freely
possess professional knowledge for the analysis and synthesis of physical information
(in accordance with the training profile)

6. Expected result: fundamentals of the architecture of modern operating systems used to
build data warehouses, network servers, information and computing systems. must be
able to: install and configure modern multi-user operating systems, analyze the degree of
data and resource security, determine security policies and configure access control
systems. skills in the administration of modern operating systems and the development
of configuration scripts in the most common programming languages for UNIX and
Windows operating systems. Must demonstrate the ability and readiness to: monitor the
security of data and OS resources from external and internal potential violations of the
security policy using the full range of tools provided by this OS.

Myrzamuratova Aida
Askerbekovna Senior
Lecturer, Master of
Engineering and
Technology
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a)Kommbroteprik
aKmapaTThl KOpFay
TEXHOJIOTUsIapbl/
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Computer
information
security
technologies

Emtuxa
H
Dk3ame
H
Exam

Tect
Tect
test

1.ITpepexBe3uTTep: AKNapaTThIK Kayilci3mik Herizaepi,

2.IToctpexBu3uTTEp: AKIapaTThl KOPFAy MPOLECTEPiH MOACIBILY.

3.IlonniH Makcatel: CTyAeHTTEepAl KOMIBIOTEpPIIK  aKMaparThl  KOpFayAblH
YHBIMIACTHIPYIIBUIBIK, TEXHUKAJIBIK, alNTOPUTMIIK JKOHE Oacka onicTepi MeH
KYpalJapbIMEH, OChl Calagarbl 3aHHAMa MEH CTaHOApTTapMEH, 3aMaHayH
KPUNTOXYHEIEPMEH TaHBICTBIPY, AKMaparThlK Kyilenepai kobamay —KesiHIe
COMKEeCTEHIPY SMTICTEPIH 3epPTTEY .

4.Keickanra masmynsl: Ecenrey xinenepHin Kayincisairi. [lepekrep 6azaceiH Oackapy
KYHenepiHiH — Kayilci3miri. AKIapaTThlK  KayilCi3mIKTI  YHBIMIACTHIPYIIBUIBIK,
KaMTaMachl3 eTy. AKNapaTThl KOPFray/blH OarIapiaMalblK-alnaparThlK Kypajiaapsl.
AKnapaTTel KOpFayAblH KpUOTOTPaUANBIK omicTepl.  AKMapaTTBIK KayillCi3IiKTi
KEeIIEeHi KaMTaMachI3 €Ty

5.Ky3bIpeTTinik: YHABIMHBIH aKMapaTThIK-KOMMYHUKAIMSUIBIK KYHECIHIH —aMybIH
Oackapyra KaOieTTi

6.Kyrinerin HoTmke: OlTyre THIC: KOMITBIOTEpNIK OKYHENepHiH aKIapaTThIK
KayilCi3OiriH ~ KaMTamMacel3  eTyHiH  oiictepi  MeH  Kypammapbl.Menrepyi
THIC:KYpBUIATHIH, €CENTeyilll JKOHE aKMapaTThIK IKYHeJIepAe IKOHE IKEIUIIK
KYpbUIbIMIapa OaraapiaMallbIK-anapaTThiK Kypaagapabl TaHAAy, KEIICHACY KOHE
naiifjajiaHy; —TanchbpMaHbl KOIO JKOHE OHBl LISy aIrOPUTMIH  d3ipIey,
OarnmapiaManayIplH KOJNIaHOANBl JKYHeNepiH maiijanaHy, Herisri OargapramaibIK
Ky)KaTTapael o3ipaey. MeHrepyi THIC: pPaCIMIIK OHE OOBEKTIre OaFbITTaFaH
OarapiaManiay TULICPiH, 931pJiey KOHE KOHJICY JaFIbUIaphIH.

Jayt6aeBa A.O.-
T.F.K.,
KaybIMJI.TIpodeccop
M.a.

1.ITpepexBn3utsl: OCHOBBI HHPOPMALTOHHOH OE30ITaCHOCTH,

2.IToctpexBu3uTh: MoaenupoBaHue MPOLECCOB 3alUTEH HHQOpMAIIT

3.1lenb OUCHMILUTMHBI03HAKOMHTH CTYJACHTOB C OPTaHM3AIlMOHHBIMH, TEXHHIECKHMH,
AITOPUTMUYECKUMH U APYTUMH METOJAaMH U CPEACTBAMH 3alIUTHl KOMIIBIOTEPHOM
nHopmanuu, ¢ 3aKOHOAATENbCTBOM U CTaHAApTaMH B JTOH oOmacTH, cC
COBPEMEHHBIMH  KPHNTOCHCTEMAaMH, H3Y4Ye€HHE METOJOB HJICHTH(GUKAIUH IpH
MIPOEKTHUPOBAHUH HH(POPMALMOHHBIX CUCTEM .

4 Kparkoe conepxanue: be3omacHOCTh BBIUMCIHMTENBHBIX ceTed. besomnacHocTh
CHCTeM  ympaBieHHs 0a3aMH  JaHHBIX. OpranuzaioHHoe — obecrieueHne
nHpopmanonHoit Ge3omacHocTH. [IporpammHo-annapaTHble CpelCTBA 3alIUTHI
nHpopmarmu. Kpunrorpadguyueckne MeTomsl 3ammuThl HHGopManuu. KomrmuiekcHoe
obecreuenne MHGOOPMAMOHHON 0€30MaCHOCTH

5.Kommerenmmst:  CrmocobeH  ympaBisTh  pa3BUTHEM HH(POKOMMYHHUKAIIHOHHOM
CHCTEMBI OPTaHH3AIIN

6.0xunaemblil pesynbraT: JlOJDKEH 3HaTh: METOJBl U CpeAcTBa oOecleueHHs
nHpOpMaMOHHOI 0E30MacHOCTH KOMIBIOTEPHBIX CHCTEM.Jl0JDKEH yMeTh:BBIOUpATH,
KOMIUICKCUPOBaTh W JKCIUTyaTHPOBAaTh INPOrpaMMHO-aMMapaTHBIE CPEICTBa B
CO31aBaCMbIX, BBIYHCIHUTCIIBHBIX 151 I/IH(I)OpMaLU/lOHHle CHUCTEMax H CCTEBBIX
CTPYKTYpax; CTaBUTb 3a/lady M pa3pabaThIBaTh AITOPUTM €€ PEIICHHMs, NCTIOIb30BaTh
MIPUKJIATHBIE CHCTEMBI IPOTPaMMHUPOBAHNS, Pa3pabaThIBaTh OCHOBHEBIE IIPOTPAMMHBIE
JNOKyMEHTHL.  JloJbkeH  BIIAJeTh:  S3bIKaMHM  TPOLEAYPHOTO U OOBEKTHO-
OPHEHTHPOBAHHOTO NTPOTPaMMHPOBAHUS, HABBIKAMH Pa3padOTKH M OTJIAJKHL.

Jayt6aeBa A.O.-
K..T.H., H.0. aCCOIL.
mpodeccopa
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b) KommeroTtepiik
aKnaparThl Kopray
azicrepi MeH
Kypanaapbl
MeTonap! 1
CpEICTBA 3aIIUTEI
KOMIIBIOTEpHOU
nHpOpMAIHN
Methods and means
of computer
information
protection

1. Prerequisites: Basics of information security,

2. Post-requirements; Modeling of information security processes

3. The purpose of the discipline: to familiarize students with organizational, technical,
algorithmic and other methods and means of protecting computer information, with
legislation and standards in this field, with modern cryptosystems, the study of
identification methods in the design of information systems .

4. Short content:Security of computer networks. Security of database management
systems. Organizational support of information security. Software and hardware means
of information protection. Cryptographic methods of information protection.
Comprehensive information security support

5. Competence: Able to manage the development of the organization's information and
communication system

6. Expected result: Must know: methods and means of ensuring information security of
computer systems.Must be able to:choose, integrate and operate software and hardware
in the created, computing and information systems and network structures; set a task
and develop an algorithm for solving it, use application programming systems, develop
basic program documents. Must be proficient in: procedural and object-oriented
programming languages, development and debugging skills.

Dautbaeva A.O.-
c.t.s., acting
professor

1.IlpepexBe3utTep: AKNApaTTHIK KayilCi3OiK Heri3nepi,

2.ITocTpekBU3UTTEp: AKIapaTThl KOPFAy MPOLECTEPiH MOICIBICY.

3.IlenniH Makcatsl: CTyzmeHTTepIi  KOMIBIOTEPIIK  aKmapaTrThl — KOPFay/bIH
YHBIMAACTBIPYIIBUIBIK, TEXHUKAJBIK, AaJITOPUTMIIK JKoHe Oacka ofictepi MeH
KypajqjapsIMeH, OCBl cajlajarbl 3aHHaMa MeH CTaHJapTTapMeH, 3aMaHayl
KPHUIITOXXYHEJIepMeH  TaHBICTBIPY, AKIapaTThIK OKyHenepai skobamay — KesiHze
COMKEeCTeHIPY SAICTEPiH 3epTTey .

4. Kpickanra ma3myHsl: Ecenrey sxinenepHiH Kayirncizairi. [Jlepexrep 6a3ackiH 6ackapy
KYHeNnepiHiH — Kayinci3miri. AKMapaTThIK  KayiNCi3miKTi  YHBIMIACTHIPYIIBLIBIK
KaMTaMachi3 eTy. AKHapaTThl KOpFay/blH OarIapiaMaiblK-alnaparTblK Kypajiaapsl.
AKXnapaTThl KOpFayAblH Kpunrorpadusuiblk omictepi.  AKHAapaTThIK KayilCi3mikTi
KEIlIeH | KAMTaMachI3 eTy

5.Ky3bIpeTTiik: YHBIMHBIH aKMapaTTHIK-KOMMYHUKAILMSJIBIK JKYHECIHIH JaMybIH
Oackapyra KabineTTi

6.Kytinerin HoTmke: Ouryre THIC: KOMIBIOTEPIIK JKYHENepHiH aKoapaTThIK
Kayilci3miriH ~ KaMTaMachl3  eTyOiH  ojicTepi  MeH  Kypaimapsl.MeHrepyi
THIC:KYpBUIATHIH, €CENTeyilll JKOHE aKMapaTTBIK OKYHelepae IKOHE IKEIUTK
KYpbUIbIMIapaa OaraapiaMallbIK-anapaTThiK Kypaaaapabl TaHAay, KEIICHJAeY JKOHe
nmaiganady, TanChpMaHbl KOIO JKSHE OHBl IIENly aJrOpUTMIH  a3ipiey,
OarnmapiaManayblH KOJIaHOAIbl SKYWENepiH mMaijanaHy, Herisri OaraapiamaibIK
KyKatTapapl a3ipiey. MeHrepyi THic: paciMIOik JkoHe OOBeKTire OaFbITTasIFaH
Oarapiamanay TULAEpiH, 93ipIey jKoHe XKOHCY AaFJbUIapbIH.

Hayt6aeBa A.O.-
T.F.K.,
KaybIMI.IIpodheccop
M.a.




1.IIpepexBusutsl: OcHOBBI HHPOPMALIIOHHOHN 6€30aCHOCTH,

2.IlocTpexkBu3uTH: MoenupoBaHue MPOLIECCOB 3aUTHl HHPOPMAIUU

3.lenp OUCHUIUIMHBL:03HAKOMHUTD CTYICHTOB C OPTaHU3AIIMOHHBIMH, TEXHHUYECKUMH,
ITOPUTMUYECKUMH U JIPYTUMH METOJAaMH M CPEACTBAMH 3allUThl KOMITBIOTEPHOM
WHPOpPMAIMH, C 3aKOHOJATeNCTBOM H CTaHIApTaMH B JTOH obmactd, C
COBPEMCHHBIMH ~ KPUITOCHCTEMAaMH, HW3YyYCHHE METOJOB HICHTUQHUKAIUK IPU
MPOCKTHPOBAHUU HH(POPMAITUOHHBIX CUCTEM .

4 Kparkoe conepxanue: be3omacHOCTh BbIUMCIHUTENBHBIX ceTed. besomnacHocTh
CHUCTEM  YyOpaBieHHs 0Oa3aMH  JaHHBIX. OpraHu3aliioHHOE  0OecredeHue
vHpOpPMaIMOHHON Oe3omacHocTH. [IporpamMMHoO-anmapaTHbIE CpeACTBa 3alUThI
nHpopmaruu. Kpunrorpapudeckne Meronsl 3amuThl HHbOpManuu. KomruiekcHoe
obecrieyeHre HHOOPMAIMOHHO# 6e30MacHOCTH

5.Kommerernmus: CrmocoOeH  ympaBisTh  pa3BUTHEM  WH(POKOMMYHUKAI[HOHHOM
CHCTEMBI OpTraHU3aIHH

6.0xumaemblit  pesynbraT: JIOJDKGH 3HaTh: METOIBI U CpEACTBA oOccIeucHHUs
WHPOPMAITHOHHON 06E30MaCHOCTH KOMITBIOTEPHBIX CUCTEM./IOIDKEH yMETh:BBIOUPATH,
KOMIUICKCHPOBaTb M 3KCIUIyaTHpOBaTh IPOrpaMMHO-aNNapaTHbIE CPEINCTBa B
CO3/1aBacMbIX, BBIYUCIHUTEIBHBIX H HWHPOPMAIMOHHBIX CHCTEMaX U CETEBBIX
CTPYKTYpax; CTaBUTh 3a7ady U pa3padaThIBaTh AITOPUTM €€ peIIeHHs, HCIOIb30BaTh
MIPUKJIaJHBIE CUCTEMBI IPOTPaMMUPOBAHHUS, pa3padaTeiBaTh OCHOBHBIC MPOTPAMMHEIC
JMOKyMeHThl.  JIOJKeH  BIaieTh:  S3bIKAMH  TPOLEAYPHOrO H  OOBEKTHO-
OPUEHTUPOBAHHOTO MPOTPAMMHUPOBAHMsI, HABBIKAMHU Pa3pa0OTKH U OTJIAJIKH.

Jayt6aeBa A.O.-
K..T.H., H.0. aCCOILL.
npodeccopa

1. Prerequisites: Basics of information security,

2. Post-requirements: Modeling of information security processes

3. The purpose of the discipline: to familiarize students with organizational, technical,
algorithmic and other methods and means of protecting computer information, with
legislation and standards in this field, with modern cryptosystems, the study of
identification methods in the design of information systems .

4. Short content:Security of computer networks. Security of database management
systems. Organizational support of information security. Software and hardware means
of information protection. Cryptographic methods of information protection.
Comprehensive information security support

5. Competence: Able to manage the development of the organization's information and
communication system

6. Expected result: Must know: methods and means of ensuring information security of
computer systems.Must be able to:choose, integrate and operate software and hardware
in the created, computing and information systems and network structures; set a task
and develop an algorithm for solving it, use application programming systems, develop
basic program documents. Must be proficient in: procedural and object-oriented
programming languages, development and debugging skills.

Dautbaeva A.O.-
c.t.s., acting
professor
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¢) Bencenni
KOMITBIOTEPITIK
Kayimncizmix/
IIpoakTuBHas
KOMIIbIOTEpHAas
6e30macHOCTB/
Proactive Computer
Security (Kype
Coursera)

1. TlpepexBusutrep:AKnaparThIKKayinci3aikHerisaepi

2. TlocTpekBU3UTTEp: AKMapaTTHIK Kylenep Kayilci3MiriHiH ayauTi MeH
MEHE)KMEHTI1

3. Tlonnin makcatsl: Kypcra nqepekrep KOpFaHBICBIH THIMII TeKcepy aaicTepi
KapacTeipbutaasl. [[labybuinaynibuiapra TOCKaybUl KO0, Ia0ybUTAapAbl HAKTHI
KyieneH xanraH xyiiere Oypy MYMKIHIIKTepi MEH o1icTepi TanKputaHansl. Exyre
TECTLICY ficTeMec Ke3eH Iepi TEOPHSUIBIK JKOHE MPAKTHKAIBIK TYPFBIIA HAKTHI
XKYHenepaiH Kayilci3Iirin Tekcepy TYPFBICHIH/A TaIJaHa bl

4. Kpickamia Ma3MyHbI: AKIApaTThIK KayilCi3iKTIH KaJIbl Moceseepi.
AKMapaTThIK Kayilci3ikke TOHETIH KaTepiiep. 3usHabl Oarqapiamanap. AIAbH ary
JKOHE KOpFay 91icTepi. AKIapaTThIK KayilCi3iKTi KaMTaMachl3 eTyIiH KYKBIKTBIK
Herizzepi. ABTOMATTaHIBIPbUIFaH IepeKTepAl OHICY KYHeaepiHaeri aknapaTThl
KOpFay/bIH 3aMaHayH d/licTepi. AKIapaTThl KOPFay IbIH TEXHUKAJIBIK KOHE
YHBIMAACTRIPYIIBUIBIK 9icTepi. KoMIBIOTepITiK JKeniiepaeri aknapaTTsl KOpray.
TyiFaHbIH aKnapaTTHIK-TICHXOJIOTHSIIBIK Kayilci3airi Macenenepi.

5. Ky3bIpeTTiiri: OKymbu1apasiy OaraapiiaMaliblK KAaMTaMachki3 €Ty MCH aKImapaTThiH
QIIIBIH ATy KOHE KOPFay JaFJbUIapblH MEHTepYi; aKlmapaT KaTepiepiHiH alabH ary
KoHe OeifTapanTaHAbIpyaa TOKiprOe )KUHAKTAY; aKIapaTTHIK KoOamapIsl KYpyAbl
JKOHE iCKe achIpyabl YHpPEHY.

6. Kyrinerin motmkenep: Kepi umkeHepus sxoHe 6acTanKpl KOATHI TEKCEPY apKbLIBI
KayiIlci3IiKk MoceleliepiH Ta0y xoHe Oaranay.

WWW.coursera.com

1.IIpepexBusutsl: OCHOBBI HH(OPMAIIMOHHOH 06€3011aCHOCTH

2.ITocTpeKBH3HUTHI: AYANT U MEHEIKMEHT Oe30IIaCHOCTH MH(OPMAIMOHHEIX CHCTEM
3.Lens mucnumumHel: B xypce paccmarpuBaroTcst MeToab! 3G heKTHBHO| IPOBEpKI
3anuThl JaHHBIX. OOCYKAAI0TCSI BOZMOKHOCTH M METOJIBI OJIOKUPOBAHUS
3JI0YMBIIUICHHUKOB, OTBOJIA aTaK OT PEalbHON CHCTEMBI K JIOKHON. DTaIbl METOJUKH
TECTUPOBAHHS HA NPOHUKHOBEHUE aHATU3HPYIOTCS B TEOPETHYECKOM M IIPAKTHYECKOM
IUIaHE Ha MPEeMET MIPOBEPKH OE30MaCHOCTH KOHKPETHBIX CHCTEM.

4 Kpatkoe conepxanue: Oomue npobieMbl HHOOPMAMOHHON 0€30MacCHOCTH. YTPO3bI
nHpopMaIMOHHOI 0€30I11acCHOCTH. BpenonocHble MIPOrpaMMBbI. Merozpt
npodunakTuky ¥ 3amuThl. [IpaBoBble OCHOBBEI obecredeHus HH(POPMAIMOHHOM
6e3omacHocTr. COBpeMEHHBIE METO/IbI 3AIUTHI HH(GOPMAIMK B aBTOMaTH3UPOBAaHHBIX
cucremMax oOpabOTKU NaHHBIX. TeXHHYECKHE M OpraHW3al[MOHHBIC METOMBI 3alUTHI
vHpopMarnuu. 3ammra WHPOpPMAIMM B KOMIBIOTEPHBIX  ceTAX. [IpoGiembl
MH(POPMAITHOHHO—TICHXOJIOTHIECKON 0€30MMacHOCTH TMYHOCTH.

5. KOMIIETEeHTEHTHOCTB: OBJAJCHHE YYAIMMUCS HABBIKOB NPO(QMIAKTHKHA U 3alUTHI
porpaMMHOro  obecrieueHnsi W HMHPOpMALMK; TNPUOOPETEHUS  OMBITA B
MPeAYNPeKACHUN W HEWTpanu3aluy yrpo3 MH(OpMaIMH; HAYYUTHCS CO3JaBaTh U
peann3oBeIBaTh HHPOPMALMOHHBIE TPOCKTHI

6.0Oxunaemslit pe3ynbraT:Haxo uTh U OLEHUBATH IPOOIIEMbI 0€30TIIACHOCTH €
noMouibio haz3uHra, 00paTHOr0 MPOCSKTUPOBAHUS M ayJIUTa HCXOJIHOIO KOJA.

Www.coursera.com



http://www.coursera.com/
http://www.coursera.com/

1. Prerequisites: Basics of information security

2. Post-requirements: Information systems security audit and management

3. The purpose of the discipline:The course discusses methods of effective data
protection verification. The possibilities and methods of blocking intruders, diverting
attacks from a real system to a false one are discussed. The stages of the penetration
testing methodology are analyzed in theoretical and practical terms to verify the
security of specific systems.

4. Summary:General problems of information security. Threats to information security.
Malware. Methods of prevention and protection. Legal basis of information security.
Modern methods of information protection in automated data processing systems.
Technical and organizational methods of information protection. Information
protection in computer networks. Problems of information and psychological security
of the individual.

5. Competence: mastering the skills of prevention and protection of software and
information by students; gaining experience in preventing and neutralizing threats to
information; learning how to create and implement information projects.

6. Expected result:Find and evaluate security issues through fuzzing, reverse
engineering, and source code auditing.

WWW.coursera.com

TpaexTopus 2
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a)AKIapaTThl
KOpray Xylenepin
anmnaparThIK-
TEXHUKAIIBIK
KamTamacsI3 ery/
AnmnapartHo-
TEXHUIECKOe
obecrieueHme
CHCTEM 3aIlUThI
uHpopmarmu/
Hardware and
technical support of
information
security systems

Emtuxa
H
Dk3ame
H
Exam

Tect
Tect
test

1.IIpepexBusurrep: KoMnbroTepitik akmapaTTsl KOpray TEXHOJIOTHsIapbL/
2.IlocTpeKkBU3UTTEP:OCANABIKTEl AHBIKTAY JKOHE Tanjay , JKyHelaep MeH JKelilephiH
OCaJIbUIBIKTApbIH AHBIKTAay JKOHE JKOK OAICTEepi,0CaNIbUIBIKTApAbl aHBIKTAy >KOHE
TY3€Ty Kypajiapbl MeH xyienepi

3. luciMIMHAHBIH MaKcaThl: OOBCKTIHIH aKMapaTThIK KAayillCi3JiriH KamMTaMachl3 €Ty
YIIiH OarqapiaMaibIK-TeXHUKAIBIK TCUIAEp MEH KypaijapAbl KOJJIaHy; aKlapaTThl
KOpFay KypajJapblH JIoNeNi TaHAaymbl JKY3ere acelpy; OargapilaMaliblK JKoHe
anmaparThIK KaMTaMachl3 eTyTe eHTi3UIreH aknapaTThl Kopray TeTIKTepiH maiinanany.
4.Kpickamia Ma3MyHBI: AKHapaTThl KOpFay KypangapbIHBIH KEIIEHAEPIH TeXHUKAIBIK
Kobamay KoHe iCKe acklpy. AKHapaTThl KOpFay KYpajlapblH KYpy TOCUIAEpiHE LIONy.
Kopray TerikTepiH jxobamay >XKoHE iCKe acelpy Mocesenepi. AKIaparTsl KOpray
MeXaHU3M/IEPiH iCKe aCBIPYABIH TEOPUSIIBIK HeTi3aepi. AKHapaTTsl KOPFay TETIKTepiH
ICKe achIpyABIH YHBIMIACTHIPYIIBUIBIK — HETi3Aepi. AKnaparTel  KOpFayablH
OarJapiaMalbIK-alnapaTThIK SAICTepi MEeH KypalaaphlH KOJIaHy bl PeriIaMeHTTeHTIH
HOPMAaTHUBTIK-KYKBIKTBIK KY)KaTTap.

5.Ky3sIperTep: akmaparThl KOpFayablH OarqapiaMalibik, OaFnapiaMalblK-annapaTThik,
(oHBIH imiHIE KPUOTOTPA(USIBIK) KOHE TEXHUKAIBIK KYpalgapblH OpHATY, KyWre
KeNTIpy »JKOHE OJapra KbI3MET KOpCeTy IKOHIHIEri IKYMBICTapAsl OpBIHAAY
KaOineri.lmki Jkydenmepai JkKoHE aKHAapaTTBIK KayiNCi3MiKTI KaMTaMachl3 €Ty
KypalgapbelH >ko0anay YIIiH OacTamkel IEpeKTepre Taufay >KYPrisy JXoHE THICTL
JKOOAJBIK MICIIIMICP/IiH TEXHUKAIBIK-OKOHOMHUKAIBIK HET13IEMECIH XKYpri3yre KaTbicy
Kabineri

6. Kytinerin Hatmke: icreit amy kepek: ETK kopray Kypanmapsl yiliH KOChIMIIa
(YHKIMOHAIIB KAMTaMachl3 €TeTiH Ka3ipri 3aMaHFbI OIepalMsUIBIK JKyHenepre
caJIbIHFaH aKIapaTThl KOPFay KypajaapblH, COH/Ial-aK aKIapaTThl KOPFayIblH KEIUIiK
KYpalgapblH SKIMIIJICHIIpY; OaFaapiIaMallblK KoHE allapaTThIK KaMTaMachl3 eTye
iCKe acBIPBUTFaH KOPFay TETIKTEPiHIH OCAIABIKTAPHIH 131yl KY3ere ackpy;
AKMapaTThl KOpFayIblH alllapaTThIK KypalaapblH )KOHE THICTI OaFIapiaMalibik
KaMTaMachI3 €Ty TaHJay *KaHe OpHaTy. MeHrepyi THiC: aknapaTThl Kopray
MeXaHU3M/EPiH apryMeHTTI TaHJay AaFbIChl aBTOMATTaHABIPBUTFaH XKYHelepaiH
aKmapaTTapblH KOpray *Kyienepi; konganoanst AXK kopray MEXaHU3MAEPIH SHTI3y,
OeitiMzaey jxoHe OanTay JaFbuIaphl; aKIapaTThl OarjapiaMallbiK-annapaTThiK
KOpFay/IblH 3aMaHayH KypaJIapblH SHIi3y KOHe MaiaiaHy JaFbuIapsl.

Anpanosa A.b. PhD
, aFa OKBITYIIIBI




IpepexBu3nTbl: TeXHOIOTUH 3aLUTHI KOMITBIOTEPHOI HHMOpMaLn/
2.IloctpexkBu3uTH:BRIsIBICHHE ¥ aHanmuM3 YSA3BUMOCTEH, MeTOonsl BBIABICHUS U
yCTapHEHHUS YSI3BUMOCTEH cuCTeM U ceTeil, IHCTpyMEeHTH U cuCTeMBbl OOHApyXEeHUS U
HCTIPaBJICHHUS YSI3BUMOCTEit

3.1ens aucoumuHELIIpIMEHATh IPOrPaMMHO-TEXHUUECKHE CIIOCOOBI M CPEACTBA IS
obecriedeHnss ~ MHQOpMAIMOHHOW  Oe3omacHOCTH  00BEKTa;  OCYHIECTBIATH
apryMCHTHPOBAHHBIM BBIOOp CPEICTB 3alUTHl WH(OpMAIMu;  HCIOIH30BATh
BCTPOCHHBIE B TIPOrPpaMMHOE H ammapaTtHoe oOecredeHHe MEXaHH3MBI 3alluTHI
“HPOPMAIHH.

4. Kpatkoe coaepkanue:TexHHUeCKOe MPOEKTHPOBAHHE M pealu3alisl KOMIUIEKCOB
cpenctB 3amuThl uHpopManuu. OO630p MOAXOMOB K CO3JaHHIO CPEICTB 3alUTHI
nHdopmarmu. IIpoGnemMbl MPOEKTHPOBAHUS M pPeanu3alMd MEXaHH3MOB 3alllUTHL
Teoperuueckue OCHOBBI peann3anuy  MEXaHH3MOB 3aIUTHl MH(OPMAIUH.
OpraHu3aliOHHBIE OCHOBBI ~pEAH3allMd MEXaHH3MOB 3aIllUTHl HMH()OpPMAIH.
HopmatuBHO-nIpaBoBble JOKYMEHTBI, peTIaMEHTHPYIOLINE IPUMEHEHUE IPOrpaMMHO-
anmapaTHbIX METOJIOB M CPEJICTB 3aIIUTHl HHOPMAIIUHL.
5.KommeTeHIin:coCOOHOCTRIO  BHITIONMHATE pabOTHI 1O yCTAaHOBKE, HACTPOWKE W
OOCITY’)KUBaHHIO  MPOTPAMMHBIX, HPOTPAaMMHO-aNIapaTHBIX (B TOM  YHCIE
KpUNTOrpadUuecKiX) U TEXHHYECKUX CPEACTB 3aIuThl HHGopManuu.CiocoOHOCTHIO
MIPOBOJIUTH AHAIHM3 HUCXOAHBIX NAHHBIX ISl MPOEKTHPOBAHUS IOJCHUCTEM H CPEACTB
obecriedeHnss HMH(GOPMAIOHHONW 0E30MacHOCTH W y4acTBOBAaTh B IIPOBEACHHU
TEXHHKO-?)KOHOMHUYECKOTO0 00OCHOBAHHUS COOTBETCTBYIOIINX IIPOSKTHBIX PELICHHUH

6. OxupgaeMblii pe3ynpTaT: YMeTb: aJMHUHUCTPUPOBATb CPEICTBA  3ALIUTHI
nHopmanMu,  BCTPOGHHBIE B COBPEMEHHBIE  ONEPAlMOHHBIE  CHCTEMBI,
obecreunBaromye TOMOTHATEIFHBIN QYHKIMOHAN Ut cpeacTs 3amuTsl CBT, a Taxke
CEeTeBBIC CPEACTBA 3aIUTHl MHGOPMAIUM;  OCYIIECTBIATH IIOMCK YSI3BHMOCTEH
MEXaHU3MOB 3aI[UTHI, PEATH30BaHHBIX B IIPOTPAaMMHOM H alllapaTHOM OOECIIeUeHHH;
BBIOMpaTh M YCTaHABIWBATh AallapaTHbIE CpPEACTBA 3aIIUTHl HH(OpMAINH M
COOTBETCTBYIOIIEE IPOrpaMMHOe oOecnedeHue. JIOIDKEH BiIaieTh: HaBBIKAMU
apryMEHTUPOBAaHHOTO BBIOOpa MEXaHHW3MOB 3alUTHl HH(OPMAIMH, HCIOJIB3YEeMbIX
IIpU IOCTPOECHUU

CHCTEMBI 3alIUTBl HMHGOpPMAnUK ABTOMAaTH3UPOBAaHHBIX CHCTEM; HaBBIKAMH BO
BHEJPEHUH, aJalTal[NN U HACTPOHKE MEXaHN3MOB 3aUThI npukaaaex UC;
HaBBIKAMH BHEAPEHUS U SKCILTyaTallid COBPEMEHHBIX CPEJICTB IMIPOTrPaMMHO-
anmapaTHOH 3aIUThl HHPOPMAIIH.

Anpanosa A.B. PhD,
CT. TIPETIO/aBaTeb




1. Prerequisites: Technologies for protecting computer information/

2. Post-requirements:ldentification and analysis of vulnerabilities, Methods for
identifying and deprecating vulnerabilities of systems and networks, Tools and systems
for detecting and correcting vulnerabilities

3. The purpose of the discipline: To apply software and technical methods and means
to ensure the information security of the object; to make a reasoned choice of
information protection means; to use information protection mechanisms built into the
software and hardware.

4. Summary:Technical design and implementation of information security complexes.
Review of approaches to creating information security tools. Problems of designing
and implementing protection mechanisms. Theoretical foundations of the
implementation of information security mechanisms. Organizational bases for the
implementation of information security mechanisms. Regulatory and legal documents
regulating the use of software and hardware methods and means of information
protection.

5. Competencies: the ability to perform work on the installation, configuration and
maintenance of software, hardware and software (including cryptographic) and
technical means of information protection.The ability to analyze the initial data for the
design of subsystems and means of ensuring information security and to participate in
the feasibility study of the relevant design solutions

6. Expected result: Be able to: administer information protection tools built into
modern operating systems that provide additional functionality for SVT protection
tools, as well as network information protection tools; search for vulnerabilities of
protection mechanisms implemented in software and hardware; select and install
hardware information protection tools and the corresponding software. Must possess:
the skills of a reasoned choice of information protection mechanisms used in the
construction of

information security systems of automated systems; skills in implementing, adapting
and configuring protection mechanisms for applied IS;

skills in implementing and operating modern software and hardware information
protection tools.

Adranova A.B. PhD,
senior lecturer
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KOPFay/blH
OafrmapiaaManblk-
anmnaparThIK
Kypanmapsl/
IIporpammMHO-
anmaparHble
CpEJICTBA 3aIIUTEI
uHpopmamu/
Software and
hardware means of
information
protection

1.IIpepexBusurrep: KoMnbroTepitik akmapaTTsl KOpray TEXHOJIOTHsIapbL/
2.IlocTpeKkBU3UTTEP:OCANABIKTEl AHBIKTAY JKOHE Tanjay , JKyHelaep MeH JKelilephiH
OCaJIbUIBIKTApbIH AHBIKTAay JKOHE JKOK OICTEepi,0CaNIbUIBIKTAPbl aHBIKTAY JKOHE
TY3€Ty Kypajiapbl MeH xyienepi

3. luciMIMHAHBIH MaKcaThl: OOBEKTIHIH aKMapaTThIK KayillCi3JiriH KamMTaMachl3 €Ty
YIIiH OarqapiaMaibIK-TeXHUKAIBIK TCUIAEp MEH KypaijapAbl KOJJIaHy; aKlapaTThl
KOpFay KypajJapblH JIoNeNi TaHAaymbl JKY3ere acelpy; OargapilaMaliblK JKoHe
anmaparThIK KaMTaMachl3 eTyTe eHTi3UIreH aknapaTThl Kopray TeTiKTepiH naiianany.
4.Kpickamia Ma3MyHBI: AKHapaTThl KOpFay KypangapbIHBIH KEIIEHAEPIH TeXHUKAIBIK
Kobamay KoHe iCKe acklpy. AKHapaTThl KOpFay KYpajlapblH KYpy TOCUIAEpiHE LIONy.
Kopray TerikTepiH jxobamay >XoHE iCKe achlpy Mocenesiepi. AKMNapaTTbl KOpray
MeXaHU3M/IEPiH iCKe aCBIPYABIH TEOPUSIIBIK HETi3aepi. AKHapaTTsl KOPFay TETIKTepiH
ICKe achIpyABIH YHBIMIACTHIPYIIBUIBIK — HETi3Aepi. AKnaparTel  KOpFayablH
OarJapiaMalbIK-alnapaTThIK SAICTepi MEeH KypalaaphlH KOJIaHy bl PeriIaMeHTTeHTIH
HOPMAaTHUBTIK-KYKBIKTBIK KY)KaTTap.

5.Ky3sIperTep: akmaparThl KOpFayIblH OarmapiaMaliblk, OaFmapiaMaiblK-arnnapaTThik,
(oHBIH imiHIE KPUOTOTPA(USIBIK) KOHE TEXHUKAIBIK KYpalgapblH OpHATY, KyWre
KeNTIpy »JKOHE OJapra KbI3MET KOpCeTy IKOHIHIEri IKYMBICTapAsl OpBIHAAY
KaOinmeri.lmki Jkydenmepai JkoHE AaKMapaTTHIK KAayiNCIi3OIKTI KaMTaMachl3 €Ty
KypalgapbelH >ko0anay YIIiH OacTamkel IEpeKTepre Taufay >KYPrisy JXoHE THICTL
JKOOAJBIK MICIIIMICP/IiH TEXHUKAIBIK-OKOHOMHUKAIBIK HET13IEMECIH XKYpri3yre KaTbicy
Kabineri

6. Kytinerin Hatmxe: icreit ainy kepek: ETK xopray Kypanmaps! yiliH KOChIMIIIa
(YHKIMOHAIIB KAMTaMachl3 €TeTiH Ka3ipri 3aMaHFbI OIepalMsUIbIK XKyHenepre
caJIbIHFaH aKIapaTThl KOPFay KypajaapblH, COH/Ial-aK aKIapaTThl KOPFayIblH KEIUIiK
KYpalgapblH SKIMIIJICHIIpY; OaFaapiIaMallblK KoHE allapaTThIK KaMTaMachl3 eTye
iCKe acBIPBUTFaH KOPFay TETIKTEPiHiH OCAABIKTAPIH 1371yl )KY3ere acepy;
AKMapaTThl KOpFayIblH alllapaTThIK KypalaapblH )KOHE THICTI OaFIapiaMalibik
KaMTaMachI3 €Ty TaHJay *KaHe OpHaTy. MeHrepyi THiC: aknapaTThl Kopray
MeXaHU3MJEPiH apryMeHTTI TaHJay AaFbIChl aBTOMATTaHABIPBUTFaH XKYHenepaiy
aKmapaTTapblH KOpFay yitenepi; kongan6amsl AXK Kopray MEXaHU3MEPiH SHTI3y,
OeitiMzaey jxoHe OanTay JaFbuIaphl; aKIapaTThl OarjapiaMallbiK-annapaTThiK
KOpFay/IblH 3aMaHayH KypaJIapblH SHIi3y KOHe MaiaiaHy JaFbuIapsl.

Anpanosa A.b. PhD
, aFa OKBITYIIIBI




IpepexBu3nTbl: TeXHOTOTUH 3aLUTHI KOMITBIOTEPHOIT HHOpMarn/
2.IloctpexkBu3uTH:BRIsIBICHHE ¥ aHanmuM3 YSA3BUMOCTEH, MeTOonsl BBIABICHUS U
yCTapHEHHUS YSI3BUMOCTEH cuCTeM U ceTeil, IHCTpyMEeHTH U cuCTeMBbl OOHApyXEeHUS U
HCTIPaBJICHHUS YSI3BUMOCTEit

3.1ens aucoumuHELIIpIMEHATh IPOTrPaMMHO-TEXHUUECKHE CIIOCOOBI M CPEACTBA IS
obecriedeHnss ~ WHQOpMAIMOHHOW  0e30macHOCTH  00BEKTa;  OCYHIECTBIATH
apryMCHTHPOBAHHBIM BBIOOp CPEICTB 3alUTHl WH(OpMAIMu;  HCIOIH30BATh
BCTPOCHHBIE B TIPOrPpaMMHOE H ammapaTtHoe oOecredeHHe MEXaHH3MBI 3alluTHI
“HPOPMAIHH.

4. Kpatkoe coaepskanue:TexHHUECKOe MPOEKTUPOBAHME M pealu3alus KOMIIIEKCOB
cpenctB 3amuThl uHpopManuu. OO630p MOAXOMOB K CO3JaHHIO CPEICTB 3alUTHI
nHdopmarmu. IIpoGnemMbl MPOEKTHPOBAHUS M pPeanu3alMd MEXaHH3MOB 3alllUTHL
Teoperuueckue OCHOBBI peann3anuy  MEXaHH3MOB 3aIUTHl MH(OPMAIUH.
OpraHu3aliOHHBIE OCHOBBI PEAM3allMd MEXaHH3MOB 3allUThl  MH(pOPMALUH.
HopmatuBHO-nIpaBoBble JOKYMEHTBI, peTIaMEHTHPYIOLINE IPUMEHEHUE IPOrpaMMHO-
anmapaTHbIX METOJIOB M CPEJICTB 3aIIUTHl HHOPMAIIUHL.
5.KommeTeHIin:coCOOHOCTRIO  BHITIONMHATE pabOTHI 1O yCTAaHOBKE, HACTPOWKE W
OOCITY)KUBaHHIO  MPOTPAMMHBIX, HPOTPAaMMHO-aNIapaTHBIX (B TOM  YHCIE
KpUNTOrpadUuecKiX) U TEXHHYECKUX CPEACTB 3aIuThl HHGopManuu.CiocoOHOCTHIO
MIPOBOJIUTH AHAIHM3 HUCXOAHBIX NAHHBIX ISl MPOEKTHPOBAHUS IOJCHUCTEM H CPEACTB
obecriedeHnss HMH(POPMAIOHHONW 0E30MacHOCTH W y4acTBOBAaTh B IPOBEACHUH
TEXHHKO-?)KOHOMHUYECKOTO 00OCHOBAHHUS COOTBETCTBYIOLIMX IPOSKTHBIX PEIICHIH

6. OxupgaeMblii pe3ynpTaT: YMeTb: aJMHUHUCTPUPOBATb CPEICTBA  3ALIUTHI
nHopmanMu,  BCTPOGHHBIE B COBPEMEHHBIE  ONEPAlMOHHBIE  CHCTEMBI,
obecreynBaromye TOMOJTHUTEIBHBIN QYHKIMOHAN i cpeacTB 3amuTel CBT, a Takxke
CEeTeBBIE CPEACTBA 3aIMUTHl HH(MOPMAIUH;  OCYIIECTBIATH IIOMCK YSI3BHMOCTEH
MEXaHU3MOB 3aI[UTHI, PEATH30BaHHBIX B IIPOTPAaMMHOM H alllapaTHOM OOECIIeUeHHH;
BBIOMpaTh M YCTaHABIWBATh AallapaTHbIE CpPEACTBA 3aIIUTHl HH(OpMAINH M
COOTBETCTBYIOIIEE IpOrpaMMHOe oOecnieueHue. JIOIDKEH BIaJieTh: HAaBBIKAMHU
apryMEHTUPOBAaHHOTO BBIOOpa MEXaHHW3MOB 3alUTHl HH(OPMAIMH, HCIOJIB3YEeMbIX
IIpU IOCTPOECHUU

CHCTEMBI 3alIUTBl HMHGOpPMAnUK ABTOMAaTH3UPOBAaHHBIX CHCTEM; HaBBIKAMH BO
BHEJPEHUH, aJalTal[NN U HACTPOHKE MEXaHN3MOB 3aUThI npukaaaex UC;
HaBBIKAMH BHEAPEHUS U SKCILTyaTallii COBPEMEHHBIX CPEJCTB IPOTPaMMHO-
anmapaTHOH 3aIUThl HHPOPMAIIH.

Anpanosa A.B. PhD,
CT. TIPETIO/aBaTeb




1. Prerequisites: Technologies for protecting computer information/

2. Post-requirements:ldentification and analysis of vulnerabilities, Methods for
identifying and deprecating vulnerabilities of systems and networks, Tools and systems
for detecting and correcting vulnerabilities

3. The purpose of the discipline: To apply software and technical methods and means
to ensure the information security of the object; to make a reasoned choice of
information protection means; to use information protection mechanisms built into the
software and hardware.

4. Summary:Technical design and implementation of information security complexes.
Review of approaches to creating information security tools. Problems of designing
and implementing protection mechanisms. Theoretical foundations of the
implementation of information security mechanisms. Organizational bases for the
implementation of information security mechanisms. Regulatory and legal documents
regulating the use of software and hardware methods and means of information
protection.

5. Competencies: the ability to perform work on the installation, configuration and
maintenance of software, hardware and software (including cryptographic) and
technical means of information protection.The ability to analyze the initial data for the
design of subsystems and means of ensuring information security and to participate in
the feasibility study of the relevant design solutions

6. Expected result: Be able to: administer information protection tools built into
modern operating systems that provide additional functionality for SVT protection
tools, as well as network information protection tools; search for vulnerabilities of
protection mechanisms implemented in software and hardware; select and install
hardware information protection tools and the corresponding software. Must possess:
the skills of a reasoned choice of information protection mechanisms used in the
construction of

information security systems of automated systems; skills in implementing, adapting
and configuring protection mechanisms for applied IS;

skills in implementing and operating modern software and hardware information
protection tools.

Adranova A.B. PhD,
senior lecturer
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1. TlpepexBu3utTepi: AKIapaTThIK KOMMYHHKAIMSUIBIK TEXHOIOTHSIAP (aFbUIIIBIH
TiTiHZE)

2. ToctpexBusutrep: Web KoceMmianmap Kayimncizmiri, Web TexHOmorusapapH
OCaIIBIFBI MEH Kayirncizzairi, Web KochIMIIanapa Kayirci3airid Tectijey

3. [Tlonniy mMakcatsl: [IporpaMmanay TiNiHIH >KaJIIIBl HET13/1€piH OKBII OiTy.

4. Keickama ma3mysel: byn nonme PHP mporpammanay TimiHiH Jkannsl Heriznepi
kapacteipbiFaH. PHP Tininne BeO-KochIMIIanap KypybIH HETi3ri yreIMaaps! Oepineni.
PHP TininiH Herisri yFeIMapsl, KYpbUIBIMABIK Herizepi, GaiingapMeH xKyMbIc icTey
epekmenikrepi, Web-nporpammanay, HTML wmen CSS-TiH 0a3ajiblK TyCiHIKTepi
kapacteipbiiaasl. Ctynentrepae PHP TinmiHiH KYpbUIBIMBI, OHBI HaiianaHa OTHIPHII
BeO KOCHIMIIANAP KYPYABIH TECOPHUSUIBIK JKOHE MPAKTHUKAJIBIK MAIIBIKTApbIH KAaJbIIl-
TacThIPY.

5. Ky3bIpeTTinik: 3aMaHayy OailllaHbIC KYpalapblH, allapaTThIK KOHE KOMIBIOTEPIIIK
TEXHOJIOTUAJAp/Abl MaiiflaiaHa OTHIPBIN, AaKMapaTThl XHHAY, OHIEY JKOHE Tajay
anicTepiH MeHrepy

6. KyTinerin HoTHXKe: KOMIBIOTEPIIIK BUACOMOHTAXIBIH YITUIEPIH TYpii jKoJIapMeH
xacai Oiry

Konpip6aes H.b.,
T.F.K., aFa OKBITYIIBI




1.IlpepexBusutsl:  MHPOPMAUMOHHO  KOMMYHHMKALHMOHHbIE  TEXHOJOTMH  (Ha
AHTJIMICKOM SI3BIKE)

2.IloctpexBusutsl: besomacHocts Web mpunoxeHuil, ya3BUMOCTh M 0€30MacCHOCTh
Web TEXHOJIOTHH, TECTUPOBaHUE 0e30macHOCTH Web MIPUIO0KEHUH
3.1lens OMCHMIUIMHBL W3YYUTh OOIIME NPUHIMIBI S3BIKA IIPOrPaMMUPOBAHMS.
4. Kparkoe cozmepkanne: B 3ToMm pasmene mpencraBieHa oOmmasi CTpyKTypa SI3bIKOB
nporpammupoBanust PHP. IlpexcTtaBneHbl OCHOBHBIE KOHLCTIMHM CO3JAHMS BeO-
npwtoxennit Ha PHP. Ocnosrere nousitust PHP, ero crpykrypa, ocobeHHOCTH paboThI
¢ (Qaitnamu, Beb-nporpammupoBanue, ocHoBHbie mousTust HTML u CSS. Ctpykrypa
PHP y cryneHTOB, yMeHHE NPHUMEHATh TEOPETHUECKHE M TNPAKTUUECKUE HABBIKU
CO3/1aHHA BeO-TIPMIIOKEHUH.
5. KommereHIusA: OcBOGHHE METOHOB cOopa, 0OpabOTKM M aHAU3a COBPEMEHHBIX
CPE/CTB CBSI3M C WCIIOIB30BAHMEM allapaTHBIX M KOMIBIOTEPHBIX TEXHOJIOTHH.
6. OxupmaeMplii  pe3ynbTaT: YMEHHE CO3[aBaTb MOJEIH  KOMIIBIOTEPHOI'O
BHJICOMOHTa)Ka Pa3INIHBIMU CIIOCOOAMH.

Konpip6aes H.b.,
K.T.H., CTapLINH
Iperno/jiaBaTenb

1. Prerequisites: Information and communication technologies (in English)

2. Postrequisites: Web application security, vulnerability and security of Web
technologies, Web application security testing

3. Purpose: To study the general principles of programming language.

4. Summary: This topic provides a general framework for PHP programming
languages. The basic concepts of creating web applications in PHP are provided. Basic
concepts of PHP, its structure, features of working with files, Web-programming, basic
concepts of HTML and CSS. The structure of PHP in students, the ability to apply
theoretical and practical skills of creating web applications.

5.Competence: mastering of methods of collecting, processing and analysis of modern
communication means, using hardware and computer technologies.

6. Expected result: ability to make computer video montage models in different ways

Konyrbayev N. B.,
Candidate of
Technical Sciences,
senior lecturer
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5. IlpepexBusurrepi: AKmapaTThIK KOMMYHHKAIMSIIBIK TEXHOJIOTUsIIAP (aF bUIIIBIH
TiTiHIE)

6. IToctpexBu3utrep: Web koceMmianap Kayincisairi, Web TexHOJOTHsIapIbIH
OCaIBIFBI MEH Kayirnciziri, Web KochIMIlanapa Kayirnci3airid TecTiiey

7. TlonHiy Makcatsl: [IporpaMmanay TiNiHIH >KaJIIBI HET13/1€piH OKBII OiTy.

8. Kpickama masmynbl: byn monne PHP mporpammanay TimiHIH JKairmsl Heriszaepi
KapacTeipbUrad. PHP Tiniage BeO-KochIMIIamap KypyAblH HETI3T1 YFRIMAAPEI Oepinesi.
PHP TiniHiH Herisri yreIMAapbl, KYpbUIBIMIBIK HETi3aepi, daingapMeH KyMbIC icTey
epeknrenikrepi, Web-nporpammanay, HTML wmen CSS-TiH 06a3ajblK TYCiHIKTepi
Kapacteipeitanpl. Ctynentrepae PHP  TimiHIH KypbUIBIMBI, OHBI MaiijanaHa OTHIPHII
BeO KOCHIMINIANAP KYPYIbIH TEOPHSUIBIK JKOHE NPAKTHKAIBIK MAalIbIKTapbIH KaJbII-
TacThIpPY.

5. Ky3bIpeTTinik: 3aMaHayy OailllaHbIC KYpalapbiH, allapaTThiK KOHE KOMIBIOTEPIIK
TEXHOJIOTUSUIAP/bl TMalijlalaHa OTBIPBIN, AaKMapaTThl JKHHAY, OHJEY JKOHE Talaay
ONiCTEpiH MEHTepY

6. KyTineTiH HOTHXKe: KOMITBIOTEPIIIK BHICOMOHTaXKIIBIH YITUIEPIH TYPIi JKOJIAapMEH
acai Oiry

Konpip6aes H.b.,
T.F.K., aFa OKBITYIIBI




1.IlpepexBusutsl:  MHPOPMAUMOHHO  KOMMYHHMKALHMOHHbIE  TEXHOJOTMH  (Ha
AHTJIMICKOM SI3BIKE)

2.IToctpexBusutsl: bezomacHocts Web mpuiioxeHHH, ys3BUMOCTh U 0€30IaCHOCTh
Web TEXHOJIOTHH, TECTUPOBaHHE 0e30MacHOCTH Web MPUIOKEHUN
3.1lens OMCHMIUIMHBL W3YYUTh OOIIME NPUHIMIBI S3BIKA IIPOrPaMMUPOBAHMS.
4. Kparkoe cozmepkanne: B 3ToMm pasmene mpencraBieHa oOmmasi CTpyKTypa SI3bIKOB
nporpammupoBanus PHP. IlpexcraBneHbl OCHOBHBIE KOHILCTIIMHM CO3JAHMS BeO-
nputoxennit Ha PHP. Ocuosrere nonsitust PHP, ero crpykrypa, ocobeHHOCTH paboThI
¢ (Qaitnamu, Beb-nporpammupoBanue, ocHoBHbie mousTust HTML u CSS. Ctpykrypa
PHP y cryneHTOB, yMeHHE NPHUMEHATh TEOPETHUECKHE M TNPAKTHUECKHE HABBIKH
CO3/1aHHA BeO-TIPMIIOKEHUH.
5. KommereHmus: ocBoeHHE METOIOB cOopa, 0OpabOTKM M aHaIu3a COBPEMEHHBIX
CPE/CTB CBSI3M C WCIIOIB30BAHMEM allapaTHBIX M KOMIBIOTEPHBIX TEXHOJIOTHH.
6. OxupmaeMplii  pe3ynbTaT: YMEHHE CO3[aBaTb MOJEIH  KOMIIBIOTEPHOI'O
BHJICOMOHTa)Ka Pa3INIHBIMU CIIOCOOAMH.

Konpip6aes H.b.,
K.T.H., CTapLINH
Iperno/jiaBaTenb

1. Prerequisites: Information and communication technologies (in English)

2. Postrequisites: Web application security, vulnerability and security of Web
technologies, Web application security testing

3. Purpose: To study the general principles of programming language.

4. Summary: This topic provides a general framework for PHP programming
languages. The basic concepts of creating web applications in PHP are provided. Basic
concepts of PHP, its structure, features of working with files, Web-programming, basic
concepts of HTML and CSS. The structure of PHP in students, the ability to apply
theoretical and practical skills of creating web applications.

5.Competence: mastering of methods of collecting, processing and analysis of modern
communication means, using hardware and computer technologies.

6. Expected result: ability to make computer video montage models in different ways

Konyrbayev N. B.,
Candidate of
Technical Sciences,
senior lecturer
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IIpepexBusurrep: Pusnka Il

IMotpexsusurrep: Keni kayincizairi (Cisco)/

ITonHiH MaxcaTbl: ABTOMATTAaHIBIPBUIFAH  JKyHenepae  KOJJaHBUIATHIH
AQHAJOITHIK, MMIYJbCTIK JKOHE CaHIBIK CXEMalaplIblH JKYMBIC icTeyi,
KYPacTBIPYIbIH TEOPHSUIBIK JKOHE NPAKTHKANBIK HET13/IepiH OKY.

Keickama  masmyHbl:  Onepamisiiblk  KymiedTkimrep.  Omepamnusuibik
KYIEUTKINITepAiH HETi3ri IapaMerpiepi, ONepaIsUIbK KyIIeHTKimTepaeri
cyiIbanapapH Herisri Kacwerrepi. KymieHTkimrep, aHAJIOITBIK cymMMaropiap,
HHTETpanfaymel koHe U epeHIManabl  KYPBUIFBIIApD  OMEPAIMSUIBIK
Kymeitkimrepae.  MMOyabcTik — CHUTHaNAapAblH — [apamerpiepi  MeH
CUMATTaManapbl, HMIYJIbCTIK  CHTHAJIIAPABIH  TYpiepi,  TiKOYpBIIITHI
HMMITYJIBCTEP JKOHE OJIapAbIH HETI3rl MmapaMeTpiiepi, UMITYIbCTIK MOIYJISAIIML.
KomOuHanusnblk mmdpielk  Kypsurbuiap. Cymmaropiap, Aemmdparopiap,
mudparopiap, MYJIBTHILIEKCOpIIap, JeMyIbTHILIICKCOPBI. Konarap
TYPJICHIIPTIIITEpi, CANBICTEIPY cyibanapsl. Tpurrep, RS-tpurrep, JK-tpurrep,
T-tpurrep, D-tpurrep. Ecenrteyimtep, acHMHXpOHZBI JKOHE CHHXPOHIBI
ecenTeyilTep; KOCYIIBl, INErepymIi JKOHE pEBEpCHBTI  eCemTeyilTep.
Peructpnep, mapamiens perucTpiep, *KbUDKBITYIIBI PETUCTPIED

Kyseiperriniri: ABromMaTTaHABIpy koHE Oackapy Kyienepi MEH KypalgapblH
JIabIHAAY, PETKE KEeNTipy jKoHE MaiiianaHyFa Tarcelpy OOWBIHINIA >KyMBICTapFa
KaTbICyFa JaWbIH OO0JTy; OpBIHIAYIIBUIAPABIH IIAFBIH TONTAPBIHBIH JKYMBICHIH
YHBIMAACTBIpY KaliieTiHiH OOIybl.

KyrineriH HoTiKenep: ABTOMATTAaHIBIPBUIFAH O KYHENepAiH  3JIEMEHTTIK
0a3zacblH Kypy TNpHHIMIOTEpiH, JaMmy Oojamiarbl MeEH YpAICTepiH Oinmy;
9JIEMEHTTEP/IH HETi3l1 CHIaTTaMaJapblH aHBIKTail OiTy, aBTOMATTaHABIPBUIFaH
KyHenepaia CTaHAAPTTHI emec KOMITOHCHTTEPIH azipueit ay;
ABTOMATTAHIBIPBUIFAH JKYHEHIH KaXETTi CTaHAApTTBl eMeC JIeMEHTTEPiH
d3ipney OOMBIHINIA JTaFJbLIAPI6I MEHTEPIIl IIBIFY.

MaxambaeBa Unaupa
YTenbepreHoBHa (-M.
F. K., aFa OKBITYIIIBI
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IIpepexBusutsl: Puzuka Il

IoctpexBusutsl: CereBast 6e3onacHocTs (Cisco)/

Hens  gucnumuuHel:M3ydeHuss TeOpeTHMYECKMX M IPAKTHUECKUX  OCHOB
MOCTPOCHUS, (PYHKIIMOHUPOBAHHUS aHAJIOTOBBIX, UMITYJIBCHBIX M LU(POBBIX CXEM,
MIPUMEHSIEMBIX B aBTOMaTU3MPOBAHHBIX CHCTEMaX

Kparkoe conepkanue: OrepannoHnble ycwiuTenad. OCHOBHBIE IapaMeTphl
OIIEPAllMOHHBIX ~yCUTENeH, OCHOBHBIE CBOWCTBA CXE€M Ha OHNEPAI[HOHHBIX
ycUTeNsIX.  YCHIMTENH, aHAIOTOBBIE CyMMAaTOphl, HHTETPUPYIOIINE U
b depeHInpyIonre yeTpoicTBa Ha ONEpalMOHHBIX yCHTENsIX. Ilapamerpsl u
XapaKTePUCTUKH HMITYJIbCHBIX CHUTHAJOB, BHUJABl UMITYJIbCHBIX CHTHAJIOB,
MPSMOYTOJIBHBIE HUMITYJIbCBI M WX OCHOBHBIE TapaMeTphl, HMITYJIbCHAs
monynsuusi.  KomOunanmonHsle — mudpoBble  ycrpoiictBa.  CyMMmaropsl,
nemmnpaTopsl, mupaTopsl, MYJBTHILIEKCOPHI, JeMYJIETHIUICKCOPHI.
[Ipeo6paszoBarenn KOmOB, cXeMbl cpaBHeHus. Tpurrepel, RS-tpurrep, JK-
tpurrep, T-tpurrep, D-tpurrep. CUETYuKM, aCHHXPOHHbIE H CHHXPOHHEIC
CYETYNKN; CyMMHUPYIOIINE, BEYUTAIOIINE W PEBEPCHBHBIE CUETUMKH. Perucrpel,
TapaJuieNIbHbIe PETUCTPHI, CIBUTAIOMINE PETUCTPEI
KomnerentHOCTh: I 0TOBHOCTBIO K ydacTHIO B pabOTax IO H3TOTOBICHHIO,
OTNaAKe M CJade B OKCIUTyaTallMI0 CHCTEM M CPEACTB AaBTOMATH3ALUH U
YIpaBIeHUS; - CIOCOOHOCTBIO OPraHU30BBIBATH PAabOTy MalbIX TPYyNI
HCTIOJIHUTENEH .

OsxuaeMble pe3ynnbTaThl:3HaTh NEPCHEKTHB U TEHICHIIMN PAa3BUTHUS, IIPHHINAIIOB
TIOCTPOCHUS DJIEMEHTHBIX 0a3 aBTOMaTH3UPOBAaHHBIX CUCTEM. YMETh OINPENIeIUTh
OCHOBHBIX  XapaKTEPUCTHUK  DJIEMEHTOB, pa3padaTeiBaTh  HECTaHAAPTHBIX
KOMIIOHEHTOB aBTOMAaTHU3HPOBAHHBIX CHCTEM. BraseTs HaBbIKaMH IO pa3paboTke
HEOOXOIMMBIX HECTAHIAPTHBIX 3JIEMEHTOB aBTOMATH3UPOBAHHON CHCTEMBI.

MaxambaeBa Unaupa
YrenbeprenosHa K.o¢-
M.H., CTapUIMHI
IpernojaBaTenb

N

Prerequisites: Physics 11

Postrekvizites: Network security (Cisco)

Aim of the discipline: To study the theoretical and practical foundations of the
construction and functioning of analog, pulse and digital circuits used in
automated systems

Short content: Operational amplifiers. The main parameters of operating
amplifiers, the main properties of circuits on operating amplifiers. Amplifiers,
analog adders, integrating and differentiating devices on operating amplifiers.
Parameters and characteristics of pulse signals, types of pulse signals, rectangular
pulses and their main parameters, pulse modulation. Combination digital devices.
Adders, decoders, encoders, multiplexers, demultiplexers. Converters codes of
the comparison circuit. Triggers RS flip-flop JK flip-flop T-flip-flop, D-flip-flop.
Counters, asynchronous and synchronous counters; adding, subtracting, and
reversing counters. Registers, parallel registers, shifting registers

Competence: readiness to participate in the production, debugging and
commissioning of automation and control systems and tools; - ability to organize
the work of small groups of performers .

Expected results: to Know the prospects and trends of development, principles of
building element bases of automated systems; to be Able to determine the main
characteristics of elements, to develop non-standard components of automated
systems; to Have the skills to develop the necessary non-standard elements of an
automated system

Mahambayeva Indira
Utepbergenovna Ph.
D., Senior lecturer
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MUKpO3IEKTPOHUK
a JKoHE
CXEMOTEXHHUKA/
Mukpoanekrpo-
HHKA U
CxeMOTeXHHKa/
Microelectronics
and circuit design

Emtn-
XaH
9K3a-
MEH
exam

JKazbarra
[TucemeHHO
written form
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IIpepexBusurrep: Pusnka Il

[MoctpexBuzurrep: XKemninik xkayincizaik (Cisco)/

Ilonnin Makcatel: Kasipri aHaJOITBIK HMHTETpajgbl CcXeManap HerisiHzae
acranTapblH aHAIOTTHIK (YHKIHMOHAIABIK OJOKTaphIH ecemnTey omicTepi MeH
KOJIIaHy TXKIpHOECIH KYHell Typlie 3epTTey.

Kpickama Ma3MyHBI: omeparusiiblK KymeWTkimrep. KymedTkimrepaeri kepi
Gaitmanpic.  OnepamysblK — KYIIGHTKIIITEpAiH ~ HETi3ri  CHIaTTamMaiapebl.
OmnepanysuiblK KYIIEHTKIIITIH Kipic TOKTapBIHBIH BIFBICY KEpHEYIH XKoHE dcepiH
KomneHcaiusuay.  CuH(QaszanblK — KepHeyiep  koHe  Ju(depeHIHaIbIK
Kymeitkimrep.  WHterparopmap,  auddepeHunaropiap, Kem  KypicTi
cymmaropiap-mereprimrep.Oneparsiblk - KYMeHTKimi — 6ap  KyMIeHTKim
cxeMaJapAbIH )KUUTIKTIK CHITaTTaMallaphbl.

Kyssiperriniri: Kocibn MiHgeTTepai memnry yImiH 3JIEKTPOTEXHHUKA, SIEKTPOHHUKA
JKOHE CXEMOTEXHHUKA CaaChIHIaFbl epexerNep/Ii KoIaHy KaOiaeTiHiH Oomybl.
Kyrinerin HoTmKenep: DIEKTPOHIBIK KOMIIOHEHTTEPIIH SpeKeT eTy NMPUHIUITIH
Oimyi THIC; DJCKTPOHIBIK KOMIIOHEHTTEPJIH MAaTEeMAaTHKAIBIK MOJCIbICPIH,
COHZIali-aK op TYPIi KYMBIC PEKUMJCPiHE apHaJIFaH 3KBHBAJICHTTI CXeMalslapbl
Kypa airy, 5JIeKTPOHIBIK KYPBUIFBUIAP/IBIH TOPANTAPbIH €CENTey ePEKIIeTIKTePiH
oiy.

MaxambaeBa Unaupa
YTenbepreHoBHa (-M.
F. K., aFa OKBITYIIIBI

N

[IpepexBusute: Puznka I1

IMoctpexBusuthr: CereBas 6e3omacHocTh (Cisco)/

Lenp mucummuuusl:CucTeMaTHdeckoe W3y4YeHHE IPaKTHKA IIPUMEHEHUs U
METOJIOB pacyeTa aHAIOTOBBIX (DYHKIIMOHAIBHBIX OJOKOB MPHUOOPOB HAa OCHOBE
COBPEMEHHBIX aHAJIOTOBBIX HHTEIPAIbHBIX CXEM

Kpatkoe conepxanme: OmnepaumonHsle ycunmutenn. OOpaTHble CBSI3M B
yeuwautensiX. OCHOBHBIE — XapaKTEPUCTHKH  ONEPAL[MOHHBIX  YCHIJIUTENCH.
KommeHcalusi  HampsOKeHUs CMELIGHHMS M BIHSHHMSA ~ BXOJAHBIX  TOKOB
omepanoHHoro ycunurens. CuH]asHple HampsbkeHHs u TuddepeHnatbHbe
yennutenu. UHTerpatopsl, audpdepeHnnaTopsl, MHOTOBXOJOBBIE CYMMATOPBl —
BBIYMTATEH. YaCTOTHBIE XapaKTEPUCTHKH YCHIIMTEIBHBIX CXEM C ONepalliOHHBIM

YCHITHTENIEM.
KomnerenTHocTh: CIOCOOHOCTh ~ MPHUMEHSTh  IMOJOKEHUST B 00JacTH
JNEKTPOTEXHHUKH,  JJIEKTPOHHKH WM CXEMOTEXHUKH Ui PeLICHHS

pogecCHOHATBHBIX 3a1ad.

Osxuaemble pe3ynbTaThl:JIODKEH 3HATh MNPUHIMI JEHCTBUS 3IEKTPOHHBIX
KOMIIOHEHTOB; MaTeMaTHIeCKHe MOJIEIH >JIEKTPOHHBIX KOMIIOHEHTOB, a TaKXke
MOCTPOCHUE HKBHBAISHTHBIX CXEM JUI1 PAa3JMYHBIX PEXKHUMOB paboTHI;
0COOCHHOCTH pacuéTa y3JIOB 3JIEKTPOHHBIX YCTPOUCTB.

MaxambaeBa UHampa
VYrenbeprenosna K.¢-
M.H., CTapIIui
[peroaBaTeNb
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Prerequisites: Physics Il

Prerekvizites: Network security (Cisco)/

Aim of discipline: Systematic study of the application and calculation methods of
analog functional blocks of devices based on modern analog integrated circuits
Short content: Operational amplifiers. Feedbacks in amplifiers. Main
characteristics of operational amplifiers. Compensation of bias voltage and
influence of input currents of the op amp. Common-mode voltages and
differential amplifiers. Integrators, differentiators, multi — input adder-
subtractors.Frequency characteristics of amplifier circuits with an operational
amplifier

Competence: The ability to apply the provisions in the field of electrical
engineering, electronics and circuit engineering to solve professional problems
Expected results: Must know the principle of operation of electronic components;
- mathematical models of electronic components, as well as the construction of
equivalent circuits for various modes of operation; - features of calculating the
nodes of electronic devices

Mahambayeva Indira
Utepbergenovna Ph.
D., Senior lecturer
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a) Python Tininzge
Garnapnamanay/
IIporpamMmmupoBanu
e Ha s3bike Python/
Python
programming

Emtn-
XaH
JK3a-
MEH
exam

JKazbarra
ITucemeHHO
written form

TIpepexBusutrep: C++opTacsiHaa nporpaMmmanay

IloctpekBusurTtep: KocinTik mpakTHKa, MEMIIEKETTIK EMTHXaH, IHIUIOMIBIK
xKoba.

[Tonnin Makcatel: Python mnporpammanayablH OOBEKTiNI-OaFBITTANFAH TUTIH,
CTaHJAPTThI MOJYJIBJCPAIH KiTallXaHATapbIH JKOHE OaFmapiaMalbIK sKy#enepi
a3ipJIey NPUHIUITEPIH OKY.

Keickamra  masmysbl:  JlepekTep  Typiiepi, omepanusuiap, —omeparopiap.
Enrizy/merrapy epexniernikrepi. O0beKTTepaiH KipicTipinres Typiepi: xon CaHbl
KOpTeXXAep Ti3imzepi >kublH cesfikTepi NumPy kiTamxaHacsl MaTeMaTHKAJIbIK
HBICAHJApAbl JKOHE ecenTeyliepAi Kysere acelpy yurH Python xmacrapsr.
Hepexrepni, omicTepai, omnepanusuiapApl  aHbIKTay. Myparepnik. Kermmre
Mmyparepiik. CerHBIITapIBI 93ipiaey ke3inaeri Kommosumumsa. GUI koceMImamapsia
Kypy. I'padukansik kitanxananapra moiy: Tkinter, PyQT.

KyseiperTiniri: AOcTpakTini oitnay, Tanmay, CHHTE3l€y KaOUIETiHIH OOJybI;
3MEKTPOH/IBI OKBITY YIIH OKY-9MICTEMENIK KEIICHAep i d3ipyiey KaOileTiHiH
00ITyBI;

Kyrinerin Hotmxkenep: Python Garmapmamanay Tinmiame OarmapiaManap xacay,
COHIal-aKk OCHl TUINIH KiTamXaHajJapblHAH CBIHBIOTap MEH MOMAYJIBbAEpPIl
naiinanany; TkInter kiTamxaHacBHIHBIH KOMETIMEH KYpBUIFaH OaraapiiamMaibIK
KypaJaapabl Naliajnany YIIiH bIHFaiIel nHTEpdeiic xacail any.

Konpip6aes H.b.
Texauka
FBUIBIMIAPBIHBIH
KaHIUIaThl
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Ipepexsuzutsl: [Iporpammuposanue B cpene C++
[MoctpexBuzutsr:IIpodeccrnonanbHas mpakTHKa, TOCYAapPCTBEHHBIN 3K3aMeH,
JUIUIOMHBIH TPOEKT.

Lens  gucummmuusl:  M3yueHme  0OBEKTHO-OPUEHTHPOBAHHOTO  SI3bIKA
nporpamMmupoBanus Python, 6ubnmoTekn cTaHIapTHBIX MOAYJIEH W IPHHIMAIIOB
pa3pabOTKH IPOTPaMMHBIX CUCTEM.

Kparkoe comepxanuwe: Tumnbl maHHBIX, omepamud, omepatopbl. OcoOeHHOCTH
BBOJIa/BBIBONIA. BerpoeHHbie Tribl 00bekTOB: Yncna Ctpoku Koprexxun Crvicku
CrnoBapu MHoxecTBa bubmmoreka numpy 1isi peann3aldd MaTeMaTHYECKUX
00bexkToB M BbruucieHuil Kiaccel B Python. Ompenenenue naHHBIX, METOIOB,
onepauuii. Hacnenosanue. MHoXecTBeHHOE HacnenoBaHue. Kommosuuus mpu
paspaboTtke kmaccoB. Cospmanme mpuioxeHuit ¢ GUI. O030p rpaduyeckux
oubmmorex: Tkinter, PyQT.

KomnereHTHOCTH: CITIOCOOHOCTBIO K a0CTPaKTHOMY  MBIIUICHUIO, aHAIN3Y,
CHHTE3Y; CIIOCOOHOCTBIO pa3padaThiBaTh YUCOHO-METOAMICCKAEC KOMILICKCHI IS
ANIEKTPOHHOTO 00YUEHHUS;

OsxuaemMble pe3ynbTatel:Pa3pabarsiBaTh MIPOTPaMMBI Ha SI3BIKE
nporpammupoBaHus  Python, cosgaBas coOCTBeHHBIE KITAacChHl, a TaKKe
UCIIONB30BaTh KIACCHI M MOXYIH K3 OMOIMOTEK S3TOTO S3bIKA;  CO3aBaTh
y1o0HBIN HHTEpdEiic A UCIOIB30BaHUS CO3IAHHBIX MPOTPAMMHBIX CPEACTB C
noMoipio 6nbnmoreku Tkinter wium ip

Konsip6aes H.b.
Kangunmar
TEXHUYECKHX HAYK

N

Prerequisites: Programming in the C++ environment

Prerekvizites: Professional practice, state exam, diploma project.

Aim of the course: To study the object-oriented programming language Python, a
library of standard modules and principles of software system development.

Short content: data Types, operations, and operators. | / o features. Built-in object
types: Numbers Strings Tuples Lists Dictionaries Sets numpy Library for
implementing mathematical objects and computing Classes in Python. Defining
data, methods, and operations. Inheritance. Multiple inheritance. Composition
when developing classes. Creating applications with the GUI. Overview of
graphic libraries: Tkinter, PyQT.

Competence: Ability to abstract thinking, analysis, synthesis; ability to develop
educational and methodological complexes for e-learning;

Expected results: Develop programs in the Python programming language,
creating your own classes, and use classes and modules from the libraries of this
language; - create a user-friendly interface for using the created software tools
using the Tkinter library or others

Konyrbayev N. B.
Candidate of technical
Sciences
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b) Python
KOMeTiMeH
JepeKTep KOPbIH
naiipanany/ Pabora
¢ 6a3aMu JaHHBIX B
Python/ Using
Databases with
Python

(Kypc Coursera)

Emtn-
XaH
9K3a-
MEH
exam

JKazbarra
[TucemeHHO
written form

1.ITpepexBusurrep: C# Tininzae Garmapiamanay TEXHOJIOTHSICHI

2.IToctpexBusuTTep: MamInHAJIBIK OKBITY

3.ITonHiH Makcathl: by Kypc cTyaeHTTep i KypbUIBIMABIK cypanbic TiTiHiH (SQL)
HeTi3JIepiMeH, COHJal-aK KeIl CaThUIbl AEPEKTEPi JKUHAY, TaIay KoHe oHJeY 0eIiri
peTiHze aepeKTep i cakTayFa apHaJIFaH AepeKTep KOPBIHBIH HETI3Ti TU3aliHBIMEH
TaHbIcThIpangsl. Kype nepexrep 6a3acel perinne SQLite3 nmaiinanananst. bi3 consiven
KaTap TeKCepill MBIFYIIBUIAp MEH KOIl CaThIIbI AePEeKTep il JKHHAY JKOHE BU3yaH3aIlis
IIpOLIeCTePiH KacaiIbl.

4.Kpickanra ma3myHbr: O6bekrire 6arpiTTanran Python. MoniMertep KopbiH 6ackapy
ylIiH rpaduKanbIK Mainananyisl nHTepdelicTepid naiaanany. Python kemerimex
MOJIIMETTEp KOpHI JKyieciH Oarnapiaamanay.Herisri KyppUIbIMIBIK CYPaHBIC TiMi.
Hepexrep Monenbaepi xoHe persuusiiblK SQL. SQL TinmiHmeri kenTeH Kemnke
KaTbIHAc. ManimeTTep 6a3ackl skoHe Bu3yanusanus. Python Herizinmeri manimerTep
0a3achlH KoJIaHOaIbl Oarapiamanay.

5.Kyzeiperriniri: Pemsuusiisik 1epekkop xyienepis sxone onapast GUI
KOJIIaHOaaphIH OaFaapiaManay/a naiiiananyabl KaMTHIIBL.

6.Kytinerin HoTmX)enep: Pensuusnbik qepexkop Kxyhenepin sxone oxapasl GUI
KOJITaHOAJIaphIH OaFapiaManay/a naiiajaHyblH TYCiHY.

WWW.coursera.com

1.IlpepexBu3uThl: TexXHOIOTHS IPOrpaMMpPOBaHNs Ha s3bIKe C#

2.IToctpexBu3nuThl: MammmHHOE 00y4YeHHe

3.lenp OUCIUIIMHBL DTOT KypC MO3HAKOMHT CTYJICHTOB C OCHOBaMH S3bIKa
CTPYKTYpUpPOBaHHBIX 3ampocoB (SQL), a Takke ¢ 6a30BBIM JHM3aiHOM 0a3bl JaHHBIX
JUIA XpaHCHHs JaHHBIX B paMKax MHOTOATAaHOro cOopa, aHanmum3a u 00pabOTKH
nanHbiX. Kype Oyner ucmonb3oBatk SQLite3 B kadecTBe 6a3bl JaHHBIX. MBI Takke
CO3/1aIMM TIOUCKOBBIE POOOTHI WU MHOTOATAIHBEIE MPOIECcCH cOOpa W BU3yaTH3alUuU
TAHHBIX.

4.Kpatkoe coziep KaHme: OOBEKTHO-OPHUEHTUPOBAHHBIH Python.C
HCTIONB30BaHUEMIpaUUECKie TIOIb30BaTeNbCcKue WHTEep(EHCH UId  ympaBIeHUs
0azamMu gaHHBIX. [IporpamMMupoBaHue cuCTeM 0a3 [OaHHBIX C HCIOJIL30BaHUEM
Python.ba30BeIii  53bIK  CTPYKTYPUPOBAHHBIX  3alMpOCOB. Mojaenu JaHHBIX H
pensiuronHbit SQL. OTHomenus «mMHorue ko MHorum» B SQL. basbl naHHBIX U
usyanu3anus. [IporpaMmupoBanue MPUIIOKeHUs 0a3bl JaHHBIX Ha 0ocHOBE Python.

5. KommereHTeHTHOCTE:OXBaThHIBACT CHCTEMBI PENSAIHOHHBIX 0a3 JaHHBIX W HUX
HCTIONIF30BaHUE B IPOTPAMMHUPOBAaHIH TIPUIIOKEHUH ¢ TpadudeckuM HHTepPercoM.
YcTaHOBKA M UCTIONIB30BaHNE CUCTEM 0a3 TaHHBIX.

6.0xumaemprii pesynbrar: [IOHUMaTh CHCTEMBI PEANUOHHBIX 0a3 JaHHBIX M UX
HCTIOJIb30BaHUE B IPOrPAMMHPOBAHHH TIPHIIOKEHUH ¢ TpaduueckuM nHTepdericom.
YcTaHOBKA M UCTIOJIb30BAHUE CUCTEM 0a3 TaHHBIX.

WwWWw.coursera.com
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1.Prerequisites: Programming technology C #

2.Post-requirements: Machine learning

3.The purpose of the discipline:This course will introduce students to the basics of the
Structured Query Language (SQL) as well as the basic design of a database for storing
data as part of multi-stage data collection, analysis, and processing. The course will use
SQLite3 as the database. We will also create crawlers and multi-stage data collection
and visualization processes.

4.Summary:Object Oriented Python. Using graphical user interfaces to manage
databases. Programming database systems using Python. Basic Structured Query
Language. Data models and relational SQL. Many-to-Many Relationships in SQL.
Databases and visualization. Programming a database application based on Python.
5.Competence: Covers relational database systems and their use in programming GUI
applications.

6.Expected result:Understand relational database systems and their use in
programming GUI applications.

WWW.coursera.com
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¢) XKacannast
MHTEIUIEKT JKOHE
HEWPOH/BIK XKeTi
TEXHOJIOTHsI-TIapbl/
HckyccTBeHHBIH
WHTEIUIEKT U
TEXHOJIOTHU
HEWpPOHHBIX ceTeil/
Atrtificial
intelligence and
neural network
technologies
(MuHOP, minor)

EMTHUXa
H
OK3aMCH
exam

JKazbama
ITucemenHo,
YCTHO
written
form, orally

1. TIpepexsuzurtep:C++ opTacsiHIa MporpaMmanay

2. TocrpexBusurrep: KocinTik mpakTHKa, MEMJICKETTIK eMTUXaH, AUIIOMIBIK kK002

3. TlomHiH MaxcaTbl: IOHAI WIrePyOiH MaKCaThl MAIIMHAIBIK OKBITYIBIH HEriri
YFBIMJIapBIMEH, MAaIIMHAIBIK OKBITYABIH HETI3Ti aJrOpUTMIEpIMEH, OJapIbl
KOJIZIaHy EPEKIICTIKTePiMEH TaHbICY OOJIBIN TaObLIa b

4. Kpickama Ma3MyHBI: MallMHANBIK OKBITYFa Kipicme. CBI3BIKTBIK PErpeccus
Mognenbaepi.  Jloructukaneik perpeccus. Heitponapik xeminep.  Llemim
aramrapel. AdaBoost Anroputwmi. Kinacrepiey.

5. KyBbIpeTTiiiri: FeUIBIMH 3€pTTEyJep JKYPTidy >KOHE O3MIriHeH jXaHa FhUIBIMH
JKOHE KOJIaHOAbl HOTHKEIEp aly KaOlIeTi yKoHE FRUIBIMH YOKBIM KYpaMBbIHZAA
KOJIaHOaJbl MaTeMaTHKa XKOHE aKMapaTThIK TEXHOJOTHSIAp CAlaChIHBIH Kaii-
KyiiHe TanjamManblk —[Ioynap d3ipiey  Kabinmeri  6ap,  TaKBIPHIITaphl
OarbITTHUIBIKKA (OeifiHre)coiikec KeneTiH koOamapiasl capanTay KeHiHIeri
BEIOMCTBOJIBIK, ~CalalblK HEMece MEMJIEKeTTIK capanTaMa TONTaphIHAa
caparubUIapAbIH )KYMBICBIH OpBIHAAY Kabineti 6ap

6. Kyrinerin HaTmxkenep: Oimyre THic-ManIMHAJBIK OKBITY aQJITOPUTMJIEPiHIH
MYMKIHAIKTepi; - MalIMHAIBIK OKBITY aITOPUTMIEPiHIH KOMEriMeH MICUIieTiH
ecenTep Kiactapbl. MeHrepyi Tuwic: - MalIWHAIBIK OKBITY alrOPHTMAEPiH
NpaKTHKaJa KOJJaHy; HaKThl €CENTi eIy YIIiH MAaIlHHAJbIK OKBITYIBIH COJ
HEMece e3re arOPUTMiHIH KOJIaHBUTYBIH HeTi3aey. MeHrepyi THiC: MalInHAIBIK
OKBITYIBIH 0a3aJIbIK  KYpanJapblH; MaIIMHAIBIK OKBITY —alrOPUTMICPiH
OarapraMainblK icKe achlpy; MalMHaibIK OKBITY aJTOPHTMIEPIH MpakTHKaaa
KOJIJaHy; QJTOPUTMII OKBITY HOTIKENEpiH Taijay, ajJrOpUTMHIH JSNIIriH
apTTBIPY KOJJIAPBIH YCBIHY.

Konpip6aes H.b.
Texauka
FBUIBIMIAPBIHBIH
KaHIUIaThl
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Ipepexsuzutsl: [Iporpammuposanue B cpene C++

2. Tlocrpexsusutsl: [IpodeccHoHanbHas MPaKkTHKA, FOCYIAPCTBEHHBIN IK3aMeH,
JUIUIOMHBIN POEKT

3. Henp pmucnmmimuel: Ilenb  OCBOGHHMS — JUCLMIUIMHBI  3aKJIIOYaeTcss B
03HAKOMJICHUH C 0a30BBIMH IOHATHSIMH MAaIIMHHOTOOOYYECHUsI, C OCHOBHBIMH
ITOPUTMAMH MAIINHHOTO 00y9YeHHs, 0COOCHHOCTSIMH HX IPHUMCHEHHSI.

4. Kparkoe conepkanue: Bpenenne BMmammHHOE oOydeHue. JInHeHHBIEMOIEIH
perpeccun. Jloructuueckasperpeccus. Heliponnblecetu. JlepeBbsperieHu.
AnroputmAdaBoost. Kitacrepusarust.

5. KoMIeTreHTHOCTh:CIOCOOHOCThIO ~ MPOBOJWTH HAyYHBIC HCCIEAOBAaHUSA U
MOTy4aTbHOBBIE HAy4YHblE M MPHKIAJHBIE PE3YNbTaThl CaMOCTOSTEIBHO HB
COCTaBE HAyYHOTO KOJUIEKTHBACIOCOOHOCTBIO pa3pabaThiBaTh aHATUTHUIECKHE
0030pBICOCTOSIHUSL  O0JIACTH MPUKIAJHON MaTeMaTHKH HHH(OPMAIIOHHBIX
TEXHOJIOTMHCIIOCOOHOCTEIO BBIINOJHATL PabOTy SKCIEPTOB BBEJOMCTBEHHBIX,
OTpacieBBIX WIH TOCYJapCTBEHHBIXIKCIEPTHBIX TIPYyNIax II0 OSKCIEPTH3e
MPOEKTOB, TEMaTUKAKOTOPBIX COOTBETCTBYET HAIPABIEHHOCTH (TIPOQHITIO)

6. OxumaeMmble pe3ynbTaThl: JODKEH 3HATh- BO3MOXKHOCTH — aJTOPHTMOB

MAIIMHHOTO OOYUYeHHs ;- KIacChl 33ad, PEelIaeMbIX C MOMOINBIO aITrOPUTMOB

MAIIMHHOTO 00ydeHus. JloIKeH yMeTb:- IPUMEHSITh Ha MPAKTUKE aJTOPUTMBI

MAIIMHHOTO 00ydeHns; 000CHOBAaTh NMPHUMEHEHHE TOTO WM HHOTO alrOPHTMa

MAalIMHHOTO OOY4YeHUs IS PeLICHHSKOHKPETHOH 3amadd. JoymkeH BianeTh:

0a30BBIM  HMHCTPYMEHTapHeM  MallMHHOTO  OOY4YeHHWs;  HPOrPaMMHO

peann3oBBIBaTh AITOPUTMBI MAlIMHHOTO OOYYeHHS; HMPUMEHSATH aJTOPUTMBI

MAalIMHHOTO OOY4YEeHWs Ha NPaKTUKE; aHAIN3UPOBATh PE3YNbTAaTHl OOy4YEeHHS

AITOPUTMA, IPEATAraTh IMyTU MOBBIIIEHHS TOYHOCTHAITOPUTMA.

Konsip6aes H.b.
Kangungar
TEXHUYECKHX HAYK

1. Prerequisites: Programming in the C++ environment

2. Prerekvizites: Professional practice, state exam, diploma project.

3. The purpose of the discipline: The purpose of mastering the discipline is to
familiarize yourself with the basic concepts of machine learning, with the main
algorithms of machine learning, the features of their application.

4. Summary: Introduction to Machine learning. Linear regression models. Logistic
regression. Neural networks. Decision trees. The AdaBoost algorithm. Clusterization.
5. Competence: the ability to conduct scientific research and obtain new scientific and
applied results independently and as part of a research team the ability to develop
analytical reviews of the state of the field of applied mathematics and information
technologies the ability to perform the work of experts in departmental, industry or
state expert groups for the examination of projects whose topics correspond to the
focus (profile)

6. Expected results: must know-the capabilities of machine learning algorithms; -
classes of problems solved using machine learning algorithms. Must be able to: - apply
machine learning algorithms in practice; justify the use of a particular machine
learning algorithm to solve a specific problem. Must possess: basic machine learning
tools; implement machine learning algorithms programmatically; apply machine
learning algorithms in practice; analyze the results of algorithm training, suggest ways
to improve the accuracy of the algorithm.

Konyrbayev N. B.
Candidate of technical
Sciences
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1.ITpepexBusutTep: AKIapaTThIK Kayincizaik Heri3zaepi
2. IoctpexBusurrep: KociOu mpaktuka. MeMJeKeTTIK €MTHXHA, AUIUIOMIBIK XK00a
3. IlomHiH MakcaThl: AKNApaTTHIK >KYHelepAeri akmaparThl KOpray >KyHenlepiH
KYKBIKTBIK PETTEY/iH TEOPHUSUIBIK HETi3/epi MEH MpaKTHKANbIK JaFAbLIapblH Urepy,
CTyIeHTTepre NepeKTepAi KOpFayAbl dXKy3ere achlpy YpIICTEepiH, oIiCTepiH >KoHE
KypaJiapbIH )KYHelli KopceTUTyiH OKBITY.

4. Kepickama Ma3MyHBI:AKIapaTTel Kopray omicrepi, DEM —meri jokaibipl skoHE
TIT00AITBIBI JKEJTUIePIET] aKIapaTThIK KayilcCi3miK, aKImapaTThIK MPOIeCcTep JKOHE jKaHa
aKmapaTThl KOpFay oZicTepi JKaiblHOa TEOPHSUIBIK OiniM amy OoJbIn TaObUIAABL.
bBapiblK akmapaTThIK TEXHOJOTHSUIAp MaMaHAaphl MEH aJMHUHUCTPATOpIaphl YIIiH,
JKENiHl JKoOajaymisl ayIUTOpJIApMEH OKYHENiK AaHalIWTHKTEp JKoHe T.0. YILUiH
Kayilci3gik — cypakTapbhlH — KapacTelpanpl. Kayinci3mik — cTpaTerusuiapblH — IYpBIC
naipananyasl yipereni. [ToH opTypiti yKeIMaapaarsl KypAei xKyienepai 6ackapy sy
FBUIBIMA  JKOHE IIPAKTHKAIBIK ONICTEPIMEH  TaHBICTBHIPAJIBL. 00BEeKTITIePiHIH
epEeKIIETIKTePiH, ONapAbIH KIKTEITyiH

5. Kyswlperriniri (OKpITY HOTWKeNepi): aKmaparThIK JKyHenepai jxobamay MeH
SCIUTyaTalysiay YIIiH aKmapaTThl KOpFay MocenelepiHae KYKBIKTBIK peTTeyai Oiry
Kepek

6.Kyrinerin HoTIX)E: AKITApaTThl KOpFay Oily, akmapaTThIK YPAICTEpAl €HTi3y,
HIBIFapy, TaCBIMAAY, OHJEY KOHE CaKTay[Abl iCKe achIpy/a aKmapaTTel KOpFay
axicTepi MeH Kypajaaphl Typaibl TYCIHITT O0Iybl Kepek;- AKIapaTThIK XXyHenepai
(YHKIMOHAIIB! ONTUMMHU3AIMSIIAY YIIiH aKIapaTThl KOpFay KypajIapbiH KOJIJaHy
OOMBIHIIA HAKTHI ecenTepii KOsl XKaHe Ienie 01y Kepek;

MsIp3amyparoBa A.O.
T.F.M., aFa OKBITYLIbI

1. IIpepexBusutsl: OCHOBBI HH(GOPMAIMOHHOH 0€3011aCHOCTH

2. TocrpexBusutsl: IlpodeccronanbHas NpakTHKa, TOCYIAPCTBEHHBIH JK3aMEH,
JUIUIOMHBII IPOEKT

3. lenp IUCHMIUIMHBL OBIAJEHHE TEOPETHYECKHMH OCHOBAMU U MPAKTUYECKUMH
HaBBIKAMH  TIPaBOBOTO  PETyIMPOBAHHUSA  CHCTEM  3alUTHl  HHOOpPMAIMH B
HH(OPMAIMOHHBIX CHCTEMaX, O0y4eHHE CTYICHTOB CHCTEMAaTHYECKOMY OTPAKEHHUIO
MIPOLIECCOB, METOJIOB U CPEJCTB OCYILECTBICHUS 3aLUThI JAHHBIX.

4. Kpatkoe copepikaHue: TEOPETHUECKHE 3HAHUWS O METOJAaxX 3aluThl nH(opmarmy,
nHpopManOHHOI 0e30MacHOCTH B JIOKAIBHBIX M TIIIOOATBHBIX ceTsix Ha OBM,
nHQOPMAIMOHHBIX ~ TpoIeccax W MeToAax 3allUThl  HOBOM  HMH(OpPMAaIUH.
PaccmarpuBaeT BOIpOCH G€30IIaCHOCTH JUTS BCEX CHEIUAINCTOB M aJMHHHCTPATOPOB
MH()OPMAIIMOHHBIX TEXHOJOTHH, ayIUTOPOB-TIPOCKTUPOBIIUKOB CETH, CHCTEMHBIX
QHAINTUKOB W T.A. YYUT TPAaBUIBHO HCIONB30BaTh CTPAaTETHH OE30MacHOCTH.
JlucuuniarHa 3HAKOMUT € HAy4YHbBIMU U TNPAKTUYECKUMHM METOJaMU YIpaBJICHUs
CIIOKHBIMH CHUCTEMaMH B pa3JIM4YHBIX KOJUIEKTHBaX. OCOOGHHOCTH OOBEKTOB, HX
KIacCH(UKAIUSI

5. KommnereHTHOCTh (pe3ynbTaTbl OOy4eHHs): 3HaTh IPABOBOE PETYIHPOBAHUE B
BONpOCax  3al[UTHl  MHGOPMAmMH  JUII  TIPOSKTHPOBAaHUS W BHEIPEHUS
HH()OPMAIIMOHHBIX CHCTEM

6. OxumaeMblif pe3ynbTaT: yMeTh: 3allUIaTh HHYOPMAIINIO, IMETh NIPEACTABICHHE O
METOJaX W CpeACTBAaX 3al[UThl HMHGOPMAIMM TIpH BHEJPCHHH, BBHIITYCKE,
TPaHCIIOPTUPOBKE, 00pabOTKe M XpaHEHHHM HWH(POPMAIMOHHBIX IPOLIECCOB; - YMETh
CTaBUTh M pelaTh KOHKPETHBIC 3aJaud [0 TNPHUMEHEHUIO CPEACTB 3alUThI
uHpopmanuu 1 QYHKIHOHATIBHON ONTHMHU3ALNK HH(POPMAIMOHHBIX CUCTEM;

Mpip3amyparoBa A.A.
M.T.H., CTapIIni
[pernoiaBaTelb




1. Prerequisites: Basics of information security

2. Post-requirements: professional practice

3. The purpose of the discipline: mastering the theoretical foundations and practical
skills of legal regulation of information protection systems in information systems,
teaching students to systematically reflect the processes, methods and means of
implementing data protection.

4. Summary: theoretical knowledge of information security methods, information
security in local and global computer networks, information processes and methods of
protecting new information. Considers security issues for all information technology
specialists and administrators, network design auditors, system analysts, etc. It teaches
you how to use security strategies correctly. The discipline introduces scientific and
practical methods of managing complex systems in various teams. features of objects,
their classification

5. competence (learning outcomes): know the legal regulation in matters of
information protection for the design and implementation of information systems

6. expected result: be able to: protect information, have an idea of methods and means
of information protection during the implementation, release, transportation,
processing and storage of information processes; - be able to set and solve specific
tasks for the use of information protection tools for the functional optimization of
information systems;

Myrzamuratova, A.
A., m. t.s., the senior
lecturer
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1. IIpepexBusurTep: AKIapaTThIK KayillCi3IiK Heri3aepi

2. ITocTpeKBH3NTTEP: KACINTIK MPAKTHKA, MEMJIEKSTTIK EMTUXaH, TUIUIOMABIK K00a

3. IToHHIH MaKcaThl: CTyJEHTTEpPAIH aKMapaTThIK KYKBIKTHIK KaTbIHACTAP.Ibl KYKBIKTHIK
perrey sxoHe KP axmapaTThIK KayilCi3miriH KaMTamachl3 €Ty JaFAblIapbl cajachlHaa
OlTiM amysl.

4. Kpickama Ma3MyHBI: AKIApaTTHIK KayilCi3[iK: aKoapaTThIK KayilCi3miK YFBIMBI,
MOHi, TYpJepi, OHBl KamTamachl3 eTYHiH Heri3ri MiHgerrepi MeH omicrepi. KP
aKMapaTThIK CajJaJaFbl YITTBIK MY/AAENEepl JKOHE oJlapibl KaMTamachl3  eTy.
AKMapaTThIK ~ Kayilci3mik —Karepiepi. AKMDApaTThlK KayilCi3diK — CalaChIHIAFbI
MeMIIeKeTTiK casicat. Kazakcran PecrnyOuiKachIHBIH aKIIapaTThIK Kayilci3airine KaTep
TOHMIPETIH Ko3lep "aKmapaTThIK KayilCi3likke KaTep Ke3i" YFBIMBI JXOHE OHBIH
Typsepi. bBykapanblk axmapaT KypaqjapblH KYKBIKTBIK peTTey. AKIapaTThIK
Kayilci3gik CcyOBEKTIIEpiHIH YFBIMBI JKOHE TYpJiepi aKmaparThlK —Kayilci3mik
cyObekTiciHiH yreiMbl. KP  akmaparTelk Kayincizmik CyObBeKTiIepiHiH Typiaepi
aKnaparThIK Kayircizaik cyobekrici petinge. KP cyObekrinepi jkoHE MYHUIHIIATIIBIK
KYpbUTBIMIap. AKITapaTThIK Kayilci3aik CyObeKTiIepl peTiHae a3amarTap MeH Oacka 1a
JKeKe TYIFalap. AKNapaTThIK Kayinci3mik cyOBekTiiepi peTiHAe KOFaMIbIK
OipyecTiKTep MEH KOMMEPIMSUIBIK YHBIMAAPBIH KYKBIKTHIK MapTeOeci. AKIapaTThIK
caJlaHbl PETTEHUTIH MEMJICKETTIK OMITIK OpraHIapbIHbIH XKYHeci

5. Ky3bIpeTTijiri: HOpMaTHBTIK KYKBIKTBIK aKTiIepAi a3ipiey KaOijeTi )keKe aJaMHBIH,
KOFaM MEH MEMJICKETTiH KayillCi3[iriHe TOHETiH KaTepliepi aHbIKTay JKOHE aJIJIbIH aly
Kabineri

6. KyTisneTiH HOTHKe:iCTel ally Kepek- KYKBIKTBIK YFBhIM/Iap MEH CaHATTaAPMEH JKYMBbIC
ictey. MeHrepyi THIC: - KYKBIKTBIK aKTUIEpMEH J>XYMBIC icTey HAarabichl.bimy: -
aKnapaTThIK cajiagarbl KBIJIMBICTICH Kypec iapajapsbl, OHBIH JAaMYybIH
KPUMHHOJIOTHSIIBIK OOJDKay jKOHE OFaH Kapchl Kypec IMapaapblH yKocmapiay aaicTepi.
[cTeit anmy kepek: - KbUIMBIC XKacayFa bIKIal eTeTiH JKaFaaiinap/apl anelkTay. MeHrepyi
THIC: - aKMapaTThIK CaJllaJaFrbl KbUIMBICTBIH QIIBIH Iy JKOHE JKOJBIH Kecy
JIaFIbUIAPBIH.

MsIp3amyparoBa A.O.
T.F.M., aFa OKBITYIIIEI




1. ITpepexBusutbl: OCHOBBI HHHOPMALMOHHON 0€301IaCHOCTH

2. TloctpexBusutsl: llpodeccuonanbHas NpakTHKa, TOCYIAPCTBEHHBIH 3K3aMeEH,
JUIUIOMHBII IPOEKT

3. Hens guctumuuesl: llens IUCHMIUIMHBI — TONydeHHE CTYAEHTAMU 3HAHMUH B
obmacti
IIPaBOBOTOPETYINPOBAHUNH(OPMAMOHHBIXITPAaBOOTHOIICHUHNHABBIKOBOOSCIIEYCHHS
nHpopmaronHoi 6e3omacHoctr PK.

4. Kparkoe conepkanue: HHpopmannoHHass 0€3011aCHOCTB: ITOHSATHE, CYIIHOCTE,
Bunbl. IToHaTne MHGOPMAIMOHHOW OE30MAaCHOCTH, OCHOBHBIC 3aJla4d M METOABI €
obecnieuenus.Hamonansuele uHTepecsl PK B uHpoOpMammonHol cdepe u ux
obecneuenue. YTpo3bMHPOPMAMOHHOH Oe3omacHOCTH. ['ocynapcTBeHHAs MOJIUTHKA
B chepe
nHpopmarnonHoiibe3onacHocTH. M cTouHnKnyrpo3nHpopMannoHHoiioe3onacHocTHP e
ciyommku Kazaxcran [ToHsATHE «MCTOYHUK Yrpo3sl HHPOPMAIIMOHHOH 0€301MacHOCTIDY
u ero BuAbL. I[IpaBoBoeperynupoBaHUe CpelcTB MaccoBoil nHdopmarmu. [Tonstie u
BUJBI cyOpekToB  MH(pOpManmoHHOW  Oe3omacHoctulloHsiTHE — cyOBEKTa
“HPOPMAIIOHHOH Oe3omacHOCTH. Bumapl cyOBEKTOB WHPOPMAIIMOHHOMOE30aCHOCTH
PK xax cyOowpext uHdpopmanmonHoin 6ezomacHocT.Cyonsektsl PK n MyHuImmnansHsie
obpazoBanus. ['paxnane u apyrue GuU3NUECKUe JHLA KaKCyObEeKTh HHPOPMALUOHHON
6esonacHocTH. [IpaBOBOil craryc OOIIECTBEHHBIX OOBEIMHEHHIN KOMMEPYECKUX
opranu3anuit KaK CyOBEKTOB nHpopMaoHHOI
6e3onacHocTH.CHCTEMaopraHOBrOCY 1apCTBEHHONBIACTHPET YIMPYIOIUXHH(POPMALIO
HHYIO chepy

5. KommnerentHOCTH:CIOCOOHOCTBIO pa3pabaThIBATPHOPMATHBHEIC IPABOBHIE AaKTHI
CriocoOHOCTRIOBBISIBIATEUNIPEAYIPEIKAATHYTPO3BI0E30IaCHOCTUIINYHOCTH,00IIECTBA U
rocynapcTaa

6. Oskumaemblii pe3ynbTaT:YMeTb:- ONEPHPOBATh IOPHAWIECKUMH ITOHATHAMH
HKaTeropusMH. Brnaners:- HaBBIKAMH pabOTBI C MPABOBBIMH  aKTaMH.3HATb:-
MepBIOOPBOBICIIPECTYTHOCTHIOBUH(OPMALIHOHHONC(Epe,METO IHIKPUMUHOIOT IECKOT
ONPOTHO3UPOBAHUSCEPA3BUTH W IUIAHHUPOBaHUS Mep OOpsOBl C  Heil.YMeTb:-
BBISIBIIITHOOCTOATEIIHCTBA,CIIOCOOCTBYIOIIUECOBEPIICHUIONIPECTYTLICHHIA. BianeTs: -
HaBBIKAMHITOIIPETYTPEKACHUIONTTPECEYSHHIONPECTYITHOCTHBUH( OPMAIIIOHHOM

chepe.

MpIp3amyparoBa A.A.
M.T.H., CTapIInui
MpernogaBaTenb




1. Prerequisites:basics of information security

2. Post-requirements: Professional practice, State exam, diploma project

3. The purpose of the discipline: The purpose of the discipline is to provide students
with knowledge in the field of legal regulation of information legal relations and skills
to ensure information security of the Republic of Kazakhstan.
4. Summary: Information security: the concept, essence, types of the concept of
information security, the main tasks and methods of its provision. The national
interests of the Republic of Kazakhstan in the information sphere and their support.
Threats to information security. State policy in the field of information security.
Sources of threats to information security of the Republic of Kazakhstan The concept
of "source of threat to information security”" and its types. Legal regulation of mass
media. The concept and types of subjects of information security The concept of an
information security subject. Types of subjects of information security of the Republic
of Kazakhstan as a subject of information security. Subjects of the Republic of
Kazakhstan and municipalities. Citizens and other individuals as subjects of
information security. The legal status of public associations and commercial
organizations as subjects of information security. The system of state authorities
regulating the information sphere
5. Competence: The ability to develop regulatory legal acts, the ability to identify and
prevent threats to the security of the individual, society and the state

6. Expected result:Be able to: - operate with legal concepts and categories. Possess: -
skills of working with legal acts.To know:- measures to combat crime in the
information sphere, methods of criminological forecasting of its development and
planning of measures to combat it. Be able to: - identify the circumstances that
contribute to the commission of crimes. Possess: - skills for the prevention and
suppression of crime in the information sphere.

Myrzamuratova, A.
A., m. t.s., the senior
lecturer
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1.ITpepexBu3uTTep: AKIApATTHIK KayilCi3aiK Heri3uepi,

2.IlocTpexkBU3uTTEP: AKHApaTThl KOPFAy MPOLECTEPiH MOACIBICY

3.IToHHIH MakKcaTbhl: KpUNTOrpadUsHBIH HETi3ri epexeNepiH KaMTHIbI, mudpiIapIbH
€H KeIl TapaJifaH TYpJepiMeH KoHe OJapIblH KPUIITOAHATIHN3 9ICTepiMeH, aKIapaTThIH
TYTacCTBIFBl YFBIMAAPBIMEH , KPUNTOrpadrsuIBIK XaTTaMalapMeH, SJIEKTPOHJBIK
KonTaHOaMeH TaHBICTHIpaabl. KpunrorpadusHbIH HETi3iHIeT MaTeMaTHKAIBIK TEOPUs
TyciHzipineai (tonrap Teopuscsl, ['amya epicrepi, GeniHOSHTIH KenMymIenep, caHxap
TEOPHUSCHI, XKaJFaH Ke3leHcoK Tiz0ekrep >xoHe T.0.). Illudpnay xoHe kpunroaHamms
ITOPUTMIIEPiH iCKe achlpy Macelenepi KOUbIIa bl

4.Kpickamra Ma3MYHBI: Kpunrorpapusra Kipicre. CHUMMETPHUSIIBIK
KpUNTOXYHenep. ABIK ~ KiITi  0ap  KpuUnTorpagusiiblk  Kydenep.  AKIapaTThl
KOpFayIblH (GH3HKAIBIK MEXaHU3MAEPiHE HET13/1eNITeH KpUNToTrpadusIbIK xKyhenep.

5. KyssIperTep: akmapaTTHIK KayilCi3miK calachIHAAarbl KOJJAHBICTaFrbl HOPMAaTUBTIK
JKQHE OIIICTEMENiK KY)KaTTapAbl €CKepe OTBHIPHIIN, TEXHUKAIIBIK JKYMBIC KYy)KaTTaMachlH
peciMaey KaOineTi. )KyHelnik, KOIJaH0asbl )KoHe apHaibl MaKCATTaFrbl OaFIapiIaMalibIK,
Kypangapabl KOJIaHy KaOieTi. aknapaTThIK Kayilci3IiK )KeHIHIET1 mapanap KeleHiH
OpBIHAAYIBl YHBIMAACTBIPY JKOHE KOJAAy, KOPFAHBIC OOBEKTICIHIH IIemiIeTiH
MiHAETTepl MEH YHBIMABIK KYPBUIBIMBIH, CHIPTKBI dCepiepi, BIKTUMAN Kayinrep MeH
JaMy JeHT'eiiH ecKepe OTBIPHII, ONapabl icke achIpy MpOoILeciH Oackapy KadineTi

6. Kyrinerin HoTmxe: Oimyre Twic: AKIapaTTBIK KayilCi3mik MiHAETIHICTI >KoHE
KOpFaJIFaH aKMapaTThIK JKYHeNepHAiH KYpbUIYBIHIAFbl KPUNTOTPAaQUSHBIH OpHBI;
KpunTorpadusi TEOPWSCHIHBIH HETi3ri YFBIMAApPBL KIACCHKAIBIK Tapux IIudpiap
JKOHE OCHl Imudprapra Mmaldysul jkacay oficTepi, Kasipri 3amaHrsl Imudpraap
KpUITOTpadsUIBIK XaTTaMalap JKOHE JJIEKTPOHIBIK KOJNTaHOA; KPHUNTOTPaQUSIBIK
KyHenepai icke acelpynbiH THOTIK ancizaikrepi (PGP,RC4, Windows xone T. 0.);
Illennon  OoifpiHma "Kakcel'! IOIUQPABIH  TEOPUSUIBIK  Herizgepi;  "kakchl"
KpUNTOXYHEeHIH Teopusutelk Herizzmepi (Kupxrodd epexkenepi); meHrepyi Tuic:
KOMBUIFaH MIHIETKE coiikec MMGPABIH ; MHU(pIay aaroOpUTMIH Caraiibl )Ky3ere achIpy;
KJIACCHKAIBIK I (prapra maldybut xkacay (Tapuxu )KoHE 3aMaHayn).

Jayt6aeBa A.O.-
T.F.K.,
KaybIMJI.TIpodeccop
M.a.




1.IIpepexBusutsl: OcHOBBI HHPOPMALIMOHHON 0€30IIaCHOCTH,

2.ITocTpekBU3NTEL: MOEIMPOBaHUE IPOLIECCOB 3ALUTHI HHpOpMaLUn

3.1lenb IUCUMIIMHBL COAEPXKUT OCHOBHBIC MOJIOXKEHUS KpUNTOrpaduu, 3HAKOMHUT C
Haubonee pacnpoCTpaHEHHBIMH THIAMHM LIM(GPOB M METOJaMHM WX KPUNTOAHAJH3a,
MOHATUSIMU  LEJIOCTHOCTH HMH(popMaImy, KpuUnTorpa@uueckuMyu IPOTOKOJIIAMH
EKTPOHHON ToanHChI0. OOBACHACTCS MaTeMaTHYecKasi TeOpHsl, JIeXalas B OCHOBE
KkpunTorpadun (Teopus Tpymm, moyeld ['amya, HENPHBOIMMBIE MHOTOWICHBI, TEOPHUS
YHcel, IICEBIOCIyYaiHBIE IIOCIENOBATENBHOCTH W 1p.). CraBsTcs BOIPOCH!
pea3aliuy aaropuTMOB MH(GPOBAHHUSA M KPUITOAHAIH3A.

4 Kpatkoe cozpepkanue: BpemeHume B Kpunrorpaduio. CuMMeTpUuYHbIe
kpunrocucrtemsl. Kpunrorpaduueckue CHCTEMBI c OTKPBITHIM KITIOYOM.
Kpunrorpapuueckne cucTeMbl, OCHOBAaHHbIE Ha (DU3MYECKHX MEXAaHU3MAax 3allUThI
nHpopmarmn.

5. KommereHnuu: crocoOGHOCTb 0(OPMUTH PabOUyI0 TEXHUUYECKYIO TOKYMEHTAIUIOC
y4eToM JEHCTBYIOIIMX HOPMATHUBHBIX W METOJMYECKHX HTOKYMEHTOB B 00JacTé
nH}pOpMaIMOHHOI 0E30IIaCHOCTH.CIIOCOOHOCTh NMPUMEHATH NPOTrpaMMHBIE CpEICTBA
CHCTEMHOTO,  MNpPHUKIQAHOTO M  CICHHAIBHOTO  HA3HAYEeHHWSA.  CIIOCOOHOCTb
OPraHU30BBIBATH U MOJJIEPKUBATH BBIIIOJIHEHIE KOMILIEKCA Mep 10 HHPOPMALMOHHOM
0€30IIaCHOCTH, yHPaBIATH MPOLECCOM MX PEaM3allMM C YYETOM pellacMbIX 3a1ad 1
OPraHU3allMOHHON CTPYKTYphl OOBEKTa 3aIUTHI, BHEIIHUX BO3JCHCTBUIA, BEPOSTHBIX
yIpO3 ¥ YPOBHS Pa3BUTHU

6. OxxumaeMblii pe3yNbTaT:IODKEH 3HaTh: MECTO Kpunrtorpadpuu B 3agade
nH}pOpMaMOHHOH 0e30MacHOCTH M IOCTPOEHHsS 3alWIIEHHBIX HH(OPMAIMOHHBIX
CHCTEM ; OCHOBHBIC MOHSTHS TEOPHUH KPUNTOrpadyH: KIACCHUECKHE HCTOPUUCCKUE
mudpsl 1 METOIB! aTak Ha 3T MH(PHI, COBpEeMEHHBIE MHU(PHI KpUNTorpaduaeckue

MPOTOKOJIBI M 3JICKTPOHHYIO  IIOJMNCH; TUITMYHBIE  CNA0OCTH  pealu3aluy
kpunrorpapudecknx cucreM (PGP,RC4, Windows u np.); TeopeTHUecKHe OCHOBBI
"xopomero” mmdpa mo llleHHOHY; TEOPETUYECKHE OCHOBBI "Xoporrei"

kpunTocucteMsl (npaBwia Kupxrogpda), mODKeH yMeTh: NMPaBHIBHO BBIOMPATH THI
muppa B COOTBETCTBHM C IIOCTAaBICHHOW 3ajadeil ; KadyeCTBEHHO peaM30BaTh
ITOPUTM  INU(POBAHUS;, pEaNnn3OBBIBATh aTaKy Ha  KJIAaCCHYECKHe IIU(PHI
(ucTopmyeckue U COBPEMEHHBIE) .

Jayt6aeBa A.O.-
K..T.H., H.0. aCCOILL.
npodeccopa




1. Prerequisites: Basics of information security,

2. Post-requirements; Modeling of information security processes

3. The purpose of the discipline: contains the main provisions of cryptography,
introduces the most common types of ciphers and methods of their cryptanalysis,
concepts of information integrity, cryptographic protocols, electronic signature. The
mathematical theory underlying cryptography (the theory of groups, Galois fields,
irreducible polynomials, number theory, pseudorandom sequences, etc.) is
explained.Questions of the implementation of encryption algorithms and cryptanalysis
are raised.

4. Summary: Introduction to Cryptography. Symmetric cryptosystems.Cryptographic
systems with a public key. Cryptographic systems based on physical mechanisms for
protecting information.

5. Competencies: the ability to issue working technical documentation taking into
account the current regulatory and methodological documents in the field of
information security. the ability to use software tools for system, applied and special
purposes. the ability to organize and support the implementation of a set of information
security measures, manage the process of their implementation, taking into account the
tasks to be solved and the organizational structure of the object of protection, external
influences, possible threats and the level of development

6. Expected result: must know: the place of cryptography in the problem of
information security and the construction of secure information systems; the basic
concepts of the theory of cryptography: classical historical ciphers and methods of
attacks on these ciphers, modern ciphers cryptographic protocols and electronic
signature; typical weaknesses of the implementation of cryptographic systems
(PGP,RC4, Windows, etc.); theoretical foundations of a "good" Shannon cipher;
theoretical foundations of a "good" cryptosystem (Kirchhoff rules), must be able to:
correctly choose the type of cipher in accordance with the task ; implement a high-
quality encryption algorithm; implement an attack on classical ciphers (historical and
modern).

Dautbaeva A.O.-
c.t.s., acting
professor
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1.ITpepexBu3uTTep: AKNApaTTHIK Kayilci3maik Heri3aepi,

2.IlocTpexkBU3uTTEP: AKHApaTThl KOPFAy MPOLECTEPiH MOACIBICY

3.IToHHIH MakcaThl: KpUNTOrpadUsHBIH HETi3Ti epekeNiepiH KaMTHIbI, MH(pIapIbiH
€H KeIl TapaJifaH TYpJepiMeH KoHe OJapIblH KPUIITOAHATIHN3 9ICTepiMeH, aKIapaTThIH
TYTacCTBIFBl YFBIMAAPBIMEH , KPUNTOrpadrsuIbIK XaTTaMajdapMeH, SJIEKTPOHJIBIK
KonTaHOaMeH TaHBICTHIpaabl. KpunrorpadusHbIH HETi3iHIeT MaTeMaTHKAIBIK TEOPUs
TyciHzipineai (tonrap Teopmscsl, ['amya epicrepi, 6emiHOSHTIH KeIMyIIenep, caHmap
TEOPHUSCHI, XKaJFaH Ke3nelcok Tiz0ekrep »xoHe T.0.). [ludpray xeHe xpunToanamms
ITOPUTMIIEPiH iCKe achlpy Macelenepi KOUbIIa bl

4.Kpickamra Ma3MYHBI: Kpunrorpapusra Kipicre. CHUMMETPHUSIIBIK
KpUIITOXYHenep.AmblK ~ Kinti  6ap  kpunrorpadwsiiblk  okyienep.  AKmaparThl
KOpFayIblH (GH3HKAIBIK MEXaHU3MAEPiHE HET13/1eNITeH KpUITorpadusIbIK xKykenep.

5. KyssIperTep: akmapaTTHIK KayilCi3miK calachIHAAarbl KOJJAHBICTaFrbl HOPMAaTUBTIK
JKQHE ONIICTEMEINiK KY)XKaTTapAbl €CKepe OTHIPHII, TEXHUKAIBIK JKYMBIC Ky)KaTTaMachlH
peciMaey KaOineTi. )KyHelnik, KOIJaH0asbl )KoHe apHaibl MaKCATTaFrbl OaFIapiIaMalibIK,
Kypangapabl KoJIaHy KaOiieTi. aknapaTThIK Kayilci3IiK )KeHIHIeT mapaiap KeleHiH
OpBIHAAYIBl YHBIMAACTBIPY JKOHE KOJAAy, KOPFAHBIC OOBEKTICIHIH IIemiIeTiH
MiHAETTEepl MEH YHBIMABIK KYPBUIBIMBIH, CBIPTKBI 9cepiepli, BIKTUMAaN KayinTrep MeH
JaMy JeHI'eliH ecKepe OTBIPHII, ONapabl icke achIpy MpoLeciH Oackapy KadireTi

6. Kyrinerin HoTmxe: Oimyre Twic: AKIapaTTBIK KayilCi3mik MiHAETIHICTI >KoHE
KOpFaJIFaH aKHapaTThIK JKYHeNnepAiH KypbUIYBIHIAFbl KPUNTOTPAQUSHBIH OpPHBI;
KpunTorpadusi TEOPWSCHIHBIH HETi3ri YFBIMAApPBL KIACCHKAIBIK Tapux IIudpiap
JKoHEe OcChl Imudprapra Mmalysul jkacay oficTepi, Kaszipri 3aMaHrbl mmdpiIap
KpUITOTpadsUIBIK XaTTaMalap JKOHE JJIEKTPOHIBIK KOJNTaHOA; KPHUNTOTPaQUSIBIK
KyHenepai icke acelpynbiH THOTIK ancizaikrepi (PGP,RC4, Windows xone T. 0.);
Illennon  OoifpiHma "Kakcel'! IOIUQPABIH  TEOPUSUIBIK  Herizgepi;  "kakchl"
KpUNTOXYHeHIH Teopusutelk Herizaepi (Kupxrodd epexkenepi); meHrepyi Tuic:
KOMBUIFaH MIHIETKE coiikec MMGPABIH ; MHU(pIay aaroOpUTMIH Caraiibl )Ky3ere achIpy;
KJIACCHKAIIBIK M piapra madybl xkacay (TapuxH )KOHE 3aMaHayn).

Jayt6aeBa A.O.-
T.F.K.,
KaybIMJI.TIpodeccop
M.a.




1.IIpepexBusutsl: OCHOBBI HHPOPMALIMOHHON 0€30IIaCHOCTH,

2.ITocTpekBU3NTEL: MOEIMPOBaHUE IPOLIECCOB 3ALUTHI HHpOpMaLUn

3.1lenb IUCUMIIMHBL COAEPXKUT OCHOBHBIC MOJIOXKEHUS KpUNTOrpaduu, 3HAKOMHUT C
Haubonee pacnpoCTpaHEHHBIMH THIAMHM LIM(GPOB M METOJaMHM WX KPUNTOAHAJH3a,
MOHATUSIMU  LEJIOCTHOCTH HH(OpMaImy, KpUNTOrpahuueckuMH TMPOTOKOJIAMH
EKTPOHHON ToanHChI0. OOBACHACTCS MaTeMaTHYecKasi TeOpHsl, JIeXalas B OCHOBE
kpunTorpadun (Teopus Tpymm, nosel ["amya, HENpUBOIMMBEIE MHOTOWIEHBI, TEOPHS
YHcel, ICEBIOCTyYaiHBIe IIOCIENOBATENBHOCTH W 7Ap.). CraBsATcs BOIPOCH!
pea3aliuy aaropuTMOB MH(GPOBAHHUSA M KPUITOAHAIH3A.

4 Kpatkoe cozpepkanue: BpemeHume B Kpunrorpaduio. CuMMeTpUuYHbIe
kpunrocucrtemsl. Kpunrorpaduueckue CHCTEMBI c OTKPBITHIM KJIIOYOM.
Kpunrorpapuueckne cucTeMbl, OCHOBAaHHbIE Ha (DU3MYECKHX MEXAaHU3MAax 3allUThI
nHpopmarmn.

5. KommereHnuu: crocoOGHOCTb 0(OPMUTH PabOUyI0 TEXHUUYECKYIO TOKYMEHTAIUIOC
y4eToM JEHCTBYIOIIMX HOPMATHUBHBIX W METOJMYECKHX HTOKYMEHTOB B 00JacTé
nH}pOpMaIMOHHOI 0E30IIaCHOCTH.CIIOCOOHOCTh NMPUMEHATH NPOTrpaMMHBIE CpEICTBA
CHCTEMHOTO,  MNpPHUKIQAHOTO M  CICHHAIBHOIO  Ha3Ha4YeHMS.  CIIOCOOHOCTH
OPraHU30BBIBATH U MOJJIEPKUBATH BBIIIOJIHEHIE KOMILIEKCA Mep 10 HHPOPMALMOHHOM
0€30I1aCHOCTH, YHPaBIATH MPOLECCOM MX PEAM3allMM C Y4ETOM peIaeMbIX 3a/ad M
OPraHU3allMOHHON CTPYKTYphl OOBEKTa 3aIUTHI, BHEIIHUX BO3JCHCTBUIA, BEPOSTHBIX
YIpO3 ¥ YPOBHS Pa3BUTHS

6. OxxumaeMblii pe3yNbTaT:IODKEH 3HaTh: MECTO Kpunrtorpadpuu B 3agade
nH}pOpMaMOHHOH 0e30MacHOCTH M IOCTPOEHHsS 3alWIIEHHBIX HH(OPMAIMOHHBIX
CHCTEM ; OCHOBHBIC MOHSTHS TEOPHUH KPUNTOrpadyH: KIACCHUECKHE HCTOPUUCCKUE
mudpsl 1 METOIBI aTaK Ha TH MH(PHL, COBpeMeHHbIE MHUPHI Kpunrorpaduyeckne

MPOTOKOJIBI M 3JICKTPOHHYIO  IIOJMNCH; TUITMYHBIE  CNA0OCTH  pealu3aluy
kpunrorpapudecknx cucreM (PGP,RC4, Windows u np.); TeopeTHdecKkue OCHOBBHI
"xopomero” mmdpa mo llleHHOHY; TEOPETUYECKHE OCHOBBI "Xoporrei"

kpuntocucteMsl (npaBwia Kupxrogda), HODKEH yMeTh: MPaBHIBHO BBIOMPATh THII
muppa B COOTBETCTBHM C IIOCTAaBICHHOW 3ajadeil ; KadyeCTBEHHO peaM30BaTh
NTOpUTM  IIU(POBAHUS; pEATN3OBBIBATh aTaKy Ha KJIACCHYECKHe IMIU(PHI
(ucTopmyeckue U COBPEMEHHBIE) .

Jayt6aeBa A.O.-
K..T.H., H.0. aCCOILL.
npodeccopa




1. Prerequisites: Basics of information security,

2. Post-requirements; Modeling of information security processes

3. The purpose of the discipline: contains the main provisions of cryptography,
introduces the most common types of ciphers and methods of their cryptanalysis,
concepts of information integrity, cryptographic protocols, electronic signature. The
mathematical theory underlying cryptography (the theory of groups, Galois fields,
irreducible polynomials, number theory, pseudorandom sequences, etc.) is
explained.Questions of the implementation of encryption algorithms and cryptanalysis
are raised.

4. Summary: Introduction to Cryptography. Symmetric cryptosystems.Cryptographic
systems with a public key. Cryptographic systems based on physical mechanisms for
protecting information.

5. Competencies: the ability to issue working technical documentation taking into
account the current regulatory and methodological documents in the field of
information security. the ability to use software tools for system, applied and special
purposes. the ability to organize and support the implementation of a set of information
security measures, manage the process of their implementation, taking into account the
tasks to be solved and the organizational structure of the object of protection, external
influences, possible threats and the level of development

6. Expected result: must know: the place of cryptography in the problem of
information security and the construction of secure information systems; the basic
concepts of the theory of cryptography: classical historical ciphers and methods of
attacks on these ciphers, modern ciphers cryptographic protocols and electronic
signature; typical weaknesses of the implementation of cryptographic systems
(PGP,RC4, Windows, etc.); theoretical foundations of a "good" Shannon cipher;
theoretical foundations of a "good" cryptosystem (Kirchhoff rules), must be able to:
correctly choose the type of cipher in accordance with the task ; implement a high-
quality encryption algorithm; implement an attack on classical ciphers (historical and
modern).

Dautbaeva A.O.-
c.t.s., acting
professor
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IIpepexBusurrep: Kommbroteprmik xemiaep »xoHe TenekoMmyHHKanusuiap/
Komnbrotepuik xeminep/ XKemitik Texaonorusiiap/

IMoctpekBusutTep: Web KochIMIIanapIpH Kayinci3miri/

[Tonnix maxcatsl: Kazipri 3aMaHfBl KEJIUTIK TeXHOJOTUsIIAp XoHE Jlepekrep
Oepy JKeniiepiHaeri AKnapar Kayinci3iri canacbiHaa Oi1iM MEH MPaKTHKAIBIK
JaFbLUTIapabl aly.

Kpickama ma3Mmysbl: JKeprimikTi KemiiepIiH J>KYMBIC iCTey NPHHIUITEpI.
AKMaparTbIK Kayirnci3ik Macenenepi. Kemimix HHPPAKYPHUIBIM.
Mapupyruzaropiap. MapmpyTThIK kecTenep. MapipyTu3aus aaropuTMaepi.
RIP xarrama. OSPF xarrama. ARP xone RARP xarramanap. IP sxeninepinneri
Anpecanust. Mackanaps! naiinanany. [P makerrepiniy KypsuibiMbl. TCP sxoHe
UDP npoTokongapsl.

Kyswiperriniri: Koprayra >kaTaTblH —axmapaTrTHIK pPECypcTapabl aHBIKTAY
KaOineTiHiH OONybl, aKmapar KayilcCi3NiriHe Kayilm-KaTep »OHE aKmapaTThIK
HpoLEeCTePIiH KYPhUIBIMBI MEH Ma3MYHBIH )XSHE KOpFay OOBEKTiCiHIH KbI3MET
€Ty epeKIIeTIKTepiH Tanaay HeTi3iHAe oJlapAbl JKy3ere achIpyAblH MYMKIiH
JKOJIIApBIH Ta0a arybl KEpek.

Kyrinerin notmxenep: JKeprimkri ecentey KeJiepiHiH JKaFJalblH 0a3aibIk
Ky#re KenTipy/i ®oHe AUarHOCTHKANIAayAbl )Ky3ere achlpa aimybl Kepek. JKemimik
XaTTaMalapIblH  Tajgaylibl -  OKeJUIepiH  JMAarHOCTHKalay  MeH
MOHUTOPUHTIJICYIIH Ka3ipri 3aMaHFbl OaFjapiaMaiblK KYpajIapblH JKOHE
JKETIJTIK MOHUTOPJIApABI MaiaasaHyael Oimyi kepek. Kasipri 3amMaHFBI jKeNiTik
JKaOIBIKTHI Al IaIaHy, JKeliaepre KbI3MeT KopceTy, THarHoCTHKaay OOHbIHIIA
MIHIETTEpl [Ielly, JKEePriUIKTi IKelIIepAi JKaHFBIPTY JKOHE KEHEWTY
CTPATETHSCHIH JKOCTIapiail alybl Kepek.

Typayrynosa H.A.
AFa OKBITYIIIBL,
KapaTbUIbICTAHY
FBUIBIMIaPbIHBIH
MarucTpi

N

IIpepexBusuter: KoMmproTepHble ceTu u TeneKoMMyHHKanuu/ KommbloTepHbie
cetn/ CeTeBOe TEXHOJIOTUI

IMoctpekBusutsr: besomacuocts Web npumoxenmuii/

Lenp aucuummzbl:[lonydeHne 3HaHMH ¥ MPAKTHYECKUX HABBIKOB B 00J1aCTH
COBPEMEHHBIX CETEBBIX TEXHOJIOTHI 1 6e30MacHOCTH MHPOPMAIIUH B CETIX
nepeavyr TaHHbBIX.

Kpatkoe cogmepxanue: [IpuHIUNBI (QYHKIMOHMPOBAHHS JIOKAIBHBIX CETeil.
Bompocet  mH(MOpManmoHHOH ~— Oe3omacHocTH. CeTeBas  HMH(PACTPYKTypa.
Mapuipyruzatopsl. MapmpyTHbIe TaOIUIBL. ANTOPUTMBEI MapmpyTu3anud. RIP
npotokoa. OSPF mportokon. ARP u RARP mpotokonsl. Anpecanus B IP cersix.
Hcnons3oBanue macok. Ctpykrypa [P makeroB. TCP u UDP mpoToxoss!.
KomnerenTHOCTh:VIMETh ClIOCOOHOCTH OmpenessiTh HHHOPMAMOHHBIE PECYPCEI,
MOJIeKAIINE 3aIIUTe, YTPOo3bl 0E30MaCHOCTH MH(GOPMAUK U BO3MOXHBIE ITYTH
UX pealn3aliy Ha OCHOBE aHalu3a CTPYKTYPBI M COAEPKaHUs HHPOPMAIMOHHBIX
IPOILIECCOB U 0COOCHHOCTEH (DYHKIMOHHPOBAHUS 00BEKTa 3ALIHTHI.

Osxnnaemble pe3ynabrarel: OcymecTBIATh 0a30BYI0 HACTPOMKY M AMArHOCTHKY
COCTOSIHUSI JIOKJIBHBIX BBIYUCIHTENBHBIX ceTeil. [loap30BaThess cOBpeMEHHBIMU
NPOTPAMMHBIMH ~ CPEACTBaMM  JWAarHOCTHKM ¥  MOHHTOpPHMHTa ceTeil -
aQHaNIM3aTOPaMH  CETEBBIX  IPOTOKOJIOB M CETEBBIMH  MOHHTOPAaMH.
DKCIUTyaTHPOBAaTh COBPEMEHHOE CETeBOE O0OpYyIOBaHME, pellaTh 3aJadd IO
00CITy)KUBaHHIO, IMAaTHOCTUKE CETel, INIAaHUPOBATh CTPATErUI0 MOJICPHHU3AIMU U
pacIIMpeHHUs JTOKaJIbHBIX CETEH.

Typayrymnosa H.A.
Crapmmit
HPEeToIaBaTeNb,
MarucTp
€CTECTBEHHBIX HayK




Prerequisites: Computer networks and telecommunications/ Computer network/
Network technologies/

Postrekvizites: Web application Security/

Aim of the discipline: To obtain knowledge and practical skills in the field of
modern network technologies and information security in data transmission
networks.

Short content: Principles of functioning of local networks. Information security
issue. Network infrastructure. Routers. Route tables. Routing algorithm. RIP
Protocol. OSPF Protocol. ARP and RARP protocols. Addressing in IP networks.
The use of masks. IP packet structure. TCP and UDP protocols.

Competence: The Ability to identify information resources to be protected,
threats to information security and possible ways to implement them based on
the analysis of the structure and content of information processes and features of
the object of protection

Expected results: Perform basic configuration and diagnostics of local area
networks. Use modern software for network diagnostics and monitoring -
network Protocol analyzers and network monitors. Operate modern network
equipment, solve network maintenance and diagnostics tasks, and plan a strategy
for upgrading and expanding local networks.

N. A.
Turlugulova,Senior
Lecturer, Master of
Natural Sciences

Bell/ | ZhK | b) XKemninik eMTHXa Tect IpepexBusutrep: Kommbrorepiik keminep xkoHe Tenekommynukarusiap/ | Typayrymnosa H.A.
TK ZhB Kayincizaix H Tect KoMnbroTepik xemiaep/ Keninik TeXHOIorusIap/ Ara OKpITYIIIBL,
Iy | 3302 | xyitenepin 9K3aMeH Test IMocrpexBusurTep: Web KockIMIIanapIse Kayimncizmiri/ KapaTbUIBICTaHy
KB ASS Gackapy/ exam [TonHiH MakcaThl: XKenminik TeXHOJIOTHIIAPABIH HEeTi31epid oKy, Windows Server | FBUTBIMIapBIHBIH
PD/E | B AIMUHHCTPUPOBaH SKIMIIIIIK eTy d/1icTepi MeH Kayilci3giriH KaMTaMachl3 eTy. MarucTpi
C 3302 | wme cucrem cereBoit Kpickama masmyHbr: Ecenrtey KenmiCiHIH akmapaTTBIK PeCypcTapblH Oaramay.

ANS | GesomacHocTr Axmapat Kayincizairi. Keminepmeri akmaparTel Kopray. KopmopaTHBTIK

S Administration of Kemiepai kem meHreini kopray. Kayimcizmik skyitecin Gackapy. Cepsepnepui

3302 | network security Gackapy.

systems

Kysbiperrinik: TaHBIMIBIK XKaHE KociOM KbI3MeTTe MH(pOpMaTHKa KSHE Kasipri
3aMaHFbl aKNapaTThlK TEXHOJIOTHSUIAp cajachlHAarbl Oa3aibK  Olmimuaepai
KOJIIaHy KaOineri, GarzapnaManblK Kypaigapibl Nainanany Jarabuiapbl 0oty
KepeK IKOHE KOMIBIOTEPIIK JKeJijieplie *KYMBIC iCTey IarIbuiaphl; IepeKTep
0azaceH KypY koHe MHTepHET pecypcTapblH MaiianaHy KadijeTi 00Iybl Kepek.
Kyrinerin wHoTmke: bazanplk JKeNUTIK  TEXHOJOTHSIIAPIBL, KOMITBIOTEPIIK
Keniepi 6ackapy KabijgeTi MeH NaibIHIBIFBIH KOJIIaHa ay.




IpepexBusntsl: KoMnbloTepHble ceTH U TeJIeKOMMYyHHKanuy/ KoMnbloTepHbIe
cern/ CeTeBoe TEXHOIOTUK/

IMocrpekBusuthl: besonacHocts Web npunoxennii/

Henp npucuumuimHel: l3ydeHHe OCHOB CETEBBIX TEXHOJIOTHH, oOecreueHus
0€3011acHOCTH ¥ METO/IOB afMUHHCTpHpoBanus Windows Server

Kparkoe comepxanue: OneHka HHPOPMAIMOHHBIX PECYpPCOB BBHIYHUCIHTEIBHON
cetn. besomacHocts  mHpopMammu. 3amura HHGOPMAIMM B CETAX.
MHoroypoBHeBasi  3alluTa KOPIIOPAaTHUBHBIX  CeTed. AJMHHUCTPUPOBAHHE
cucTeMbl 0€30MacHOCTH. AJIMUHHUCTPUPOBAHUE CEPBEPOB.
KomnerentHocTh:MIMeTh  CITOCOOHOCTh HCIIONB30BATh B II03HABATENBHOW U
npo¢ecCHOHATBHON AeATeIbHOCTH 0a30BbIC 3HAHMS B 00JacTH MH(POPMATUKU U
COBPEMEHHBIX MH()OPMAIIMOHHBIX  TEXHOJOTHH, HAaBBIKM  HCIOJIB30BaHUS
MIPOTPaMMHEIX CPEICTB M HaBBIKA PAaOOTHl B KOMIBIOTEPHBIX CETSIX; YMEHHEM
co31aBaTh 0a3bl JaHHBIX M HCIOJIB30BaTh pecypchl MHTepHeT.

Osxuaemble pe3ibTaThl:J{OJDKeH BiafeTh 0a30BBEIMH CETEBBIMH TEXHOJOTHSIMH,
JOJDKEH JIEMOHCTPHPOBATh CHOCOOHOCTH M TOTOBHOCTH K aJAMHHUCTPHUPOBAHHIO
KOMIIBIOTEPHBIX CETEH.

Typayrynosa H.A.
Crapmit
HPETIoIaBaTelNb,
Marucrp
€CTECTBEHHBIX HayK

n

Prerequisites: Computer networks and telecommunications/ Computer network/
Network technologies/

Postrekvizites: Web application Security/

Aim of the course: To study the basics of network technologies, security and
methods of administration of Windows Server

Short content: Evaluation of computer network information resources.
Information security. Information protection in ad networks. Multilevel
protection of corporate networks. Security system administration. Server
administration.

Competence: Ability to use in cognitive and professional activities basic
knowledge in the field of computer science and modern information technologies,
skills in using software tools and skills in computer networks; ability to create
databases and use Internet resources.

Expected results: Must possess basic network technologies, must demonstrate the
ability and readiness to administer computer networks

N. A
Turlugulova,Senior
Lecturer, Master of
Natural Sciences
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1. TpepexBusutrep:Web Oarmapiaamanay, KommbeloTepiik »xyitenep MeH ejijep
Kayincizairine oKiMIIIK eTy

2. TloctpexBusuttep: AUIIIOMABIK )K00aHBI XKa3y kKoHE KOPFay

3. Tlommin Mmakcarel: 3amaHayu ypaictepai eckepe oTwipbil, WEB KockiMmamapast
a3ipiey MeH KOpFay[AblH TEOPWSUIBIK JKOHE NPAKTHUKAIBIK NPUHIUNTEpPIH OasHIay
0OJIBIN TaOBLIA B,

4. Kpickama wma3myHsl: WEB Texnomormsra kipicre. Herisri yfeiMmap MeH
aHbIKTaManap. VIHTepHeT KochIMIanapablH Typiiepi. MHTepHET KochIMIIamapasl Kypy
yILIiH Oargapnamanay TiaaepiHig Typiaepi. IHTepHeT KochIMIIanap apKbUIBI MIEIIiIeTiH
minzgertep. JKaOpUTyFa jKaTaTblH akmapaT Typiepi, OJapAblH MOJENbAEPl MeH
KacuerTepi. VIHTepHET KochIMIIaiap »KYMBICHIHBIH epekienikrepi. HTML nerizzepi.
Kanmsr epexxenep. HTML-kyxaT KypsuibIMbel. MoaTinai mimiMaey. beliHenepmen xone
MynbTEMequamMeH ckymbic. Hercammaper. XHTML. WEB Gerrepai Gerrey. CSS
Heriznepi. Kammer  epeskenep.  HTML-re CSS  xipictipy.CSS  epexkenepi. CSS
cenextopnapsl. [lceBmoknaccanap xoHe mceBmodaementrep. CSS kacuerrepi. MoTin
kacuertepi. Kapin kacuertepi. Tyctep MeH doHHBIH Kacuertepi. dopmarray koHe
MO3ULHUSIIAY KaCHETTEePi.

5. KysseIperTiniri: AKmapaTThIK Kayilci3OikTi OacKapyAblH Killi jKyHeciH a3ipieyre
KaTbICa alybl KepeK; JKYHeIiK, KoiaaHOaIbl )KkoHe apHaiibl MaKCaTTaFbl OaFaapiIaMalIbIK
KypaigapAbl KOJJaHa alybl KepeK; 3epTTeNeTiH KYOBUIBICTapAbl, MPOIECTEPAl KOHE
JKOOATBIK MIEIIMIEP/Il TaAay SiCTepiH KONaHa alybl KEpeK.

6. Kyrtinerin wnotmxenep: Koiiburran TancelpMaHsl QopManu3anusulai - anasisl;
AITOPUTMII OarjapilaMalibIK iCKe achIpyIbl JKY3ere achIpajbl; alrOpUTMASPAIH
KYpAENUIriH Oaranaynasl KyprizeTiH Oonanpl. [IporpammanaynblH KOFapbl JeHIeHIi
Tingepinne OarmapramanapAbl  d3ipiey  Aepekrep  0asaceiH  kobamay  WEB
KOCBIMIIIAJIApABIH KAYilNCi3AiriH KAMTaMachI3 €TETiH O0JIa/IbL.

MsIp3amyparoBa A.O.
T.F.M., aFa OKBITYIIIbI




1. TIpepexBusuts:Web nporpaMmupoBanue, AJAMHHHCTPUPOBAHHE OE30MACHOCTH
KOMITBIOTEPHBIX CHCTEM

2. TloctpexBusuthl:Hamucanue u 3aIinTa JUIMUIOMHOTO MPOEKTa

3. Ilens nucuMmMHbBL SIBISETCS W3JIOKEHHE TEOPUTHYECKMX M IMPAKTHYECKHX
MIPUHIMIIOB pa3paboTkn u 3amutel WEB mpmioxeHmiic ydeToM COBpeMEHHBIX
TEHJIEHIIHMN.

4. Kpatkoe comepxanue: Bmenenne B WEB Texnonormn. OcHOBHBIE HOHATHS H
omnpezneneHusl. Buasl wHTEpHET NpHiIoKeHuH. THUITBI S3BIKOB MPOTrPAaMMHUPOBAHUS JUIS
CO3JaHUs HWHTEPHET MPWIOKEHHH. 3afgadyd, pelraeMble C MOMOINBIO WHTEPHET
MpUiIoKeHNH. Buapl nHpOpMauy, MouieKalue 3aKphITHIO, UX MOJAEIH U CBOHCTBA.
Oco6enHocT paboTel uHTEpHET npuitokeHuid. OcHoBel HTML. OOGmue monoxeHusl.
Crpykrypa HTML-nokymenrta. @opmatupoBanue Tekcta. Pabota ¢ m3o0pakeHHAMU 1
myneruMenua. @opmel. XHTML. Bepctka WEB crpannn.  OcHoBel CSS.O6mue
nosnioxkenust. BerpauBanue CSS B HTML.IIpaBuna CSS. Cenexkropsr CSS.
IIceBnoxmaccel u mnceBmosneMeHThl. CpoiictBa CSS. CaolictBa Texcra. CBoiicTBa
mpudta. CoiicTa nBera u poHa. CoiicTBa HopMaTHPOBAHUS U TO3UIUOHHPOBAHMSI.
5. KowmmerenTHOCTE:IMETH CIOCOOHOCTBIO YYaCTBOBATh B Pa3pabOTKE IMOJICHCTEMBI
ynpaBieHusT HMHQOPMANUOHHONW 0€30MacHOCTHIO; CIOCOOHOCTBIO  MPUMEHSTH
MIPOrpaMMHBIE CPEACTBA CHCTEMHOTO, MPUKIAJHOTO M CHEHHANTbHOTO Ha3HAYCHUS,
CIOCOOHOCTBIO TPHMEHATh METOJbl AHAIN3a H3YyYaeMbIX SIBICHHH, INPOIECCOB H
MIPOEKTHBIX PEIICHUI.

6. Oxunaembie pe3yibTaTh: Y METh (dopman3oBarh MIOCTaBJICHHYIO
3a1a4y;0CyIIECTBIATh HNPOrPAMMHYIO PEaH3aldI0 AITOPUTMa; NPOBOAUTH OLEHKY
CIIOKHOCTH QJITOPUTMOB. pa3padaThIBaTh MPOTPaMMBbl Ha BBICOKOYPOBHEBBIX SI3BIKAX
MIPOTPaMMHPOBAaHHUS  MPOCKTUPOBAaTh 0a3pl NAHHBIX O0ecmeynBaTh OE30MaCHOCTH
WEB npunoxxenuil.

Mpip3amypartoBa A.A.
M.T.H., CTapIInui
MpernogaBaTenb

1. Prerequisites: Web programming, Administration of security of computer systems
2. Postrekvizites:Writing and defending a diploma project

3. Aim of the discipline: It is a statement of theoretical and practical principles for the
development and protection of WEB applications, taking into account current trends.

4. Short content: Introduction to WEB technologies. Basic concepts and definitions.
Types of Internet applications. Types of programming languages for creating Internet
applications. Tasks that can be solved using Internet applications. Types of information
to be closed, their models and properties. Features of Internet applications. The basics
of HTML. Generalities. The structure of the HTML document. Text layout. Working
with images and multimedia. Shapes. XHTML. Web page layout. The basics of
CSS.Generalities. Embedding CSS in HTML.CSS rule. The CSS selectors. Pseudo-
classes and pseudo-elements. CSS property. Text property. The font properties. Color
and background properties. Formatting and positioning properties.

5. Competence: The ability to participate in the development of information security
management subsystem; the ability to use software for system, application and special
purposes; the ability to apply methods of analysis of the studied phenomena, processes
and design solutions .

6. Expected results: Formalize the task; implement software implementation of the
algorithm; evaluate the complexity of algorithms. develop programs in high level
programming languages design databases and secure WEB applications

Myrzamuratova, A.
A., m. t. s., the senior
lecturer
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BAU | tammay Dx3ame test 2. TloctpexBusuttep: IUIUIOMABIK )K00AHBI a3y KoHE KOpPFay
3302 | */BoisBieHue u H 3. Tlonnin maxcatel: CTyaeHTTepre web-KochIMIIanapra madybll jKacayablH Herisri
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erability Ke3iHJe KayillCi3[iK callaChIHAAFbl CTaHMApTTHl KaTeliepre Koi OepMeyre MYMKIHIIK

identification and
analysis

Oepeni.

4. Kpickama ma3zmyHbl: Kipicme: TepmuHonorus, web - pecypcrapra malysuigap
CTAQTUCTHKAChl, ~Web-KOCHIMIIANAP/ABIH  JKapHSIBUIBIFBL  3USHKECTEpPIOiH web -
pecypcTapra aca Hasap ayaapyblHBIH Oip dakropsl periHze. "®yHKIMOHAIABUIBIKTHI
Tepic  maipamany'mabysuiel.  "Opecken  kym"  okoHe  "OydepmiH — ToJbII
keryi"ma0ysuinapel..  "Kpimer kepcerymeH ©Oac  TapTy" maOybUIB:  OMICTEpHiH
KiKTenyi, kopray Tocinaepi. [llabybun "caycak i3aepin amy": oficTep MEH YTHIIHTTED.
LDAP-penosutopus tyciniri( Lightweight Directory Access Protocol), LDAP-ka
mabysimap omictepi. [labybur "3MeKTPOHIBIK MOMITa XaTTaMalapblHA KOMaH alap bl
vHbekuusiay". "ThIBIM canblHFaH XKougap OoibIHINA HaBHUTaUus ' 'Ma0dysutbl. SQL-
nabekuus "xoHe" XML-nabekumn»

5. Kysseiperriniri: KociOu ecentepai menry yurid xKyHenik, KOIIaHOab )KoHe apHalbl
MaKcaTTarsl OarJapiaMalblK Kypajagap/pbl, aclanTblK Kypaljapisl, TiIIep MeH
OarnmapiaManay JKyienepiH Koinany kabiteTiHiH 0omybl. KoimaHpicTaFbl HOPMaTHBTIK
JKOHE OJIiCTEMEINIK KY)KaTTap/bl €CKEpe OTBIPBII, KYMBIC TEXHHKAIBIK KY)KaTTaMachlH
pecimaeii ay.

6. Kytinerin HoTmkenep: Web-KochMImanapaa malybuiiapAbIH HETi3ri TypliepiHiH
KiKTenyiH OuneTin 6omaapl. Web -KochIMIIanapaa OCaLABIKTAPAbl AHBIKTAl aajibl.

1. TIpepexBusuter:Web nporpaMmmupoBanue, AJIMHHHCTPUPOBAHHE OE30MACHOCTH
KOMITBIOTEPHBIX CHCTEM

2. TloctpexBusuthl:Hanrcanue u 3amuTa AUTUIOMHOTO TIPOEKTA

3. Uenb aqucummnael: DopMUpPOBaHKE y CTYICHTOB 3HAHMIT 00 OCHOBHBIX THIIaX aTak
Ha Web-TIpHJIOKEeHUsI ¥ METO/IOB MX NPEOTBpAlleHNs. 3HAaHHS, MOJlydaeMble B XO/e
W3y4YeHHs JaHHOHM JMCHMIUIMHBI, MO3BOJAT CTYJSHTaM He IOIyCKaTh CTaHIAPTHBIX
OIIMOOK B 001aCTH 0€30MaCHOCTH TP pa3paboTKe web- IPUITOKEHUH.

4. Kpartkoe coxepkanue: BBemeHue: TepMHUHOJOTHS, CTAaTHCTHKa aTak Ha web-
pecypcsl, MyONUYHOCT Web-TIPUIIOKEHHH KaK OAWH U3 (PaKTOPOB IOBBIIICHHOTO
BHUMAaHHUS 3JIOYMBIIUIEHHHKOB K Wweb- pecypcaM. ATaka «3J0ynoTpebiieHne
(YHKIIMOHATBHOCTEIO». ATakn «Tpydas cuia» W «IepernoiHeHne Oydepay.. ATaka
«OTKa3 B OOCIy)XMBaHHMH». KiacCH(UKALMs METOAOB, CHOCOOBI 3amuThHl. ATaka
«CHATHE OTIEYaTKOB MajblieB»: MeToAbl U yTHiuTHL [lonsatne LDAP- penosuropus
(Lightweight Directory Access Protocol), metonsl atak Ha LDAP. Artaxa «uHbeKIUs
KOMaHI B MNPOTOKOJIbI SHCKTPOHHOFI IMOYTHD). ATaKa «HaBUragus 1o 3anpeuiCHHbIM
myTsim». Atakn «SQL-uabeknus» u «XML-uHBEKIH»

5. KowmmerenTHOCTE:IMeTh CHOCOOHOCTBIO TPHMEHATH MPOTPaMMHBEIE CpEICTBA
CHUCTEMHOTO, TPUKIAJHOTO W CIICHAJbHOTO HA3HAYCHUS, HHCTPYMEHTAIbHBIE
CpEeICTBA, S3BIKM U CHCTEMBI IPOTPaMMHPOBAHUS JJISI PELICHUS MPOQPeCcCHOHATBHBIX
3a1a4.CrocoOHOCThIO 0OPMIIATE PabOUyI0 TEXHHYECKYIO0 TOKYMEHTAlUIO C YY4eTOM
ﬂeﬁCTBymmHX HOPMATUBHBIX U METOAUYCCKUX }IOKyMeHTOB

6. OxxupmaeMble pe3ynbTaThl:3HATh KJIACCU(UKAIMIO OCHOBHBIX THIIOB aTak Ha web-
TMPUITOXKECHUSA. Vmers BBIABJIATH yﬂSBI/IMOCTl/I B web-npnnomeHI/mx. BHaﬂeTb
OCHOBHBIMH METOJIAMHU YCTPAHEHUS YSI3BUMOCTEH B WEebTIPHIIOKESHUAX

Mpip3aMmypartoBa A.A.
M.T.H., CTapIIni
MpeTojaBaTeNnb




1. Prerequisites: Web programming, Administration of security of computer systems
2. Postrekvizites:Writing and defending a diploma project

3. Aim of the discipline: Formation of students ' knowledge about the main types of
attacks on web applications and methods of their prevention. The knowledge gained in
the course of studying this discipline will allow students to avoid standard errors in the
field of security when developing web applications.

4. Short content: Introduction: terminology, statistics of attacks on web resources,
publicity of web applications as one of the factors of increased attention of attackers to
web resources. The "abuse of functionality" attack. Brute force and buffer overflow
attacks.. Denial of service attack: classification of methods, methods of protection.
Fingerprint attack: methods and utilities. Concept of an LDAP repository (Lightweight
Directory Access Protocol), methods of attacks on LDAP. The "command injection
into email protocols” attack. The "navigation on forbidden paths" attack. SQL injection
and XML injection attacks»

5. Competence: The ability to use software for system, application and special
purposes, tools, languages and programming systems to solve professional tasks.
Ability to draw up working technical documentation taking into account current
regulatory and methodological documents

6. Expected results: Know: classification of the main types of attacks on web
applications; be able to: identify vulnerabilities in web applications; own: the main
methods of eliminating vulnerabilities in web applications

Myrzamuratova, A.
A., m. t.s., the senior
lecturer
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7. IlpepexBusurrep:C++ opTachHaa NporpamMManay

8. IocrpexBusurrep: KocinTik mpakTika, MEMJIEKETTIK eMTHXaH, AUIIOMIBIK K002

9. TloHHIH MakcaThl: MOHJI HMIepyIiH MaKCaThl MAalIMHAIBIK OKBITYABIH HETI3ri
YFBIMAAPBIMEH, MAIIMHAIBIK OKBITYJBIH HEri3ri aJropUTMIEPIMEH, OJapibl
KOJIZIaHy epeKIICTiKTepiMeH TaHbICY OOJBIN TaObUIa b

10. Kpickamra Ma3MyHBI: MAaIIMHAJBIK OKBITYFa Kipicme. CBI3BIKTHIK PperpeccHs
Mognenbaepi.  Jlorucrukanelk perpeccus. Heitporapik xemimep.  Llemrim
ararmrapel. AdaBoost Anroputwmi. Kinacteprey.

11. Ky3BIpeTTiiiri: FBUIBIMH 3€pTTEyJep JKYPTridy >KOHE ©3JIriHeH jJKaHa FhUIBIMHU
JKSHE KOJIJaHOaNbl HATIKENep aly KaOijeTi )KoHe FBUIBIMH Y)KbIM KypaMbIHJA
KOJIIaHOAJ bl MaTeMaTHKa JKOHE aKMapaTThIK TEXHOJOTWsUIAp CalachIHBIH JKaii-
KyifiHe TanjamManblk [Ioynap d3ipiey Kabijmetri  0ap, TaKbIPBINTAPHI
OaFbITTBUIBIKKA (OciiiHre)coiikec KemeTiH jkobamapisl capamnrtay IKeHIHIETi
BEJOMCTBOJIBIK, ~CalaJIbIK HEMece MEMJICKETTIK capanraMa TONTapbIH/a
capanmbUIapIsIH JKYMBICBIH OpBIHIaY KabireTi 6ap

12. Kyrinerin HoTmwkenep: Oinyre THic-MalllMHANBIK OKBITY aJTOPHTMICPiHIH
MYMKIiHZIKTepi; - MalnHanblK OKBITY aJTOPHUTMIEPiHIH KOMeTiMeH MISIIiIeTiH
ecenTep Kiactapbl. MeHrepyl THic: - MamMHaJbIK OKBITY alrOpUTMICPiH
MpaKTUKaJa KOJJaHy; HAKThl €CENTi LICIIy YIIH MAaIlWHAIBIK OKBITYIBIH COJ
HEMece e3re alTOPUTMIHIH KOJIaHBLTYBIH HeTi3aey. MeHrepyi THiC: MalliHAIBIK
OKBITYIBIH 0a3alblK KypalngapblH; MalldHAIBIK OKBITY — aJlrOpHTMIEPIH
GarmapraManblK icKe achlpy; MaIIMHAJIBIK OKBITY aJrOPUTMIEPIiH MpaKTHKaaa
KOJIIaHy; alTOPUTMJI OKBITY HOTIDKEIEPIH Tanjay, alrOpUTMHIH IOJIIIriH
ApPTTBIPY JKOJJAPBIH YCBIHY.

MsIp3amyparoBa A.O.
T.F.M., aFa OKBITYIIIEI




[pepexsuzutsl: [Iporpammuposanue B cpene C++

IMoctpexBusutsl: [IpodeccnoHansbHas MpaKTHUKA, TOCYAapPCTBEHHBIH SK3aMeH,

JUIUIOMHBIN POEKT

9. Henp guctumiuuuel: Ilenb  OCBOGHHMS — JUCLMIUIMHBI  3aKJIIOYaeTcs B
03HAKOMJICHUH C 0a30BBIMH IOHSTHSIMHI MallMHHOIOOOYYCHUs, C OCHOBHBIMH
ITOPUTMAMH MAIINHHOTO 00y9YeHHs, 0COOCHHOCTSIMH MX IIPUMEHEHHS.

10. Kpatkoe coxmepxaHue: BpeneHwe BmammHHOe oOydeHwe. JImHelHBIEMomenn
perpeccun. Jloructuueckasperpeccus. Heliponnblecetu. JlepeBbsperieHu.
AnroputmAdaBoost. Kitacrepusarust.

11. KoMmeTeHTHOCTh:CIOCOOHOCTBIO MPOBOAMTH HAy4YHbIE HCCIENOBAHUS U
MOTy4aTbHOBBIE HAay4YHblE M NPHUKIAJHbIE PE3YNbTaThl CaMOCTOSTEIBHO HB
COCTaBE HAyYHOTO KOJUIEKTHBACIOCOOHOCTBIO pa3pabaThiBaTh aHATUTHUIECKHE
0030pBICOCTOSIHUSL  00JIACTH TNPUKIAJHON MAaTeMaTHKH HHH(QOPMAaIMOHHBIX
TEXHOJIOTMHCIIOCOOHOCTEIO BBIINOJHATL PabOTy SKCIEPTOB BBEJOMCTBEHHBIX,
OTpacieBBIX WIH TOCYJapCTBEHHBIXIKCHEPTHBIX TIPYyNIIax II0 OSKCIEPTH3e
MPOEKTOB, TEMaTUKAKOTOPBIX COOTBETCTBYET HAIPABIEHHOCTH (TIPOQHITIO)

12. OxuzaeMble pe3yJibTaThl: JIOJDKEH 3HaThb- BO3MOXKHOCTH  alrOPHTMOB

MAIIMHHOTO OOYUYeHHs ;- KIacChl 33ad, PEelIaeMbIX C MOMOINBIO aITrOPUTMOB

MAaIIMHHOTO 00ydeHus. JloIKeH yMeTb:- IPUMEHSITh Ha MPAKTUKE aJTOPUTMBI

MAIIMHHOTO 00ydeHns; 000CHOBAaTh NMPHUMEHEHHE TOTO WM HHOTO alrOPHTMa

MAalIMHHOTO OOY4YeHUs IS PeLICHHSKOHKPETHOH 3amadd. JoykeH BIaneTh:

0a30BBIM  HMHCTPYMEHTapHeM  MallMHHOTO  OOY4YeHHWs;  HPOrPaMMHO

peann30BBIBaTh ANTOPUTMBI MaIIMHHOTO OOYYeHHMsS; HNPUMEHSATh aJTOPUTMBI

MAalIMHHOTO OOY4YEeHWs Ha NPaKTUKE; aHAIN3UPOBATh PE3YNbTAaTHl OOy4YEeHHS

AITOPUTMA, IPEATAraTh IMyTU MOBBIIIEHHS TOYHOCTHAITOPUTMA.

© N

Mpip3amypartoBa A.A.
M.T.H., CTapIInui
MpernogaBaTenb

3. Prerequisites: Programming in the C++ environment

4. Prerekvizites: Professional practice, state exam, diploma project.

3. The purpose of the discipline: The purpose of mastering the discipline is to
familiarize yourself with the basic concepts of machine learning, with the main
algorithms of machine learning, the features of their application.

4. Summary: Introduction to Machine learning. Linear regression models. Logistic
regression. Neural networks. Decision trees. The AdaBoost algorithm. Clusterization.
5. Competence: the ability to conduct scientific research and obtain new scientific and
applied results independently and as part of a research team the ability to develop
analytical reviews of the state of the field of applied mathematics and information
technologies the ability to perform the work of experts in departmental, industry or
state expert groups for the examination of projects whose topics correspond to the
focus (profile)

6. Expected results: must know-the capabilities of machine learning algorithms; -
classes of problems solved using machine learning algorithms. Must be able to: - apply
machine learning algorithms in practice; justify the use of a particular machine
learning algorithm to solve a specific problem. Must possess: basic machine learning
tools; implement machine learning algorithms programmatically; apply machine
learning algorithms in practice; analyze the results of algorithm training, suggest ways
to improve the accuracy of the algorithm.

Myrzamuratova, A.
A., m. t. s., the senior
lecturer
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1.ITpepexkBusutrep: AKHAapaTTHIK KayilCi3giK Heri3gepi / akmapaTrThl KOpFay >KoHE
aKnaparThIK Kayinci3mik. AKnapar Kayincisairi

2.IToCTpeKBU3UTTEP: CBIMCBI3 KEIUISPIiH KayilCi3airi / ChIMCBI3 JKENiIep: eHy KOHE
KOpFay/ CBIMCBI3 XKeNiJIep/iH Kayilci3AiriH KaMTaMachi3 eTy/

3. IloHHIH MaKcaThl: YHBIM XKyHenepi MeH XeliIepiH OKIMIIICHAIPYIIH TEOPHSUIBIK
HETI3JIepiH 3epaeney, connaii-ak Microsoft Windows Server OXK mbicanbiiia 3amMmaHayu
ONMEepalMsUIBIK ~ JKYHENepMEeH  JKYMBIC  ICTEYAiH  IMpPAKTHKANbIK  JaFIbUIapblH
yitpery.4.Kpickama Ma3MyHBI: ONepanysUIBIK JKYHeNepIiH aHBIKTaMachl XKoHE Herisri
¢yskuusiapel. OnepanusibIK Kyienepaid Kikrenyi. Onepanusiiblk Xyienepais 1amy
Tapuxpl. OnepanusuiblK KyHelnepAiH Herisri TyciHikrepi. OnepanusuiblK SKyHeHIH
KypbutbIMBL.  Dainneik xyienep. Paitnnap, karamorrap. Painnblk XKyHeHi €HTi3y.
Qaiinapik Kyienepain Mblcanaapel. Ecenrey sxeminepi. XKemimep. Xemimeri >xympic
xaTTamanapbl MeH Herizgepi. JKemimik omepanmsutslk skyidenep. Microsoft Windows
OTCpalMsUTBIK KYHENepiHiH CcepBepiK HycKajdapbelH Oackapy Herizaepi. Microsoft
Windows onepamusuiblk kyitenepi. OC Microsoft Windows Server MbicaybiHIa
onepannsutbIK kyienepai 6ackapy. OC Windows cepsepinzeri JKemisik KbI3MeTTep.
Active Directory kaTajmor Kpi3MeTi. Onepanusuiblk >KyHelep MeH KOMIBIOTEPIiK
JKeJTIep Kayinci3AiriHiH Heri3Ti TYCIHIKTepi.

5.KyseIperTiniri: Tamcelpeic  Oepymriiepre KociMOPBHIHHBIH — AT-HHQpaKypBUIBIMBIH
Oackapy oficTepi MEH KypalgapblH YTHIMIBI TaHAay OoMbIHIIA KeHec Oepe Oimy.
3UATKEPIIIK MEHINIK KYKBIFBIH KOpPFay MYMKIHZIr. AKIapaTThIK-KOMMYHHKAIHSIIBIK
TEXHOJIOTHSJIAPAbI KOJJIAHA OTHIPBIN JKOHE aKMapaTThIK KayilCI3MiKTIH HEri3ri
TaJIANTapbIH €CKepe OTHIPHII, aKMapaTTHIK JKoHEe OHOIHOrpaHsIIbIK MOICHUET HeTi3iHe
KoCiOM KBI3METTIH CTaHIApTThl MiHACTTepiH Inemy Kabineti. KocimopwiHueiH AT-
WHPPaKYPBUIBIMBIHBIH ~ aKMapaTThIK Kayimcizgirin Oackapy Macenenepi OoHbIHIIA
TarchIpeIc Oepymriiepre keHec Oepe Oimy

6.KyTinerin HOTIKE: MEHTepyl THIC: - JOKAIBIBIK JKEJIIepAl Talaay jKoHe Kypy YIIiH
KOMITBIOTEPITIK JKeNIepi YHBIMIACTRIPY MEH JKYMBIC iCTEYiHIH 0a3alblK KaFuJaTTapbiH
naiganany; - KapamaiblM KOMITBIOTEpIIIK JKeJTiHI Kypy JKoHe Kyire KenTipy XoHe
WHTEpHET CEpBUCTEpiH THIMAI TaljanaHy YVIIiH ajblHFaH OliM MeH iCKepIiKTi
KYHICTIKTI eMipae KoymaHy. MeHrepyi THic: - oOiylay MOICHHETIH, aKHaparThl
KaObuIIay, Talaay KaOiIeTiH MEHIepy; - KOMIIBIOTEPIIiK JKENiHIH KayilCi3aiK cascaThiH
KoOajlay MEH iCKe achIpyIblH 3aMaHayd TEXHOJOTHSUIApPBIH MEHTepy; - JKepPriTiKTi
JKeJTiHI OKIMIIJIeHAIpY YIIiH KaxerTi BK malimanany narapuiapelH MEHTEPY; - JKENiHIH
KYPBUIBIMBIH, TOIIOJIOTUSCHIH Tangay, JKENIHIY KYMBICKA KaOUIEeTTLIIrH
IUarHOCTUKANAy, Kareiepli Taly, JKENiHIH >XYMBICBIH >kocmapiay. KaOimeri meH
JAWBIHIBIFBIH KOPCETYi KepeK: - KOCiOM KpI3METTE MOHII UTepy HOTIKEIEPiH KOJIIaHy.

BekceiiitoBa AliHyp
ara OKBITYIIIB,
TEXHHKa
FBUIBIM/IaPBIHBIH
MarucTpi




1.ITpepexBuzutsr: OcHOBBI HHPOPMALIMOHHOH Oe3omacHocTr/ 3anmTa HHGOPMALH U
rHpopMaIroHHas 6e30macHoCcTh be3onacHocTs HHpOpMaLUH

2.IToctpexBusutsl: besomacHocTh GecrpoBoaHbIX ceTeit/ becripoBoaHbIe ceTh:
MPOHUKHOBEHHE 1 3anmta/ ObecnedeHne 6e30nacHOCTH OECIPOBOAHBIX ceTei/

3. lens ITUCIMIUIMHBL U3YYEHHE TEOPETHIECKHX OCHOB aIMHHUCTPHPOBAHHS CHCTEM
N ceTedl OpraHu3aluu, a TakKe OOydYeHHM IPaKTHYeCKHMM HaBBIKaM paboTHl C
COBPEMEHHBIMH ONEpalMoHHBIMK cucTteMamn Ha npumepe OC Microsoft Windows
Server

4.Kparkoe comepkanue: OmnpeneneHHe W OCHOBHBIE (GYHKIMH OIEPALHOHHBIX
cucreM. Kiaccuduxarms onepaioHHbIX cucteM. McTopust pa3sBUTHS OMEPAIMOHHBIX
cucteM. OCHOBHBIE TOHATHA ONEPalMOHHBIX cucTeM. CTpPyKTypa OMNEparOHHOMN
cucrembl. @aitnoBeie cucrembl. Daiinpl, kaTajgord. Peamusamus (ailioBoll CHCTEMBI.
[Mpumepsr daitnoBsix cucreM. Berancnmurensasie ceti. Cern. [IpoTOKONIBI U OCHOBBI
pabotsl B cern. CereBble onepanMoOHHBIE cHUCTeMBL. OCHOBBI aIMHHHUCTPUPOBAHHMS
CepBEpPHBIX BEpCHH OINEpallMOHHBIX CcHcTeM ceMelictBa Microsoft Windows.
OmneparroHHble cucTeMbl cemeiictBa Microsoft Windows. AnMuHHCTpHpOBaHHE
onepaunoHHbIX cucteM Ha npuMepe OC Microsoft Windows Server. CeTeBbie CiryKOb
B OC Windows Server. Ciyx0a karanoroB Active Directory. OCHOBHBIE MOHSATHS
0€30MaCHOCTH OTIEPAIIMOHHBIX CHCTEM H KOMITBIOTEPHBIX CETEH.

5.KoMneTeHTHOCTh: YMEHHE KOHCYJIbTUPOBaTh 3aKa3uMKOB 110 pPaLUOHAIbHOMY
BEIOOPY METOJIOB M MHCTpyMeHTOB ympasieHus: UT-unppacpykTypoil npeanpusTas.
VYMeHHe 3amumiaTh NpaBa Ha HHTEUIEKTYAJIbHYIO COOCTBEHHOCTB. CHOCOOHOCTB
peumiath CTaHIApTHBIE 3ajadyd  NPO(ECcCHOHATIBHON IeATeIbHOCTH Ha OCHOBE
nHopmanoHHOit u  OHOMMOrpaduUYecKOd  KyIBTYpel € IpPHUMEHEHHEM
HH()OPMAIIMOHHO-KOMMYHHKAIIMOHHBIX ~ TEXHOJIOTMH M €  Y4eTOM OCHOBHBIX
TpeOoBaHMi WHPOPMAIIMOHHON 0€30mMacHOCTH. YMEHHE KOHCYJIbTPOBATh 3aKa3YHKOB
0 BOIIPOCAM COBEPILIECTBOBAHUS YIpaBIeHHUS HHPOPMAOHHOH Oe3omacHocThio M T-
HHPPACTPYKTYPHI MPEATIPUSITUSL

6.0xumaemblit  pe3ynpTar: JIOJDKEH YMETh: - HCIOJIB30BaTh 0a30BbIe MPHHIIUITBI
opraHuM3anuy M (QyHKIMOHUPOBAHMS KOMIBIOTEPHBIX ceTeil Uil aHaim3a |
MOCTPOCHUS JIOKAJIBHBIX CETeH; - MPUMEHSTh IIOJNyYEHHBIE 3HAHWS M YMEHHS B
MIOBCEAHEBHOM JXM3HM ISl MOCTPOEHHUs M HACTPOMKHU IpoCTeileldl KOMIBbIOTEPHOU
ceTd 1 s 3((EKTUBHOTO HCIONB30BaHMS cepBHCOB MHTepHeT. JloDKeH BIAfeTh: -
BIAAETh KyIbTYpOH MBIIUICHUS, CIOCOOHOCTBIO K  BOCIPHUATHIO, AHAIH3Y

nHpopManmy; - COBPEMEHHBIMH TEXHOJIOTHSMH MPOSKTUPOBAHMS W pealM3aliu
MONMUTHKN O€30MacHOCTH KOMITBIOTEPHOHM CETH; - HAaBBIKAMH II0 HCIOJIb30BaHUIO
HeoOxomumoro IO mnst agMUHHCTPHPOBAHUS JIOKATGHON CETH; - aHAIW3UpPOBAaTh

CTPYKTYpY CETH, TOIOJOTHIO, AUAarHOCTHPOBAaTh PabOTOCIOCOOHOCTh CETH, HaXOJUTh
OIMOKH, IUIaHUPOBaTh paboTy ceTu. [loJbkeH JIEeMOHCTPUPOBATH CIIOCOOHOCTH M
TFOTOBHOCTB: - IIPUMEHATH pe3yanaTbl OCBOCHUA AUCLIMIIIIMHBI B l'lpO(beCCl/IOHa.]'leOl\;I
JIeATeIIbHOCTH.

BekceiiitoBa AliHyp
Crapmuit
IpernoaBaTens,
MAarucTp TeXHUYECKHX
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1. Prerequisites: Fundamentals of information security/ Information security and
information security Information security

2. Post-requirements: Wireless network security/ Wireless networks: Penetration and
protection/ Ensuring the security of wireless networks/

3. The purpose of the discipline: to study the theoretical foundations of the
administration of systems and networks of the organization, as well as to teach practical
skills of working with modern operating systems on the example of Microsoft Windows
Server OS.

4. Summary: Definition and main functions of operating systems. Classification of
operating systems. The history of the development of operating systems. Basic concepts
of operating systems. The structure of the operating system. File systems. Files,
directories. Implementation of the file system. Examples of file systems. Computer
networks. Networks. Protocols and basics of working in the network. Network operating
systems. Basics of administration of server versions of operating systems of the
Microsoft Windows family. Operating systems of the Microsoft Windows family.
Administration of operating systems on the example of Microsoft Windows Server OC.
Network Services in the Windows Server OC. The Active Directory directory service.
Basic concepts of security of operating systems and computer networks.

5. Competence: The ability to advise customers on the rational choice of methods and
tools for managing the IT infrastructure of the enterprise. The ability to protect
intellectual property rights. The ability to solve standard tasks of professional activity on
the basis of information and bibliographic culture with the use of information and
communication technologies and taking into account the basic requirements of
information security. The ability to advise customers on the issues of information
security management of the enterprise's IT infrastructure

6. Expected result: Must be able to: - use the basic principles of the organization and
functioning of computer networks for the analysis and construction of local networks; -
apply the acquired knowledge and skills in everyday life to build and configure the
simplest computer network and for the effective use of Internet services. Must possess: -
possess a culture of thinking, the ability to perceive, analyze information; - modern
technologies for designing and implementing a computer network security policy; -
skills in using the necessary software for local network administration; - analyze the
network structure, topology, diagnose the network performance, find errors, plan the
network operation. Must demonstrate the ability and willingness to: - apply the results of
mastering the discipline in professional activity.

Bexseyitova Ainur
Senior Lecturer,
Master of Technical
Sciences
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JKylienep MeH
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H
Exam

Tect
Tect
test

1.ITpepexkBusutrep: AKHAapaTTHIK KayilCi3giK Heri3gepi / akmapaTrThl KOpFay >KoHE
aKHapaTThIK Kayinci3mik AKnapar Kayincisairi

2.IToCTpeKBU3UTTEP: CBIMCBI3 KEIUISPIiH KayilCi3airi / ChIMCBI3 JKENiIep: eHy KOHE
KOpFay/ ChIMCBI3 XKeNiIep/iH Kayilci3AiriH KaMTaMach3 eTy/

3. TlenHiH MakcaThl: ecentey TexHHKachl KypannapsiH (ETX) xypynsiH, 6ackapyabiH
TEOPHMSUTBIK HETi3Niepi MEH KaFUAATTapblH, COHJal-aK >KEPTiTiKTI KoHEe jkahaHIBIK
aKIapaTTHIK-eCenTey XKEeNIepiH 3epaeney.

/4.Kpickama Ma3MyHBI: aKMapaTTHIK KayiNCi3AIKTiH HETI3Ti TYCIHIKTepi. AKMapaTTHIK
Kayimeizgik — Karepiepi. AKOaparThlK — KayilCi3mikTiH — Oaramay — CTaHZAapTTaphbl.
AKXnapaTThIK Kayincisaikti 6ackapy cranmaprrapsl. Kocimopsinga AKBX kypy. Digital
Security KOMIaHUSACBHIHBIH aKMIapaTTHIK KayilCi3diK ToyeKenJepiH Oaranay omicTeMeci.
KommanusmapablH aKmapaTThIK JKyHenepiHiH ToyeKenIepiH Tanaay jkKoHe OacKapyablH
3aMaHayH oJicTepi MEH Kypanmapbl. AKHNapaTThIK KayilCi3[MIKTI KaMTaMachl3 €TYymiH
KYKBIKTBIK ~ Imapanapbl. KOMIBIOTEpIK —aKHmapaTThIK O KYHelnepaiH —Kayilci3miria
KaMTaMachl3 eTYIiH YHBIMIACTHIPYIIBUIBIK MIapanapbl. AKINapaTTHIK KayilCi3IiKTi
KaMTaMachl3  eTyniH Oar;apiaMaiblK-TeXHUKAJIBIK Iapanapsl.  ColikecTeHIipy,
ayTeHTU(PHKAL, KOJI JKETKI3yal 6acKkapy

5.Ky3pIpeTTinik: akmapaTThIK KayilCi3OiKTi KaMTaMachl3 €Ty JKyHelepiH, KeHIeHAEpiH,
Kypaigapsl MEH TEXHOJOTHSUIAPBIH J3ipiiey KaOifeTi, peceilllik »oHe XabIKapalblK
CTaHJAPTTap HETi3iHAe KOpray OOBEKTLIEpiHiH aKHapaTThIK KayilCi3OiriH KaMTaMachl3
eTy )KyHenepi MeH KypaJZapbIHBIH KYPaMBbIH, CUIIaTTaMaltapbl MeH ()yHKIIMOHAJIBIFBIH
HeTi3Aey MYMKIHJIIi, aKMapaTThIK KayilCi3likTi KaMTaMachl3 €Ty Kypajigapbl MeH
XKyienepiH celHay OaraapiaManapbl MEH 9iCTepiH a3ipiiey MYMKIH/IT1, Ka3ipri 3aMaHFbI
aKMapaTThIK KOFAMHBIH KAaJBINITACYBI JKaFJalbIHIA aKMapaTTHIK KAYIMCI3MIKTIH ipreii
JKOHE KoJmaHOanel mpoOieManapelH Tangay KaOineTi, 3epTTey TakbIphIObI OOWBIHIIA
FBUIBIMU-TCXHUKAJIBIK aKIMapaTThl JKMHAY, OHACY, Taljay >KoHe JKyHeneynmi xysere
acelpy KaOileTi, ecenTi MIEHIyAiH omicTepi MeH KypammapbiH TaHmay, [1K-7 FeutbiMu
3epTTeyiep MEH TEeXHHKAJbIK o3ipJeMeNiepli KYPTi3yHdiH KOocCmapiiapel MEH
OarmapiaMaliapbiH 93ipiiey KabisieTi THICTI PU3HKANBIK KOHE MaTEMATHKAIIBIK dJiCTEpIi
KOJIIaHa OTBIPBIN, OOBEKTINEpAiH KOpFalyblHa SKCIIEPHMEHTTIK 3epTTeysep XKyprizy
KaOiNeTi, 3KCIEPUMEHT HOTIDKENIEPIH OHACYIIH TEXHHKAIBIK XOHE OaraapiiaMasibIK
Kypanaapsl

6.KyTinerin HOTIXKe: TOHII Wrepy HOTIDKECIHIE CTYACHT OpBIHAAH alaybl Kepek:
JKOCHapyay, TOyeKeIepAl COWKECTEHAIpY JKOHE Tainay, TOyeKeNIepAi MOIENbAey,
MOHUTOPHHT JKYPTi3y. MeHrepyi Kepek: IOHAI Wrepy HOTHXKECIHAE CTYICHT
MEHrepyl Kepek: MaMaHIaH[IBIPbUIFaH OaFiapiaMajblk JKacaKrama, —akMapaTThIK
KayircizaikTi 0ackapy NpouecTepiHiH e3apa OailaHBICBIHBIH KYPBUIBIMBI MEH JKYHeciH
TyciHy KaOuleTi MeH JadbIHIBIFBIH KOpceTyi Kepek: 3aMaHayH aKHapaTThIK
TEXHOJIOTHSUIApAbl KOJJaHy >KarAaibIHIa KOCIMOPBIHHBIH aKMapaTThIK Kayilnci3giriH
Gackapy xyiteciH Kypy.

BekceiiitoBa AliHyp
ara OKBITYIIIB,
TEXHHKa
FBUIBIM/IaPBIHBIH
MarucTpi




1.ITpepexBusutbr: OcHOBBI HHPOPMALOHHOHN Oe3omacHocTH/ 3ammra HHGOPMALMH U
rHpopMaIroHHas 6e30macHoCcTh be3onacHocTs HHpOpMaLUH

2.IToctpexBusuTsl: besonacHocTh GecnipoBOAHBIX ceTell/ becnipoBoaHbIe ceTu:
MPOHUKHOBEHHE 1 3anmta/ ObecnedeHne 6e30nacHOCTH OECIPOBOAHBIX ceTei/

3. llens MUCHMIUIMHEL W3yYeHHE TEOPETHYECKHX OCHOB M IPHHIUIIOB ITOCTPOCHH,
YOpaBIeHHS M 3alliTa  CPeACTB BeMHCHUTENbHOH TexHuku (CBT), a rtarke
JIOKQJIBHBIX U ITI00ATBEHBIX HHPOPMAITHOHHO-BEIYHCINTENBHBIX CeTel.

4.Kparkoe conepkanue: OCHOBHBIE IOHSTHS HHGOPMAIMOHHOW 0€30MacHOCTH.
Vrpo3sl MHGOPMAUMOHHOI Oe30macHOCTH B MH(GOpPMAUMOHHBIX. OLEHOYHBIC
CTaHAapThl B UHpOpPMAnMOHHOW  Oe3omacHocTu.  CTaHAApThl  YHpPABICHHA
nHpopMaoHHOH Oe3onmacHocThi0. Co3mannme CYUDB Ha mpeampustun. Mertoauka
OIICHKM pPHCKOB HWH(POpMAIMOHHOW Oe3zomacHocTn kommaHuu Digital Security.
CoBpeMeHHbIE METOIBI M CpPEACTBA aHaNW3a W YINPaBICHHE  PUCKAMH
nHpOpPMAIMOHHBIX ~ CHCTeM  KoMmmaHui.  [IpaBoBele  Mepbl  obecrieueHUs
nHdopmanonHoit  Oe3omacHoctH.  OpraHU3allOHHBIE ~ MEpbl  OOecreueHust
0€30MaCHOCTH KOMITBIOTEPHBIX HH(POPMAMOHHEIX cHCTeM. [IporpaMMHO-TeXHIUYECKUE
Mepel  ofecrieueHnss — HHGOpManMOHHOW  Oe3omacHOocTH.  UneHtndukanus,
ayTeHTH(UKALH, YIPaBICHHE JOCTYIOM

5. KOMIETEeHTHOCTbD: CIIOCOOHOCTBIO pa3pabaThIBaTh CHCTEMBI, KOMILICKCHI, CPEACTBA U
TEXHOJOTUH oOecrieueHuss HMHGOOPMALMOHHONH 0E30HacHOCTH , CIIOCOOHOCTBHIO
IIPOBOIUTH 0OOCHOBAHHUE COCTaBa, XaPAKTEPHCTUK U (HYHKINOHATIBHBIX BOZMOXKHOCTEH
CHCTEM U cpelcTB obecreueHus MHPOPMALMOHHON 6e3011acHOCTH 00BEKTOB 3alUThI
Ha OCHOBE pOCCHIICKHX M MEKIYHApPOJHBIX CTaHIApTOB, CIIOCOOHOCTHIO
pa3pabarbiBaTh MPOTPaMMBI U METOIUKH HCIBITAaHUI CPEICTB M CHCTEM 00eCIeYeHHs
MHPOPMAIIOHHOH 0€301MacHOCTH, CIIOCOOHOCTHIO aHATM3UPOBATh (yHAaMEHTAIbHBIC
Y TIpUKJIagHbIe TPoOIeMbl HHPOPMAIIMOHHONW 0€30MaCHOCTH B YCIOBHUSAX CTAHOBICHUS
COBPEMEHHOTO HMH()OPMAIMOHHOTO OOIIECTBa, CHOCOOHOCTHIO OCYHIECTBIATH COOP,
00paboTKy, aHAJM3 U CHCTEMATHU3AIMI0 HAYYHO-TEXHUYECKOW MH()OpMALUHU MO TeMe
HCCIIEI0BaHMs1, BBIOOP METOJIOB M CPENICTB PELICHHs 3a1a4u, pa3padaTeiBaTh MIaHbI U
MpOorpaMMbl TIPOBEJICHNS] HAy4YHBIX MCCIIEOBAaHUH M TEXHHUYECKHX pa3paboToK,
CIOCOOHOCTBIO TIPOBOJMTH JKCIIEPUMEHTAIBHBIE HCCIIEAO0BAHHS  3alIHUIIEHHOCTH
O00BEKTOB C NPUMEHEHHEM COOTBETCTBYIOIIUX (U3MYECKUX W MaTeMaTHYECKHX
METO/IOB, TEXHMYECKUX W MPOTPAMMHBIX CPEACTB 00pabOTKM  pe3yibTaToB
9KCHEPUMEHTA

6.0xumaeMblil pe3ynprar: B pesynbrare OCBOGHMS AMCLMIUIMHBI CTYIEHT JOJDKEH
YMETh: BBINOJNHATH [UIAHUPOBAHNE, HICHTU(UKAIMIO H aHAIIH3 PUCKOB, MOJICIUPOBATh
PHUCKH, MPOBOAUTH MOHHTOPHHT. JlookeH BiazeTh: B pesyiibTare OCBOCHHS
JUCLMIUIMHBL CTYAEHT JOJDKEH BIQJETh: CIEHHaIN3UPOBAHHBIM IPOrPAMMHBIM
OGGCHC‘IBHI/ISM, NOHUMAHUEM CTPYKTYpbl M CHUCTEMbBI B3aUMOCBSA3U IIPOLECCOB
ynpaBieHus: MHGOPMAIMOHHOW  ©€30MacHOCTHIO JlomkeH  1eMOHCTpHUpOBaTh
CIOCOOHOCTh M TOTOBHOCTB: K mocTpoeHHIo cucteMy ympaBlieHUs] HHPOPMAI[HOHHOM
0€30IIaCHOCTh ~ MpPENNPUATHS B YCJOBUSX  TNPUMEHEHHS  COBPEMEHHBIX
HUH(OPMAIIMOHHBIX TEXHOJIOTHH.

BekceiiitoBa AliHyp
Crapmuit
IpernoaaBaTens,
MAarucTp TeXHUYECKHX

HayK




1. Prerequisites: Fundamentals of information security/ Information security and
information security Information security

2. Post-requirements: Wireless network security/ Wireless networks: Penetration and
protection/ Ensuring the security of wireless networks/

3. The purpose of the discipline: the study of the theoretical foundations and principles
of construction, management and protection of computer equipment (SVT), as well as
local and global information and computing networks.

4. Summary: Basic concepts of information security. Threats to information security in
information systems. Evaluation standards in information security. Information security
management standards. Creation of an ISMS at the enterprise. Methodology for
assessing information security risks of the Digital Security company. Modern methods
and means of analysis and risk management of information systems of companies. Legal
measures to ensure information security. Organizational measures to ensure the security
of computer information systems. Software and technical measures to ensure
information security. Identification, authentication, access control

5. Competence: the ability to develop systems, complexes, means and technologies for
ensuring information security, the ability to justify the composition, characteristics and
functionality of systems and means for ensuring information security of security objects
based on Russian and international standards, the ability to develop programs and test
methods for information security tools and systems, the ability to analyze fundamental
and applied problems of information security in the conditions of the formation of a
modern information society, the ability to collect, process, analyze and systematize
scientific and technical information on the topic of research, the choice of methods and
means of solving the problem, to develop plans and programs for conducting scientific
research and technical developments of, the ability to conduct experimental studies of
the security of objects using appropriate physical and mathematical methods, technical
and software tools for processing the results of the experiment

6. Expected result: As a result of mastering the discipline, the student should be able to:
perform planning, identification and analysis of risks, simulate risks, conduct
monitoring. . Must possess: As a result of mastering the discipline, the student must
possess: specialized software, understanding of the structure and system of interrelation
of information security management processes Must demonstrate the ability and
readiness: To build an enterprise information security management system in the
conditions of using modern information technologies.

Bexseyitova Ainur
Senior Lecturer,
Master of Technical
Sciences
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Tect
Tect
test

1.ITpepexkBu3uTTep: AKMapaTThIK KayilCi3mik Heri3gepi, AKmapaTTbl KOpFay JXoHE
aKHaparThIK Kayinci3mik, AKnapar Kayincisairi

2.IToctpexkBuU3UTTEP: AKIApPaTTHIK KAaYilCi3MiKTI KYKBIKTBIK PETTey.

3.IloHHiH MakcaThl: KYpAeTi >XyHeieple, €H alAbIMEH TEIeKOMMYHHUKAIHI MCEH
KOMIIBIOTEPIIIK XKeJijepae pecypcrapabl 0exyre OaiilaHBICTEI HETi3r MaTeMaTHKAJIBIK
MOJIENbAep KapacTHIPBLIAIBL.

4.KpIcKania Ma3MyHBL: Y3MIKCi3 oHE TUCKPETTI pecypcTapasl THIMAI OOy IiH >Kalbl
TocUImepi, ONTHMaNABUIBIK —IIAPTTaphl JKOHE INENIM  i37iey  alropuTMuaepi
KapacThIpbUiaael. TipkenreH j>koHe MOOWIBII aOOHEHTTepi Oap ecentey KemiiepiH
Kobanay Ke3iHIe TYBIHAAWTBIH JKaJIbl MiHAETTEp XOHE ONapibl INEIIyIiH Heri3ri
Tocinaepi  KapacTelppuiagbl.  JIMCKpeTTi, HIUHAMHUKAIBIK JETEPMUHHCTIK KOHE
BIKTUMAJIABIK MOJENBACPIl KOca aiFaHAa, pecypcTrapasl OenymiH KeIl CaThUIb
MaceJIelNIepiH eIy AiH KaJIIbl TOCUIIepl KapacThIPhIIaIbL.

5.Ky3sIperTep: Ka3ipri KOFaMHBIH JaMybIHJaFbl aKIapaTThlH MaHbI3bUIBIFBIH TYCIHY,
aKIapaTTHIK TEXHOJIOTHSIAP/BIH KETICTIKTepiH FaJaMAbIK KOMIBIOTEPIIIK JKeliepae,
KiTarmxaHa KopJapblH/a XKaHe 0acka Ja akmapaT Ke3JepiHae Kb3MeT OeifiHi OoibIHIIa
aKnaparThl eHJIEY JKOHE 13/1ey YIIiH KOIJaHy. AKMapaTThIK Kayilnci3mikTi 6ackapyIbiH
1K1 XKYHeciH 93ipieyre KaTbICy MYMKIHIIT1.

6.KyTinerin HoTHKe: KypAeTi JKyHenepAe pecypcTapAbl 06y MocelelepiH IMenry
oxicTepiH Oinyi )koHe KosigaHa Oiryl Kepek.

Anpanosa A.B. PhD
, aFa OKBITYILbI

1.IIpepexBusutsl: OCHOBBI HHPOPMAIIMOHHOM 6€30MacCHOCTH, 3aIuTa HH)OpMAIIUU 1
WHpOpPMAIHOHHAs 0€30MacHOCTh, be3onacHoCcTh HHpOpMAIHH
2.IToctpexBusutsi:IIpaBoBoe perynnpoBaHue HHPOPMAITMOHHOM 6€30IIaCHOCTH

3.1lenb TUCIUIUINHEL: PACCMATPHBAIOTCS] OCHOBHBIE MaTeMaTHUECKUE MOJIEIH,
CBSI3aHHBIC C pacIpeeJICHHEM PECYPCOB B CIIOKHBIX CHCTEMaX, IPEXKIE BCETO B
TEJIEKOMMYHHUKAIIMU 1 KOMITBIOTEPHBIX CETIX.

4. Kpatkoe copepkanme: PaccmaTtpuBarorcss oOmue moaxonasl K 3PQEeKTHBHOMY
pacmpeeneHnIo HeTIPEePhIBHBIX U TUCKPETHBIX PECYPCOB, YCIOBUS ONTHMAIBHOCTH U
ITOPUTMBI MOUCKA perieHnii. PaccmarpuBatoTes oblnye 3aiadd, BO3HUKAIOLIUE TPH
MIPOEKTHPOBAHUH BBIYUCIHUTENBHBIX ceTeil ¢ (UKCHPOBAaHHBIMM M MOOWJIBHBIMH
aOOHEHTaMH, U OCHOBHBIE TTOJIXO/IbI K HX pelleHuro. PaccMarpuBaroTes Takxke olriue
MOJXOABI K PEIICHUI0 MHOTOIIArOBBIX 33/1a4 PACIPEeNICHNs] PECypcoB, B TOM YHCIIE
IVICKPETHBIX, TMHAMUYECKUX JICTEPMUHUPOBAHHBIX U BEPOSTHOCTHBIX MOJIETICH.
5.KommeTeHn:cnocoOOHOCTRI0  TIOHMMAaTh 3HaueHne HWHG)OpMAaluH B Pa3BUTHH
COBPEMEHHOTO O0O0IIecTBa, MPUMEHATh NOCTIDKEHHS HH()OPMAIMOHHBIX TEXHOJIOTHIT
Uil 00paboTKH W TOMCKa MH(POpMANWU M0 MPOGUII0 AEATETPHOCTH B TIOOANBHBIX
KOMITBIOTEPHBIX CETSIX, OMOMMOTEYHBIX (OHIAX M HWHBIX MCTOYHUKAX HH(OpPMAIHH.
CnocoOHOCTBIO ~ y4acTBOBaTh B pa3paboTKe  IMOJCHUCTEMBI  YIpaBJICHHS
MH(OPMAIMOHHOH 0€30MaCHOCTHIO.

6.0xuaaeMblil pe3ysabTaT: JOJDKEH 3HaTh M YMETh HCIIOJIb30BAaTh METOIbl PEIICHHS
3a]a4d pacrpeelIeHNs] pECYPCOB B CIIOKHBIX CHCTEMAX.

Anpanosa A.B. PhD,
CT. TIPETOIaBaTellb




1. Prerequisites: Fundamentals of information security, Information Security and
information security, Information Security

2. Post-requirements:Legal regulation of information security

3. The purpose of the discipline: the main mathematical models related to the
distribution of resources in complex systems, primarily in telecommunications and
computer networks, are considered.

4. Summary: General approaches to the efficient distribution of continuous and
discrete resources, optimality conditions and algorithms for finding solutions are
considered. The general problems arising in the design of computer networks with
fixed and mobile subscribers, and the main approaches to their solution are considered.
General approaches to solving multistep resource allocation problems, including
discrete, dynamic deterministic and probabilistic models, are also considered.

5. Competencies: the ability to understand the importance of information in the
development of modern society, to apply the achievements of information technologies
for processing and searching information on the profile of activity in global computer
networks, library collections and other sources of information. The ability to
participate in the development of an information security management subsystem.

6. Expected result: must know and be able to use methods for solving resource
allocation problems in complex systems.

Adranova A.B. PhD,
senior lecturer
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H
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1.IlpepexBu3utTep: AKNApaTTHIK KayilCi3dik HeTi3gepi, AKIapaTThl KOpFay J>XOHE
aKMaparThIK Kayirci3maik, AKnapar Kayincizmiri

2.IToctpexBusuTTep: AKIApaTTHIK KAayilCi3IiKTi KYKBIKTBIK PETTEY.

3.IloHHIH MakcaThl: KYpIedi JKyHenepne, €H aiJbIMEH TEeJICeKOMMYHHKAIHS MeH
KOMITBIOTEPIIIK XKeJijepae pecypcrapabl 0exyre OaillaHBICTBI HETi3ri MaTeMaTHKAaJIBIK
MOJIeNbEP KapacThIpbLUIaIbL.

4.Kpickania Ma3MyHBI: Y3[IKCi3 jKOHE AUCKPETTI pecypcTapAbl THIMAI OeIry il yKaJImbl
TOCUIEpi, ONTUMAIABUIBIK IHAPTTAphl KOHE MISNNM  i37ey  alropuTMaepi
KapacThIpbuianel. TipkenreH jkoHe MOOWIBAI aboOHEHTTepi Oap ecenTey >KeniiepiH
Kobanay Ke3iHIe TYBIHAAWTBIH JKAIMbl MIHACTTED JKOHE ONapbl IIEIIyIiH HEri3ri
Tociamepi  KapacTeIpbuiafbl. JIMCKpeTTi, JAWHAMHMKAIBIK JETEPMUHHUCTIK JKOHE
BIKTUMAJIIBIK MOJIENbJepAl Koca ayFaHga, pecypcTapiabl OenymiH KeIl CaThLIbI
MaceleNiepiH IenTy IiH KaJIbl TOCIIepi KapacThIpbLIabl.

5.Ky3bIperTep: Ka3ipri KOFaMHBIH IaMybIHaFbl aKapaTThlH MaHBI3/bUIBIFBIH TYCIHY,
aKNapaTThIK TEXHOJIOTHSUIAPBIH JKETICTIKTepiH FalaMIbIK KOMITBIOTEPIIIK XKeJiepae,
KiTanxaHa KOpJIapbIHZa jkoHe 0acKka Jia aKmapar Ke3lepiHae Kbi3MeT Oeifini OoibIHIIa
aKnaparThl eHJIEY JKOHE 13/ey YIIIH KOoJIaHy. AKIapaTThIK Kayilci3mikTi 6ackapyIblH
IIIKI JKYHeCiH a3ipieyre KaTbICy MYMKIHIITI.

6.Kyrinerin HoTmxe: Kypaeni Xyienepae pecypcrapabl 0eiry MacelelepiH IMiemry
anicTepiH Oiyi »aHe KoJaHa 0iryi Kepek.

Anpanopa A.b. PhD
, aFa OKBITYIIIBI




1.IIpepexBusutsl: OcHOBBI HHPOPMAIMOHHON Oe30IacHOCTH, 3aIuTa HHGOpMaUU U
vHpopMaIoHHas 6e30macHoCcTh, besonacHocTs HHGOpPMaIK
2.IToctpexBusutsl:IIpaBoBoe perynupoBanue HHGpOpMaIMOHHON 6€30IIacCHOCTH

3.1enb AUCHMILIMHBL PACCMATPUBAIOTCS OCHOBHBIE MaTEMaTHYECKHE MOJICIH,
CBsI3aHHBIC C PaclpeneIeHHeM PECYPCOB B CIIOXKHBIX CHCTEMaX, PEXKIe BCEro B
TEJICKOMMYHUKAIIMH ¥ KOMIIBIOTEPHBIX CETSX.

4. Kparkoe conmepxanue: PaccmarpuBarorcs oOmue moaxombl K 3ddeKkTHBHOMY
pacHpeeNieHHIo HelIPEPhIBHBIX M IUCKPETHBIX PECYpPCOB, YCIOBHS ONTUMAIBHOCTH H
aNrOpUTMBI MOKMCKA peleHui. PaccMaTrpuBatoTest obLye 3aaauy, BO3HHUKAIOIINE TIPU
MPOCKTUPOBAHUYM BBIYUCIUTEIBHBIX CeTeH € (QUKCHPOBAHHBIMH M MOOMJIBHBIMH
abOHEHTaMM, U OCHOBHbIC MOAXO/BI K MX pelIeHHI0. PaccMaTpuBaloTCs Takke oOIue
MOZIXO/Ibl K PELICHUI0 MHOTOIIATOBBIX 3a/1a4d PACIPEACICHHs PECYPCOB, B TOM YHCIE
JMCKPETHBIX, THMHAMUYECKHX JIeTEPMUHUPOBAHHBIX M BEPOSTHOCTHBIX MOJIEIICH.
5.KoMmneTeHnnm:cnocoOHOCTRI0 MOHMMATh 3HAaueHHWE WHQPOPMAliM B Pa3BUTHH
COBPEMEHHOr0 O0ILIEeCTBa, MPUMEHATh JOCTVIKCHUS WH(OPMAIIMOHHBIX TEXHOJIOTHI
JUIsl 00paboTKM M ToHCcKa MH(OPMAIMHU MO MPOQIIII0 IEATETHHOCTH B TIIOOAIBHBIX
KOMITBIOTEPHBIX CETSAX, OMOJMOTEYHBIX (DOHAAX W WHBIX HUCTOYHHMKAX HH(OPMAIUH.
CrocoOHOCTPIO ~ ydacTBOBaTh B pa3paboTKe  MOJCHCTEMBI  YIPaBIICHHS
MHPOPMAIIOHHOH 0€30IaCHOCTBIO.

6.0xumaeMplil pe3yibTaT: JODKEH 3HATH U YMETh HCIONB30BATH METO/BI PEIICHUS
3a7a4 pacrpeeNICHNs] PECYPCOB B CIIOXKHBIX CHCTEMax.

Anpanosa A.B. PhD,
CT. TIPETIO/aBaTeb

1. Prerequisites: Fundamentals of information security, Information Security and
information security, Information Security

2. Post-requirements:Legal regulation of information security

3. The purpose of the discipline: the main mathematical models related to the
distribution of resources in complex systems, primarily in telecommunications and
computer networks, are considered.

4. Summary: General approaches to the efficient distribution of continuous and
discrete resources, optimality conditions and algorithms for finding solutions are
considered. The general problems arising in the design of computer networks with
fixed and mobile subscribers, and the main approaches to their solution are considered.
General approaches to solving multistep resource allocation problems, including
discrete, dynamic deterministic and probabilistic models, are also considered.

5. Competencies: the ability to understand the importance of information in the
development of modern society, to apply the achievements of information technologies
for processing and searching information on the profile of activity in global computer
networks, library collections and other sources of information. The ability to
participate in the development of an information security management subsystem.

6. Expected result: must know and be able to use methods for solving resource
allocation problems in complex systems.

Adranova A.B. PhD,
senior lecturer
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1.IIpepexBusnurrep: DKOHOMHKA XoHe OU3HEC Heri3aepi (MeKTen KypChl)

2. TToctpexBusutrep: Kacintik monaep

3.ITonnin wMakcarel: CTyOeHTTEpAiH OKOHOMUKA JKOHE OH3HEC Heri3IepiHiH
MPUHIMITEPIH MEHTepy; SKOHOMHKAJBIK OHIMAEPAlI ICKe achlpy YIUiH Kasipri
HHTeTpalsUIaHFaH Oarmapiamanay sKyHelepiHie )KYMBIC icTey JaFAblUIapblH MEHTepY;
CTYISHTTEp/IH ajFaH OlTiMIepiH MeHrepy.

4.KpIckanra Ma3MyHBI: DKOHOMUKA JKOHE OM3HeC HeTi3iepi: Herisri TYCIHIKTep JKoHe
ONapABlH  aHBIKTAMalapel; OKOHOMHKA JKoHe OHW3HEC  Heri3fepi  JKambl
kypoutsiMbiHAaFEl JKBK opHanacysl, DkoHOMHKA oHE OM3HEC Heri3zepi KiKkTemimi
JKOHE KYPBUIBIMBL. DKOHOMHUKA JkKoHE OM3HEC Heri3zepi KiIacCUpUKaIUIChl. DKOHOMHKA
JKoHE OW3HEeC HeTI3AepiHiH epeKIIeNiKTepl. ODKOHOMHMKAa >KoHe Ou3Hec Heriaepi
o0bexTiziepi. DKOHOMHKA KOHE OHM3HEC Herizlepi MpUHUMNOTEpi. EHri3y-mibiFapyabl
OarapiaMalIbIK KAMTaMachl3 €Ty IPHHIMNTEpi. DKOHOMHUKAHBIH 1IIKi JKyHeci
5.Ky3eIperTiniri: DkoHOMHKa oHe OWU3HEC HeTi3/iepiHiH HaKThl KOH(QHUTypanusuiapbH
Oanray; TarlChIpMaHbl KOO JKOHE OHBI LIEIIy JITOPUTMIH jkacay, DKOHOMHUKA XKSHE
OusHec Heriznepi KylenepiH maiimanaHy, Herisri KykKaTTapabl —a3ipiey,
MporpaMManayablH Ka3ipri 3aMaHFbI XKyieTaepiMeH KYMBIC jkacayFa KaOineTTi.

6. Kyrinerin HoTmKe: OKOHOMHKAa JKOHE OH3HEC Heri3gepi JKoHE OJaplbl
OKIMIIIEHAIPY JaFIbUIapbIH; MPOLeaypanblK skoHe OBb TinaepiH, skorapel AeHTeier
9KOHOMHKA >KOHEe OW3HeC Herizaepi MIHACTTepAl INemly YLIiH OaFIapiaMalibIk,
Kypanjapzasl INaijanaHy oiicreMeciH; OarJapiaMalblK KeLIeHAEp MEH JepeKTep
KOPBIHBIH KOMITOHEHTTEpiH a3ipieyxi, Ka3ipri 3aMaHFbl acHanThIK Kypanjap MeH
Oarzapilamaray TeXHOJIOTHsUIAPbIH Nai1aJlaHy bl MEHI €pIeH.

Epnusizosa XK.- 3.7 K,
ara OKBITYLIBI

1.I0pepexBusutbl: OCHOBBHI ~ 3KOHOMHKM W  Ou3Heca  (IIKOJBHBIH  Kypc)
2.IToCTpeKBH3UTHI: [podeccnonansHbie JIACLUIIUHBI
3. Henb aucuumamubl: OBnageHHe CTYyJCHTaMH OCHOBaMH >KOHOMHKH H OW3Heca;
OBIIQICHNE HAaBBIKAMH DPa0OTHl B COBPEMEHHBIX WHTETPHUPOBAHHBIX CHCTEMax
MPOTPaMMHPOBAHUS Uil peajn3alldiil dKOHOMHYECKUX TPOAYKTOB; OBJaJCHUE
3HAHHSIMH, MPHOOPETCHHBIMHU CTYZICHTaMHU.
4 Kpatkoe conepxanue: OCHOBBI SKOHOMUKM M OW3HEca: OCHOBHBIC MOHITHS M UX
onpenenenus; Pacnonoxxerne GMP B 00111e#i CTPYKTYype OCHOB SKOHOMHKH U OU3HEca,
KJIaccuUKaIKs U CTPYKTypa OCHOB SKOHOMHKH M OusHeca. Kiaccuduxanus ocHOB
9KOHOMHUKHU 1 Ou3Heca. OCOOCHHOCTH OCHOB SKOHOMHKH U Om3Heca. OOBEKTHI OCHOB
9KOHOMHKU H Om3Heca. OCHOBBI 3KOHOMHKH W OusHeca. [IpHHIMITEI POTrpaMMHOTO
obecrieueHust BBOJIA / BBIBOJIA. [oncucrema 9KOHOMHUKHU
5.KommerenTHOCTE: KOppeKkTHpOBKa KOHKPETHBIX KOH(GUTYpanii OCHOB SKOHOMHUKH H
OusHeca; YMeeT yCTaHaBIMBaTh aJTOPUTMBI JUIS ITOCTAHOBKU 337a4 M WX PEIICHH,
HCIIOJIb30BaTh OCHOBBI SKOHOMHKHM M OM3Heca, pa3pabaTeiBaTh 0a30BbIE JTOKYMEHTHI,
pabortath ¢ COBPEMEHHBIMU CHCTEMAMH IIPOrpaMMHUPOBAHUSA.
6. Oxupmaemsblit pesynbrar: OCHOBBI JKOHOMHMKM UM OW3Heca UM HaBBIKH HX
aJIMUHHACTpUpOBaHuUs; mnpouenypHele u OBB  s3bIKH, METOABI HCHOIB30BAHHS
MPOTPaMMHOTO OOECIeueHUsT ISl PElICHHs 3a1ad OCHOB SKOHOMHKH M OW3Heca Ha
BBICOKOM YPOBHE; OCBOWJI pa3pabOTKy MPOTPaMMHBEIX MAaKeTOB M KOMIIOHEHTOB 0a3
JNAHHBIX,  WCIOJb30BaHWE  COBPEMEHHBIX  WHCTPYMEHTOB M TEXHOJOTHI
IIPOrPAMMUPOBAHUS.

Epnuszosa XK.-k. 3. H.,
CT. IIPENOaBaTEeNb




1. Prerequisites: Fundamentals of Economics and Business (school course)

2. Post-requirements: Professional disciplines

3. The purpose of the discipline: Mastering the basics of economics and business by
students; mastering the skills of working in modern integrated programming systems
for the implementation of economic products; mastering the knowledge acquired by
students.

4. Summary: Fundamentals of economics and business: basic concepts and their
definitions; The location of GMP in the general structure of the fundamentals of
economics and business, classification and structure of the fundamentals of economics
and business. Classification of the fundamentals of economics and business. Features
of the basics of economics and business. Objects of the basics of economics and
business. Fundamentals of economics and business. Principles of | / O software.
Subsystem of the economy

5. Competence: Adjustment of specific configurations of the basics of economics and
business; Can set algorithms for setting tasks and solving them, use the basics of
economics and business, develop basic documents, work with modern programming
systems.

6. Expected result: Fundamentals of economics and business and their administration
skills; procedural and OBB languages, methods of using software to solve problems of
the basics of economics and business at a high level; mastered the development of
software packages and database components, the use of modern programming tools
and technologies.

Erniyazova Zh. -
Candidate of
Economics, senior
lecturer
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1.IIpepexBusnurTep: DKOHOMHKA XoHE OM3HEC Heri3aepi (MEeKTen KypCh)

2. IToctpexBusutrrep: KacinTik monaep

3.Ilonnin Makcatel: CTyOeHTTEpAiH OKOHOMUKA JKOHE OH3HEC Heri3IepiHiH
MPUHIMIITEPIH MEHTepy; SKOHOMHKAJBIK OHIMAEPAlI iCKe acelpy YIOiH Kasipri
HHTErpalMsUIaHFaH OaFapiiamaiay XyHenepiHae )KyMbIC icTey AaFabUIapbiH MEHrepy;
CTYACHTTEPIiH aJfaH OUTiMIepiH MEHTepy.

4.Kpickania Ma3MyHBI: DKOHOMUKA JKOHE OM3HEC HeTi3zepi: Heri3ri TYCIHIKTep JKoHe
oNapiAblH  aHBIKTaMalapel; OKOHOMHMKa JKOHe OW3HEC  Heri3fepi  JKaimbl
kypsutbiMbIHIarel JKBK opHanmacybl, DKOHOMHKA jkoHE OW3HEC Herizaepi jKikTemimi
JKOHE KYPBUIBIMBL. DKOHOMHKA JKoHEe OM3HeC Heri3zepi kiaccudukanusicbl. DKOHOMUKA
JKoHe OW3HEeC HEeTI3JepiHiH epeKIIeNmKTepi. DKOHOMHKA >KoHe Ou3Hec Herizaepi
o0BekTiniepi. DKOHOMHKA KOHE OHM3HEC HeTri3lepi MPUHLIUNTEpPi. EHTi3y-mIbIFapyabt
OarmapiIaMaibIK KAMTaMacChI3 €Ty MPUHIHITEPl. DKOHOMHUKAHBIH 1IIKi JKyieci
5.Ky3eIperTiniri: DkoHOMUKA XoHE OHU3HEC HEri3/IepiHiH HAKTHl KOHQHUTYpalusIapbiH
OanrTay; TalCIpMaHbl KOO JKOHE OHBI LICIly aJTOPHTMIH jkacay, DKOHOMHKA JKOHE
OusHec Herizaepi KydenepiH —maigamaHy, HETi3Ti KyKaTTapael — d3iprey,
nporpaMmanayzblH Ka3ipri 3aMaHFbl XKyHenepiMeH *KyMbIC jkacayFa KaOinerTTi.

6. Kyrinerin HoTmke: DKOHOMHKA JKoHe OHM3HEC Herizgepi JKoHe OJappl
OKIMIIUTEHAIPY aFIbUTIaPbIH; MPOLeaypatblK skoHe OBb TinaepiH, skoFapsl AeHT e Ier
O9KOHOMHKA >KOHEe OW3Hec Heri3epi MiHAETTEpAl INelly YIIH OaFaapiaMaliblK
Kypanjapisl TaijanaHy ojicteMeciH; OargapiaMalblk KeLIeHAep MEH JepeKTep
KOPBIHBIH KOMIIOHEHTTEPIH 9d3ipliey/di, Ka3ipri 3aMaHFbl acHalTBhIK Kypalgap MeH
OarJapiaManay TeXHOJOTHsUIApbIH MaliJalaHy /1bl MEHI'epPIeH.

EpHuszosa XK.- 2.7 K,
ara OKBITYIIBI




1.IlpepexBusutbl:  OCHOBBI ~ SKOHOMMKM W  OusHeca  (IIKOJBHBIA  Kypc)
2.ITocTpeKBU3UTHI: [IpodeccuonansHbie JIUCLUIINHBI
3. Lens mucuumuHbl: OBnajieHUe CTyJEHTAaMH OCHOBaMHM 3KOHOMHKHM M OM3Heca;
OBJIAJICHHE HABbIKAMM pPAOOTHI B COBPEMEHHBIX HHTETPHPOBAHHBIX CHCTEMAax
MIPOTPaMMHPOBAHUS UL pealM3allid SKOHOMHYECKHX MPOIYKTOB; OBJIAJICHHE
3HAHMSIMU, MIPUOOPETEHHBIMI CTyICHTaMHU.
4 Kparkoe conepskanue: OCHOBBI SKOHOMUKH M OW3Heca: OCHOBHBIC IOHATHS M UX
omnpenenenns; Paconoxenne GMP B o6mieit cTpykType OCHOB S5KOHOMUKH 1 OHM3HEca,
KIaccupUKanus U CTPYKTYpa OCHOB 3KOHOMHKM U Om3Heca. Kiaccudukarus ocHOB
9KOHOMMKHU U OusHeca. OCOOEHHOCTH OCHOB 3KOHOMHKH U OHM3Heca. OOBEKTHI OCHOB
9KOHOMHUKU M Om3Heca. OCHOBBI 3KOHOMHKH W OusHeca. [IpHHIMIBI IpOrpaMMHOTO
obecniedeHus BBOJIA / BBIBOJIA. IMoncucrema SKOHOMHKHU
5.KomnerenTHOCTE: KOppeKkTHpOBKa KOHKPETHBIX KOH(UTYpaIii OCHOB SKOHOMHKH H
OusHeca; YMeeT yCTaHaBIMBATh aJTOPUTMBI JUIS ITOCTAaHOBKHM 3a7ad M MX PEIICHH,
HCTIONIb30BaTh OCHOBBI SKOHOMHKHM M OM3Heca, pa3pabaTeiBaTh 0a30BBIE JTOKYMEHTH,
paboTath c COBPEMEHHBIMH cHCTeMaMHu NIPOrpaMMHUPOBAHUSL.
6. Oxupmaembiit pesynprar: OCHOBBI JKOHOMHKM U OW3Heca W HAaBBIKA HX
aJIMUHHCTPHPOBaHUs;, mpouexypusie u OBB  s3bIkH, MeTOIBI HCIOIB30BaHUS
MIPOTrpaMMHOTO OOECIeUeHHsI AT PEIICHHs 3aJad OCHOB SKOHOMHUKH M OW3Heca Ha
BBICOKOM YPOBHE; OCBOMJI pa3pabOTKy NPOTPaMMHBIX ITAKETOB M KOMIIOHEHTOB 0a3
JNaHHBIX,  WCIIONH30BAaHUE  COBPEMEHHBIX  HHCTPYMEHTOB M TEXHOJIOTHI
IIPOrpaMMHPOBAHMYSL.

Epnuszosa XK.-k. 3. H.,
CT. IIPENOAaBaTEeNb

1. Prerequisites: Fundamentals of Economics and Business (school course)

2. Post-requirements: Professional disciplines

3. The purpose of the discipline: Mastering the basics of economics and business by
students; mastering the skills of working in modern integrated programming systems
for the implementation of economic products; mastering the knowledge acquired by
students.

4. Summary: Fundamentals of economics and business: basic concepts and their
definitions; The location of GMP in the general structure of the fundamentals of
economics and business, classification and structure of the fundamentals of economics
and business. Classification of the fundamentals of economics and business. Features
of the basics of economics and business. Objects of the basics of economics and
business. Fundamentals of economics and business. Principles of 1 / O software.
Subsystem of the economy

5. Competence: Adjustment of specific configurations of the basics of economics and
business; Can set algorithms for setting tasks and solving them, use the basics of
economics and business, develop basic documents, work with modern programming
systems.

6. Expected result: Fundamentals of economics and business and their administration
skills; procedural and OBB languages, methods of using software to solve problems of
the basics of economics and business at a high level; mastered the development of
software packages and database components, the use of modern programming tools
and technologies.

Erniyazova Zh. -
Candidate of
Economics, senior
lecturer
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IpepexBusurrep: KoMnbioTepiik aknaparTsl KOpFay TEXHOIOTHSIIAPEI
[MocTpexBu3utTep: AKIapaTTBHIK JKYHenep KayilCi3AiriHIH ayauTi MeEH
MEHEKMEHTI, aK[apaTThIK KHOEepKayICi3IiK ToyeKeIepin Oackapy

[TonniH Mmakcatsl: CTaTHCTHKAJIBIK MOTIMETTEP TYPiHAE YCHIHBUIFAH aJaMHBIH
(UBHONOTHSUIBIK  HeMece MiHe3-KYIBIK CHIIaTTaMachlHa HeTi3JeNTeH ajgaM
UICHTH(UKANMSCEIHBIH aBTOMATTaHABIPBUIFAH QJiCTepi MEH KypasiapbIHBIH
JKUBIHTBIFBIH CTYJCHTTEPTe OKBITY.

Kpickama ~ ma3MyHBI: TyrranplH =~ OMOMETPUSUIBIK — MACHTH(UKAIHS
KYpalgapblHBIH OKIKTEIyl »OHE Herisri cumarTaMmanapbl. BHOMEeTpHsIIBIK
OakpUIayIbIH ~ CTaTUKAIBIK  ONICTEPIH  KY3€re achlpy  epeKLICTIKTepi.
BruomeTpusiiblk  GaxkpUIayqBlH — AWHAMUKANBIK — OICTEpPiH  XKY3ere acelpy
epekuIenikTepi. bojamakTelH OHOMETPHSIIBIK TEXHOJOTHSIAaphl. TysiFaHbl
ColiKeCTeHipY XKykenepi.

Ky3blperTinik. AKHDapaTTblK TEXHOJOTHSUIApABl iCKE achlpy KypajJapblH
a3ipiey KaOuneTiHiH Ooyybl (9JicTEMENiK, aKMapaTThlK, MaTeMaTHKAIBIK,
ITOPUTMIIK, TEXHUKAJBIK JKoHEe OaFgapiaMaiblK); - OKCIEPHMEHTTIK
3epTTEeYNEep i KYPTi3yre KaTeICyFa Ka0ineTTi 00Iybl Kepek.

Kyrinerin HoTwkemep: AJaMHBIH HeETi3rl OHOMETPHSIIBIK CHIIATTaMajaphl,
OMOMETPHSIIBIK COWKECTEHAIPYHiH Oa3alblK dmicTepi, OMOMETPHUSIIBIK KYHEHIH
0a3anbIK KYPBUIBIMBIH MeEHrepyi kepek. Kasipri OmomeTpusiblk kyienepai
3epTTeydl OKYprisyl Kepek, aZaMHBIH OHOMETPHSJIBIK CHIIATTaMalapblHa
CaJIBICTBIPMAJIBI TAAAY XKYPri3e allybl KepeK; IMaiilalaHyIbIHBl OMOMETPHSUIBIK
ueHTHGUKanusIay aIrOpUTMICPIiH KOJIJaHYIbIH NPAKTHKAIBIK JaFIbUIapbIH;
Ka3ipri acrnanTslK opTalapAbl HAeHTH(GUKanusIay KYHeciH xacay AaFIbUIapblH
0ilry Kepek.

AnplpaHoBa OcenxaH
barnaTkpI3bl, ara
OKbITYIIBI PhD
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ITpepekBU3UTHI: TEXHOJIOTUH 3aLIUTHI KOMITBIOTEPHOI HH(OpMaIu
[ocTpexBU3UTHI: AyaUT U MEHEIKMEHT 0€30IaCHOCTH MH()OPMAIMOHHBIX
CHCTEM, yHpaBJeHHe pUCKaMi HH(POPMAIIMOHHOHN Kubepbe3onacHocTn

Llens JUCIUTUINHBL Uzydenue CTyIeHTaMHU COBOKYITHOCTH
AQBTOMATH3UPOBAHHBIX ~METOJOB M CPEIACTB HACHTH(UKAIIMK  YeNOBeKa,
OCHOBAaHHBIX Ha €ro (PU3MOIOTrMYEeCKOH WIIM IOBEIECHYECKOH XapaKTEepUCTHKE,
HPE/ICTAaBICHHBIX B BUJIC CTATHCTHIECKUX JAHHBIX.

Kparkoe conepxkanme: Kiaccudukamus ¥ OCHOBHBIE — XapaKTePHCTHKH
OMOMETpPHUYECKHX  CpencTB  uaeHTH(UKamuu  JudHOCTH.  OCOoOeHHOCTH
peanu3alul CTaTHYECKHX METOIOB OHOMETPHYECKOTO KOHTpossi. OcoOeHHOCTH
peanu3anuy ~ AMHAMHYECKUX  METOHOB  OHMOMETPHYECKOTO  KOHTpOI.
buomerpuueckue TexHonoruu 0y aymero. CuctemMsl HASHTH(OUKALNT THYHOCTU
KommerentHocTs.CIIocOOHOCTE  pa3pabaTeiBaTh  CpeACTBA  peaslH3alin
HH(OPMAIIMOHHBIX TEXHOJIOTHH (MeTomuueckue, nHpopMaIOHHBIE,
MaTeMaTH4YeCKHe, QJITOPUTMHYECKHE, TEXHHYECKHe W MpOrpaMMHEBIE); -
CIOCOOHOCTh yY4acTBOBAaTh B IOCTAHOBKE M IIPOBEJCHUM SKCIIEPUMEHTAIBHBIX
HCCIICIOBAaHUH .

OxumaemMble pe3yabTaThl:3HATHOCHOBHBIE OHOMETPHYECKUE XapaKTEPUCTUKU
YenoBeKa, 0a30Bble METOABl OHMOMETpHUYECKOM wuAeHTH(UKanuu, Oa3oBas
CTPYKTypa OHOMETPHYECKOH CHCTEMBI; YyMETh: IIPOBOAWUTH HCCIIEAOBAHHE
CYIIECTBYIOIMX OHOMETPHYECKUX CHCTEM, IPOBOAWTH CPAaBHUTENIBHBIH aHAIU3
OMOMETPHUYECKHX XapaKTePHCTHK denoBeka.Brnaners: npakTuieckuMy HaBBIKaMK
NPUMEHEHHs] aJTOPUTMOB OHOMETPHYECKOH HIECHTU(UKAIIMK MOJB30BaTENs;
HaBBIKaMH pa3paboTKH CHCTEMBI HACHTU(DHUKAIINT COBPEMEHHBIX
MHCTPYMEHTAJIBHBIX CPEIaX.

AnpaHoBa AcenbXaH
barparoBHa, crapumuit
npenonasarens PhD

=

Prerequisites: technologies for protecting computer information
Post-requirements: Information systems security audit and Management,
information cybersecurity risk managementAim of the discipline: Students
study a set of automated methods and tools for identifying a person based on
their physiological or behavioral characteristics, presented in the form of
statistical data.

Short content: Classification and main characteristics of biometric identification
tools. Features of implementation of static methods of biometric control.
Features of implementation of dynamic methods of biometric control. Biometric
technologies of the future. Identification systems

Competence. Ability to develop tools for implementing information
technologies (methodological, informational, mathematical, algorithmic,
technical and software); - the ability to participate in the formulation and
conduct of experimental research .

Expected results: Know- basic biometric characteristics of a person, basic
methods of biometric identification, basic structure of a biometric system; be
able to: conduct research of existing biometric systems, conduct a comparative
analysis of biometric characteristics of a person; possess: practical skills in
applying algorithms for biometric identification of a user; skills in developing
an identification system for modern tool environments.

Adrianova Aselkhan
Bagdatovna, Senior
Lecturer PhD
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IMpepexBusurrep: KoMnbioTepiik aknaparTsl KOpFay TEXHOIOTHSIIAPEI

2. TloctpekBusutrep: AKNApaTThIK JKyHenep KayilCi3miriHiH ayauTi MeH
MEHEPKMEHTI, aKIapaTThIK KHOePKayICi3iK ToyeKeIAepiH 6ackapy

3. Tonuin Mmakcarsl: Ka3ipri GHOMETPHSIIBIK KayilCi3mik KyHenepiH 3eprrey.
BromerpusutbIK  KyHenepaiH KYpBUIBIMBI MEH KOMIIOHEHTTEPIiH 3epTTey.
TysraHbl colikeCTeHIIPYAIH MPAKTHKAIBIK JaFABIIAPEIH KaJbIITaCTHIPY.

4. Kpickama Ma3myHbl: BroMerpwsuiblk Kyifenepneri KartenepniH Typliepi.
BromeTpusuIBbIK JKYyHeTepiH )KYMBIC carackl. Tepic ayTeHTH()UKAIUS YFBIMEL,
meri OOHMBIHIIA COWKECTCHAIPY, PAHXHpJIEY KOMETIMEH COHKECTEHAIPY;
OMOMETpUSIBIK JKyHene cyObekTinepli Tipkey. 300mapk MoOJelni; Tipkey
JKYHEHI OKBITY peTiH/e; OMOMETPHSUIBIK aKMapaTThl HHTETPalUsIay 9icTepi.
BuomeTpusnplk  akmaparThl  MHTETpaLMsUlay  QIiCTepi. TuicTinik
JIopeXKeNepiHiH Tapary AeHreHi.

5. Kwssiperriniri: XKobanay ymriH 6acTankpl ASpeKTepi TaHAAyIbl KYprizyre
KabinerTi 60iy. JKobanay 00bEKTICIHIH KBI3MET €Ty CEHIMJIIIIITT MEH CarachlH
Oaramaif amy. AKIApaTTBIK TEXHOJOTHSUIAPABI ICKE achlpy KypalgapblH
3ipneit amy (omicTeMeniK, akKMapaTThIK, MAaTEMAaTHKAJbIK, AITOPHTMIIK,
TEXHHUKAJIBIK )KOHE OaFaapiaMablkK)

6. Kyrinerin HoTmxenep: AJaMHBIH HEri3ri GMOMETPHSIIBIK CHIIATTAMAIapbIH,

OMOMETPUSIIBIK ~ COMKECTeHIIpYMiH OasalblK omicTepiH, OMOMETpPHUSIIBIK

XKYieHIH 0a3aJbIK KYPBUIBIMBIH O LIBIFY.

AnpaHoBa OcenxaH
barnaTkpI3bl, ara
OKbITYIIBI PhD

=

IMpepexBr3UTHL: , TeXHOIOTUH 3aIUTHI KOMITBIOTEPHON HHpOopMamn

2. TlocTpekBU3HUTH: AyIHUT U MEHEIKMEHT 0€301acHOCTH NH()OPMAIIMOHHBIX
CHCTEM, yIpaBlIeHUE PHCKaMH HHPOPMAIIMOHHOH KnOepOe30MacHOCTH

3. enb aqucuumnsel:MccaenoBaHue CyIECTBYIONMX OHOMETPUYECKUX CHCTEM

6e30MacHOCTH; - U3YYEHHE CTPYKTYPHl M KOMIIOHEHTOB OHOMETPHYECKHX

cucteM.  M3ydeHme  OHOMETpHYECKMX  METOAOB  KOMIIBIOTEPHOM
6ezomacHocTH. DopMHpOBaHHME NPAKTHYECKUX HABBIKOB HICHTH(UKAIIMN
JIMYHOCTH.

4. Kparkoe cozmepxxanue: Bunpl ommbok B Gnomerpuueckux cucremax. Kpusbie
PXITY; KauectBo paboTel Ouomerpuueckux cucreM. IloHsTHe
oTpumarenbHON  ayreHTH(uKanuy;  Vpentudmkamms 1o mopory,
uAeHTH(UKAIUS TpH MOMOINY PAHKHPOBaHUS; Perucrpanust cyOBEeKTOB B
OmomeTrpuieckoil cucreme. Moens 300mapka; Perucrpamus kak oOydeHue
cucTeMbl; MeTonpl WHTErpaluy OHOMeTpHYecKoi HHpopMmanun. BymeBo
KOMOMHMpOBaHKe; MeToabl MHTErpanuyu OHOMETPHYECKOil HH(pOpMaLUH.
YpoBeHb pacnpeiesieHHi CTeneHel MpruHaIIeKHOCTH.

5. KomnereHTHOCTH: CTIOCOOHOCTh MPOBOIUTH BBIOOP HCXOIHBIX MAHHBIX IS
IPOSKTUPOBAHMS; CIIOCOOHOCTh OLICHHWBATh HAAEKHOCTh U KadeCTBO
(YHKIIMOHMPOBaHUS o0ObekTa MIPOEKTHPOBAHUS,; CIOCOOHOCTH
pa3pabaThIBaTh CpEACTBAa peann3alud HHPOPMAIMOHHBIX TEXHOJOTHH
(MeTommueckue, WHPOPMAIOHHBIE, MaTeMAaTHYECKHE, AITOPUTMHIECKHE,
TEeXHWYECKHE W IIPOTPAMMHBIE).

6. Oskunmaemble pe3ynbTaTbl:3HaTh OCHOBHbIC OMOMETPHUYECKHE XapaKTePUCTHKU
4enoBeKa, 0a30BbIe METOIbI OHOMETPHUYECKON HaeHTU(HUKAUH, Oa3oBas
CTPYKTYypa 6HOMeTpI/I‘leCKOﬁ CUCTEMBI; YMETb IMPOBOJAUTHL HCCICAOBAHUE
CYLIECTBYIOIIUX OHOMETPHYECKHX CHCTEM, IPOBOAUTH CpPaBHHUTEJIBHBIN
aHann3 OHOMETPHYECKUX XapAKTEPHCTHK UEJIOBEKA.

AnpaHoBa AcenbXaH
barnaroBHa, craprmii
npenogasarens PhD




=

Prerequisites: technologies for protecting computer information

2. Post-requirements: Information systems security audit and Management,
information cybersecurity risk managementAim of the discipline: research of
existing biometric security systems; - study of the structure and components of
biometric systems; - study of biometric methods of computer security; -
research of possible prospects of biometric security systems; - formation of
practical skills of identification of an individual.

3. Shot content: Types of errors in biometric systems. RCPU curves; Quality of
work of biometric systems. The concept of negative authentication;
identification by threshold, identification by ranking; registration of subjects in
the biometric system. Zoo model; Registration as a training system; Methods
for integrating biometric information. Boolean combination; Methods for
integrating biometric information. Level of distribution of degrees of belonging

4. Competence: the ability to select the source data for design; - the ability to
assess the reliability and quality of the functioning of the design object; - the
ability to develop tools for implementing information technologies
(methodological, informational, mathematical, algorithmic, technical and
software)

5. Expected results: know: basic biometric characteristics of a person, basic

methods of biometric identification, basic structure of the biometric system; be

able to: conduct research of existing biometric data

Adranova Aselkhan
Bagdatovna, Senior
Lecturer PhD
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1.ITpepexBusutrep: Kpuntorpaduibik alropuTMaepai Tanaay xKoHe a3ipiey
2.IToctpexBu3uTTEp: AKIAPATTHIK JXKYHenep Kayilci3airiHiy ayanTi )koHe MEHEeDKMEHTI,
aKnaparThIK KHOepKayilci3aik Toyekenaepin 6ackapy

3.IIoHHIH MakcaThl: CTYIOEHTTEPZiH aKHapaTThl KOPFayIblH KPHUITOrPadHsIIBIK
KypaJapslH Kypy >XoHE TajjayAblH HEri3ri NpHHIMNTEpPiH, coHnxai-ak Oenrim Oip
Karqaimapaa OimiMAiI KOJIJaHy JarAblIapbl MeH KalijeTTrepiH 3epTreyl OobIm
TaOBLIAIEL.

4.Keickanra masmynsl: Herisri yreivpap. Kpunrorpadwsusik sxyite.  1lndprapaer
xikrey. lubpnapaei Herisri cunarramanapbl. [udpasiy anredpanblk MoOIedi.
Iudpasly  BIKTUMAIIBl  MOJENI. AINBIK MOTIH MOJEIbAEPI. Tudpaapasy
Kpunrorpagusiblk TypakTeuisibl. [ludpnapra mabysuinap. [IubpasiH TEOpHAIBIK
TypakTeUIbIFbl.  I1InpAbIH NpaKTHKANBIK TYPaKTBUIBIFEL IMHTOCTOMKOCTB, GereTke
muprapeHbH.  CHMMETpHSUTBIK KpanTorpadus. BIOKTHIK jkoHe aFbIHIBIK IudpIIap.
brnox mmdpnapein xypy npunnunrepi. 3 ®Pelicrens XKemici. Des mmudpsr. Biok
mHpIIapEIHBIH )KYMBIC peXXuMIepi. AFBIHAB mmdpiap. XKanran ke3nelcok Ti30eKTiH
reHepaTopiaphl

5.Ky3pIperTifiri: aknapaTTeIK KOpFayAblH KOJIaHBUIATEIH OaFapiaMalblK-alnapaTThIK,
KpUNTOTpaQUsUIBIK  JKOHE TEXHHUKANBIK KYPalIJapblHBIH JKYMBICKA KaOlIeTTimiriHe
Oakpllay TEKCEpICTepiH JKYprisy KaOileTi aBTOMATTaHABIPBUIFAH O KyHelepliH
KOpFallyblHa TaJJay XKYprizy Kaoineri

6. KyTtinerin HoTwke: Oimyre Tuic:- AKIApaTThIK KayilCi3diK MiHACTIHICTI KOHE
KOpFaJIFaH aKIaparThIK JKYHelnepaiH KypbUIYBIHIAFbl KPHUNTOTPaQUSHBIH OpPHBI, -
KpHITOrpadusi TEOPHUACHIHBIH HETI3T1 YFRIMAAPHL: - KIACCUKANBIK TApUXHU MHdpIIap xKoHe
ocel mMdprapra madybul Jkacay omicTepi, Kasipri 3amaHrel  mudpiap-
KpUNTOrpadMsUIBIK XaTTaMalap JKOHE JJIEKTPOHIBIK KOATaHOa; — KPUOTOTPaduUsIIBIK
KyHenepai icke acwelpyablH THUNOTIK onciznikrepi (PGP,RC4, Windows xoHe T. 0.); -
Illennon OoitpiHma "Kakchl' IMUQPABIH TEOPUSUIBIK HETi3aepi; - "xKaxcel"
KpUNTOXYHEeHIH Teopmsiblk Heriznepi (Kupxrodd epexenepi) meHrepyi Tmic: -
KoiiputraH MiHAeTke coiikec Iludp TypiH Aypeic Tapmay; - mudpiay airopuTMiH
camnaJisl JKYy3ere achlpy;

BekceiiroBa AitHyp
BonatOekKpI3bl ara
OKBITYIIbI, TCXHUKA
FBUTBIMIAPbIHBIH
MarucTpi




1.ITpepexBu3uThl: AHATH3 U pa3paboTKa KPUNTOrpaduuecKux aJropuTMOB
2.ITocTpekBU3UTH: AyIUT U MEHEHDKMEHT 0€301MacHOCTH HH()OPMALMOHHBIX CHCTEM,
yIpaBieHne PUCKaMU HHYOPMAIIMOHHOM Knbepbe30macHOCTH

3.1lenp AMCLMIUIMHBIM3Yy4EHHUE CTYJCHTAMH OCHOBHBIX IPHHLMIIOB IOCTPOCHHS U
aHAM3a KpUNTOrpaduuecknx CpeACTB 3alIMTHl MHGOPMAIUM, a TaKKe HABBIKOB H
YMEHHS B IPIMEHEHNH 3HAHUH 1711 KOHKPETHBIX YCIOBHH.

4 Kparkoe conepkanue:OcHOBHBIE IoHATHS.  Kpunrorpaduyeckas —cucrema.
Knaccnduxamuss mmppos. OCHOBHBIE XapaKTepHUCTHUKH IMM(POB. AnreOpamdeckas
Mozenb Immdppa. BeposrHocTHas Mozens mudpa. Monenu OTKPBITBIX TEKCTOB.
Kpunrorpadudeckass croiikocts mmmdpoB. Artakun Ha mmpel. Teopernueckas
CTO#KOCTh  IIHpa. IpakTuyeckass CTOMKOCTh IIKdpa. HIMHUTOCTOUKOCTS,
MIOMEX0YCTOHYMBOCTD MIH(poB. CuMMeTpryHas KpunTorpadus. bioyHble 1 HOTOYHBIE
mm¢psl. [Tpuanuner moctpoenus 6noynblx mudpos. 3 Cers deiicrens. [udp DES.

Pexxumbl  paboTel  ONOYHBIX  MIH(POB. IMotounsle mwmdpsl.  ['eneparopsl
TICEBJIOCITYYalHbIX T10CIIEIOBATEIbHOCTEH
5.KoMneTeHTHOCTb: ClTOCOOHOCTBIO IIPOBOJUTH KOHTPOJIbHBIE IIPOBEPKU

PpaboTocrocoOHOCTH MPUMEHAEMBIX TPOTPAMMHO-AMIAPATHRIX, KpUITOTpahuIecKux 1
TEXHHUYECKHX CPEICTB 3aIlUThl MHGOPMALUM  CIIOCOOHOCTBIO IPOBOIHMTH aHAIU3
3aIUIIIEHHOCTH aBTOMAaTH3HPOBAHHBIX CHCTEM

6. Oxwupgaemblii pe3ynbrTar:[loJDKeH 3HATB: -MECTO KpuUOTorpahuu B 3amade
nHGOPMAIMOHHON 0e30macHOCTH " MIOCTPOCHHUS 3aIIUIIECHHBIX
HH(OPMAIIMOHHBIXCUCTEM; -OCHOBHBIE IIOHSTHSI TEOPHM KpPHUNTOTrpaduu: -
KJIACCHYECKHEe MCTOPHUYECKUE MU(PHI U METOMBI aTak Ha 3TH MH(PEI, COBPEe-MEHHBIE
mupel — Kpunrorpaduueckue MpOTOKOJIBI U 3JIEKTPOHHYIO IOJINUCE; - THIMYHBIC
cmaboctu peanmmsanuu Kpunrtorpadguyeckux cucreM (PGP,RC4, Windows u np.); -
TEOpETUUECKHe OCHOBHI "Xopomero" mmdpa no llleHHOHY; - TeopeTHYecKue OCHOBBI
"xopomei" kpunrocucremsl (mpaBwra Kupxrodda) JomkeH yMmeTb: - MpaBUIEHO
BBIOMpATh THN LIM(pa B COOTBETCTBHH C IOCTABICHHOW 3aJaueil ; - KauyeCTBEHHO
peann3oBaTh aNrOPUTM IIU(POBAHUS;

BekceiiroBa AitHyp
BonaTGexKpI3b1
Crapmit
HPETIoIaBaTeNb,
MarucTp
TEXHHYIECKHUX HayK




1. Prerequisites: Analysis and development of cryptographic algorithms

2. Post-requirements: Information systems security audit and Management,
information cybersecurity risk management

3. The purpose of the discipline: students study the basic principles of building and
analyzing cryptographic information security tools, as well as skills and abilities in
applying knowledge for specific conditions.

4. Summary: Basic concepts. Cryptographic system. Classification of ciphers. The
main characteristics of ciphers. The algebraic model of the cipher. A probabilistic
model of the cipher. Open source models. Cryptographic strength of ciphers. Attacks
on ciphers. The theoretical strength of the cipher. Practical strength of the cipher.
Imitability, noise immunity of ciphers. Symmetric cryptography. Block and stream
ciphers. Principles of building block ciphers. 3 Feistel's network. The DES cipher.
Modes of operation of block ciphers. Stream ciphers. Pseudo-random sequence
Generators

5. Competence: the ability to conduct control checks of the operability of the applied
software and hardware, cryptographic and technical means of information protection
the ability to analyze the security of automated systems

6. Expected result: Must know: - the place of cryptography in the task of information
security and the construction of secure information systems; - basic concepts of the
theory of cryptography: -classical historical ciphers and methods of attacks on these
ciphers, modern ciphers-cryptographic protocols and electronic signature; - typical
weaknesses of the implementation of cryptographic systems (PGP,RC4, Windows, etc.);
- theoretical foundations of a "good" Shannon cipher; - the theoretical foundations of a
"good" cryptosystem (Kirchhoff rules) Must be able to: - correctly choose the type of
cipher in accordance with the task; - qualitatively implement the encryption algorithm;

Bekseytova Ainur
Bolatbekkyzy Senior
Lecturer, Master of
Technical Sciences
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1.ITpepexBusuttep: Kpuntorpaduibik alropuTMIepi Tanaay jxoHe a3ipiey
2.IToctpexkBU3UTTEP: AKIAPATTHIK JXKyHenep Kayilci3airiHiH ayAuTi )KOHE MEHEIKMEHTI,
aKnaparThIK KuOepKayimnci3Iik Toyekennepin 6ackapy

3.IlonHiH MakcaTel: OCBHl apHaiibl kypc asceiHma NET koceMImanapsiHzaa
KpHUITOTpadIsUIBIK JKOHE Kayinci3mikneH OaiimaHbICTHl Oacka Ja (DyHKIMOHAIIBIK
MYMKIHJIKTEpi iCKe achIpy/IbIH MPaKTUKAIBIK MOCeIeNepi 3epTTeNe]i.

4. Keickamra  masmyHel:  Kpunrorpadgust sxoHe Kayincizgixk. NET.  kpumrorpadmus
Heri3gepi. CHMMeTPHSIBIK Kpunrorpadusi. ACHMMETPHSUIBIK Kpunrorpadus. am 5
CaHIBIK  KonraHOa. XdII  alrOpUTMIEpI. Kpunrorpagust  xome  XML.
[NaiinanaHymeIapapl  COMKECTEHIIpYre HETI3JeNreH Kayilnci3miKk TYKbIphIMAAaMachl
.Het. ASP.NET. kayinci3aikTiH HeTi3ri TeTiKTepi.

5.Ky3bIpeTTiniri: FBUIBIMH-3€PTTEY JKOHE OHMIPICTIK YXKBIM KYpaMblHAa KociOu
KBI3METTIH MIHACTTCpPIH IIenly KaOijeTi; ONICyMETTiK, KOCiOM JKOHE OSTHKAJBIK
YCTaHBIMIAP/IBI €CKEPE OTBIPHIIN, ©31HIH KOCIOM KhI3METIHIH MOHI MEH Cajiaphbl TYPajbl
nmaibIMIaybl KAJIBINTACTHIPY KaOUIeTi; eHAIPICTIK kKOHE TEXHOJOTHSIIBIK KBI3METTiH
MIHICTTEPIH KociOM JeHreije Imemry KaOuneTi, OHBIH INIHIE: KYHEIiK JKoHe
KongaHOanel  Oargapiamanay —cajachlHAa —QITOPUTMIIK KOHE  OarmapiiaMaiibIk
mienriMaepai a3ipiey

6. Kyrinerin HoTixe: KaOlaeTi MeH JalbIHIBIFBIH Kepceryi kepek: -. NET Security
IUIaTPOPMACHIHBIH ~HETI3T TYKBIpBIMIAMAalIapblH TYCiHY >koHe wurepy, -. NET
(YHKIMOHAJIBIFBIH OHJCYTe KQKETTI IPaKTUKAIBIK JaFAbUIapabl Urepy, KPUITOrpadus
MeH Oacka Ja KayilCi3OiK TeXHOJNOTHSJIAPbIH KOJZaHa OTHIPHIN OarmapiiamManapibl
yKacayra apHaJFaH.

- . NET opraceiHblH Kpunrorpadusulblk MYMKIHIIKTEpiH IpakTHKaja KoJJIaHY,
mudpiaay TEXHOJNOTHSIAPBIH KOJJIaHa OTHIPHIN, KIMEHT-CEPBEPIIK KOCHIMIIANap/bl
azipaey.

BekceiiroBa AitHyp
BonatOekKpI3bl ara
OKBITYIIbI, TCXHUKA
FBUTBIMIAPbIHBIH
MarucTpi




1.ITpepexBu3uThl: AHATH3 U pa3paboTKa KPUNTOrpaduuecKux aJropuTMOB
2.ITocTpexkBU3UTH: AyIUT U MEHEDKMEHT 0€30MacHOCTH HH(OPMALIMOHHBIX CHCTEM,
yIpaBieHne PUCKaMU HHYOPMAIIMOHHOM Knbepbe30macHOCTH

3.Lenp gucHMIUIMHBLB paMkax [JaHHOTO CIIEIKypca H3y4YaroTCsl MPaKTHUECKUE
BOIIPOCHI pealn3aliy KPUNTOrpadMUecKuX M HHBIX, CBS3aHHBIX C 0€30MacHOCTEIO,
(YHKIMOHAIBHBIX BO3MOXKkHOCTel B prnokeHusx NET.

4 Kpatkoe coxaepxanue:Kpunrorpadus u Oe3omacHocth B .NET. OcHOBBI
kpuntorpadun. CuMmerpudHas Kpunrorpadus. AcuMMmerpudHas Kpunrorpadus. a 5
Hudposas momnmes. Xemr-anmroputmbel.  Kpunrorpagpus m XML.  Konnenmus
0e30MacHOCTH, OCHOBaHHOH Ha maeHTHu(uKkaiuu nons3oBateneil B .NET. ASP.NET.
bazoBble MexaHU3MbI 6€30MACHOCTH.

5.KOMNETEeHTHOCTh: CIOCOOHOCTh B COCTaBE  HAYYHO-UCCIENOBATENbCKOTO U
IIPOU3BOJICTBEHHOTO KOJUICKTUBA pemnraThb 3a1a9npoheCCHOHATLHON
JeATeIbHOCTH;CIIOCOOHOCTh ()OPMHUPOBATh CYKASHHS O 3HAYEHHH HIIOCIEICTBUIX
cBOCH NMpodecCHOHANBHOM NesSTeIBHOCTH CY4eTOM COIMANIBHBIX, IPO(ECCHOHAIBHBIX
W ATUYECKUXIO3UIMIL;CIIOCOOHOCTH pematp  3amadn HPON3BOJICTBEHHOM
HUTEXHOJOTHYECKOH  JESATENIbHOCTH Ha  MPO(eCcCHOHATbHOMYpPOBHE,  BKIIOYAS:
pa3paboTKy aJrOPUTMHYECKHX HIIPOTPAMMHBIX pEIIeHHH B 00NacTH CHCTEMHOTO U
MIPUKIJIAJHOTO IPOrPaMMHPOBAHHS

6. OxxumaeMblii pe3yspTaT: IOJDKEH JEeMOHCTPUPOBATH CIIOCOOHOCTH M TOTOBHOCTB: -
MOHATH M OCBOMTH 0azoBble koHuemuwu riatdopmel NET Security,- mpuobpectn
MIPaKTHYECKHe HaBBIKH, HEOOXOIUMBIE UL obpareHus c
¢ynxunoHanpHBIMEBO3MOXHOCTSIME NET, mnpennasHaueHHBIMH [UIsL  pa3paboOTKH
IIpOrpaMM C HCIOJIb30BAHHEMKPUNTOrpahuu M JIPYrHX TEXHOJOTHH obecreueHus
0e30macHOCTH.

- TOpPUMEHATh HAa TMpaKkTUKe Kpunrorpadpudeckue Bo3MokHOCTH cpensl NET,
pa3pabaTsiBaTh KINCHT-CEPBEPHBIE TNPHIOKEHUSI C MPUMEHEHHEM TEXHOJOTHH
mdpoBaHms.

BekceiiroBa AitHyp
BonaTGexKpI3b1
Crapmit
HPETIoIaBaTeNb,
MarucTp
TEXHHYIECKHUX HayK




1. Prerequisites: Analysis and development of cryptographic algorithms

2. Post-requirements: Information systems security audit and Management, information
cybersecurity risk management

3. The purpose of the discipline: Within the framework of this special course, practical
issues of implementing cryptographic and other security-related functionality in .NET
applications are studied .

4. Summary: Cryptography and security in. NET. Fundamentals of cryptography.
Symmetric cryptography. Asymmetric cryptography. a 5 is a digital signature. Hash
algorithms.  Cryptography and XML. The concept of security based on the
identification of users in. NET. ASP.NET. Basic security mechanisms.

5. Competence: the ability to solve problems of professional activity as part of a research
and production team; the ability to form judgments about the meaning and consequences
of their professional activity, taking into account social, professional and ethical
positions; the ability to solve problems of industrial and technological activities at a
professional level, including: the development of algorithmic and software solutions in
the field of system and application programming

6. Expected result: must demonstrate the ability and willingness to: - understand and
master the basic concepts of the platform .NET Security, - to acquire the practical skills
necessary to handle the functionality .NET, designed for the development of programs
using cryptography and other security technologies.

- apply the cryptographic capabilities of the environment in practice .NET, develop
client-server applications using encryption technologies.

Bekseytova Ainur
Bolatbekkyzy Senior
Lecturer, Master of
Technical Sciences
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1.IlpepexBusutrrep: [epexTep KOPBIH YHBIMIACTHIPY, OacKapy jKoHe Kopray

2. IloctpexBu3ntrep: KBaHTTHIK KpHnTorpadus

3.I1oHHIH MaKcaThl: OJIOKYSHHHIH TeXHUKAJIBIK HeTi3aepin, Bitcoin.
OpranslKTaHaAbpeUIMarad Bitcoin jkelniciH, TUPUHTTIK apXUTEKTYPaHbI,
TpaH3aKIIsUIApAbIH OMIpIIiK HUKJIIH )KOHE Kayilci3aik npuHIunTepin Tangay. CoHnaii-
aK, TapaTBUIFaH Ti3UTiMIIEp, COYIIET )KOHE KYMBIC TPHHIUIITEP], aKbIIIBI
KeJticiMIIapTTap, NPakTUKAJIbIK MOCeJeepi ey YIIIiH TapaTbUIFaH Ti3iTiM
TEXHOJIOTHSCHIH KOJIJJaHy, LICMIIMEreH Macesenep MEeH JaMy IepCleKTHBaNaphl
KapacThIPbLIaIbL.

4.Kpickania Ma3MyHbI: BIoKueiH TeXHOIOTUsACBIHBIH HET13Ti YFbIMapbIMeH, OJI0KYeitH
APXHUTEKTYPACHIMEH, OJIOKYEHH TpaH3aKIHMACH KaJlail )KYMBIC iCTeH i, TapaTbUIFaH
JePEKKOpIIAp bl YHBIMIACTHIPY YIIiH OJOKYEHH TEXHOJIOTUSACHIH Maijanany,
KPHUIITOBATIOTANAD, OJOKYEHH TEXHOJOTHACHIHBIH KPUNTOTPadMsIIBIK HETi3aepiMeH
TaHBICTHIPY. Net miaTdopma, XJIIHHT, OJOKUYEHH 070K Ti30eriHiH qepeKTep
KYPBUIBIMBI - TexHousorHs, .Net miatdopmacsiHaa OI0KYSHH TEXHOJIOTHSCHIH SHT13Y.
5.Kyzeiperriniri: by kypcra cTyeHTTep 0I0KYelH TEXHOJIOTUACHIHBIH (HeMece
JKaJIIBl TApaThIIFAH PEECTP/IbIH) HETi3r TeXHUKAJIBIK AIEMEHTTEPiH, COHa-aK cMapT
KOHTPAKT TEXHOJIOTHSLIAP CUAKTHI KeHOIp KOChIMIIIA MYMKIHIIKTEP Il YHPCHE .
6.Kyrinerin HoTmX)eNep: byt kypc cTyaeHTTepre ochl maTgopManapaa THIMII
KOCBIMIIIAJIAp Il 93ipIieyre ’KoHe OJIOKISHH TeXHOJIOTHACHIHA KATBICTHI 9pi Kapai
3epTTeyiep XKYprizyre KOMEKTECETIH CTYAEHTTePre OChI TEXHOJIOTHSHBI JKaKChI TYCIHY1
YIIiH CTyJeHTTepre OapibIK KaXXeTTi OLTiMIl (COHBIH iTHE THNTIK OJIOKYEHH
JKY#eciHiH iIIKi )KYMBICBIH) Oepe anazbl. . EKiHIIi skaFbIHaH, KYypC CTYACHTTepACH
Oarqapiamanay ToKipuOeciH Tanamn ete/i, oUTKeHi 013 CTyaeHTTepre cMapT
KeJTliciMIIapTTappl Kajiaid 0araapiamMasay KepeKTiriH yiperemis.

AnpaHoBa OcenxaH
BarnarkpI3bl, ara
OKBITYIIBI PhD/
AnpanoBa AcenpxaH
bargaroBHa,
cTapuInii
npenoaasatens PhD/
Adrianova Aselkhan
Bagdatovna, Senior
Lecturer PhD




1.IpepexBusutsl: OpraHuzaiys, yopasieHHe U 3a1ura 0a3 JaHHbIX
2.IToctpexBusuThl: KBanToBas kpunrorpadus

3.1enp MUCHUIIMHBL: H3y4CHNE TEXHUUECKHX OCHOB OoK4eiiHa, Bitcoin. Ananus
JeLIEHTPAIM30BaHHOM ceTu Bitcoin, MUPUHTOBOI apXUTEKTYpHI, )KU3HEHHOTO ITHKJIa
TpaH3aKIUH ¥ IPUHIUIIOB 00ecrieueHns Oe30macHoCTH. M3ydeHnne MeToank
pa3paboTku O10KUeHH-TIprtoxkeHni. Takxke paccmaTpuBaioTest Pactipenenennsie
PEecTphl, apXUTEKTypa U MPUHIUITEI pabOTHI, CMapT-KOHTPAKTEI, IPUMEHEHUE
TEXHOJIOTHHU paclpee]IeHHbIX PeeCTPOB Il PEIICHUS IPAKTHIECKHX 3a/1ad,
HepelIeHHbIe TPOOIeMbl U MEPCIIEKTUBBI Pa3BUTHSI.

4.Kpatkoe copepkanue: BBeneHHe OCHOBHBIMH TOHATHSMH TEXHOJOTMH OJOKYEHH,
APXUTEKTYpOil OJOKYEHH, MOPSIKOM paboThl OMOKYEHH-TpaH3aKUUHM, Ha3HAYEeHHE
OJI0K4YeiH, OrpaHWYEHUSIMU TEXHOJIOTHH ONOKYEHH, HCHONB30BaHHEM TEXHOJIOTUH
OJOKYEHH JUIi OpraHM3allMd paclpeleleHHBIX 0a3 JaHHBIX, KPHITOBAIIOTOH,
KpunTorpadM4ecKiMi OCHOBaMH TEXHOJNOTMH OnokueiiH Ha 1uiatrdpopme .Net,
XEIIMPOBAaHNUEM, CTPYKTYpOH MJaHHBIX IIEHOYKH OJOKOB OJIOKYEHH-TEeXHOJIOTHH,
peanu3anuei TeXHOIOTHH OJIoKUeiH Ha ratdopme Net.

5. KomnerenTeHTHOCTh: B 3TOM Kypce CTyAeHThl U3ydaT KIIOUEBbIE TEXHUYECKHE
JJIEMEHTHI, JIeKallieé B OCHOBE TEXHONOTHMM OJOKYeHHa (MJIH B IEIOM
pacmpesienneHHOTO peecTpa), a TakKe HEKOTOPHIE JONOIHUTENbHbIE (DYHKIHH, TaKHe
KaK CMapT-KOHTPAKTHI, TEXHOJIOTUH.

6.0xxuaeMplii  pe3ynbTaT: ITOT KypC MOXET MpeloCTaBUTh CTyIEHTaM Bce
HEOOXOIVMBIC 3HaHMS (BKIIOYAs BHYTPEHHEE YCTPOWCTBO THIIMYHOH CHCTEMBI
OJI0K4eifHa), YTOOBI CTYICHTHI XOpPOLIO MOHHMAIHM 3Ty TEXHOJIOTHIO, YTO MOXKET
TIOMOYb CTyZAEHTaM pa3padaTeiBaTh 3((GEKTUBHBIC MPUIOKEHHS HA ITHX IUIaThopMax
¥ TPOBOJIUTH JalbHEHIINE HCCIEIOBAaHMS, CBA3aHHBIE C TeXHoiormel Omoxueitna. C
JpYroi CTOPOHBI, Kypc TpeOyeT OT CTyICHTOB HAIWYMs OIBITa IPOTPaMMHPOBAHNS,
MTOCKOJIBKY MBI HAYYHM CTYJECHTOB MPOTPaMMHPOBATh CMAPT-KOHTPAKTHIL.

AnpaHoBa OcenxaH
barnaTkpi3bl, ara
okpITyIIel PhD/
AnpaHoBa AcenbXxaH
BarnmarosHa,
CTapILIui
npenoxasarens PhD/
Adrianova Aselkhan
Bagdatovna, Senior
Lecturer PhD




1. Prerequisites: Organization, management and protection of databases
2.Post-requirements: Quantum Cryptography

3.The purpose of the discipline: the study of the technical foundations of blockchain,
Bitcoin. Analysis of the decentralized Bitcoin network, peer-to-peer architecture,
transaction lifecycle and security principles. Study of blockchain application
development techniques. Distributed registries, architecture and principles of
operation, smart contracts, the use of distributed registry technology to solve practical
problems, unresolved problems and development prospects are also considered.
4.Summary:Introduction to the basic concepts of blockchain technology, blockchain
architecture, how a blockchain transaction works, the purpose of a blockchain, the
limitations of blockchain technology, the use of blockchain technology to organize
distributed databases, cryptocurrencies, cryptographic fundamentals of blockchain
technology on the .Net platform, hashing, the data structure of the blockchain block
chain - technology, the implementation of blockchain technology on the .Net platform.
5.Competence: In this course, students will learn the key technical elements behind
blockchain technology (or the distributed ledger in general) as well as some additional
features such as smart contracts, technologies.

6.Expected result:This course can provide students with all the necessary knowledge
(including the inner workings of a typical blockchain system) so that students have a
good understanding of this technology, which can help students develop effective
applications on these platforms and conduct further research related to blockchain
technology. On the other hand, the course requires students to have programming
experience as we will teach students how to program smart contracts.

AnpaHoBa OcenxaH
barnaTkpI3bl, ara
oKkpITyLIbl PhD/
AnpaHoBa AcenbxaH
barnaroBna, crapmuii
npenorasatens PhD/
Adrianova Aselkhan
Bagdatovna, Senior
Lecturer PhD
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1.IlpepexBusutrrep: [epexTep KOPBIH YHBIMIACTEIPY, OacKapy jKoHe Kopray

2. [MoctpexBusurrep: KBaHTTHIK Kpunrorpadus

3.I1oHHIH MaKkcaThl: OJIOKYSHHHIH TeXHUKAJIBIK HeTi3aepin, Bitcoin.
OpranslKTaHAbIpeUIMarad Bitcoin jkelniciH, TUPUHTTIK apXUTEKTYPaHbI,
TpaH3aKIIsUIApAbIH OMIipIIiK HUKIIIH )KOHE Kayilci3aik npuHIunTepin Tangay. CoHnaii-
aK, TapaTBbUTFaH Ti3UTIMIEp, COYJIeT YKoHE KYMBIC TPUHLUNTEP], aKbUIIBI
KeJticiMIIapTTap, NPakTUKAJIbIK MOCeJeepi eIy YIIiH TapaTbUIFaH Ti3iTiM
TEXHOJIOTHSCHIH KOJIJaHy, LICMIIMEreH Macesenep MEeH JaMy IepCleKTHBaNaphl
KapacThIPbLIaIbL.

4.Kpickania Ma3MyHbI: BIoK4YeifH TEXHOIOTHSICHIHBIH HET13T1 YFBIMIApbIMEH, OIOKYCHH
ApXHUTEKTYpaChIMEH, OJIOKUEHH TPaH3aKIMACHI KaJlai )KYMBIC iCTeii/Ii, TapaThuFaH
JePEKKOpIIAp bl YHBIMIACTHIPY YIIiH OJOKYEHH TEXHOJIOTUSACHIH Maijanany,
KPHUITOBATIOTANAD, OJOKYEHH TEXHOJIOTHACHIHBIH KPUNTOTPadUsIIBIK HETi3aepiMeH
TaHbICTBIpY. Net martdopma, XPIUIMHT, OJIOKYEeHH OJI0K Ti30eriHiH AepeKTep
KYPBUIBIMBI - TexHousorHs, .Net miatdopmacsiHaa OI0KYEHH TEXHOJIOTHSCHIH SHT13Y.
5.Ky3eiperriniri: By kypcra cTyaeHTTep 010KYeliH TeXHOJIOTHSCHIHBIH (HeMece
JKaJIIBl TApaThIJIFAH PEECTP/IbIH) HETi3r TeXHUKAJIBIK YIEMEHTTEPiH, COHa-aK cMapT
KOHTPAKT TEXHOJIOTUSIIAP CHAKTHI Keii0ip KOChIMIIIa MYMKIHAIKTEp Il YHpEHe .
6.Kyrinerin HoTmxkenep: byt kypc ctyaeHTTepre ochl miaTgopManapaa THIMII
KOCBIMILIATIAP/IbI 93ipJieyre xKoHe OJIOKYEHH TEeXHOJIOTHUIChIHA KATBICTBI 9pi Kapaii
3epTTeyJep JKYprizyre KOMEKTECETiH CTYACHTTEpIe OChl TEXHOJIOTHSHBI JKaKChI TYCIHY1
YLIH CTyAeHTTepre 6apibIK KaeTTi OiniMi (COHBIH ilIiHe TUITIK OIOKYeHH
JKY#eciHiH iIIKi )KYMBICBIH) Oepe anazbl. . EKiHIIi skaFbIHaH, KYypC CTYACHTTepACH
Oargapiamanay ToKipuOeciH Tanamn ete/i, oUTKeHi 013 CTyaeHTTepre cMapT
KeJTliciMIIapTTapapl Kajaid OaraapiamMasay KepeKTiriH yiperemis.

AnpaHoBa OcenxaH
barnaTkpei3bl, ara
OKBITYIIBI PhD/
AnpanoBa AcenpxaH
bargaroBHa,
cTapiui
npenoaasatens PhD/
Adrianova Aselkhan
Bagdatovna, Senior
Lecturer PhD




1.IIpepexBusutsl: OpraHuzaiys, yopasieHHe U 3amnura 0a3 J1aHHbIX
2.IToctpexBusuThl: KBanToBas kpunrorpadus

3.1enp MUCHUIIMHBL: H3y4CHNE TEXHUUECKHX OCHOB OoK4eiiHa, Bitcoin. Ananus
JeLIEHTPAIM30BaHHOM ceTu Bitcoin, MUPUHTOBOI apXUTEKTYpHI, )KU3HEHHOTO ITHKJIa
TpaH3aKIUH ¥ IPUHIUIIOB 00ecTieueHns 0e30IIacHOCTH. M3ydeHne MeTouK
pa3paboTku O10KUeHH-TIprtoxkeHni. Takxke paccmaTpuBaioTest Pactipenenennsie
PEecTphl, apXUTEKTypa U MPUHIUITEI pabOTHI, CMapT-KOHTPAKTEI, IPUMEHEHUE
TEXHOJIOTHHU paclpee]IeHHbIX PeeCTPOB Il PEIICHUS IPAKTHIECKHX 3a/1ad,
HepelIeHHbIe TPOOIeMbI U MEPCIIEKTUBBI Pa3BUTHSI.

4.Kpatkoe copepkanue: BBeneHHe OCHOBHBIMH TOHATHSMH TEXHOJOTMH OJOKYEHH,
APXUTEKTYpOil OJOKYEHH, MOPSIKOM paboThl OMOKYEHH-TpaH3aKUUHM, Ha3HAYEeHHE
OJI0K4YeiH, OrpaHWYEHUSIMU TEXHOJIOTHH ONOKYEHH, HCHONB30BaHHEM TEXHOJIOTUH
OJOKYEHH JUIi OpraHM3allMd paclpeleleHHBIX 0a3 JaHHBIX, KPHIITOBAIIOTOH,
KpunTorpadM4ecKiMi OCHOBaMH TEXHOJNOTMH OnokueiiH Ha 1uiatrdpopme .Net,
XEIIMPOBAaHNUEM, CTPYKTYpOH MJaHHBIX IIEHOYKH OJOKOB OJIOKYEHH-TEeXHOJIOTHH,
peanu3anuei TeXHOIOTHH OJIoKUeiH Ha ratdopme Net.

5. KomnereHTeHTHOCTh: B 3TOM Kypce CTyAEHTHl U3ydaT KIIOUEBbIE TEXHUYECKHE
JJIEMEHTHI, JIeKallieé B OCHOBE TEXHONOTHMM OJOKYeHHa (MJIH B IEIOM
pacmpesienneHHOTO peecTpa), a TakKe HEKOTOPHIE JONOIHUTENbHbIE (DYHKIHH, TaKHe
KaK CMapT-KOHTPAKTHI, TEXHOJIOTUH.

6.0xxuaeMplii  pe3ynbTaT: ITOT KypC MOXET MpeloCTaBUTh CTyIeHTaM Bce
HEOOXOIVMBIC 3HaHMS (BKIIOYAs BHYTPEHHEE YCTPOWCTBO THIIMYHOH CHCTEMBI
OJI0K4eifHa), YTOOBI CTYICHTHI XOpPOLIO MOHHMAIHM 3Ty TEXHOJIOTHIO, YTO MOXKET
TIOMOYb CTyZAEHTaM pa3padaTeiBaTh 3((GEKTUBHBIC MPUIOKEHHS HA ITHX IUIaThopMax
¥ TPOBOJIUTH JalbHEHIINE HCCIEIOBaHMA, CBA3aHHBIE ¢ TeXHoiormel Omoxueitna. C
JpYroi CTOPOHBI, Kypc TpeOyeT OT CTyICHTOB HAIWYMs OIBITa IPOTPaMMHPOBAHNS,
MTOCKOJIBKY MBI HAYYHM CTYJECHTOB MPOTPaMMHPOBATh CMAPT-KOHTPAKTHIL.

AnpaHoBa OcenxaH
barnaTkpi3bl, ara
okpITyIIel PhD/
AnpaHoBa AcenbXxaH
BarnmarosHa,
CTapIIui
npenoxasarens PhD/
Adrianova Aselkhan
Bagdatovna, Senior
Lecturer PhD




2. Prerequisites: Organization, management and protection of databases
2.Post-requirements: Quantum Cryptography

3.The purpose of the discipline: the study of the technical foundations of blockchain,
Bitcoin. Analysis of the decentralized Bitcoin network, peer-to-peer architecture,
transaction lifecycle and security principles. Study of blockchain application
development techniques. Distributed registries, architecture and principles of
operation, smart contracts, the use of distributed registry technology to solve practical
problems, unresolved problems and development prospects are also considered.
4.Summary:Introduction to the basic concepts of blockchain technology, blockchain
architecture, how a blockchain transaction works, the purpose of a blockchain, the
limitations of blockchain technology, the use of blockchain technology to organize
distributed databases, cryptocurrencies, cryptographic fundamentals of blockchain
technology on the .Net platform, hashing, the data structure of the blockchain block
chain - technology, the implementation of blockchain technology on the .Net platform.
5.Competence: In this course, students will learn the key technical elements behind
blockchain technology (or the distributed ledger in general) as well as some additional
features such as smart contracts, technologies.

6.Expected result:This course can provide students with all the necessary knowledge
(including the inner workings of a typical blockchain system) so that students have a
good understanding of this technology, which can help students develop effective
applications on these platforms and conduct further research related to blockchain
technology. On the other hand, the course requires students to have programming
experience as we will teach students how to program smart contracts.

AnpaHoBa OcenxaH
barnaTkpI3bl, ara
oKkpITyLIbl PhD/
AnpaHoBa AcenbxaH
barnaroBna, crapmuii
npenorasatens PhD/
Adrianova Aselkhan
Bagdatovna, Senior
Lecturer PhD




o=

BIUT
BI/K

BD/
EC

SZh
K421

BBS

4214
WNS
4214

A)CpIMCBI3
JKeniiep
Kayimciziri/
besonacnocts
0eCpOBOTHBIX
cereit/Wireless
network security

Emtuxa
H
Dk3ame
H
Exam

Tect
Tect
test

1.ITpepexBusurrep: XKemi kayincizairi (CISCO)

2.IloctpexBusuTTep: ODTHKAIBIK Oy3y XoHEe eHy Tecrineyi,Kayincizmikke Ttecriney.
Kayincizaik neH eHyre apHajafaH TeCTUiey Kypaiaapsl

3. [loHHIH MaKcaThl: CTYACHTTEPIiH KYPBUIBIMABI PICIMICY KOHE CBHIMCHI3 JKeNiIepaiH
KYPBUIBIMBIH, KYPaMBIH, )KYMBIC aJTOPHTMICPIH CHIIATTAy JXOHE Taijay YIIH THICTI
MOZENBAEPAl KAIBINTACTRIPY OOHMBIHIIA TeopWsUIBIK OuriM  amyel.  CryneHTTepai
JKEPTUTIKTI KaHe TapaThUIFaH JKeJJIep asChHAA CHIMCBI3 aKlapar aIMacy KYpbUIFbLIAPEI
MEH JKYHENepiH Kypy 9JicTepi MeH HerizjepiHe yhpery. CBIMCBI3 TEXHOJIOTHSIIAP.IBI
JaMBITY/IBIH HETi3T1 TYXKbIPbIMIaMajIapbIMEH TaHBICY.

4 KpIcKalia Ma3MyHBI: CBIMCBI3 OalJIaHBIC APHACBIHBIH TEXHMKAIBIK KypalIapbIHbIH
KypambiH 3eprrey. 802.11 b/g craHmapThl HEri3iHAE CHIMCBI3 KENiHIH Ce3IMTaIbIFbI
MEH KaMTy aiMarbiH 3eprrey. ChIMCHI3 OailflaHbIc apHACBIHBIH TEXHOJIOTHSUIIBIK
cunarramanapsl. Bluetooth TexXHOJOTHSCEIHA HETi3IENTeH CHIMCBHI3 JKeJi apHACHIHBIH
KaMTy aiiMarbIH )KOHE CHIIaTTaMaJapblH 3epTTey.

5.Ky3sIperTiniri: OiTy: CBIMCBI3 KEIUICPAiH KAyilCi3Airi MeH KOPFalyblH KaMTaMachi3
€Ty KypaJJlapbIHBIH alnapaTrThlK JXoHe OarJapiiaMasiblK KaMTBUIBIMBIHBIH KYpaMbIHA
KIpeTiH Ka3ipri 3aMaHFbl TEXHUKAIBIK KYpaJlapAbl, CHIMCBHI3 JKENUIEPIiH Kayilmci3miri
MEH KOpFaJybIHBIH apXHTEKTYpachl MCH CTaHAApPTThI XaTTaMalapblH. MeHrepyi Kepek:
CBIMCBI3 KEJIEpAiH KayilCi3AiriH KaMTaMachl3 €Ty KypalJapblHBIH alnapaTThIK KOHE
OarmapiaMaliblK  KaMTaMachl3 €Ty KypaMblHa KIPETiH 3aMaHayd TEXHHUKAJBIK
Kypalgapabl MaiifianaHy; MEHrepyi KepeK: ChIMCBhI3 JKENUIepPIiH Kayilci3IiriH
KaMTaMachl3 €Ty J>KOHE KOpFay >JKYHelepiH o3ipiey »KoHe TallayAblH 3aMaHayH
TEXHOJIOTHSUIAPBIH KOJIIaHy JaFJbUIapHI.

6.KyTinerin HoTmXKe: OiMy: CBIMCBHI3 JKENUICPIIH KAayilCi3JiriH KaMTaMmachl3 €Ty
Kypalgapsl MEH TEXHOJOTUSIIAPBIHBIH AaMy YpZicTepi; CBIMCBHI3 JKeNiIepai KOprayIblH
MaianaHbUIATBIH TEXHOJOTHUSUIAPBIHBIH CEHIMIUIINIH KaMTaMachl3 €Ty TOcuIaepi MeH
Kypaigapsl; Ka3ipri 3aMaHHBIH €H ©3€KTi KOMITBIOTEPITIK KaTepliepiH OeiTapanTaHabpy
MYMKIiHZIri OeJiriHae akmaparTel KOpFay KYHeciHiH THIMALIrIH Heriney KOJBIHAH
Kedyl Kepek. MeHrepyi Tuic: KyHenepai ammapaTThIK JKoHE OaFaapiiaMalibik
KaMTaMachl3 €Ty KypaJiapblH 0acKapy JkKoHe NaiaaaHy JaFabuiaphl

AnpaHoBa OcenxaH
barnaTkpI3el ara
OKpbITYIIBL, PhD




1.Ipepexsusutsr: CereBast 6ezonacuocts (CISCO)

2.IlocTpexBu3uTH: OTHYECKHH B3JIOM UM TECTHpPOBaHHE  HAa IPOHUKHOBEHHE.
TectupoBanne Ha Ge30macHOCTb. MHCTpYMEHTBI TECTUPOBAaHMS Ha OE30IaCHOCTh H
MIPOHUKHOBEHHE

3. llenp OUCHMIUIMHBL IIPUOOPETEHHE CTYASHTAMH TEOPETHYECKUX 3HAHUH IO
(dopManm3any CTPYKTypsl W (DOPMHUPOBAHMIO COOTBETCTBYIOIIMX MOJENeH It
OIMCaHMs U aHAIIN3a CTPYKTYPHI, COCTaBa, aJITOPUTMOB pabOTHl OECTIPOBOAHBIX CETEH.
OOydeHne CTY[CHTOB METOJaM W OCHOBaM IIOCTPOCHHS YCTPOWCTB U CHCTEM
OecripoBosHOTO OOMeHa MH(pOpMalMed B paMKax JIOKAIbHBIX M PACIpe/esICHHBIX
cereif. O3HaKOMJIEHHE C OCHOBHBIMU KOHIENIMAMH pa3sBUTHA OecIpOBOIHBIX
TEXHOJIOTHH.

4. Kpatkoe coxepxanue: M3ydeHne cocTaBa TEXHHYECKHX CPEICTB OECIIPOBOJHOTO
KaHajJa CBA3M. lccienoBaHMe YyBCTBHTEIBHOCTH M 30HBI MOKPHITHS OECTIpPOBOIHOMN
ceTH Ha ocHoBe ctaHnapta 802.11 b/g. 3yueHne nuarpamMM HalpaBJIeHHOCTH MPUEMO-
NepealonX aHTEeHH. TEeXHOJOTHYECKHEe XapaKTePUCTUKH OECIpOBOJHOTO KaHalla
cBsi3u. VccnenoBanue 30HBI IOKPBITHS M XapaKTEPUCTUK KaHaja OecrpoBOIHOM ceTH
Ha OCHOBe TexHojoruu Bluetooth.

5.KomneTeHTHOCTB: 3HaTh: COBPEMEHHBIE TEXHHUECKUE CPEACTBA, BXOIAIINE B COCTAB
anmapaTHOTO U MPOTPAMMHOTO OOECIICUeHHsI CPEICTB oOeceueHs 0e30MacHOCTH U
3alUTEl  OECIIPOBOMHBIX  CeTeil; apXUTEKTypy H  CTAaHJapTHBIC MPOTOKOJIBI
0€30MaCHOCTH M 3aIIUTHI OECIPOBOAHBIX CETeH. YMEeTh: HNCIIOJIb30BaTh COBPEMEHHBIE
TEXHUYECKHE CpEACTBA, BXOMSAIIME B COCTaB alNapaTHOr0O M IPOrPaMMHOIO
obecrieueHHs1 CpeACTB obecreueHnss 0e30IacHOCTH OecrpoBOIHBIX ceTeil; Bnaners:
HaBBIKAMH HCIOJIB30BaHMsI COBPEMEHHBIX TEXHOJIOTHH Pa3padOTKH M aHAIM3a CHCTEM
obecmeueHus 6€30MaCHOCTH U 3AIIUTHI OECIIPOBOJHBIX CETEH.

6.0kugaeMplii  pe3ynbTar: 3HATh: TEHACHLIUH PAa3BHTUS CPEACTB W TEXHOJOTHH
obecrieueHus 6€301MacHOCTH OECITPOBOJHBIX CeTeil; CIIOCOObI B cpencTBa oOecTIedeHIst
HAJI)KHOCTH HCIIONB3yEeMBIX TEXHOJIOTHH 3aIlllUThl OECHpPOBOAHBIX CETEH; YMETb:
000CHOBBIBAaTh 3P PEKTHBHOCTH CHCTEMBI 3aIUTHl HHYOPMAIUH B YaCTH BO3MOXKHOCTH
HeWTpanu3auyn Hanbojiee aKTyalbHBIX KOMIBIOTEPHBIX YIpo3 COBPEMEHHOCTH.
Brnagerp: HaBbIKaMHM ~aJAMHHUCTPUPOBAaHMS W  OKCIUTyaTallMM  allllapaTHBIX |
MIPOTPaMMHBIX CPEJICTB 00ECTICUSHHUs CUCTEM

AnpanoBa AcenbxaH
barnaroBna crapiuit
npemnonasaress, PhD




1. Prerequisites: Network Security (CISCO)

2.Post requisites: Ethical hacking and penetration testing. Security testing. Security and
Penetration Testing Tools

3. The purpose of the discipline: the acquisition by students of theoretical knowledge on
the formalization of the structure and the formation of appropriate models for the
description and analysis of the structure, composition, algorithms of wireless networks.
Teaching students the methods and basics of building devices and systems for wireless
information exchange within local and distributed networks. Introduction to the basic
concepts of the development of wireless technologies.

4. Summary: Study of the composition of the technical means of a wireless
communication channel. Study of the sensitivity and coverage area of a wireless network
based on the 802.11 b/g standard. Study of radiation patterns of receiving and
transmitting antennas. Technological characteristics of the wireless communication
channel. Study of the coverage area and characteristics of the wireless network channel
based on Bluetooth technology.

5. Competence: Know: modern technical means included in the hardware and software
of security and protection of wireless networks; architecture and standard protocols for
security and protection of wireless networks. Be able to: use modern technical means
that are part of the hardware and software for ensuring the security of wireless networks;
Possess: skills in using modern technologies for developing and analyzing systems for
ensuring the security and protection of wireless networks.

6. Expected result: Know: trends in the development of means and technologies for
ensuring the security of wireless networks; ways and means of ensuring the reliability of
the used technologies for protecting wireless networks; Be able to: justify the
effectiveness of the information security system in terms of the possibility of
neutralizing the most urgent computer threats of our time. Possess: skills of
administration and operation of hardware and software support systems

Adranova Aselkhan
Bagdatovna Senior
Lecturer, PhD
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1.ITpepexBusurrep: XKemi kayincizairi (CISCO)

2.IloctpexBusuTTep: OTHKAIBIK Oy3y XoHE eHy Tecrtiieyi,Kayimcizmikke Tecriney.
Kayincizaik neH eHyre apHajafaH TeCTUiey Kypaiaapsl

3. [ToHHIH MakcaThl: aKIapaTThIK KayilCi3[iK caJachIHIAFBI, KYHelep MEH JKeIiIepAiH
KayilCI3AiriH, ONepamysIbIK JKOHE >XOOAIBIK KBI3METTI OpBIHJIAY YVINIH aKIapaTThl
KPUITOTPaQISUIBIK JKOHE TEXHUKAJIBIK KOpPFayIbl KaMTaMachl3 €TeTiH MaMaHIapabl
MpaKkTHKara OaFbITTaJFaH Jaspiiay bl KAMTaMachl3 eTy.

4 Kpickamma  Ma3MyHBI:  CBIMCBI3  OaiflaHbIC  JKyHernepiHe — KpICKamia  INOJY.
PannosnexkTponaplk OusHec-Oapmay Herizgepi. PaaumosneKTpoOHIBIK Kypec >KoHe
pazuosnexTpoHABIK Oacy Herizzmepi. PaanosmextpoHaslk Oacy. ChIMchI3 OaifaHbIc
KYpalgapblHBIH KaJBIITHI )KYMBIC iCTEYiHiH Oy3bUTybl. PagnonuHuil keaepricin Kopray.
CroyTHHKTIK Gaiinanbic Kayincizfiri. VSAT CIyTHHKTIK TEXHOJIOTHSIIAPHI XKOHE KETiHIH
aKnmaparTelk Kayincizmiri. GSM  ysutel  OaiIaHBICHIHBIH aKMapaTThIK KayilCi3[iri.
AOOHEHTTIH KYIMVSUIBUIBIFBIH KaMTaMachl3 eTy. TpaHKMHITIK OaiilaHbIC KyienepiHiH
aKIapaTThIK KayilCi3Iiri.

5. Ky3bIpeTTiiiri: paguocHrHanael KYHKUIIEY JKOJBIMEH OHBI 0acy omicTepi Typausl
Oimim any; - KeH jk0oaKThl aAIUTHUBTI KeACPTUIEepaiH ocepi Ke3iHAe paauodIeKTPOHIBIK
bacy (POK) kypammapslHaH ceiliey CHTHIZapblH OepymiH paXuodJIeKTPOHIBIK
kypangapeiH (POK) xopray omictepi Typansl Oimim amy; GSM ysmsl Oaitnanbic
KyHeciHae aOOHEHTTIK TEPMHUHAIABI KOpFay oficTepi Typanmbl Ourim amy; Android
xyitecinne Bluetooth ceIMcEI3 GaiiiaHbIC TEpMHHAIBIH KOpFay oJicTepi Typasbl OiTiM
ay; paauoOailaHbIc KypalJapblH paauodackanay omictepi koHe Pamgmobackanay
THIMJIUTITIH eCenTey;

6.KyTinerin HoTIIKe: paJMOCHTHAIABI KYHKIJIZIEY JKOJIBIMEH OHBI 0acy aficTepi Typaibl
Oimim any; - KeH jk0oaKThl aAIUTHUBTI KeAEPTIEepaiH ocepi Ke3iHAe paauodIeKTPOHIBIK
bacy (POK) kypammapelHaH ceiliey CHTHaIZapelH OepymiH paXuodJIeKTPOHIBIK
kypangapeiH (POK) xopray omictepi Typansl Oimim amy; GSM yssl  Gaitnmasbic
KyHeciHae abOHEHTTIK TEPMHHAIABI KOpFay oficTepi Typanmbl Oumim amy; Android
xyitecinae Bluetooth ceiMchI3 GaiinaHbIc TepMHHAIBIH KOpFay 9JicTepi Typasbl OifiM
aly, paauoOaillaHbIC KypalgapbelH pamuobackanay ojicTepi »xoHe Pamuobackamay
THIMJIIJIITIH €CenTey;

AnpaHoBa OcenxaH
barnaTkpI3el ara
OKpbITYIIBL, PhD




1.ITpepexsusutsr: CereBast 6e3onacuocts (CISCO)

2.IlocTpexBu3uTH: OTHYECKHH B3JIOM UM TECTHpPOBaHHE  HAa IPOHUKHOBEHHE.
TectupoBanue Ha Ge30macHOCTb. MHCTpYMEHTBI TECTUPOBAaHMS Ha OE€30MACHOCTh U
MIPOHUKHOBEHHE

3. Hems mucnumumabel:  OOecreynTs NPAKTHKO-OPHEHTHPOBAHHYIO ITOJTOTOBKY
creruanmuctoB B chepe HMHGDOPMAIMOHHOH Oe30macHOCTH, 00ecHeYHBAIONINX
0€30MacHOCTE CHCTEM U CeTel, KPHUNTOrpapuiecKyr0o M TEXHHYECKYIO 3alUTy
nH(popMaIyy IS BEITOITHEHNUS ONIEPAallMOHHON M IPOSKTHOHN NeSTeIbHOCTH.

4 Kpatkoe conepxanue: Kpatkuit 0030p cuctem OecrnpoBonHON CBsi3u. OCHOBBI
paanosneKkTpoHHOW Ou3Hecc-pasBenkd. OCHOBBI PagMOdIEKTPOHHOW OOprOBI U
paauo3IeKTpOHHOronoAaBlneHus.  PagnosnektponHoe mopaBieHue. Hapymienus
HOPMAaJIBHOTO (YHKIIMOHHPOBAHUS CPEACTB OecrnpoBonHOH cBsi3u. IloMexosarura
panuonuHuil. be3onacHOCTh cryTHUKOBOM cBA3U. CllyTHUKOBBIE TexHOonoruu VSAT u
nHdopmarnonHass Oe3omacHOCTh ceTH. MHdopmanuonHas O0e30macHOCTh COTOBON
cs3u GSM.OGecnieuenne cexperHocTH aboHeHTa. 1IH(p06e3011acHOCTh TPaHKUHTOBBIX
CHCTEM CBSI3H.

5.KoMIeTeHTHOCTD: —IOTyYUTh 3HAHUS O METO/aX IMOJaBICHHs paJHOCUTHANA ITyTeM
€ro 3alIyMIICHUS; — HOJyIUTh 3HAHUS O METOJIAaX 3aIUTHI PaJH03IEKTPOHHBIX CPE/ICTB
(POC) mepemaun pedyeBBIX CHUTHAIOB OT CPEICTB PAJHOAICKTPOHHOTO IIOJABICHHS
(POII) npu BO3ACHCTBUH IIMPOKOMOIOCHBIX aAUTUBHBIX MTOMEX; — ITOJIYyYHUTh 3HAHUS
0 MeTojax 3aIlIUThl a0OHEHTCKOTO TepMUHANa B CHCTeMe COToBOi cBsiznm GSM; —
MONYYHUTh 3HAHWA O METOJax 3alluThl TepMUHada OecrpoBoaHoU cBs3u Bluetooth B
cucreMe Android; — NOMYYUTH 3HAHUS O METOJAaX pPAaIHMONONABICHHS CPEICTB
PaxroCBs3U U IPUHIMIAX pacyeTa 3G (HeKTHBHOCTH PaaUOIOIaBICHHUS;

6.0kuaeMblid pe3ynnbTaT: —MOJYYUTh 3HAHHUS O METOJaX MOAABICHUS paJfOCHTHAIA
ITyTEM €r0 3allyMJICHUS; — TOJydHUTh 3HAHHSA O METOJax 3alUTHI PaJHO3TEKTPOHHBIX
cpencts (POC) mepemaum pedeBBIX CHTHAJIOB OT CpPEACTB PagMOdIEKTPOHHOTO
nmonasnerus (POIl) mpu BO3MEHCTBHM IIMPOKOIIONOCHBIX AJJUTHBHBIX IOMEX; —
MOJTYYHUTh 3HAHUSA O METOJax 3alIuThl a0OHEHTCKOTO TePMHHAIA B CHCTEME COTOBOI
cBsa3u GSM; — MONMy4YnTh 3HAHUS O METOJaxX 3aIlUTHl TepMUHAaIa OECTIPOBOTHOHN CBSI3U
Bluetooth B cucreme Android; — mOIy4nTh 3HAHHSA O METOAAX PATHOIOMABICHUS
CPEZICTB PAANOCBS3H M NPUHIMIIAX pacueTa 3 PEeKTHBHOCTH PaIHOI0 IaBICHS;

AnpanoBa AcenbxaH
barnaroBhna crapumit
npemnonasaress, PhD




1. Prerequisites: Network Security (CISCO)

2.Post requisites: Ethical hacking and penetration testing. Security testing. Security and
Penetration Testing Tools

3. The purpose of the discipline: To provide practice-oriented training of specialists in
the field of information security, ensuring the security of systems and networks,
cryptographic and technical protection of information for performing operational and
project activities.

4. Summary: A brief overview of wireless communication systems. Fundamentals of
electronic business intelligence. Fundamentals of electronic warfare and electronic
suppression. Electronic suppression. Violations of the normal functioning of wireless
communication facilities. Interference protection of radio lines. Security of satellite
communications. VSAT satellite technologies and network information security.
Information security of GSM cellular communications. Ensuring the secrecy of the
subscriber. Information security of trunking communication systems.

5. Competence: get knowledge about methods of suppressing a radio signal by making it
noisy; - get knowledge about methods of protecting radio-electronic means (RES) of
transmitting speech signals from radio-electronic suppression means (REP) when
exposed to broadband additive interference; get knowledge about methods of protecting
a subscriber terminal in a GSM cellular communication system; get knowledge about
methods of protecting a Bluetooth wireless communication terminal in an Android
system; get knowledge about methods of radio suppression of radio communication
means and principles for calculating the effectiveness of radio suppression;

6. Expected result: get knowledge about methods of suppressing a radio signal by
making it noisy; - get knowledge about methods of protecting radio-electronic means
(RES) of transmitting speech signals from radio-electronic suppression means (REP)
when exposed to broadband additive interference; get knowledge about methods of
protecting a subscriber terminal in a GSM cellular communication system; get
knowledge about methods of protecting a Bluetooth wireless communication terminal in
an Android system; get knowledge about methods of radio suppression of radio
communication means and principles for calculating the effectiveness of radio
suppression;

Adranova Aselkhan
Bagdatovna Senior
Lecturer, PhD

oL

BIUT
BI/K

BD/
EC

AKS

4215
SMZ

4215
SMIP
4215

a)AKnapaTTsl
KOpPFay/IblH
CTEeraHOTPadUSITBIK
omictepi /
CreraHorpaduyeck
M€ METObI 3aIUThI
nuHpopmarmu/
Steganographic
methods of
information
protection

Emtxa
H
Dx3ame
H
Exam

Tect
Tect
test

1. TIIpepexBusurrepi: KoMmploTepiik aknapaTThl KOpFay TEXHOJIOTHSIIAPHI

2. TloctpexBusurrep: Kocibu moHAep, MEMIIEKETTIK eMTHXaH, TUIIOMBIK K00a

3. TloHHiIH Makcarel: AKMNApaTTHIK KayilCi3AiKTI KaMTaMachl3 €Ty MaKcaThIHIa
KPHUITOTPAPSITBIK omicTepai creraHorpadusma KoigaHa Oury, cTero
ANTOPUTMIIEPI KYpPY, CTEro Tanjay dIicTepiH MEHrepy.

4. Kpickama masmysbsl: CreraHorpadus Typiepi, KOJJAHBLTY MYMKIiHAIiKTepi,
aKmapaT JKacblpy MEH alKbIHIay aJrOPHTMIEPiH Kypy, KpuUHTorpadusuibik
CTEroaJropuTMAEP, CTEr0 TAJIAy diCTepi MEH TEXHOIOTHSIaPhI.

5. Kysslpertiniri: Aknapattel 6epy Ke3iHAe KYNHUsUIBLIBIKTBI KaMTaMachl3 eTYAiH
cTeraHorpadusUTBIK ONICTEPiH Oinesi skoHe KoJaHa Oiei.

6. Kyrinerin nHoTmke: CreraHorpausHBIH MaTeMaTHKAIBIK HETi3fepiH Oimy,
CTEroKyHesepAiH TYpaKThUIBIK KOPCETKILITepi MEH Macesenepi; akmaparThl
KOpFay ecenTepiH Iuenry Kes3iHAe CTeroTaiiay oiCTepiH KOJJaHa ajajbl.
Herisri creraHorpagusuiblK adropuTMAEpl OaraapiaMaiblK JKy3ere achipy/bl
MEHIepe/Ii.

Typnyrynosa H.A.
A¥a OKBITYIIIBL,
JKapaTBUIBICTAHY
FBUTBIMIAPBIHBIH
Marucrpi




1. IIpepexBusutsl: TeXHOIOTUHU 3AILUTHI KOMIBIOTEPHON HH(POPMALIUH. Typayrynosa H.A.
2. TlocrpexBmsuthl: IIpodeccuoHanbHble  IUCHMIUIHHBL,  TOCYAAPCTBEHHBIN crapiui
9K3aMeH, JUMIOMHBIH TPOeKT MIpernoiaBaTeb,
3. Ienp aucuMIUIMHBL: YMETh MCIOJIB30BaTh KpUNTOrpaduueckue MeToasl B MarucTp
creraHorpaduy C Ienblo  oOecredeHnss HHPOPMAMOHHOH Oe30macHOCTH, €CTECTBEHHBIX HayK
pa3pabaTbIBaTh CTETO aJrOPUTMA, BIAIETh METOIAMHU CTETO aHaIH3a.
4. Kparkoe cogmepxaHue: Buapl creraHorpadguu, BO3MOXHOCTH IpPUMEHEHHUS,
NIOCTPOCHUE  AITOPUTMOB  COKPHITHS W OOHapykeHHs HH(MOPMAIHUH,
KPUNTOrpahuuecKhe CTEroanrOpuTMbl, METO/IbI M TEXHOJIOTHH CTEr0 aHAIN3a.
5. KommnereHuus: 3HaeT W yMeeT IPUMEHATh CTEraHOTPAaQUUECKHE METOIbI
obecnieueHusI KOHPUICHIINATIBHOCTH NIPH Niepeiaue HHPOPMALIUH.
6. Oockugaemble pe3yabTaThl: 3HAHHE MATEMAaTHYECKUX OCHOB creraHorpadum,
npoGJieMbl U TOKa3aTeld YCTOHYMBOCTH CTETOCHCTEM; IPHMEHEHHE METOJOB
creraHorpaduy TpH pelIeHWH 3agad 3amuThl uHpopMmarmuy;IIporpamMmMHast
peann3anysi OCHOBHBIX CTEraHOTPaQHUYECKUX aIrOPUTMOB.
1. Prerequisites: Computer information protection technologies. Turlugulova N. A.
2. Prerequisites: Professional discipline, state examination, diploma project Senior Lecturer,
3. Aim of discipline: Be able to use cryptographic methods in steganography in Master of Natural
order to ensure information security, develop a steganographic algorithm, and Sciences
master the methods of steganography analysis.
4. Short content: Types of steganography, application possibilities, construction of
algorithms for hiding and detecting information, cryptographic stegoalgorithms,
methods and technologies of stegoal analysis.
5.  Competence: Knows and is able to apply steganographic methods to ensure
confidentiality when transmitting information.
6. Expected results: Knowledge of mathematical foundations of steganography,
problems and indicators of stability of stegosystems; application of
steganography methods in solving information security problems;A software
implementation of the key steganographic algorithms.
SS B) Creranorpadust Emrtuxa Tect 1. TIpepexBusurrepi: KoMploTepiik aknapaTThl KOpFay TEXHOJIOTHSIIAPHI Typayrynosa H.A.
4215 | xoHe H Tect 2. TocrpexBusurrep: KaciOu moHaep, MEMJIEKETTIK eMTHXaH, TUIIIOMIBIK XKo0a Ara OKpITYIIIBL,
SS crerorangay/Crera Ok3ame test 3. TloHHIH MakcaThl: AKMapaTTBHIK KayilCi3miKTi KaMTaMachl3 €Ty MakcaThIHAa JKapaTBUIBICTaHy
4215 | Horpadwus u H KPHUIITOTPAPSITBIK omicTepai  creraHorpadusaga KojdmaHa Oury, CTero FBUTBIMIAPBIHBIH
SS cTeroaHanms/Stega Exam ANTOPUTMIIEPI KYpPY, CTEro Tanjay dIicTepiH MEHrepy. Marucrpi
4215 | nography and 4, Kpickama wmasmyHsl: Creranorpadus Typliepi, KOJAaHBUTY MYMKIHIIKTEpi,
steganalysis aKmapaT JKachblpy MeH aWKbpIHIAy aJTOPUTMIEPIH KYpy, KpHUNTOrpadusiIbIK
CTEroaJropUTMAEP, CTETO TAIAAY diCTEpi MEH TEXHOIOTHSIAPhL.
5. Kysslpertiniri: AKnapaTTsl Oepy Ke3iHIe KYMHsIIBUIBIKTEI KaMTaMachl3 eTyIiH
cTeraHorpadusJIbIK 9icTepiH Oineai xoHe KoaaHa Oinesi.
6. Kyrinerin Hormke: CreraHorpadusHBIH MaTeMaTHKANBIK HeTi3fepiH Oiy,

CTErOXYHesepAiH TYPaKThUIBIK KOPCETKIIITEepi MEH MOcenenepi; akmaparTsl
KOpFay €CeNTepiH MIenry Ke3iHAe CTeroTaijuay omicTepiH KoinmaHy; Herisri
creraHorpaMsUIbIK AITOPUTMIEp i OaraapiaMabIK XKY3ere achIpy.
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IMpepexBu3uThl: TexHONMOrHN 3aLIUTH KOMIBIOTEPHONH HH(BOPMALIUH.

2. ToctpexBusutsl: IIpodeccHoHanbHble  IUCUUIUIMHBL,  TOCYIapCTBEHHBIN
9K3aMeH, AUMJIOMHBII MPOEKT

3. Ienp aucUMIUIMHBL YMETh HCIOJb30BaTh KPHUITOTpahUUECKHe METOABI B
cTeraHorpaguy ¢ Lenbio obecriedeHns: WH(OPMAIMOHHOH Oe30macHOCTH,
pa3pabaThIBaTh CTETO AITOPUTMA, BIAJETh METOJaMH CTEr0 aHAIN3a.

4. Kparkoe coxmepxanue: Bumsl creraHorpagum, BO3MOKHOCTH IIPHMEHEHUS,
MOCTPOCHUE  alTOPUTMOB  COKPHITHS M OOHapyXeHUs HH(OpMAIHH,
KpUnTorpapuIecKie CTeroalroOpuTMbl, METOIbI U TEXHOIOTHH CTETO aHAIIH3A.

5. KomnereHTHOCTh: 3HaeT M yMeeT NPUMEHATh CTeraHorpagpuyeckue METOIb
obecneyeHHs1 KOHUACHIMAIBLHOCTH NPH Tiepeade HHGOpMAaLH.

6. OsxumaeMmble pe3yibTaThl: 3HaHHE MaTEMaTHYECKHX OCHOB creraHorpadum,

HnpoOJIeMBl M MOKa3aTeNI YCTOHYMBOCTH CTETOCHCTEM; IPHMEHEHHE METOIOB

cTeraHorpaduy IpU pEIIeHWH 3ajad 3ammTel MHMopManuu; IIporpammHas

peanu3anusi OCHOBHBIX CTEraHOTPadUUECKUX aITOPUTMOB.

Typayrynosa H.A.
crapiui
MIpernoiaBaTeb,
MarucTp
€CTECTBEHHBIX HayK

1. Prerequisites: Mathematical foundations of information security and information

protection / computer information protection technologies.

Prerequisites: Professional discipline, state examination, diploma project

3. Aim of discipline: Be able to use cryptographic methods in steganography in
order to ensure information security, develop a steganographic algorithm, and
master the methods of steganography analysis.

4. Short content : Types of steganography, application possibilities, construction of
algorithms for hiding and detecting information, cryptographic stegoalgorithms,
methods and technologies of stegoal analysis.

5. Competence: Knows and is able to apply steganographic methods to ensure
confidentiality when transmitting information.

6. Expected results: Knowledge of mathematical foundations of steganography,
problems and indicators of stability of stegosystems; application of
steganography methods in solving information security problems;A software
implementation of the key steganographic algorithms.

N

Turlugulova N. A.
Senior Lecturer,
Master of Natural
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1. TIlpepexBusurtepi: Web koceimMmanap Kayirncizairi/ Web TexHOJIOTHsIIapIbIH
OCAJIIBIFBI MEH KayiIlci3airi

2. TlocrpexBusutrep: KocinTik mpakTHKa, MEMJIEKETTIK EMTHXaH, TUIJIOM/BIK K002
3. TlommiH wMakcatel: VHTepHET KEHICTIriHIE YJIKEH JAepeKTep, OYITTHIK
TEXHOJIOTUSIAp, MHTEPHET 3aTTapblH KOpFay J>KOHE KAayilCi3OIriH KaMTamachl3 €Ty
MacelnenepiMeH TaHBICTBIPY

4. Kpickama MasmyHblVIHTEpHETTE YJIKEH ACpeKTepi THIMII e Kayilci3 KoJIaaHy,
TaJAay KYMBICTApbIH XKYPTi3dy, KOITereH naiijaaanybiiap/bH KoJIaHybl GapbIChIHIA
oJIap/IblH KayilcCi3/iriH KaMTaMachl3 €Ty 9[icTepi MEH TeXHOJIOTHSIAPhL; Kayil Typiepi
MEH OJIapJaH KOPFaHbIC IapajapblH MEHIepesi.

5. Kyspperrimiri: YIKeH HepeKTepAiH KayilCi3diriH KaMTaMachl3 €Ty, KOPFaHBIC
IIapajapsl MEH MapaMeTpliepiH KoJiiaHy, malysuiiap MeH KuOepKayinTepre Tajaam
Kacay.

6. Kyrinerin HoTmke: YJIKeH AepeKTepre TOHETIH KayinTep MeH MIa0ybuiapra,
XKyifenepre MOHUTOPHHT KYPri3eli, Tanaay HOTHKelepiHe opail KOPFaHbIC IIapaaapblH

KoJiJaHa ajlaabl.

Tynerenosa 2.H.
9.F.K., aFa OKBITYIBI




IIpepexBusutsl: besonacHocts Web npuiioxkenuit/ YA3BUMOCTh U 0€30M1aCHOCTh
Web TexHomorui

IMoctpexBusutsl: [IpodeccroHanbHas MpPaKTHKa, TOCYAAPCTBEHHBIA JK3aMeH,
JUIUIOMHBIN POEKT

Hens mucnummuabl: O3HAKOMHTBH CTYAEHTOB € HpoOieMaMu oOecTedeHHs
0€301aCHOCTH M 3alIUTHl HHTEPHET-PECYPCOB, OOJAYHBIX TEXHOJIOTHH, OONBIINX
JTAHHBIX B MHTEPHET-IIPOCTPAHCTBE.

Kparkoe conmepxanne: DddexTuBHOE n Oe30macHOe HCIOJIB30BaHUE OONBIINX
JaHHBIX B WHTEPHETE, IPOBEJCHHE AHAIUTHYECKOH pabOThI, METOIBl U
TEXHOJIOTHH obecnieueHust 6€30IacCHOCTH MHOTOUYHCIIEHHBIX MONb30BaTeNeil mpu
UX MCTIOJIb30BaHUM; BH/BI YTPO3 U MEPHI 3aIUTHI OT HUX.

KomnerentHocTh: Obecnieyenne 6€30MacHOCTH OOJBUIMX JAaHHBIX, IPUMEHEHHE
3aIIMTHBIX Mep ¥ TapaMeTpoB, aHAIIN3 aTak ¥ KHOepOe30macHOCTH.

OxunmaeMblii  pesynbrar: IIpOBOOMT MOHWTOPHHT YIpo3 M aTak, CHCTEM,
YrpoXKalomux OONBIIUM JaHHBIM, MOXKET IPUMEHSTH 3alllUTHBIE MEpHl MO
pe3y/pTaTaM aHalu3a.

Tynerenosa 5.H.
K.3.H., CTpalui
Mperno/jiaBaTenb

N

Prerequisites: Web application security/ vulnerability and security of Web
technologies

Post-requisites: Professional practice, state examination, diploma project

Aim of the course: To familiarize students with the problems of ensuring security
and protection of Internet resources, cloud technologies, and big data in the
Internet space.

Short content: Effective and secure use of big data on the Internet, conducting
analytical work, methods and technologies to ensure the security of numerous
users when using them; types of threats and measures to protect against them.
Competencies: Securing big data, applying security measures and parameters,
analyzing attacks and cybersecurity.

Expected result: Monitors threats and attacks, systems that threaten a large fact,
can apply protective measures based on the results of the analysis.

Tulegenova E. N.
candidate of economic
Sciences, senior
lecturer
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IpepexBusutrepi: Web Kochimmanap Kayincizairi/ Web TeXHOIOTHsIAPIbIH
OCAJIBIFBI MEH KayiNcCi3iri

[MoctpexBuzutrep: KocinTik nmpakTuka, MEMJIEKETTIK €MTHXaH, TUTUIOMIBIK sk00a
[lonHiH Makcatel: VIHTEpHET KeHICTITiHAE YJKEH JepeKTep, OYJITTBIK
TEXHOJIOTHSIIAP, MHTEPHET 3aTTapblH KOPFay jKOHE KayiIlCi3AiriH KaMTaMachl3 eTy
MacelnenepiMeH TaHBICTBIPY

Kpickarira MasmyHbl: IHTEepHETTE YIIKEH AEpEKTEpAl THIMII e Kayinci3 Kouaany,
Tangay IKYMBICTApPbIH JKYpri3y, KONTereH maiiianaHyIbUIapAblH KOJJAHYBI
OaphIChIHIA  ONapIbIH  KAyilCi3AiriH  KamMTaMachl3 €Ty  9JicTepi  MEH
TEXHOJIOTHSUIAPBI; Kayill TYpJiepi MEeH oJlap/iaH KOPFaHBIC LIapanaphl.
Kyseipertiniri: YJIKeH IepeKTepAiH Kayilci3iriH KaMTaMachl3 €Ty, KOpFaHBIC
mrapanapsl MEH MapaMeTpliepiH KoiaHy, malysuigap MeH Kubepkayimrepre
TaJljIaM yKacay.

Kyrinerin HoTmke: YIIKEH AepeKTepre TOHETIH KayinTep MeH IadybUIIapra,
XKy#enepre MOHUTOPHHI JKYpri3enmi, Tajgay HOTIKellepiHe opail KOpFaHbIC
IIapagapblH KOJIJaHa ajiajibl.

Tynerenosa 2.H.
9.F.K., aFa OKBITYLIbI




10.

11.

12.

[IpepexBusutsl: besonacHocts Web npuiiokennit/ YA3BUMOCTh U 0€3011aCHOCTh
Web TexHomorui

IMoctpexBusutsl: [IpodeccroHanbHas MpPaKTHKa, TOCYAAPCTBEHHBIA JK3aMeH,
JUIUIOMHBIN POEKT

Hens mucnumumubl: O3HAKOMHTH CTYAEHTOB € IpoOieMaMu 0OecIedeHHs
0€301aCHOCTH M 3alIUTHl HHTEPHET-PECYPCOB, OOJAYHBIX TEXHOJIOTHH, OONBIINX
JTAHHBIX B MHTEPHET-IIPOCTPAHCTBE.

Kparkoe conmepxanne: DddexTuBHOE n Oe30macHOe HCIOJIB30BaHUE OONBIINX
JaHHBIX B WHTEPHETE, IPOBEICHHE AHAIUTHYECKOH pabOThl, METOIBl U
TEXHOJIOTHH obecnieueHust 6€30IacCHOCTH MHOTOUYHCIIEHHBIX MONb30BaTeNeil mpu
UX MCTIOJIb30BaHUM; BHBI YTPO3 U MEPHI 3aALIUTHI OT HUX.

KomnerentHocTh: Obecnieyenne 6€30MacHOCTH OOJBUIMX JAaHHBIX, IPUMEHEHHE
3aIIUTHBIX Mep ¥ TapaMeTpoB, aHAIIN3 aTak 1 KnOepOe30macHOCTH.

OxunmaeMblii  pesynbrar: IIpOBOOMT MOHWTOPHHT YIpo3 M aTak, CHCTEM,
YIpOXKAIOMUX OONBIIUM JaHHBIM, MOJXKET INPUMEHSTh 3allUTHBIE MEpHl IO
pe3y/pTaTaM aHalu3a.

Tynerenosa 5.H.
K.3.H., CTpalui
Mperno/jiaBaTenb

®©

10.

11.

12.

Prerequisites: Web application security/ vulnerability and security of Web
technologies

Post-requisites: Professional practice, state examination, diploma project

Aim of the course: To familiarize students with the problems of ensuring security
and protection of Internet resources, cloud technologies, and big data in the
Internet space.

Short content: Effective and secure use of big data on the Internet, conducting
analytical work, methods and technologies to ensure the security of numerous
users when using them; types of threats and measures to protect against them.
Competencies: Securing big data, applying security measures and parameters,
analyzing attacks and cybersecurity.

Expected result: Monitors threats and attacks, systems that threaten a large fact,
can apply protective measures based on the results of the analysis.

Tulegenova E. N.
candidate of economic
Sciences, senior
lecturer
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1. TpepexBusutrep: KommbloTepiik jKyderep MeH MeH JKeiinep Kayimci3mirine
OKIMIITIK €Ty

2. IloctpexkBuzurtep: KBaHTTBHIK Kpuntorpadus, KBaHTTHIK Kpunrorpadus
TEXHOJIOTHACHIHBIH KYPBUIBIMBI MEH IIPUHIMNTEP]

3. IlemHHIH MakcaThl: AKNApaTTel KOpFay OKYHeCIHIH Herisri OyBIHBI peTiHze
KOCILIOPBIHAAFBl  aKMapaTThl — KOpFay  KbI3METiHIH  KYPBUIBIMBIH,  JIOTHKAJbBIK
YUBIMAACTHIPBUTYBIH JKOHE OacKapy JKYHeciH KepceTy, aKkHmapaTThl KOpFay KbI3METIiH
yibIMAacTelpy ~ MeH  0acKapyAblH  HETisri  OarbITTapblH  KapacThpy — JKoHe
YHBIMIACTHIPYIIBUIBIK K00anay IPOIECiHiH epeKIIeTiKTEPiH amry.

4. Kpickama Ma3MyHbBI: KHOEpKayilCi3miK: HETi3rl YFeIMIAp MEH aHbIKTamaiap.
XKeminik TeXHONOTHsIAp MEH XaTTamajlap: HeTi3rl YFbIMAap MEH aHbIKTaMalap.
OyHKIMOHANIBIK KAyilCI3[IK: HErisri YFeIMZAp MeH aHbIKTamanap. MHTrepHer
3aTTapbIH/AFbI KnOepKayimci3ik. " AKBLIIABL Kaya'xyHenepine apHaJIFaH
kubepkayincizaik.  OHepkacinTeri  "MHTepHeT-3aTTapiarbl'  KHOepKayilCi3mik.
MaHpbI31bI aKHapaTThIK HHQPAKYphUIGIM: HETi3ri YFBIMAAp, aHbIKTaMallap, Kayilci3mik
XKyitenepiH xobanay.

5. Kysipertimik: THICTI (U3UKAIBIK JKOHE MATEMAaTHKAJBIK ONICTEPHi, SKCHEPHUMEHT
HOTIKETIEPIH OHACYIIH TEXHUKAIBIK JKOHE OarmapiaManblk KypajlapblH KOJJIaHa
OTBIPBIN, OOBEKTUICPAIH KayilCi3AiriHe OKCIEPUMEHTTIK 3epTTeyliep IKYprizy
MYMKIHZIT. OKCIIEPUMEHTTIK ~ 3€pTTEYNepAiH  HOTWKEIEpPiH  ©HHAeY,  FBUIBIMH-
TEXHHUKAIBIK  €CENTepAi, IIONyJapasl peciMiey, OpBIHIAIFaH  3epTIeyJepliH
HOTIOKeNepi OOMbIHIIA FRUTBIMU OastHAaMa ap MeH MaKkajaiap AaiibiHaay Kabireri

6. KyrineTiH HOTWXKE: aKmapaT Kes3JepiH aHBIKTay TOpTiOiH, ojlapra KOJ KETKi3y
TopTiOiH Oineni. ANBIHFaH aKHapaTThl CHIATTAy jKoHE (opMalu3alysiay oicTepiH
Oineni. ANBIHFaH aKHapaTThl TEKCepy Tocinaepin Oineni. XKykeni Tocin mpuHIAOTEPIH
Oineni. [IpoOnemanblk kaFmaimapApl CHIHM Taugay JAaFgbUIapblHa He. OHIeNreH
aKmaparTel KOJJIAHa OTBIPBIN, JKYHENIK TOCLT HeTi3iHAE iC-KHUMBUI CTPaTerusChiH
Kacayra KaOijerTi.

Jayt6aeBa A.O.
T.F.K., aFa OKBITYILBI




1. TlpepexBU3UTH: AIMHUHHCTPUPOBaHKE 0E30MIACHOCTH KOMIIBIOTEPHBIX CHCTEM

2. TloctpexBusutsl: KBantoBast kpuntorpadus, CTpyKTypa U OCHOBHBIC IPHHHULIUIIBI
TEXHOJIOTHH KBaHTOBOW KpHnTorpahun

3. llenp AMCHMIUIMHBL: — IIOKa3aThb CTPYKTYPY, JIOTHYECKYIO OpraHH3alUIo |
CHCTEMY YIpaBIECHUS CIy)k00i 3ammuTel HMHGOpPMAIUMM Ha TPEANpPUSITHH, Kak
OCHOBHOTO 3BCHA CHCTEMBI 3alIUTHl HH(OpPMAIMM, pPacCMOTPETh OCHOBHEIC
HaIpaBJICHNS] OPTAaHNU3AINH U YIIPABICHUS CITyKOBI 3aIIUTE HHYOPMALUH U PAaCKPHITh
0CcOOEHHOCTH IIpoLecca OPraHu3aOHHOTO IPOCKTHPOBAHS.

4. Kpartkoe coxpepxanue:Knbep6e30nacHOCTh: OCHOBHBIE HMOHSATHSA U ONIPENCIICHHS.
CereBble TEXHOJOTMHM W TPOTOKOJbBL: OCHOBHBIE IIOHATHS W  OIPEACNICHHS.
@DyHKUMOHANBHAS ~ O€30MaCHOCTh:  OCHOBHBIE  HOHATHS U OIPEACICHHMS.
Kubepbezonacuocts B «MHTepHET-Benei». KubepoesonacHocTh 1 cucTeM «Y MHOTO
ropoga». KwubGepbesomacHocts B «lHTepHeT-Belei’» B  IPOMBIIUICHHOCTH.
Kpurnueckass napopMannoHHas HHGPaCTPYKTypa: OCHOBHBIE ITOHSATHS, ONPEACIICHNS,
IPOEKTHPOBAHUE CUCTEM OE30MaCHOCTH.

5. KoMmnereHTHOCTh: CHOCOOHOCTBIO NPOBOAUTH IKCICPHMEHTAIBHBIE HCCIIEIOBAHUS
3aIUIICHHOCTH OOBEKTOB € TPUMCHEHHEM COOTBETCTBYIOIIMX (DU3MYECKUX U
MaTeMaTH4eCKUX METOJIOB, TEXHHYECKMX ¥ HPOTPAMMHBIX CPEACTB 00paboTKU
pe3yabpTaToB skcrnepruMeHTa. CocoOHOCTBIO 00pabaTrIBaTh pe3yibTaThl
9KCHEPUMCHTANBHBIX HCCICAOBAaHUH, O(GOPMIATE HAYYHOPTEXHHYECKHE OTYCTHI,
0030pbI, TOTOBUTH 10 Pe3yJIbTaTaM BHIOJIHEHHBIX MCCIIEIOBAaHUI HAay4YHBIE TOKIATbl 1
CTaTbhU

6. OskmmaeMsblil pe3ynbrar: 3HAeT MOPSIOK ONpeNeNeHHs UCTOYHUKOB HH(pOpMaIHH,
MOPSIOK TIOJMYYEHHsS] JOCTyNa K HUAM. 3HaeT METOJBl ONMCaHUS M (OpMasH3alun
MONy4eHHOH HHpOopMauy. 3HaeT crocoObl BEpUPHUKALUH MOTyIaeMOil HHPOPMAIIHH.
3HaeT NPUHLMIBI CUCTEMHOro noxaxoaa. ObnagaeT HaBBIKAMH KPUTHYCCKOTO aHAIM3a
mpobneMHBIX cuTyarmid. CrocoO0eH BhIpa0aThIBaTh CTPATETHIO NEHCTBHHA HAa OCHOBE
CHCTEMHOTO ITOJIX0]1a HCIOJIB3Ys 00pabOTaHHYIO NONTYYSHHYIO HH(POPMAIHIO.

[Hayt6aeBa A.O.
K.T.H., CTapLINH
Iperno/jiaBaTenb




1. Prerequisites: Administration of computer system security

2. Post-requirements: Quantum cryptography, Structure and basic principles of quantum
cryptography technology

3. The purpose of the discipline: to show the structure, logical organization and
management system of the information security service at the enterprise, as the main link
of the information security system, to consider the main directions of the organization
and management of the information security service and to reveal the features of the
organizational design process.

4. Summary: Cybersecurity: basic concepts and definitions. Network technologies and
protocols: basic concepts and definitions. Functional security: basic concepts and
definitions. Cybersecurity in the "Internet of Things". Cybersecurity for Smart City
systems. Cybersecurity in the "Internet of Things" in the industry. Critical information
infrastructure: basic concepts, definitions, design of security systems.

5. Competence: the ability to conduct experimental studies of the security of objects
using appropriate physical and mathematical methods, technical and software tools for
processing the results of the experiment.The ability to process the results of
experimental research, draw up scientific and technical reports, reviews, prepare
scientific reports and articles based on the results of completed research

6. Expected result: Knows the order of determining the sources of information, the order
of obtaining access to them. Knows the methods of describing and formalizing the
information received. Knows how to verify the information received. Knows the
principles of a systematic approach. Has the skills of critical analysis of problem
situations. It is able to develop a strategy of actions based on a systematic approach
using the processed information received.

Dautbayeva A. O.
candidate of technical
Sciences, senior
lecturer
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1. TpepexBusutrep: KommbloTepiik jKyderep MeH MeH JKelinep Kayimnci3miriHe
OKIMIITIK €Ty

2. ToctpekBusutrep: KBaHTTBHIK KpunTorpadus

3. TIlomniH Makcatel: KuOGepkayincCi3miKTiH HETi3Ti YFBIMAAPBIH 3€pTTey, IKEKe
KHOepKayiICi3oiKTI caKkTay AarIbUIapbIH HIepy

4. Kpickama Ma3MyHBI: JKeKe KHOepKayilCi3MiK Typasbl HeTi3ri yreMaap. AKIapaTThIK
Kayinci3mik  jkoHe  kmOepkayimcizmik. Ilmudpmanran  akmapaTTeIH — KacHeTTepi.
KunbepxpimMbIcTEIH cebenrtepi. Knbepkayincizaix macenenepi. XKeke kubepkayincizaik
KayintepiH mozenbaey. Toyekenaepni Tajmay jkeke KuOepKayilci3mikTi OacKapyaslH
Heri3i perinzae Kayin-katep mozeni STRIDE. AkmapaTThIK ToyeKennepi Talaay xKoHe
Oakputay Kypajazapbl. ©Op Typii MOZAETbACPAlI KOJAaHA OTBHIPHIN, KayiNTepAi TaHy
Tociamepin canbicteipmansl Tangay: CIA, Hexada Parker, 5A, STRIDE. Xeke
KnOepKayinci3mikTi  yibpIMaacTelpy TexHonormsutapsl. JKeke knOepkayirci3mikTi
KaMTaMachl3 €Ty KYpPaJIapblHBIH JKOHOMHUKANBIK THiMaimiri. Kpunroxopray
KypanmapeiH Oaranay. JKeke KHOEpKayilCi3MiKTi KaMTaMachl3 €Ty MHIBIFBICTAPBIHBIH
9KOHOMHKAJIBIK HerizgeMeci. JKeke kmOepKayilci3mikTi KamMTaMachl3 €Ty Iapaiapbl
MEH KYpaJIapblH HeTi3enreH TaHaay. JKeke KuOepkayilci3mikTi KaMTaMachl3 €Ty
KypalgapelHa  WHBECTUIMSJIAPAbI  HETI3NCYAIH  KOJAAHBICTaFrbl  OMICTEpPiHIH
apTHIKIIBUIBIKTAPEl MEH KeMInimikrepi. JKeke KHOEpKayilCi3miKTi KaMTaMachl3 €Ty
KYpalgapbIHBIH THIMAUTIITIH SKOHOMUKAIBIK TYPFBIIAaH OarajayFa apHAIFaH Kap>KbUIBIK
- DKOHOMUKAJIBIK KOPCETKIIITep >KUBIHTHIFBL. JKeke KuOepKayilci3mikTi KaMTamachl3
eTy KYpaJIJapblHBIH OSKOHOMHKAIBIK THIMAUIINiH Oaramay omicremeci. JKeke
KnOepKayincizaiKTi YHBIMIACTEIPY Kypaiaapsl

5. KyBbIpeTTiiiri: akmaparThlK KayilCi3JiKTi KaMTaMachl3 €Ty TEXHOJIOTUSACHIHBIH
KeUIeHAepl MEH KYpalapblH o3ipiey KalineTi, Ka3aKCTAaHABIK >KOHE XaJIbIKapajbIK
CTaHJApTTap HETi3iHAe KOpFay OOBEKTUICPIHIH aKImapaTThIK KayilCi3AiriH KaMTaMachi3
eTy JKyifenepi MeH KypanJapbiHBIH KYPaMbIH, CHIIaTTaMajgapbl MEH (YHKIHOHAIIBIK
MYMKIHIIKTEPiH HETi3IeyAl KYpTidy KabijeTi, aknapaTThIK KayillCi3IiKTi KaMTaMachl3
eTy Kypanaapbl MeH >KYHeJepiH chlHay Oarmapiamaiapbl MEH dJicTeMeliepiH a3ipiey
KaOineTi, Kasipri 3aMaHFbl AaKMapaTTHIK KOFAMHBIH KaJBIITACYbl KaFIaiibIHIA
aKIapaTTHIK KayilCi3AiKTiH ipreii xaHe KoiganOans! npodieMaitapbiH Tanaay Kabiieri,
3epTTey TaKbIPHIOBI OOMBIHINA FHUIBIMA —TEXHUKAJIBIK aKIapaTThl JKHWHAY, OHACY,
TaJgay JKoHe XKylieney, MoceJIeHl eIy IiH dicTepi MEeH KypalIapblH TaHAAY, FEUTBIMU
3epTTeyliep MEH TEXHUKANBIK  o3ipieMenepli OKYprizy JKocmapiapsl  MeH
OarmapiaaMaliapblH 93ipey MyMKiHIITi.

6. KyTinerin HOTH)Ke: MOHII Wrepy HOTIKECIHAE CTYAEHT Ounyl Kepek: aKmapaTThIK
KayircizaikTi 6ackapy cajachIHAAFEl HOPMATUBTIK aKTiIep MEH cTaHaapTTap. MeHrepyi
THIC: TOyeKeNAepAi Koclapiayfbl, COHKEeCTeHIIpYIl J>KOHe TajujayAbl OpBIHAAY,
TOyeKeJaepai ~ yAriney — JKoHE  MOHMTOPHMHT  Kypridy.  MeHrepyi  Tuic:
MaMaHJaHIBIPbIIFAaH OarJapiiaManblk KaMTaMachl3 eTy[i,aKnaparThlK Kayilci3mikTi
Oackapy npolecTepiHiH e3apa 0ailIaHbICHIHBIH KYPbUIBIMBI MEH XKYHECIH TYCIHYIH.

Msip3aeB P.C. — ara
OKBITYIIBI,
MaTeMaTHKa MarucTpi




7. IlpepexBU3UTHL: AIMUHUCTPUPOBAHHE 0€30MaCHOCTH KOMIIBIOTEPHBIX CUCTEM

8. ToctpexBusutei:KBanToBas kpunrorpadus

9. ILlenp OUCUMIUIMHBI:M3YYEHHE OCHOBHBIX MOHATHI KNOEpOE30MacHOCTH, OCBOCHUE
HAaBBIKOB COOJIIOICHNUS IEPCOHANBHON KHOEepOe30acHOCTH

10. Kpatkoe conepskanue:OCHOBHBIE MOHSTHS IEPCOHANBHON KHOEpOe30macHOCTH.
Wndopmarmonnast 6e3omacHocTs U kubepOe3omacHocTs. CBoHCTBA OIM(POBaHHOM
nadopmarun. Ilpwumael  kubepnpectymieHuii. IIpoGnembr  knbGepOe30macHOCTH.
MopgenmpoBanne yrpo3 HEpCOHAIBHOW KHOEpOE30NacHOCTH. AHAIM3 PUCKOB Kak
OCHOBa YIIpaBJICHUS IMepcoHaNbHOU KubepbesonmacHocThio Mogens yrpo3 STRIDE.
VIHCTpyMEHTBl aHanM3a M KOHTPOJIA HMH(OPMALMOHHBIX PUCKOB. CpaBHHTENBHBII
aHaJM3 MOJAXOZ0B K PACIO3HABAHHUIO YrPO3 C MCIONB30BAHUEM PA3JIMYHBIX MOJEIEHi:
CIA, T'excama Ilapkepa, 5A, STRIDE. Texnonoruum opraHusanuy HepCOHAIBHOM
knbepOe3onacHOCTH.  OKOHOMMYecKas 3(P(EKTHBHOCT  CPEACTB  OOeCIedeHHs
MIePCOHANBHON kubepOe30nacHOCTH. Ouenka CpencTB KPHUITO3ALIHUTHL.
OKoHOMHYECKOe  OOOCHOBAaHME  DAacxoJOB Ha  OOecHeYeHHEe  IIE€PCOHAIBHOM
knbepbezonacHocTH. OOOCHOBaHHBIH BBHIOOP Mep W CpencTB  obecHedeHHs
nepcoHanbHON KubepOezonacHocTH. IIpeHMMyIecTBa U HEJOCTATKH CYIIECTBYIOIINX
METOI0B OOOCHOBAaHMSI HMHBECTHLMH B CpeIcTBa  OECIEYEHMS IIEPCOHAIBHOIL
kubepOe3zomacHocTd. Habop (HHAHCOBO- 3KOHOMHYECKHX MOKa3aTeNed IUId OICHKU
3G GEKTUBHOCTH CPEACTB O0ECHECYCHUS IEPCOHANBHOW KHOEepOe30macHOCTH ¢
SKOHOMHMYECKHX TIO3MIMHA. MeToanka OIEHKH 3KOHOMHYECKOH 3((EKTHBHOCTH
CpeAcTB  o0ecrieueHus]  NEepCOHaNBHOM  KuOepOesomacHocTH.  MHCTpyMeHTHI
OpraHHu3alluy IePCOHANBHOI KnbepOe3omnacHocTn

11. KomnerenTHOCTH: CIIOCOOHOCTBIO pa3padaThiBaTh CHCTEMbBI KOMILUIEKCHI U CPEICTBa
TEXHOJOTUH  oOecredeHUss WHPOPMAIMOHHOW  0€30MacHOCTH,  CHOCOOHOCTBHIO
NPOBOAUTH  OOOCHOBAaHHWE  COCTaBa, XapakTepUCTUK ¥ (YHKIHMOHAIBHBIX
BO3MOXHOCTEHl CHCTEM W CpeACTB obOecmedeHHss HMHOOpMAMOHHOW 0€30macHOCTH
OOBEKTOB 3alIUTHl HAa OCHOBE Ka3aXCTAaHCKMX M MEXIYHApOIHBIX CTaHAAPTOB,
CIIOCOOHOCTBIO pa3padaThiBaTh MPOrPaMMBbl M METOAMKH HUCIIBITAHUH CPENICTB M CHCTEM
obecrieueHnss HMHGOPMALMOHHOH OE30IIACHOCTH, CIIOCOOHOCTBIO aHAIHM3UPOBATh
(yHIaMeHTambHBIE W TNPHUKIAAHBIE MPOOJIeMbl MHPOPMALMOHHOW OE30MacHOCTH B
YCJIOBHSIX CTAHOBJICHHS COBPEMEHHOIO MH(OPMAIIOHHOIO OOIIECTBA, CIOCOOHOCTBIO
OCyIIECTBIATE cOOp, 00pabOTKy, aHANW3 W CHCTEMAaTH3alUI0 HAYYHO —TEXHUYECKOU
nHGOPMAIMU IO TEME MCCIICOBaHus, BBIOOD METOJOB M CPEICTB PELICHUs 3a/advH,
pa3pabaTeiBaTh IUIAHBIM ~ HPOrPaMMbl HPOBEACHHS HAYYHBIX MCCIEIOBAHUH U
TEXHHYECKHX Pa3padoToK.

12. Oxunaemslii pe3ynbrar: B pesynprate OCBOGHHS AUCLHILUIMHBI CTYICHT JIOJDKEH
3HaTh: HOPMATHBHBIE aKThl U CTAHIAPTHI B OOJIACTH YNpaBieHHs HH()OPMAIIMOHHOMN
6e3omacHOCThIO. J[OMDKEeH yYMeTh: BBINOJNHATH IUIaHUPOBAaHHE, JCHTHQUKALMIO |
AHaJIM3 PHUCKOB, MOJACIUPOBATE PUCKU U NMPOBOAUTH MOHUTOPHHI. ﬂOH)KCH:BJ'Ia)leTb:
CrieUaJIM3UPOBAHHBIM  IIPOTPaAMMHBIM 06eCHe‘[eHI/IeM,HOHI/IMaHM€M CTPYKTYpPbI H
CHCTEMBI B3aHMOCBSI3H IIPOLIECCOB YIIpaBIeHHs] HHYOPMALMOHHON 6€3011aCHOCTHIO

Msip3aes P.C.-
crapiui
Mperno/aBaTenb,
MarucTp
MaTeMaTHKH




1. Prerequisites: Administration of computer system security

2. Post-requirements;:Quantum cryptography

3. The purpose of the discipline: to study the basic concepts of cybersecurity, to master
the skills of compliance with personal cybersecurity

4. Summary: Basic concepts of personal cybersecurity. Information security and
cybersecurity.  Properties of digitized information. The causes of cybercrime.
Cybersecurity issues. Modeling of personal cybersecurity threats. Risk analysis as a
basis for personal cybersecurity management The STRIDE threat model. Tools for
analyzing and controlling information risks. Comparative analysis of approaches to
threat recognition using various models: CIA, Parker Hexad, 5A, STRIDE.
Technologies for organizing personal cybersecurity. Economic efficiency of personal
cybersecurity tools. Evaluation of cryptographic protection tools. Economic
justification of the costs of providing personal cybersecurity. A reasonable choice of
measures and means to ensure personal cybersecurity. Advantages and disadvantages of
existing methods of justifying investments in means of ensuring personal cybersecurity.
A set of financial and economic indicators for evaluating the effectiveness of personal
cybersecurity tools from an economic perspective. Methodology for assessing the
economic efficiency of personal cybersecurity tools. Tools for organizing personal
cybersecurity

5. Competence:The ability to develop systems, complexes and means of information
security technology, the ability to justify the composition, characteristics and
functionality of systems and means of ensuring information security of security objects
based on Kazakh and international standards, the ability to develop programs and test
methods for information security tools and systems, the ability to analyze fundamental
and applied problems of information security in the conditions of the formation of a
modern information society, the ability to collect, process, analyze and systematize
scientific and technical information on the topic of research, choose methods and means
of solving the problem, develop plans and programs for conducting scientific research
and technical developments.

6. Expected result: As a result of mastering the discipline, the student should know:
regulations and standards in the field of information security management. Must be able
to: perform planning, identification and risk analysis, simulate risks and conduct
monitoring. Must: possess: specialized software, understanding of the structure and
system of interrelation of information security management processes

Myrzaev R.S. — senior
lecturer,
master of mathematics
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Kubepyrpo3 u atax/
Detecting and
Mitigating Cyber
Threats and Attacks
(Kypc Coursera)

Emtuxa
H
Dk3ame
H
Exam

Tect
Tect
test

1.ITpepexBu3uTTep: AKNApaTTHIK XKYyHenep Kayinci3AiriHiH ayJuTi MeH MEHEePKMEHTI
2.IToctpexBusutrep: KBaHTTHIK Kpunrorpadus

3.ITonHiH Makcathl: Kypc KoMIbIOTEpIIiK KYHEHIH Kayilci3airin 6y3ybl MyMKiH
3HSHABI 9PEKETTEP/li aHBIKTAY YILIiH aKIapaTThIK XKylene madybuiaap/bl aHbIKTay
JKQHE aJIZIBIH aily JKyHesepiH naiganany Typaisl OiniM aryra MyMKiHAik O6epeni. Kypc
KOMITBIOTEPIIIK JKYHere HeMece XKeJire pyKcaTchl3 Kipy HeMece oJ1ap/Ibl pYKCaTchl3
0ackapy, ocal KbI3METTepre Kapchl KUK I1a0ybuIaap, apTHIKIIBUIBIKTap bl
apTThIpyFa OarbITTaFaH mabybuLiap, MaHbI3ABI (ailgapra pyKcaTchi3 KOJ XKEeTKizy,
COHJIaii-aK 3UsH/BI OaFapiaMaliblk KAMTaMachl3 Ty opeKeTTepi (akTiepiH aHbIKTay
JaFAbUIapBIH alyFa MYMKIHIIK Oepeni.

4 Kpickamra Ma3myHbl: KpicKalra Ma3MyHBI: CaHABIK TpaHchoOpManus Ke3eHiHAeri
3aMaHayH TEXHOJIOTHsUIApAarsl OapiblK 3JEMEHTTepAl KubepKayinTepaeH KOopFay,
KOHE IIa0ybUIIAapAblH alIblH aly MaKCaTblHAA KuOepKayilTepAi TaHyIbIH
HHTEJUICKTYaJl bl KyHenepin KOJIIaHy MaHbI3AbUIBIFbI, MYMKIHIIKTepI,
NIePCIICKTUBACHI.

5. Ky3BIpeTTiiiri: BIKTEMal KaTepiiep MeH COTTI MalybuIaap sKaraaiyiapsl Typabl
aKIapaTThl JYPBIC KOPBITHIH/IBI KACAyFa XKOHE alIbIH ajla )KYMbIC icTeyre KOJJaHaIbl.
Kubepmadysuigapra Kapchl Jepoec emec, KemeH Il menrimMaep i3aeiai xone
KOJIJaHAIBL.

6.KyTinerin HoTIXKENEp: KHOSPKAYINTEPAl TaHyIbIH HHTESIUICKTYAI bl )KYHeIepiH
THIMII KoliaHa Oineni, kubepkayinrepre Tannay kacaipl, adybUl cangapbIMeH
JKYMBIC JKOHE aJIJIbIH ajly IIapajJapblH jKacai aja bl

WWW.coursera.com

1.ITpepekBU3UTEL: AYyAWUT U MEHEIKMEHT 0e30MacHOCTH HH(OPMAIIMOHHBIX CUCTEM
2.IToctpexBusutsl: KBanToBas kpunrorpadus

3.Lens puctpmuasl: Kype nmo3Bonser nproOpecTH 3HaHUS UCTIONb30BAHHS CHCTEM
0OHapyXEeHHs ¥ MPeIOTBPANICHHS aTak B MHYOPMAIIMOHHOH CHCTEME JUTs
0OHapyKEHHs BPEIOHOCHOH aKTUBHOCTH, KOTOpPast MOKET HapYIIUTh O€30I1aCHOCTD
KOMITBIOTEPHOH cucTeMbl. Kypc 1mo3BosIsieT MoMydiTh HaBBIKH BBISIBICHUS (JaKTOB
HEaBTOPU30BAHHOTO JIOCTYIA B KOMITBIOTEPHYIO CUCTEMY WIIH CETh JINOO
HECaHKIIMOHMPOBAHHOTO YIPABJICHHUS UMM, CETEBbIE aTaKH MPOTHB YSI3BHMBIX
CEpBHCOB, aTaKH, HAIIPABJICHHBIE HA TIOBBILICHNE IPUBUIICTUH, HEABTOPU30BAHHBII
JOCTYI K BOKHBIM (haiiiiaM, a TakxKe IeHCTBUS BPEOHOCHOTO IPOTPaMMHOTO
obecredeHus.

4 Kparkoe coaepxaHne: BaXHOCTb, BO3MOXKHOCTH, MEPCICKTHUBBI ITPUMEHEHHS
HMHTEIUICKTYaTbHBIX CHCTEM pPAacHO3HAaBaHMS KHOEPYrpo3 ¢ IIENbI0 3aluTHl BCEX
JJIEMEHTOB COBPEMEHHBIX TEXHOJIOTMH Ha 3Tarme OHQpPOBOH TpaHCHOpPMAIMH OT
KHOepOe30MacHOCTH 1 IPEAYTPESIKACHUS aTak.

5. KomnerentenTHOCTB: Vcrosnb3yeT nHGOPMAIHMIO O BO3ZMOXKHBIX yrpo3ax U CIIydasx
yIAuHBIX aTak Uil [IPAaBUJIBHOTO 3aKIIOUEHMS M NpeaBapUTelbHON padotTel. UimeT u
NPUMEHSIET KOMIUICKCHBIC PEIICHNUs TPOTUB KNOEpyrpo3.

6.0xugaemMblii pe3ynabrarT: YMeeT 3()(EKTHBHO HCIIONB30BaTh HHTEIUICKTyalbHEBIE
CHCTEMBl pacIO3HAaBaHMS KHOEpYyrpo3, aHaIM3UpyeT KuOepOe30macHOCTh, yMeeT
paboTaTh C MOCIEACTBUSIMHU aTaK U MPEANPHHAMATD IIPEBEHTUBHBIE MEPHI

Www.coursera.com



http://www.coursera.com/
http://www.coursera.com/

1.Prerequisites: Information systems security audit and management
2.Post-requirements: Quantum cryptography

3.The purpose of the discipline: The course allows you to acquire knowledge of the use
of systems for detecting and preventing attacks in an information system to detect
malicious activity that may violate the security of a computer system. The course
allows you to gain skills in detecting unauthorized access to a computer system or
network or unauthorized management of them, network attacks against vulnerable
services, privilege escalation attacks, unauthorized access to important files, as well as
malicious software.

4.Summary: The importance, opportunities, and prospects of using intelligent cyber
threat recognition systems to protect all elements of modern technologies at the stage
of digital transformation from cybersecurity and attack prevention.

5.Competence: : Uses information about possible threats and cases of successful
attacks for correct conclusion and preliminary work. Seeks and applies comprehensive
solutions against cyber threats.

6.Expected result: : Can effectively use intelligent systems for recognizing cyber
threats, analyze cybersecurity, work with the consequences of attacks and take
preventive measures

WWW.coursera.com

N

Bell/
TK
I/
KB
PD/E

KK
4306
KK
4306
QC
4306

A) KBaHTTBIK
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Quantum
Cryptography
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H
Dk3ame
H
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test

1. TIpepexBmsurrep: @usuka II, xpunTorpadusiblK anropUTMAEpAl Tajmay >KoHE
azipuey

2. ITocTpeKBH3NTTEP: KACINTIK MOHIEP, MEMJIEKETTIK eMTHXaH, AUIIOMIBIK K002

3. TloHHIH MakcaThl: KBAaHTTBHIK Kpunrorpadus ecenTepi YIIH KOJJaHBUIATHIH
MaTeMaTHKAIBIK amnmapartel urepy. Kinrrepai TapaTyablH HeTi3ri  KBaHTTHIK
KPUNTOrpadUsIbIK XaTTaMalapbIHbIH )KYMbIC IPUHIMIITEPIH UIepy.

4. Kpickamma Ma3MyHBI: KJIacCHKaNblK Kpunrorpadus Herizgepi. bip sxakTsl
bysakimsap, xom. CaHABIK KoJTaHOA XaTTaMajlapblHBIH Mblcangapbl. KBaHTTBIK
ecenTey Herigepi. KBaHTTHIK MeXaHWKaHBIH HETi3Ti MNOCTymaTTapbl. KBaHTTHIK
kpuntorpadust Herizgepi. BB-84 kintrepmi TapaTyablH KBaHTTBIK IPOTOKOJIBL.
KBaHTTBIK 06ip >KaKThl (YHKIMsIAp, KBAaHTTHIK X3l KBaHTTHIK CaHABIK KOJTaHOa
XaTTamMaapbIHbIH MBICAIIAPHIL.

5. Kysslperriniri: 3epTrey TakbIpblObl OOMBIHINA FHUIBIMH-TEXHUKAJIBIK AKIApaTThI
KUHAY, OHICY, Talliay JKOHE XKYHeneyndi )Ky3ere acplpy KaOileTi, ecenTi IIemymiy
omictepi MeH KypajugapblH TaHIay, FBUIBIMH 3epTTEYJIlep MEH TEeXHHKAIBIK
o3iprmeMenepai KYpri3ymiH >Kocmapiapsl MeH OarmapiaManapblH o3ipJey, THICTi
(U3UKAIBIK KOHE MATEMaTHKAJBIK OMICTEpIi, SKCIIEPHMEHT HOTIKEIEpiH OHICYIiH
TEXHHMKAJIBIK JXoHEe OarapiaMaliblK KypaiJapblH KOJNJaHa OTHIPHIN, OOBEKTLIepaiH
KOpFalybIHa IKCIIEPUMEHTTIK 3epTTEeyJIep JKYpPri3y Kabineri

6. Kyrinerin HoTikenep: KaOineTi MeH JallbIHOBIFBIH KOPCETY Kepek: ajFaH
OiiMepiH HAKTHI JKaFAaiinapaa Koianany. KapamailbiM KBaHTTBIK KPUOTOTPA(QHSIIBIK
ecenTepAi Memyae KKeTTi ecenTey arIbuIapblH KOJaHbIHBI3.

Jayt6aeBa A.O.-
T.F.K.,
KaybIMJI.IIpodheccop
M.a.



http://www.coursera.com/

1. Ipepexsusutsr: Ousuka I, Ananu3 u paszpabotka u Kpunrorpaduueckux
aJrOPUTMOB

2. IMoctpexBusutel:  [IpodeccHoHanbHble TUCHUIUIMHBL, TOCYIAPCTBEHHBII
9K3aMeH, JTUIUIOMHBIH TIPOEKT

3. Hens mucummmmasl: OcBoeHHE MaTeMaTHYECKOTO almapara, HCIoJIb3yeMOoro
UL 3a1ad  KBaHTOBOW kpunrorpaduu.OcBoeHHe TNPHUHIOUIIOB pPabOTHI 0a30BEIX
KBAaHTOBBIX KPHITOrpaMIECKUX MPOTOKOJIOB PacIpeieleH s KIII0oUei.

4. Kparkoe cozneprxanue: OCHOBBI KIIACCHYECKOIt KpHUIITOTpadHH.
OpnHocropoHHHE (QYHKIHMM, XeIIupoBaHue. llpumepsl NPOTOKOIOB IU(PPOBOI
noanucd. OCHOBBI KBaHTOBBIX BBIYHCICHHH. OCHOBHBIC IIOCTYJIAThl KBaHTOBOH
MexaHuku.  OCHOBBI  KBaHTOBOM  kpunrorpapuu.  KBaHTOBBIH  NPOTOKON
pacnpenenenus kmoueii BB-84. KBantoBble omHOCTOpOHHHME (DYHKIHH, KBAaHTOBOE
xemupoBanue. [IpaMeps! MPOTOKOJIOB KBAHTOBOI IT(POBOIT MOATIHCH.

5. KoMIeTeHTHOCTh:CIOCOOHOCTh OCYIIECTBIIATh COOp, O0pabOTKY, aHAU3 H
CHCTEMaTU3alUI0 HaAyYHO-TEXHUUECKOH HH(OPMALMH 110 TeME HCCIIEIOBAHMUS, BEIOOD
METOJOB M CpEICTB pEIICHHS 3aJa4yd, pa3padaThiBaTh IUIAHBI M HPOrPaMMBI
NPOBEJCHNUS HAYYHBIX MCCIICOBaHMH M TEXHHYECKHX pPa3pabOTOK, CHOCOOHOCTh
NPOBOAUTH  OKCIICPHUMEHTAJIbHBIC ~HCCIEOBAHHS  3AlMIICHHOCTH OOBEKTOB C
NPUMEHEHHEM COOTBETCTBYIOIIMX (DU3MYECKHX M MATEMaTHYeCKHX METOJIOB,
TEXHHUYECKHX M MPOTPaMMHBIX CPEJCTB 00pabOTKH pe3yIbTaTOB IKCIEPUMEHTA

6. Oxunmaemble  pe3ynbTaThl:JIOJDKEH  JIeMOHCTPHUPOBATH  CHOCOOHOCT U
TOTOBHOCTh: [IpMMEHSATH TIONyYeHHBIC 3HAaHHS B KOHKPETHBIX CHTYaIMsX.
[Tonb30BaThCsl  BBIYMCIMTEIBHBIME HAaBBIKAMH, HEOOXOAWUMBIMH TIPH  PELICHHU
IIPOCTEHINNX KBAaHTOBBIX KpUNTOrpaguIecKux 3a1ad.

Jayt6aeBa A.O.-
K..T.H., H.0. aCCOILL.
npodeccopa

1. Prerequisites: Physics 11, Analysis and development of cryptographic algorithms

2. Post-requirements: Professional disciplines, state exam, diploma project

3. The purpose of the discipline: The development of the mathematical apparatus used
for the tasks of quantum cryptography. Mastering the principles of basic quantum
cryptographic key distribution protocols.

4. Summary: The basics of classical cryptography. One-way functions, hashing.
Examples of digital signature protocols. Fundamentals of quantum computing. The
main postulates of quantum mechanics. Fundamentals of quantum cryptography.
Quantum Key Distribution Protocol BB-84. Quantum one-way functions, quantum
hashing. Examples of quantum digital signature protocols.

5. Competence: the ability to collect, process, analyze and systematize scientific and
technical information on the research topic, choose methods and means of solving the
problem, develop plans and programs for conducting scientific research and technical
developments, the ability to conduct experimental studies of the security of objects
using appropriate physical and mathematical methods, technical and software tools for
processing the results of the experiment

6. Expected results: Must demonstrate the ability and willingness to apply the
acquired knowledge in specific situations. Use the computational skills necessary to
solve the simplest quantum cryptographic problems.

Dautbaeva A.O.-
c.t.s., acting
professor
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b) KBaHTTBIK
KpHUnTorpadpus
TEXHOJIOTUACBIHBIH
KYPBUIBIMBI MEH
npuHIunTepi/Crpy
KTypa U OCHOBHBIC
TPUHIUATIBL
TCXHOJIOTUH KBAHTO
BOU KpHnTOrpadun
[Structure and
principles of
quantum
cryptography
technology

Emtuxa
H
Dk3ame
H
Exam

Tect
Tect
test

1. Ipepexsusutrep: Pusuka I, kpuntorpadusiblK alropuTMAEPAl Tajigay
JKOHE 3ipIiey

2. [TocTpexkBU3UTTEP: KOCINTIK MOHAECP, MEMIEKETTIK eMTHUXaH, TUILIOMIBIK
’K00a
3. TloHHIH MakcaThl: CTYICHTTEPAIH HETI3ri MaTeMaTHKANBIK alnapaTThl

urepyi, OLTIM aIIybl >XOHE KBAaHTTHIK KPHITOTpadusna KOJJAHBUIATHIH HETI3Ti
Karujanapabl urepyi.

4. Keickamia Ma3MyHBI: KpunTorpadusHEIH FBUIBIM PETiHAE KaJbINTacCybIHBIH
Heri3ri kesengepi. Kpunrorpadusiaeiy Herisri minaertepi. Kapamaiibiv mmdpiap
JKoHEe oJapAblH KacuerTtepi. Kpunroxyiie yreiMel. Lludpnapra KoibulaTbIH HeTisri
TananTap. KBaHTTHIK ecentey. KBaHTTBIK ecenTeynepiH namy Tapuxbl. KBaHTTBIK
ourtep. OnHokyOutoBble aneMeHTTepi. KemOeifinai ecenreynep. KBaHTTBIK
cxemanap. Kpunrorpadusaa KOMITBIOTEpITIK TEXHOJIOTHSHBI KOJJIAHy epeKIIeTiKTepi.
KBaHTTHIK ecenteynepain Kypaeniniri. Ommey. KBaHTThIK ecentey kaymi. KBaHTTBIK
kpuntoaHan3. RSA  mmdpnay  amroputMminmeri  ¢daxropuzamms — Maceleci.
®dakropuzanusa ymiH [lop amroputMin KonmmaHa oTwIpbin, RSA mmdpin Oys3y.
Juckperti norapudmaeyre HeETi3eNreH KpunToxyienep. Juckperti morapudmimi
Taly aNrOpUTMIH KOJIIaHa OTHIPHIM, JUCKPETTI JorapudMIey MoceaeciH menry

5. Kysbiperriniri: FBUIBIMH-3epTTEy OHE KOJITaHOAdbl KbI3METTE 3aMaHAyd
MaTEeMaTHKAaJBIK arnaparThl KOMAaHYIBIH MPaKTHKAIBIK ToxipuOeci Oap. 3amaHayn
OIIePALMSUTBIK JKYHeIep MEH JKETJIK TeXHOJIOTHsUIap/Ibl KOJIIaHa ajia sl

6. Kyrinerin HoTKedep: KBaHTTHIK aKIapaTThIH XaTTaMaJlapblH JIOTHKAJIBIK
Ti30EKTep apKpUIBI OeifHeney; KBAaHTTBIK IapaJUICNU3MII JKY3ere achIpaThiH
JIOTHKAJIBIK Ti30EKTepHiH CXeMalapblH Kypy; KBAaHTTBIK ecenTeyliepAi, KaTeiaepmi
TY3€TyZi, KBAaHTTBIK TEJCHOPTALMSIHBI JKOHE KBAHTTHIK KYITHS KITTTI KYpyZbl XKy3ere
achIpaThIH JIOTHKAJBIK Ti30EKTepAiH CXeMaJapblH Kypy; KyOWTTIH KapamaibiM
KO3FaJbIC  TEHICYNepiHiH mIemiMiH Taly; WOHABIK Ty3aKTapla, puaoepr
aToOMIapbIH/a, [PKO3eCOHHBIH CYNEePOTKI3Till aybICyIapblH/a, SAPOJBIK CIIHHACPIE,
(OTOHHBIH ~ TONAPU3ALMSUIBIK ~ KYHIepiHZe, KBAaHTTBIK HYKTenepae KyOWTTi
OackapyiblH (GU3MKAJIBIK MEXaHU3MICPIH TYCIHAIpY

Konpip6aes H.b.,
T.F.K., aFa OKBITYIIIBI




1. IlpepexBusutel: Puszuka I, Ananuz u pa3zpaboTka M KpUNTOrpadUuEcKUX
aJTOPUTMOB

2. IoctpexBusutsl: [IpodeccroHanbHble OUCHMIUIMHBI, TOCYJapPCTBEHHBIH JK3aMeH,
JUIUIOMHBII IPOEKT

3. llens  OUCIMIUIMHEL: ~ OBJAJCHHE CTYACHTAMH OCHOBHBIM  MaTeMaTHYECKUM
anmaparoM, IIOJy4eHHe 3HaHUH M OCBOGHHE OCHOBHBIX IPHHIIMIIOB, IPHMEHSEMEIX B
KBAaHTOBOW KpUNTOTpahuH.

4. Kpatkoe coxepkanne:OCHOBHBIE 3Talbl CTAHOBJICHUS KpuUNTOrpaguy Kak HayKH.
OcHoBHble 3amaun Kpunrtorpaduu. IIpocteiimme mmdpsl u ux cBoiictBa. IloHsATHE
kpunrocucteMbl. OcHoOBHbBIe TpeboBaHus K mmm¢ppam. KBaHTOBBIC BBIYUCICHHSA.
Hctopust pa3BUTUS KBAaHTOBBIX BbIYHCIeHHH. KBanToBble OMTHL. OIHOKYOHTOBBIE
JneMeHTsl. MHOrokyOuToBble BbIUMCIEHHS. KBaHTOBBIE cXeMbl. (OcoOEHHOCTH
HCTIONb30BAaHMS BBIYHCIUTENFHON TeXHUKH B KpunTorpaguu. CI0KHOCTh KBAaHTOBBIX
BbluncieHuil. Mizmepenue.Yrpo3a KBaHTOBBIX BblUMCIIeHUH. KBaHTOBBIN KpunroaHans.
3agaga ¢axropuzanuu B anroputMe mudpoBanus RSA. Bznom mmgppa RSA ¢
ucrionp3oBanueM ainroput™a Illopa s dpaxkropusannu. KpunrocucreMsl, OCHOBaHHBIE
Ha  JHUCKPETHOM  JIOTapH(MHUPOBAHHU. Pemenne 3aaud  JUCKPETHOTO
norapuMupoBaHus, HCHOAb3ys amroput™ Illopa HaxoXAeHHS AHUCKPETHOTO
norapudma

5. KommerenTHOCTB:MIMeeT  NmpakTHYECKUH  OMBIT  NPUMEHEHHS  COBPEMEHHOTO
MaTeMaTH4YeCKOro  ammapaTa B  HAyYHO-HCCIEIOBAaTeNbCKOW W TPHUKIATHOU
JeSTeIbHOCTH. YMeeT HCII0JIb30BaTh COBPEMEHHBIE OIEPAallOHHBIC CHCTEMBI M CETEBEIC
TEXHOJIOTHU

6. Oxumaemble pe3ynbTaThl:M300pakaTh NPOTOKOJIBI KBAaHTOBOH HH(pOpPManuM c
MOMOINBIO  JIOTHYECKHX  CX€M;  COCTAaBIATH  CXEMbl  JIOTHYECKHX  I[eTeH,
OCYIIECTBIAIOINX KBAHTOBBIM MapaiIein3M; COCTABIATH CXEMbl JIOTHUECKUX LETIeH,
OCYMIECTBIISIOINX KBAHTOBBIE BBIYMCICHHUS, KOPPEKIHIO OMIMOOK, KBAHTOBYIO
TEeNeNopTalui0 M TEHepalHio KBAaHTOBOTO CEKPETHOTO KIIOYa; HAXOIWTH peEIIeHHe
MPOCTEUININX ypaBHEHHH [BIKEHHs KyOWTa; OOBSICHATH (DU3HMUECKHME MEXaHHW3MbI
yhnpaBieHHs: KyOMTaMH B HMOHHBIX JIOBYIIKaX, Ha pHIOEProBCKUX aTOMax,
CBEPXIIPOBOJHUKOBBIX  JKO3e()COHOBCKMX  Mepexoax, SIICPHBIX CIIUHAX,
TIOJISIPU3AIIMOHHBIX COCTOSIHUSIX (DOTOHA, B KBAHTOBBIX TOUKAX

Konpip6aes H.b.,
K.T.H., CTapLINH
Iperno/jiaBaTenb




1. Prerequisites: Physics I, Analysis and development of cryptographic algorithms

2. Post-requirements: Professional disciplines, state exam, diploma project

3. The purpose of the discipline: mastering the basic mathematical apparatus by
students, obtaining knowledge and mastering the basic principles used in quantum
cryptography.

4. Summary: The main stages of the formation of cryptography as a science. The main
tasks of cryptography. The simplest ciphers and their properties. The concept of a
cryptosystem. Basic requirements for ciphers. Quantum computing. The history of the
development of quantum computing. Quantum bits. Single-bit elements. Multi-bit
calculations. Quantum circuits. Features of the use of computer technology in
cryptography. The complexity of quantum computing. Measurement. The threat of
quantum computing. Quantum cryptanalysis. The factorization problem in the RSA
encryption algorithm. Breaking the RSA cipher using the Shor algorithm for
factorization. Cryptosystems based on discrete logarithm. Solving the discrete
logarithm problem using Shor's algorithm for finding a discrete logarithm

5. Competence: Has practical experience in the application of modern mathematical
apparatus in research and applied activities. Can use modern operating systems and
network technologies

6. Expected results: To represent the protocols of quantum information with the help
of logical circuits; to draw up circuits of logical circuits that implement quantum
parallelism; to draw up circuits of logical circuits that perform quantum calculations,
error correction, quantum teleportation and generation of a quantum secret key; to find
solutions to the simplest equations of qubit motion; to explain the physical
mechanisms of controlling qubits in ion traps, on Rydberg atoms, superconducting
Josephson transitions, nuclear spins, polarization states of a photon, in quantum dots

Konyrbayev N. B.,
Candidate of
Technical Sciences,
senior lecturer
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UHOPAKYPHUTBIM
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H
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Tect
Tect
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IMpepexBusuttep: Web kochiMInanap Kayincizairi. Web TexHonorusiap-g
OCaJIBIFbI MEH Kayincizairi/ BeG-kocsiMianap Kayinci3airia tecriney/
[ocTpexkBU3UTTEP: KOCINTIK MOHAEP, MEMJIEKETTIK EMTHXaH, TUINIOMABIK XK00a
IToHHiH MakcaThl: ThIHAAyIIbUIapAa OYJITTHl €CeNnTey TEXHOJOTHUSICH TYpajbl
TEOPHSUTBIK JKOHE TPAKTHKAJBIK OLTIMHIH KaXETTI KOJIEMiH, 3aMaHayd OM3HECTe
OYITTBI TEXHOJOTHSUIAPIBIH apTHIKIIBUIBIKTAPBIH IPAKTHKAIBIK ICKE achIpy
JaFAbUIapel MEH JaFIblIapblH KaJbINTACTHIPY, OCHl TEXHOJOTHSHBIH AacCIIalThIK
KypaimapsIH 3epTrey. KypcTsl oTy GapBICHIHAA CTyAEHTTEp OYITTHI CEpBUCTI KYpy
TEXHOJIOTHUSACHIH UTepeli, KOJJaHBICTaFbl OYITTHI CEPBUCTEPMEH >KYMBIC icTeii,
CTYAEHTTEp OYITTHI ecenteyiepAi KoumaHynsl yipeHeni skoHe AT-mpouecrepai
OHTAMIAHIBIPY MOCENENEpiH IIemy Ke3iHAe OYITTHl ecenTey TEXHOJIOTHICHIH
KOJIIaHyFa JaibIH 001a/Bbl.

Kepickama Ma3MyHBI: KOFapbl OHIMII ecenTeyIepaiH HeTi3Ti TYpJepiHiH TapHxEbl,
Ka3ipri UHPPAKYPBUTBIMIBIK HIeIIMICPIiH namy TEeHJCHLUSIAPHI.
Bupryanmuzamms. Cepsucrep. JlamynblH Herisri OarbITTapbl. BynTTel ecenrtey
YFBIMIapBIHa Kipicrie. BynTThl ecenTey SKOHOMHKAchl. BYiTTHI ecenTeynepiiy
ApTHIKIIBUIBIKTApBl MeH KeMiuinikrepi. KosmaHblcTarbl KbI3METTEpre MIONY.
KomnnanpicTarsl Iuiaropmanapra LIOMy. BYITTHI ecentey TEXHOJOTHSIIapHl.
CTaHapTThl OpTafaH OYITTHl KOCBIMIIAIAPFA KOIY

Kyspiperrimiri: 0imy: OYATTHI TEXHOJOTHSUIAPIBIH HETI3rl YFBIMAApPHl MEH
TEPMHUHOJIOTHACHIH; OYITTHl TEXHOJIOTHSUIApABI KOJIaHy cananapbiH; Ou3Hec-
KBI3METKE KATBICTBl OYJITTHI €CeNnTey TY)KBIPHIMAAMAChIH; OYJITTBHI €CEeNTeyHiH
HETi3ri KaFuaaTTapblH, opTYp:i IulaTdhopMaapibl MaiaanaHa OTBHIPHIN, OYITTHI
JKylenepre apHalFaH KOCBIMINAIApAbl 33ipieyliH KaruaaTTapbl MEH oJicTepiH
Oimy; OYITTHI ecentey HHPPAKYPHUIBIMBIH; OYITTH HHPPAKYPBUIBIM KOHTEKCTIHAC
Kayinci3ik, Macuradray, OpHAJIACTHIPY, PE3EPBTIK KOIIipy Mocenenepin oiny

6. Kyrinerin HoTHXenep: MEHrepyl Kepek: OYITTHl Oargapiamainay TOCUIIEpiH
KOJIZIaHy, KOJIaHy THIMIUTITIH Oarajay, y3aK Mep3iMIi MepcreKTuBanap, OYITThI
ecenTey S5KOHOMHUKACHIH 3€PTTeY;

Tynerenosa 2.H.
3.F.K., aFa OKbITYILIbI




IIpepexsusutsl: besonacnocts Web npuioxenuii/yY 13BUMOCTb U 6€3011aCHOCTh
Web texnomnoruii . TectupoBanue 0e3omnacHocTd Bed-nprioxenuit
IMoctpexBusutel:  [IpodeccroHanbHble  AUCHUIUIMHBL,  TOCYAapCTBEHHBIN
9K3aMeH, AUMJIOMHBII MPOEKT

lens mucnummuel chopMupoBaTh y CIymatesnedl HEOOXOIUMEIH 00BeM
TEOPETHYECKHX W TPAKTHYECKUX 3HAHMH O TEXHOJIOTHMH  OOJAa4HBIX
BBIYHCIICHUSIX, YMCHUH U HaBBIKOB IIPAKTHUECKOH pean3alii BBIr0J] 00IaqHbIX
TEXHOJIOTHH B COBPEMEHHOM OM3Hece, N3ydeHHe MHCTPYMEHTAJIbHEIX CPENCTB
JaHHOHM TexHonormu. B mpomecce mpoxoskaeHHs Kypca CTyAeHTaMu OyayT
OCBOEHBI TEXHOJIOTHUS CO3JIaHuUsI 00JIAYHOTO CepBUCA, paboTa C CYIIECTBYIOIIMMU
oOIauyHbIMH ~ CEpPBUCAMH, CTYAEHTbl HAydaTCsi HCIIONb30BaTh OOJIayHbIE
BBIYUCICHUSI M OyAyT TOTOBBl K NPHMEHEHHMIO TEXHOJOTMH OONauHBIX
BBIYHCIICHUH TIPH peIleHnH 3a1ad ontuMu3anuu U T-mponeccos.

Kpatkoe conepsxanue: Mcropusi OCHOBHBIX THIIOB BBICOKOIPOM3BOAUTEIBHBIX
BBIYMCIICHUH, TEHICHIMM pa3BUTHS COBPEMEHHBIX  HH(PaCTPyKTYpHBIX
pewenuii. Bupryanuzauus. CepBucbl. OCHOBHBIE HaIlpaBJICHUS Pa3BUTHUS.
BBenenue B DmOHATHS OOJIAYHBIX BBIYMCIEHHUN. DKOHOMHMKA OOJAYHBIX
BbIUHCICHUH. JloCTOMHCTBA M HemocTaTkh OOJa4HBIX BbuuciaeHud. O630p
CyHIECTBYIOIIUX cepBUCOB. O030p cymecTByromux Mmiatdopm. TexHOmOTHH
00NMayHBIX BBIYMCICHUHA. Murpanuss W3 CTaHAAPTHOH cpensl B OOJIadHBIC
HPUIIOKEHHS

KoMnereHTHOCTb:3HAaTh: OCHOBHBIE IIOHSATHS W TEPMHHOJIOTHIO OOJAuHBIX
TEXHOJIOTHH; 00JacTH TNpPHMEHEHHs OOJAaYHBIX TEXHOJOIHWIl;  KOHIEIIHIO
o0JIauHBIX BBIYHMCICHUH NPUMEHHUTEIBHO K OW3HEC-IesATeNbHOCTH; 3HAaTh
OCHOBHBIC MPHHIWIB OONAYHBIX BBIYUCICHUH, MPUHIMIB U  METOMBI
pa3pabOoTKH NPHIOKEHUH ISl 0OTaUHBIX CHCTEM C HCIOJIb30BaHUEM PA3INIHBIX
mwiaThopm; HHPPaACTPYKTypy OOIaYHBIX BBIYHCICHHIA;BOTIPOCH OE30MaCHOCTH,
MAacIITaOUPOBAHUSA, Pa3BEPTHIBAHUS, PE3EPBHOTO KONMPOBAHMS B KOHTEKCTE
o6auHO# MHDPACTPYKTYPHI

OxumaeMble  pe3yNlbTaThl: YMETh:  MOJNB30BaThCsl  HpHUEMaMH  OOJIAYHOTrO
NpOTpaMMHpPOBAHMs,  JleflaTh  OLEHKY  3(QQEKTHBHOCTH  NpPUMEHEHHUs,
JIOJITOCPOYHBIX MEPCIEKTHB, H3yYeHHE SKOHOMHKH 00JaYHBIX BBIYUCICHHH;

Tynerenosa 5.H.
K.3.H., CTpalui
Mperno/jiaBaTenb




1. Prerequisites: Web Application Security / Vulnerability and Security of Web.
Technologies. Web Application Security Testing

2. Post-requirements: Professional disciplines, state exam, diploma project

3. The purpose of the discipline: to form the necessary amount of theoretical and
practical knowledge about cloud computing technology, skills and practical
implementation of the benefits of cloud technologies in modern business, the study of
the tools of this technology. During the course, students will master the technology of
creating a cloud service, working with existing cloud services, students will learn how
to use cloud computing and will be ready to use cloud computing technology to solve
problems of optimizing IT processes.

4. Summary: The history of the main types of high-performance computing, trends in
the development of modern infrastructure solutions. Virtualization. Services. The main
directions of development. Introduction to the concepts of cloud computing. The
economics of cloud computing. Advantages and disadvantages of cloud computing. An
overview of existing services. Overview of existing platforms. Cloud computing
technologies. Migration from a standard environment to cloud applications

5. Competence: To know: the basic concepts and terminology of cloud technologies;
areas of application of cloud technologies; the concept of cloud computing in relation to
business activities; to know the basic principles of cloud computing, principles and
methods of developing applications for cloud systems using various platforms; cloud
computing infrastructure; security issues, scaling, deployment, backup in the context of
cloud infrastructure

6. Expected results: Be able to: use cloud programming techniques, make an
assessment of the effectiveness of the application, long-term prospects, study the
economics of cloud computing;

Tulegenova E. N.
candidate of economic
Sciences, senior
lecturer
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1. [TpepexBusurrep: Web KockMImanap Kayincizairi. Web TexHomoTHsI1ap-H

OCaJIIBIFBI MEH Kayircizairi/ Be6G-xocsIMImanap Kayinci3airid tecriney/

2. [TocTpekBU3UTTEP: KOCIMTIK MOHAEP, MEMIIEKETTIK EMTHXaH, JUIIIOMJIBIK %002

3. TToHHIH MaKcaThl: CTYACHTTEPi SPTYPi MPOLECTEPIi MOMAEIbIACYIETi HEUPOHIBIK
JKeJi TocUIepiMeH, ONapiAblH JKYMBIC iCTey NPHHIMITEPIMEH, OKBITY SHiCTEepiMeH,
Kinrrepni mmdpnay MeH Oenyae, COHIal-ak axmapaTThl KOpFayIblH Oacka
caJiajapblHa TaHBICTHIPY.

4. Kpickamra Ma3MyHBI: JKacaHABl HEHpOHIBIK skeminep. OmapaslH kiktemyi. Kem
Ka0aTThl HeHpOoHIBIK xkeminep. Kypoutsimel. Konpany Mymkiaairinig Heriznemeci. Kemn
Ka0aTTel HEHPOHMIBIK JKEJJepAl OKBITY alropuTMIepi. OTKI3rimrTep HEHPOHIBIK
xeminep. HeHpoHIBIK JKemimepai KoigaHa OTBIPHIT MHUQpiay. AKMapaTThIK XKykere
ma0ybU1apAbl aHBIKTayFa HEHPOHIBIK TCIII.

5. KyssIpeTTiniri: akmaparThlK Kayilci3mikTi Oy3y KaTepiepiH 3epTTey JKOHE JKHHAY,
caKTay JKOHE OHJEY MpOLECIHAe aKMmapaTThl KOpFay oJiCTepiH, TACUIAEpiH JKoHE
KYpaJapblH XKeTUipy KabineTi; aknapaTThlK MPOLECTepIiH MalaanaHylIbuiapsl MEH
CyOBEKTUIEepiH, KOJDKETIMAUTIKTI  [IeKTey JKYHeJIepiH  COoMKeCTeHIipy  KOHE
ayTeHTH(UKaIUSIayAbIH )KaHa TEXHOJIOTUSUIAPBIH 93ipiiey jkoHe Koja Gap skeTinaipy
Kabineri

6. KyTinetiH HoTHXKeNep: 3epTTey KYPrizy OargapiiaMachlH aHBIKTay, OJapIbl Ka3ipri
3aMaH¥bI AKIMapaTThIK-KOMMYHUKAIUSAJIBIK TEXHOJOrus1apaa naﬁﬂan any JKOHC
KOJIIaHy, TEOPUSIIBIK MaTepUualIbl MeaaroruKaibIkK, FBUIBIMU-3€PTTEY,
HIBIFAPMALIBUIBIK, 0acKapy KbI3METTEpiH e NalijaaHy KOJIBIHAH Kelyi KepeK

Typembaes
Aoauibaa
TypembaeBud ¢-
M.F.K.,
KaybIMIACTHIPBUIFaH
mpodeccop M.a.




1. IlpepexBusutsl: bezomacHocts Web npuoxxeHuit/ Y 13BUMOCTh U 6€3011aCHOCTh
Web texunomnoruii . TectupoBanue Oe3omnacHocTd Bed-nprioxenuit

2. TlocrpexBusutsl: IIpodeccroHabHbIe JUCHHUILUTHHBL, TOCYAAPCTBEHHBII IK3aMeH,
JUIUIOMHBIN IPOEKT

3. llemb OUCHMIUIMHEL O3HAaKOMJIEHHE CTYIEHTOB C HEHpPOCETEeBBHIM HOAXOIOM B
MOJENUPOBAHUY PA3NTUYHBIX HPOLECCOB, NMPHHIMIAMHU MX (YHKINOHHPOBAHUS,
MeToJaMH OOyYeHHs, HCIIOJb30BaHHEM B INH(POBAHHHM ¥ paclperereHun
KJTIOYEH, a TakKe B IPYrHX 00JIACTSX IO 3aIUTe HH(OOPMAIIUHL.

4. Kpatkoe conepkanue: JckyccTBeHHble HelipoHHBIe ceTH. VX kiaccudukarus.
Mmuorocnoiiaple HelipoHHble ceTH. Ctpykrypa. OOOCHOBaHHE BO3MOKHOCTH
NpUMEHEHHA. AJTOPUTMBl OOyYeHHS MHOTOCIOHHBIX HEHpPOHHBIX CETei.
Camoopranmsymomuecss Helipornsle cetd. lludpoBanue ¢ wncnomb3oBaHUEM
HelpoHHbIX ceTell. HeillpoceTeBoil moAXon K  BBIIBJICHHIO aTak  Ha
HH(OPMAIMOHHYIO CHCTEMY.

5. KommereHTHOCTS: CIIOCOOHOCTBIO HCCIIeIoBaTh yrpo3 HapyIICHUS
MH(OPMAIIMOHHO 0E30MacHOCTH M COBEPIIEHCTBOBATh METOMBI, CIIOCOOBIM
CpelCTBa 3allMThl WHGpOpPMAIMKM B Tpolecce cOopa, XpaHeHHS U 00pabdOTKH;
CIOCOOHOCTBIO  Pa3pabaThIBaTh HOBBIE U COBEPUICHCTBOBATH HMEIOMINECS
TeXHOJIOTHH HJICHTHOHUKANKY U ayTeHTH(HUKALNK IO0Jb30BaTeled U CyOBEKTOB
MH()OPMAIMOHHBIX IIPOLIECCOB, CUCTEM pa3TpaHUIEHHS JOCTYyIa

6. OxumaeMble  pe3yidbTaTbLyMETb:  OHPENENATh  MpOrpaMMy  IPOBEICHHS
UCCIIEIOBaHNM,  WCIIONB30BaTh M INPUMEHATh HMX B COBPEMEHHBIX
NH(OPMAIIMOHHOKOMMYHHUKAIIMOHHBIX TEXHOJIOTHSIX, HCIIOJIb30BaTh
TEOPETHYECKHH MaTepHal B IIeJarorM4ecKoil, HayJIHOMCCIIEIOBATEIbCKOM,
TBOPUYECKOM, YIIPaBIEHYECKOHN EATEIbHOCTAX

Typembae Abaunbaa
Typembaesuyu K.¢-
M.H.,
1.0.aCCOLIUPOBAHHOTO
mpodeccopa

1. Prerequisites: Web Application Security / Vulnerability and Security of Web.
Technologies. Web Application Security Testing

2. Post-requirements: Professional disciplines, state exam, diploma project

3. The purpose of the discipline: to familiarize students with the neural network
approach in modeling various processes, the principles of their functioning, teaching
methods, use in encryption and key distribution, as well as in other areas of information
security.

4. Summary: Artificial neural networks. Their classification. Multilayer neural
networks. Structure. Justification of the possibility of application. Algorithms for
training multilayer neural networks. Self-organizing neural networks. Encryption using
neural networks. A neural network approach to detecting attacks on an information
system.

5. Competence: the ability to investigate threats to information security violations and
improve methods, methods and means of protecting information in the process of
collecting, storing and processing; the ability to develop new and improve existing
technologies for identifying and authenticating users and subjects of information
processes, access control systems

6. Expected results: be able to: determine the research program, use and apply them in
modern information and communication technologies, use theoretical material in
pedagogical, research, creative, managerial activities

Tureshbayev Abdilda
Tureshbayev Ph. D.,
Acting Associate
Professor
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1. TlpepexBusurrep: Python Timinge Oarmapiamanay, Java Oarmapiamanay
TEXHOJIOTHACHI

2. [TocTpekBU3UTTEP: KOCINTIK MOHAEP, MEMIICKETTIK EMTHUXaH, JUIIJIOMIBIK %002

3. IloHHiH MakcaTel: MOOWIBOI KYpbUIFbUIApFa apHaJfaH  KOCHIMIIAJapiabl
OarmapiaMaiayiblH 3aMaHayd TEXHOJOTHsUIAPbl Typajbl TYCIHIK KaJbIITACTHIPY.
3amaHayy MOOWIIBAI ecenTey KYPhUIFBUIAPEIH HTepy JKOHE OJIapIbIH HeTi3iHIe MOOMIbII
KOCBIMINIAJIapI6I KYpy Ke3iHze OL1iM MeH MpaKTHKAIBIK JaFAbUIap HeTi3aepiH, MOOMIbi
OarmapiaMaliblk KaMTaMachl3 €Tyi, JKepriulikti MoOWIbAl KOCBIMIIANApIsl, web-
cepBucTep MeH  MOOWIpAI  web-KochIMIIamapasl — HalgamaHaTBIH — MOOWMIIBAL
KOCBIMIIIANIApAbI 931pJICYAiH HETi3T1 NPUHIMITEPIH ary

4. Kpickama Ma3MyHbBI: MOOHJIBII KOCHIMIIANApAbIH HHTep(eicTepiHiH OpHAaNIacysbl.
Mobunbai OarmapiaManslk HMISHIMICPAl o3ipieyre apHajlfaH TEXHUKAJBIK TalchpMa.
Mobunsai  KockIMIIanmap HHTepdelcTepiHin au3aifHel. MoOwmbai  OargapiaMalibik
MICITIMIACPAIH KOMaHJANBIK JaMmybl. O3IpJCHIeH OaFaapiaMaiblK ©HIMIe MOTIHIIK
KyKaTTama. O3ipJieHreH OarIapiiaMalblK eHIMHIH Tycaykecepi. Tycaykecep Typiepi
JKQHE OJIap/IbIH epeKIIeTiKTepi

5. KysbIpeTTiniri: okpuFaH OacTanmkpl KOATHIH, KY’KaTTaMaHBIH HETI3T1 WACSACHIH OKY,
TYCiHY ’koHE OeJIeKTey NaFIbUIapbIH MEHIE€PY

6. Kyrinerin Hormxenep: aypeic TT kpurepuiinepiHe coiiKec KeNETiH MOOWIBIL
KOCBIMIIIAHBI J3ipJieyre TEXHHUKAJBIK TAaIllChIpMaHbl o3 OeTiHme o3ipaey. MoOmibai
KOCEIMIIaIap HMHTepdeHCTepiHiH IM3aifHBIH JKacay[blH HEri3ri KypajgapbIMeH
JKYMBICTBI JiepOec YHBIMAACTBIPBIHBI3. O3IpICHIeH OHIMIe MSTIHIIK KyKaTTaMaHBI
nepOec naibIHAay JKoHe JaiblH MoOWIBAI MeniMAi YCBIHY.

Jayt6aeBa A.O.-
T.F.K.,
KaybIMJI.TIpodeccop
M.a.

1.IlpepexBusuter:  IlporpamMmupoBanne Ha  s3eike  Python,  Texnonorus
nporpaMMupoBaHus Java

2.TloctpexBusutel: [IpodeccHoHa bHbe MUCHHUIUIMHBL, TOCYIAPCTBEHHBIN 3K3aMeH,
JUTUIOMHBIHN TPOEKT

3.lens mucoumanHel: (GopMHpOBaHHE MPEICTABICHUI O COBPEMEHHBIX TEXHOJIOTHIX
MIPOrpaMMHUPOBAHUS MPWIOKEHHH JUIT MOOWIBHBIX YCTpOWCTB. IlomydeHne ocHOB
3HAQHWH ¥ TPAKTUUECKUX HABBIKOB IIPH OCBOGHHH COBPEMEHHBIX MOOMIBHBIX
BBIYHCITUTENIBHBIX YCTPOWUCTB M MOCTPOCHHUIO Ha UX OCHOBE MOOMJIBHBIX IPHIIOKCHUH,
OCHOBHBIX MPHUHIMIIOB pa3pabOTKH MOOMJIBHOTO IPOrPAMMHOTO  OOECHeYEeHUs,
JIOKAJIBHBIX MOOMIIBHBIX MPUIIOKEHIH, MOOMITBHBIX IPHUIIOKEHUH, HCTIONB3YIOMNX Web-
CEpPBUCHI H MOOHJIBHBIE Web-TTPHII0KEHHS

4. Kpatkoe conepkanue: Makersl HWHTep(EiiCOB MOOWIBHBIX  MPUIIOKEHHH.
TexHmyeckoe 3agaHne Ha pa3pabOTKy MOOWIBHBIX MPOTPAMMHBIX pemeHui. [u3aitH
uHTepQelicoB MOOMIBHBIX npwioxkeHnd. KomangHas paspaboTka MOOHMIBHBIX
NIpOrpaMMHbIX peuieHuil. TekcToBas JOKyMeHTalus Ha pa3paboTaHHbII NpOorpaMMHBIN
nponaykT. [IpesenTanus pa3paboTaHHOIO MPOrpaMMHOI0 NPOayKTa. Buabl mpeseHTaruii
U UX OCOOCHHOCTH

5.KommeTeHTHOCTh: BlIaJieHHe HABBIKAMH YTCHUsI, TOHUMAHUS U BBIIEICHUS TJIaBHOM
H7IeV IPOYUTAHHOTO MCXOJHOTO KO, JOKYMEHTAINN

6.0xnnaemsle pe3ynbTaThl: CaMOCTOSTENBHO pa3pabaTeiBaTh TEXHUIECKOE 33aHHE Ha
pa3paboTKy MOOHMIBHOTO INPHIIOKEHHS, COOTBETCTBYIONIETO KPUTEPUSIM KOPPEKTHOTO
T3. CaMocCTOATENBHO OpraHM30BBIBATE pAa0OTy € OCHOBHBIMU HHCTPYMEHTaMH
pa3paboTKu au3aiiHa WHTEP(PEHCOB MOOWIBHBIX MPHIOKCHHUI. CaMOCTOSITENIEHO
TOTOBHUTHh TEKCTOBYIO JOKYMEHTAIMI0 K Pa3pabOTaHHOMY IPOAYKTY M HPE3CHTOBATH
rOTOBOE MOOMIIbHOE PElICHHUE.

Jayt6aeBa A.O.-
K..T.H., H.0. aCCOIL.
mpodeccopa




1. Prerequisites: Programming in Python, Java programming technology

2. Post-requirements: Professional disciplines, state exam, diploma project

3. The purpose of the discipline: the formation of ideas about modern technologies of
programming applications for mobile devices. Obtaining the basics of knowledge and
practical skills in mastering modern mobile computing devices and building mobile
applications based on them, the basic principles of mobile software development, local
mobile applications, mobile applications using web services and mobile web
applications

4. Summary: Layouts of mobile application interfaces. Technical specification for the
development of mobile software solutions. Design of mobile application interfaces.
Team development of mobile software solutions. Text documentation for the developed
software product. Presentation of the developed software product. Types of presentations
and their features

5. Competence: possession of the skills of reading, understanding and highlighting the
main idea of the read source code, documentation

6. Expected results: Independently develop a technical task for the development of a
mobile application that meets the criteria of a correct TOR. Independently organize work
with the main tools for developing the design of mobile application interfaces.
Independently prepare text documentation for the developed product and present a
ready-made mobile solution.

Dautbaeva A.O.-
c.t.s., acting
professor
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1. Ipepexeusutrep: Python Tinminme Oarmapiamanay, Java Oarnmapramanay
TEXHOJIOTHSCHI

2. IMocTpekBU3UTTEP: KACINTIK MOHAEP, MEMJICKETTIK €MTHXaH, IHIUIOMJBIK
xo0a

3. IloHHIH MakcaTel: TOHAI WrepydiH MaKCaTbl-HEHPOHABIK JKeNIepai
CHHTE3/IeY dMICTEePiH 3epTTeY XKOHE OJap bl IPAKTUKAJIBIK KOJIAAHY.

4. Kpickamra Ma3MyHBI: HEHpPOHABIK >kemijepre Kipicme. I[lepuenTpoHAbIK
xkeminep. CBI3BIKTBIK ~ HEWPOHIBIK Okemiyep. Paamammel  0asucTik  kemiiep.
KaiiTananaTblH HEHPOH/IBIK KeJiiep.

5. KysbiperTiniri: AKmapaTTblK TEXHOJOTHsUIAp camlachiH Oackapy OoibIHIIA
KyKaTTapasl faibiaaayra Jlaieiaasik. JKobanay oOBEKTICIHIH camacklH KaMTaMachl3
eTyre apHaJIFaH OHIIPICTIK JKoHe OHAIPICTIK eMec MIBIFBIHAAP/bI Oaraiay MyMKIHIIri
6. Kyrinerin HOTIXENep: MEHrepyi THiC: HEHPOHIBIK >KENJIEpAi KYpacThIpy;
HEHPOHMIBIK JKENiJIepAl OKBITY; KOJAaHOANBl ecemnTepii IIemy YIIiH HEeHpOHIBIK
xeminepai Konmany; MeHrepyi tuic: MATLAB sxyitecinne HEHpOHIBIK JKemitepmi
MOJIENB/ICY NAFIbUIApEL. KaOlleTi MEH NalbIHOBIFBIH KOPCeTyl KepeK: HEHpOHIBIK
JKEJTiHI MPaKTHKa1a KOJIaHy

Jayt6aeBa A.O.-
T.F.K.,
KaybIMJI.Ipodheccop
M.a.




LIp:pekmsure:  [MporpammmpoBanie B2 sswike  Python,  Texuosorns | Jlayroacsa A.O-
porpaMMupoBanug Java K..T.H., H.0. 3CCOLL
2. 1oztpexsisure: [IpohecCHONNIBHLIC JAHCUMILIMNLL, TOCYAIPCTBCHILIT JK3ame, | npodeccopa
JHIIOMIBHT npoext

3. Uews ancumnamint: 1leanio OCROCHHS JMCUMIUIHIEL ABASCTCA HIYHCHHE METOI0B
CHHTEIA HEHPOHHBIX CeTet 1 MX NPAKTHYCCKOTO TIPHMCHEHNA.

4. Kparkoe conepaanne: Beenenue B uciiponnnie ceti.  Tlepeermponnnic  ceti.
Jluncitupie nefiponusie cetn, Panuansubie Gasncnuie cet, Pexyppeutibic nefiponiibic
ceTi,

5. Kovnerenrnocts:l0T0BIOCTL  1POBOAHTE  MOATOTOBKY  JIOKYMCHTAUMM 110
MCHEDKMEHTY KadecTsa HHdopMatmonteix rexnonoruii. CrniocoGHocTs  NpoBOAMTEL
OUCHKY POHIBOJICTBEHHEIX ¥ HENMPOHIBOJACTECHHBIX 3aTPaT Ha 00CCNECHUE KauecTan
00BEKTa POCKTHPOBAHNHA

6. 0%unaeMuie Pe3yNLTATLIAOMKEH YMETLKOHCTPYHPOBATE Helipoitiiie cetu; ofyuars
HEHPOHHBIC CCTH, MPHMCHATEL HCHPOHHBIC CCTH JUIM PCLUCHMR NMPHKIQAHBIX 3a1a4;
JIODECH BAATETH: HABBIKAMI MOJACAHPOBAHMS HEHpoHHbIX ceteil B cucteme MATLAB.
AOTACH ACMOHCTPHPOBATE CIIOCOSHOCTh I FOTOBHOCTH: [IpUMEHATS HelporLil ceTi

1A TIPAKTHKE
1. Prerequisites: Programming in Python, Java programming technology Dautbaeva A.O.-
2, Post-requirements: Professional disciplines, state exam, diploma project cL.s., acting

3. The purpose of the discipline: The purpose of mastering the discipline is to study | professor
the methods of synthesis of neural networks and their practical application.

4. Sammary: Introduction to neural networks. Perceptron networks. Linear neural
networks. Radial basis networks. Recurrent neural networks.

5. Competence: Readiness to prepare documentation on information technology
qualty management. The ability to assess production and non-production costs for
ensuring the quality of the design object

6. Expected results: must be able to: design neural networks; train neural networks;
apply ncural networks to solve applied problems; must possess: skills of modeling
neural networks in the MATLAB system. Must demonstrate the ability and
willingness 10: Apply neural networkgtn practice

-
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